Use cases

» New activity detected on a set of critical equipment, on page 1
* Tracking components that send DNS requests, on page 3

* Detection of assets newly connected to the network, on page 5
* Tracking sensitive assets properties, on page 13

New activity detected on a set of critical equipment

Production lines are the most central and critical part of an industrial network. Good practice is to monitor
the set of PLCs which manages these production lines. Ensure notification if a new activity happens on the
network.

To monitor, access the Explore page and create a new PLC LAN preset.

® Explore ¥ / AllPresets ¥

CREATE ANEW PRESET X

“Name: p|CLAN

Description:  Monitor new activities on production line 1.

m Cancel

In Networks, select the subnetwork corresponding to the production line.
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New activity detected on a set of critical equipment

@ RISKSCORE \'

& NETWORKS V1A
+ Add network criterion

() @ External communications

192.168.41.0/24 2 0
& DEVICETAGS v
A~ ACTIVITY TAGS \
O GROUPS \
[J SENSORS \

Click the Monitor page > Monitor preset settings.

PLCLAN (@]
M 2 Edit
5 Save as

PLCLAN (o) ] &
My preset O Delete

15 Y¥ Manage favorites >
® PLCLAN

@& Create baseline

192.168.41.0/24 & Monitored preset settings

Click Advanced settings > New activity > OKk.

w

MONITORED PRESET SETTINGS X
Check interval (in seconds)* Monitored baseline
s
| | How often do you want to check the state of this Preset ? Please select the baseline you want to monitor
60 () Enforce check interval ® PLCLAN v

> Events severity

Vv Advanced settings

Please select the types of differences you want to be alerted about

Components behaviors Activities behaviors
(O New component New activity
() Newtag (O Newtag

| () Newvariable access
Properties behaviors

(O Newproperty
(_J Property update

n Cancel

An alert appears when a new activity comes in. See the example below:
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alvaln
cisco

v 2 0

PLCLAN »
® PLCLAN

seeon @ Explore

Created with data seen between:

Sep 1,2017 2:26:07 PM - Aug 31, 2023 2:26:07 PM

Last check Oct 5,2023 3:11:23 PM

Active criteria
& NETWORKS V2PN

192.168.41.0/24

@ Monitor ¥
32 Activities = 1new
v/ Acknowledge selection / Report selection
Status Component
NEW ) 192.168.41.10

192.168.41.10

192.168.41.10

192.168.41.10

192.168.41.10

192.168.41.10

Tracking components that send DNS requests

PLCLAN 18 ¥ / Activitylist ¥ New Activity X

192.168.41.10

B ‘vmwa re|

1P:192.168.41.10
) MAC:00:50:56:2d:ec:17
A
| Line1|5069-L310ER/A
Component Automstion|  |P: 192.168.41.22
) MAC:5c88:16:be:5a:6d

irst activity

F
Line1|5069-L310 B Sep 4,2023 12:00:16 PM

Last activity

Sep 4,2023 12:00:16 PM

For more information about the activity of tags and their definition, click Technical sheet.

New Activity X

192.168.41.10
1P:192.168.41.10
MAC: 00:50:56:2d:ec:17

Line1 | 5069-L310ER/A
1P:192.168.41.22
MAC: 5¢:88:16:be:5a:6d

| Firstactivity g Lestactiviy

Sep 4,2023 12:00:16 PM Sep 4,2023 12:00:16 PM

Tags:

Investigate with flows

#Stop CPU

V' Acknowledge activity l X Report activity

Show details

®ARP @Ethernet|P #IcMP

= ~10

Flows

853

Events

D 1176

Packets

& 155kB

Volume

Activity in details

Here you can see detailed informations

Tags Variables
Tags
Status Tag
NEW ARP
NEW EthernetIP
NEW ICMP

Tags: Investigate with flows
COMMON | 1756 @StopCPU | | #ARP | | @EthernetlP | | €ICMP
L81E/B

<)

L] 22400252 Show details

© 22400251 2]

\__/
@) 19216841255 =~10 53
Flows ents
& 239.255.255.250 Q1176 & 155 kB
Packets Volume
Collapse >

40

Category Description
The Address Resolution Protocol (ARP) is a
communication protocol used for
discovering the link layer address, such as a
PROTOCOL MAC address, associated with a given
network layer address, typically an IPv4
address. Source: https://enwikipedia.org
/wiki/Address_Resolution_Protocol

EtherNet/IP is an industrial network
protocol that adapts the Common Industrial
Protocol to standard Ethernet. Source:
https://enwikipedia.org/wiki/EtherNet/IP

PROTOCOL

The Internet Control Message Protocol
(ICMP)is a supporting protocol in the
Internet protocol suite. It s used by
network devices, including routers, to send
error messages and operational information
indicating, for example, that a requested

PROTOCOL

service s not available o that a host or
router could not be reached. Source:
https://enwikipedia.org
/wiki/Internet_Control_Message_Protocol

Stop CPU is a control systems command to
stopa CPU. Asa consequence, the
industrial process run by the PLC, DCS or

Tracking components that send DNS requests

Monitor components that send DNS requests on a network, in case a distant server, a service, or a URL
established communication with the monitored network. You get alerts with information, such as the IP address

of the component.

On the Explore page > Create a new preset.
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Tracking components that send DNS requests

® Explore ¥ / AllPresets ¥

CREATE ANEW PRESET X

“Name: pNS

Description:  Track components that send DNS requests.

pc
ﬂ Cancel

In the Activity tags filter > select protocol DNS.

A ACTIVITY TAGS V1A )] DLMS
) Activities without tags ) €DLR
» (O Control system behavior O DNP3
4 IT behavior v DNS (6)
» () & Network analysis 0O Echo Protocol
> . Protocol o
UJ Emerson ROC Plus
» () & Security analysis

EtherCAT

In the Monitor page > Monitor preset settings.

DNS @
M 2 Edit
DNS @} : [ED Saveas
o
My preset O Delete
¢ Manage favorites >

® DNS
& Create baseline

DNS v & Monitored preset settings

5¢

In Advanced settings, click New component > OKk.
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MONITORED PRESET SETTINGS

Check interval (in seconds)*

{ow often do you want to check the state of this Preset ?

Monitored baseline

Please select the baseli

60 Enforce check interval * DNS

> Events severity

Vv Advanced settings

Please select the types of differences you want to be alerted about

Components behaviors Activities behaviors

New component New activity

New tag New tag

New variable access
Properties behaviors

New property
Property update

An alert appears when a new component using the DNS protocol comes in

Active criteria
A~ ACTIVITY TAGS V1A

Protocol.
DNS

&) NUC24-LABCCY

9 NUC25KEPWARE

Detection of assets newly connected to the network .

1e you want to monito

m Cancel

Monitor ¥ / DNS1& ¥ / Component list ¥
v 2 1 8Components [J 1new
ckno

DNS & seeon @ Explore
® DNS

Status Component Group First activity

pT—

NEW © 102.2.188 Aug 31,2023 2:18:22 PM
Created with data seen between:
Sep 1,2017 2:26:07 PM - Aug 31, 2023 2:26:07 PM 3 1022133 Aug31,20232:18:22 PM
Last check: Oct 6,2023 5:03:11 PM

() 10.2.3.254 Aug 31,2023 2:18:22 PM

Aug 31,2023 2:24:44 PM

Aug 31,2023 2:24:44 PM

The IP address of the component is displayed under the IP column.

Last activity

Sep 4,2023 12:10:38 PM

Aug 31,2023 2:18:22 PM

Aug 31,2023 2:18:23 PM

Aug 31,2023 2:25:11 PM

Aug 31,2023 2:25:11 PM

Detection of assets newly connected to the network

Detecting when new equipment connects to the industrial network is a very basic use case. Good practice:
organize components in an intelligible way, for example, according to the network topology per production
chain. A network can be divided into several areas, such as several production chains with different criticality
levels. Place a Cisco Cyber Vision Sensor to capture and monitor its traffic. Create groups which represent a
production chain and contain its components to reflect that topology. Cisco Cyber Vision detects a new
component and its related activities within a specific area to see if a component connects with this production
chain. Its related activities are also highlighted in M onitor mode.

Key Differences: New components and their related activities on the network.

. See the example below.

b Q-

P v

10.2.2.188

10.2.2.133

10.2.3.254

192.168.0.24

192.168.0.25
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Detection of assets newly connected to the network

Aim: Monitor the production line 2 of the industrial network.

Place a sensor on each production chain. Use the sensor filter to display each production chain. In the industrial
network example below, we are monitoring has three production lines on which we have positioned a sensor.
We want to see and monitor what is happening on production line 2. In Explore mode access the Preset All
data. Select the filter SENSOR _Line2 (it is possible to rename sensors to identify which area of the network
they are monitoring) so only traffic captured on Production Line 2 appears.

Criteria Selectall Rejectall Default
& COMPONENT TAGS v
A~ ACTIVITY TAGS Y
7 GROUPS %
[0 SENSORS V1A

SENSOR_Linel
SENSOR_Line2

SENSOR_Line3

Organize the components into groups, per function:
* PLCs in Line 2
< IT
* Broadcast

e Multicast
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Detection of assets newly connected to the network .

Broadcast Multicast
*@ —— —— —
HE |
(@) — (@) N
LLASSAGN-SEKSG 192 1880255 —— 230 265255 250
e
_©
Muticast LLDP 006
Line
o |
MOXA |Aapacioven SIEMENS

= Rockaet Zpkcce Siamens 81213

&

'WI INTEK|

Wientek 182 163.0.81

Result: A filtered and organized view of production chain 2.

Save the filtered and grouped network data selection as a new preset. Name it Line 2.
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I



Use cases |
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All data ™

@ Explore ¥ / Line2 ¥ / Map-Expert ¥

SAVE THIS PRESET AS...

Line 2 (@)
“Name:
‘ Line 2|
Act ne: ® Line 2-Normal State (0@
Description:
Criteria Selectall Rejectall Default
Vv
A~ ACTIVITY TAGS v
A4

The preset Line 2 contains components and activities that are interacting in a normal way. Production line 2
is in normal operating state. Save the normal state of the preset as a baseline. Name it Line 2 - Normal State.
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Add a new baseline from preset

+

) B 2 0

Line 2

alaln
cisco

@ Explore ¥ / Alldata ¥ / Map-Expert ¥

CREATE BASELINE FROM PRESET
Line2
New Baseline

" Name:

Line 2 - Normal State

. Components: Activities: I
All components and activities are P ' Vi
This preset should not be used ar to
defined presets would be preferr .

) Variables: Groups:
accurate findings. )

Description:
Active baseline: No active baselit
Criteria Select all I
@ COMPONENT TAGS
/

A~ ACTIVITY TAGS -

Check Production Line 2. In Explore mode, we see 10 components instead of 9. Number of activities and
events has increased, too. The baseline Line 2 - Normal Statereports 3 alerts.
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Detection of assets newly connected to the network

@ Explore ¥ / Line2 ¥ / Dashboard ¥

© @ ﬁ ﬁ Apr 13,2020 11:09:01 AM - Apr 27,2020 11:09:01 AM (14 days) ®LIVE
Line 2 @ Dashboard
Active baseline: ® Line 2 - Normal State (0 Q0
Criteria Selectall Rejectall Default

SENSOR _Line2 'élfs'élé‘ @ Explore ¥ / Line2 ¥ / Dashboard ¥

[} 5] 2 O Avor13,202011:1 M - Apr 27,2020 11:10:31AM (14 days) ®LIVE

Line 2 @  Dashboard

ne: ® Line 2- Normal State (3G

10 11

Criteria Selectall Rejectall Default

SENSOR _Line2

To understand exactly what happened, go to M onitor mode.
The left panel shows 1 new component and 2 new activities have been found.
Click the new component. The right side panel opens with the detailed properties of the component.

The component details show it is a controller with similar properties to other component characteristics. After

visually confirming, we discover that a new PLC was connected to the network to enlarge Production Line
2.
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Detection of assets newly connected to the network .

% Monitor ¥ / Line2-NormalState 38 v / Map v

2 0 v LEGEND

Line2 & seeon @ Explore
® Line 2 - Normal State

Created with da en
Apr 13,2020 10:45:45 AM - Apr 27, 2020 10:45:45 AM

Apr 27,2020 11:14:08 AM

Active criteria
[ SENSORS V1A

SENSOR_Line2

Broadcast

QIO

Siemens 192.168.0.46
2:192.168.0.46
AC:ac:64:17:81:21:3¢

H Apr 27,2020 10:51:01 AM H Apr 27,2020 11:09:56 AM

# Controller

X Report component

This new component behaves normally, looking at its activities. It has been identified because it has sent a
broadcast packet (probably ARP) and then has connected to the Weintek machine using a legitimate protocol

Actions like Read variable accesses look normal, too.
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. Detection of assets newly connected to the network

Map ¥

Line 2- Normal State 30 v

New Activit

SIEMENS | 2:192.168.046

ol
(, | Broadcastff:ff:ff
Broadcast ‘ ((.)) Broadcast A
((.)) % ((.)) \ e
B or 0w i0storam B A
Tegs:

@ Broadcast ARP

| Siemens 192.168.0.46

MAC: ac:64:17:81:21:3¢

,2020 11:09:56 AM

[ Investigate with flows

v Acknowledge activity ‘ [

X Report activity

Line2 Line 2- Normal State 33 ¥ / Map ¥
W o [s
| Broadcast
— [ @) —(®

0= 1621880 0% Rocewel i 1200200 RS

A

(W INTEK

Weriex 152 163091

MOXA Inafyres SIEMENS
coweiStoes  Semens 912138

|

Autemsion

New Act X
( 1 Weintek 192.168.0.91
‘ 08 | tne2a
(WeNTS £:192.168.0.91
A- 1A 00:0c:26:1b:4c:83
( | Siemens 192.168.0.46
SIEMENS| 17 192.168.046

AC:ac:64:17:81:21:3¢

B aor27,2020 105101 AM B Apr27,2020 11:09:56 AM

Tegs: &) Investigate with flows

@ Read Var

57Plus

@ Write Var ARP

read
d=11read Weintel

X Report activity

' Acknowledge activity ‘

Show details

Since the component and activities are part of the normal operating process of Production Line 2, you can
acknowledge and include the baseline differences, if any change occurs.
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Tracking sensitive assets properties .

% Monitor ¥ / Line 2 -Normal State 38 v / Map ¥ ~ @
New Component X
ACKNOWLEDGE X
Siemens 192.168.0.46
1192168046
AC:ac:64:17:81:21:3c
® Apr27,2020 B Apr27,2020
10:51:01AM 11:09:56 AM

@ Controller

Message (optional):

New machine installed on Production Line 2.

Include ‘ ‘ Acknowledge & Keep warning Cance ent H X Report component

Go to Explore mode and add the component into the Line 2 group.

Go to the Events page and see that all previous actions are reported here: the detection of a new component,
activities on the network, and adding the component into the group Line 2.

il

cisco
e ek
Year
11:09:55.580 Inventory ‘'vendor-name : Siemens AG” detected to  famm) Siemens 192.168.0.46 | IP: .
192.168.0.46 | MAC:ac
11:10:02.077 ponent detected on the network: f=== Siemens 192.168.0.46 | IP:192.168.0.46 .
MAC:ac:64:17:
11:10:02.136  Inventory Ei ‘Siemens 192.168.0.46' ===| Siemens .
192.168.0.46 | IP:192.168.@. MAC:ac:64:17:81
11:10:08.399 Anomaly Detection 3 differences have been detected in the baseline Line 2 - Normal State v
Live» 3:00PM

15:24:10.476 Siemens 192.168.0.46 | IP:192.16 | MAC

2c:64:17:81:21:3¢ Normal State by "Admin

Siemens 192.168.0.46

9 See Technical sheet

name-vendorip:

public-ip: no
r:S

ens AG

vendor-name: Siemens AG

15:24:30.877  Cisco
ackn

=| Siemens 192.168.0.46
Line 2 - Normal State by "Admin Admin’

() Broadcast ff:ff:ff

15:24:38.937  Cisco Cyber Vi
192.168.0.46 acknow

2] Weintek 192.168.0.91 —— || Siemens

and included Line 2 - Normal State by "Admin Admin'

Tracking sensitive assets properties

To ensure To ensure the security of the network, monitor its critical assets closely. Usually, critical assets are
controllers which ensure the plant's operation. To monitor them, check the properties of the controllers.

Typically, programs and firmware versions changes are properties that might cause malfunctions or even stop
a production line.
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Preset definition: Preset needs to be defined per group or multiple groups.
Key differences: New properties or changed properties on components.

In Explore mode, click All data (1). Group the components per function (Broadcast, Multicast, Production
Line 2) to organize our data. Select the Controllers component filter (2), so only the components marked with
the Controller tag, their activities, and related components display. The network data is filtered and grouped.

Save the selection as a new preset (3). Name it Controllers.

Map - Expert ¥

w @ Explore v | Al

a & Apr 13,2020 10:40:37 AM - Apr 20, 2020 10:40:37 AM (7d) ®LIVE

Alldata*™ ) v 3 .
{ o 9 LEGEND Broadcast Multicast

Description
All components and activities are listed in this
preset. This preset should not be used and other

more well defined presets would be preferred for

more accurate findings.

Active baseline: No active baseline

Criteria Selectall Rejectall Default Lln 2
" Rockwell
3 COMPONENT TAGS V1A Automation

Rociowet 198.168.0.200

Components without tags
» < Device - Level 0-1

= ¥ U Device- Level 2

@ Citect Alarm Server | Y
/

@ Citect 10 Server

@ Citect Report Server ?EMENS

@ Citect Trend Server Siemans 192.188.0.48

@ controller (3)

# Engineering Station

AU @ Explore ¥ / Alldata ¥ / Map-Expert ¥

=
3 & SAVE THIS PRESET AS.

Alldata™ 4 Mu

*Name:

Controllers

All components and activities are listed in this
preset. This preset should not be used and other Description:

more well defined presets would be preferred for
All components and activities are listed in this preset. This preset

should not be used and other more well defined presets would be

more accurate findings.

Active baseline: No active baseline .
- preferred for more accurate findings.
Vi
Criteria Selectall Rejectall Default
& COMPONENT TAGS vina

Cence
Components without tags

L
» < Device - Level 0-1
= ¥ O Device- Level 2
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The preset Controllers contain components and activities operating in a normal way. Save the normal state
of the preset as a baseline. Name it Controllers- Normal State.

Add a new baseline from preset

+

o)

Controllers

il
cisco

@ Explore ¥ Controllers ¥ Map - Expert ¥

CREATE BASELINE FROM PRESET

Controllers

New Baseline

*Name:

Description

. Controllers - Normal State
All components and activities

. Components: Activities:
preset. This preset should not
more well defined presets wot
more accurate findings. .

° Variables: Groups:
Active baseline: No active bas Description:

Criteria Select all

Components without

Device - Level 2

Go to Monitor mode. The new baseline Controllers - Normal State displays.

Soon, two alerts are reported in the Controllers preset. Access the baseline to investigate.
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& Monitor ¥ All Monitored presets ¥
Monitored Presets

®© All monitored Presets

Line 2 Controllers

® Line 2 - Normal State og ® Controllers - Normal State og

& Monitor ¥ All Monitored presets ¥
Monitored Presets

What changed ?-The

Controllers ’ Line 2

® Controllers - Normal State 20 ® Line 2 - Normal State 1

The left panel reports that one component and one activity have changed in the scope of the preset.

Click on the changed component in the map. A right side panel opens with more information. Changes appear

in red. The tag indicates that it is a controller. The properties 1ldp-description and firmware version have
changed and the former version is crossed off.

% Monitor ¥ / Controllers - Normal State 18 ¥ / Map ¥ v @

2 g v LEGEND nponent X
Controllers & seeon @ Explore i i Siemens 81:21:3d

ISIEMENS}  Line2
® Controllers - Normal State g o 1192168046
AC:ac:64:17:81:21:3d
: B pr29,2020500:56pM B Apr 29,2020 5:01:026M
[SIEMENS| Broadcast Multicast i 00sE pres 28En =0k

9210048

@ Controller

# Controller

81:21:3d
cpulsi2-sp

pe: Local

Issue: no activity on the network seems to explain why the firmware version of the SIEMENS component
rolled back.

Diagnosis: meet with the technical operator in charge of the production line. The operator says that the latest

version was causing several issues on the network. A maintenance operator performed a rollback to solve
this, until a new fix is available.
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Tracking sensitive assets properties .

Conclusion: this was part of a normal maintenance act and we acknowledge the differences.

@ Monitor ¥ / Controllers - Normal State 14 ¥ / Map ¥ ~ @
2 X
Z2 0 ACKNOWLEDGE X
Controllers & seeon @ Explore H ! Siemens 81:21:3d
|SIEMENS;  Line2 A
@ Controllers - Normal State acknowledge H 6 - 192163046
sid (O 1680
ucensiceritzs normal 1A ac:64:17:81:21:3d
Message (optional): K. R g it
Created with data se cen: Apr 29,2020 5:00:58 PM ,20205:01:02 PM
Apr 15,2020 5:13:50 PM - Apr 29, 2020 5:13:50 PM Version roll-back due to operational issues)
Last check: Apr 30,2020 12:07:27 PM & Controller
¥,
Active criteria Investigate with flows
@ COMPONENT TAGS via oo . -
Device - Level 2 Acknowledge Cancel = We6312629 Siemens,
& Controller SIMATIC S7, CPU 1512SP F-1 PN, 6ES7 512-1SK01-

ine2 @ABO@, HW: Version 5, FW: Version V2.6.1, S C-
! LNEW86312019

Rock 181680200 192.168.0.46

‘¢ AcknowledgedifferencesH X Report differences

> 1 Remove andkeepwarning | Individual ackno

Once you acknowledge differences, they are considered normal and do not appear in red anymore. If a new
change happens such as the version update, the component appears as changed again in M onitor mode.

@ Monitor ¥ / Controllers -Normal State ¥ / Map ¥ v @

2 0 v LEGEND Comp

Controllers & seeon @ Explore —N ( | Stemens81:24:3d
SIEMENS)| Line2 A
@ Controllers - Normal State L 5:192.168.0.46
Broadcast M MAC: 2c64:17:81:21:3d
Crested v no n
Apr 15,2020 5:13:50 PM - Apr 29, 2020 5:13:50 PM Siemens 192.168.0.46 E Fi it B vity
((.)) Apr 29,2020 5:00:58 PM Apr 29,2020 5:01:02PM
Apr 30,2020 12:09:27 PM

Active criteria

@ COMPONENTTAGS via

Device - Level 2: -subtype: Local

@ Controller r:Siemens AG

ine? Siemens, SIMATIC S7, CPU 15125P F-
Line2
1 PN, 6ES7 512-15K01-0ABO, Hu: Version 5, Fii:

° Version V2.6.1, S C-LNEWS6312019
SIEMENS| Automation 192.168.0.46
Semens 81213 Rockwell 192.168.0.200
O Remove and keej g Show details

B

Monitor mode generates an event, showing the previous behaviors that happened on preset Controllers and

actions.
12:08:11.116  Cisco Cyber Vision Configuration = Siemens 81:21:3d
Line2)|1P:192.168.0.46 | MAC:ac:64:17:81:21:3d acknowledged and included Controllers - .
Normal State by "Admin Admin” "Version roll-back due to operational issues."
properties
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