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* Create a baseline from a default preset, on page 4
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* Create a weekend baseline, on page 5

* Enable a baseline monitoring, on page 5

Create and setup a baseline

Procedure

Step 1 Click Explore from the left panel.
Step 2 Click Basics, click the All data preset.
Step 3 Click the Create a new baseline from preset button.
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Step 4 Type in Name.
Step 5 Click Create. The Baseline creation window appears.
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. Create and setup a baseline

Baseline creation is in progress

It can takes some times depending on your network.

Gocheckitout Continue

Step 6 Click Continue.
Step 7 Access the Monitor page.

On the All data preset, the new baseline appears.

Basics

All data

Basics

All devices and activities are listed in this
preset. This preset should not be used
and other more well defined presets
would be preferred for more accurate

findings.

@ Baselinel (04)

Step 8 Click three dotsicon > Monitor preset settings.
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Change the Check Interval frequency and the Events severity preset state, if necessary.
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Create and setup a baseline .

MONITORED PRESET SETTINGS X
Check interval (in seconds)* Monitored baseline
How often do you want to check the state of this Preset ? Please select the baseline you want to monitor
60 () Enforce check interval ® Baselinel

Vv Events severity

Please select the appropriates severities for this Preset 3
Differences detected: ol low medium (@ = high o very high
Anomaly reported : ol low medium wlhigh (® wveryhigh
Difference acknowledged & included : wlow ® - medium = high w{ very high
Difference acknowledged but not included (keep warning): wlow @® -~ medium # high
o very high
Component or Activity removed from baseline:: ® wlow medium o high w very high

> Advanced settings

1
m Cancel

In Advanced settings, select the type of differences about which you want to be alerted. This is useful to:
* Drastically reduce the number of differences found to facilitate results treatment.
Refer to Review differences.
* Target the type of information that are really relevant to your organization.

For each behavior type, select the type of information to be checked: components, activities, tags, variable
access, and properties. For more information about these concepts, refer to the Cisco Cyber Vision GUI
User Guide.

* Set up a preset monitoring with a more advanced approach. Refer to the use case Tracking sensitive
assets properties.
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Step 9
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Create a baseline from a default preset

MONITORED PRESET SETTINGS X
Check interval (in seconds)* Monitored baseline

How often do you want to check the state of this Preset ? Please select the baseline you want to monitor

60 Enforce check interval ® Baselinel
> Events severity

P)

Vv Advanced settings
Please select the types of differences you want to be alerted about
Components behaviors Activities behaviors

New component New activity

New tag New tag

) New variable access

Properties behaviors

New property
Property update

n
n Cancel

Click Ok.

Create a baseline from a default preset

Step 1
Step 2
Step 3
Step 4
Step 5

Procedure

Access the Explore page.

In Basics, click the Essential data preset.
Click Add a new baseline from preset.
Click Go check it out.

All elements display. Some components and activities may already appear in red as new or changed.

Create a baseline from a group

Step 1

To create groups:

Procedure

Access the All data preset.
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Step 2

Create two groups of components.
Example:

Create a group HMI and a group PLC.

To create presets from groups:

Step 3

Step 4
Step 5
Step 6
Step 7

Create a weekend baseline .

In criteria, access the groups filter and select the first one of the group you created.

Example:

Select the HMI group in the filter.

The HMI group displays in the map with its related activities.

Create a preset from this view.

Click Save as and name the preset HMI.

Repeat the previous steps for the PLC group.

Go to All Presets. You will see your two new presets.

To create a baseline from presets:

Step 8
Step 9
Step 10
Step 11
Step 12

Access the HM | preset.

Click Add a new baseline from preset.
Name it HMI.

Repeat the previous steps for the PLC preset.

Access Monitor mode. You will see your two new baselines.

Create a weekend baseline

Step 1
Step 2
Step 3
Step 4

Create a baseline to monitor the network during weekends.

Procedure

Access All data preset.

Set the period for the weekend. For example, from Friday 5 p.m. to Monday 4 a.m.

Click Add a new baseline from preset.

Name the baseline "All data weekend" and add the description "Must be active from Friday 5 p.m. until

Monday 4 a.m."

Enable a baseline monitoring

To use Monitor mode effectively, create several baselines per preset. However, only one baseline can be
active at a time per preset. This is because a baseline monitors a well-defined network process during a specific
period of time (e.g., baselines Normal operating mode, Maintenance, Week-end, Night). Two baselines cannot
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. Enable a baseline monitoring

happen at the same time on a preset. Enable the proper baseline as the network enters a new operating phase.
When you enable a baseline on a preset, the active one is automatically disabled.

To enable a baseline:

Procedure

Step 1 Access the Monitor page.
Step 2 Select the preset. Click monitored preset settings.

Asset management

OT Devices
&% Monitored preset settings
® Nominal vw
® Maintenance [
TOTAL 00

Step 3 In Monitored baseline, select the baseline.
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Enable a baseline monitoring .

MONITORED PRESET SETTINGS X
Check interval (in seconds)* Monitored baseline
How often do you want to check the state of this Preset ? Please select the baseline you want to monitor
3600 () Enforce check interval | =
None
* Nominal
v Events severity ® Maintenance

Please select the appropriates severities for this Preset

Differences detected: ol low medium (@) = high o very high
Anomaly reported: ol low medium wlhigh (® wdveryhigh
Difference acknowledged & included: wlow (® - medium o high o very high
Difference acknowledged but not included (keep warning) : wlow (®  medium “t high
o very high
Component or Activity removed from baseline: (® wllow medium w high o very high

Vv Advanced settings

Please select the types of differences you want to be alerted about

Components behaviors Activities behaviors
New component New activity
New tag New tag

() New variable access
Properties behaviors

() New property
() Property update

Cancel

For difference types, only new components, component tags, activity and activity tags are enabled by default.
You can disable some of these differences to focus the monitoring or enable other options, if needed.
Step 4 Click Ok.

The selected baseline turns green and is enabled.
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. Enable a baseline monitoring
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