Explore

Presets is a page containing an overview of all presets existing in Cisco Cyber Vision whether they are present
by default or part of users' customizations. You can access this page by clicking the Explore button on the

left navigation bar.
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The top navigation bar (1) allows you to access the different presets (2) and then reach their different Preset

VIEWS.
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* Preset views, on page 2
* Right side panel, on page 12

Preset views

There are several types of views which relate to different perspectives:

* The dashboard:
The Dashboard is a unique view which is displayed by default when accessing a preset. It offers an
overview of data found by the preset. The fact that it's a tag-oriented view allows you to have a general
insight of the network without going into deep and technical details.

* The map:
The Map is a visual data view of the industrial network that gives you a broad insight of how components
are connected to each others.

* Lists:

Lists are views specialized whether on devices or activities. These views provide classic but powerful
data filtering to match what you are looking for. For more information, refer to the Device and activity

lists.

* The Purdue Model:

In this map, the components of a preset are distributed among the layers of the Purdue Model architecture.

Views are always structured as shown below:

* The top navigation bar (1), which allows you to easily switch between the different views thanks to its

menu.

* The filtering area on the left (2), which allows you to modify and manage the preset by adapting criteria
and registering changes.

* The view you're on (3), which dynamically evolves as you change and save criteria.

Example of the OT Devices preset on the dashboard view:
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~ Dashboard 1
e B * Last 30 days (May 16,2021 7:01:30 PM 15,202 Refresh

Map

OT Devices Dashboard © Newdsts Device ist [ B Export toPDF
Activity list

Vulnerabilities

Description Security Insights
AIO

vices identified (PLC, Engineering Purdue Model

Station, SCADA Station, etc.) and all Control 62 2
syste isted in this preset
ine Oother component
Active Discovery: Disabled
Criteria 340
53 16
2wl ble devi o
’ Y
Devices without tags
» B ¥ Device-Level 0-1
» B O Device-Level2
Device - Level 3-4 Device - Level 2 4 Control system behavior 15
Network analysis 2 oad 2
Software 2 2
System Device - Level 3-4 2 2
Start CPU 2
HTTP Client 1 StopCPU 2
“ Web Server 1 2
< Network analysis 1 i

Display of preset views has been optimized to avoid lags, solve performance issues and prevent the application
from crashing, especially in case of large data flow.

The entire database used to be checked over and over. Elements such as components, tags and activities were
counted repeatedly and displayed simultaneously in the preset views, which were continuously refreshed.

As of Cisco Cyber Vision version 4.0.0, data found is stored instead of being directly displayed in the preset
views. Preset views refresh occurs only when necessary or requested to not overload the application display.
The elements visible in the preset views are actually data from the previous computation, which means that
data displayed in the GUI and the data stored in the database, are asynchronous. This actually lighten data
load on preset views.

In addition, computation adapts to the preset consultation frequency. That is, a preset often viewed by users
will be computed accordingly. Instead, the system will not compute presets that are never used.

When on a preset, data are regularly computed thanks to an automatized data computation running in the
background. However, this will not refresh the preset view. Two buttons are available in the preset view to
act independently whether on the database or on the preset view to lighten the load on the system:

* The New data button (4) appears each time a new computation is done and refresh the view as you click
on it. The view will be updated to the last computation done in the system, which means that using this
button won't necessarily show new data.

* The Refresh button (5) forces data computation and refresh the preset view. This task requires more
resources and should be used in the following cases:

* If you expect that new data has been found during the most recent computation (e.g. a new device
plugged into the network).

* If custom data such as groups or names have been changed (e.g. if adding a device into a group).
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@ Explore ¥ / Essentialdata ¥ ashboard ¥

Last 1 year (Jun 25,2020 11:52:11 AM — Jun 25,2021 11:52:)1 AM) 2 [ Refresh

Click to force the system to
Q Newdata
DaShboard precompute now (it took less than 1s

last time)

60 13

34 other components

In any cases, the computation is forced and the view is refreshed as you navigate in the application. For
example, when accessing another preset or when moving from one view to another.

)

Note New preset view optimization has also an impact on how criteria are handled in preset views. To be taken
into account and thus for the computation to be forced, criteria must be saved as a new preset if acting from
a default preset, or saved if in a custom preset.

Dashhoard

The dashboard is the view by default when opening a preset. It gives you an overview of the preset's global
risk score, number of devices, activities, vulnerabilities, events, variables and credentials.

The dashboard is also a tag-oriented view. It's an overview of all tags found -independently of the ones set as
criteria- with the number of devices and activities found per tag.
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e B P Last 30 days (May 16,2021 7:01:30 PM 15,20217:01:30PM) 2 Refresh

All data Dashboard © newdata De

All devices and activities are listed in this preset. 1 3

This preset should not be used and other more 7 5 5 4
well defined presets would be preferred for more
accurate findings. 34 other components
Active baseline: No active baseline
Active Discovery: Disabled
Criteria Selectall Rejectall Default 340
7 vulnerable devices 0
“
Devices without tags
Device - Level 0-1
Device - Level 2 Device - Level 2 9 Control system behavior 15
Device - Level 3-4 Controller 7 2
Network analysis Engineering Station 2 2
Software X Read Var 2
Device - Level 3-4 4
System Start CPU 2
DNS Server 1 Stop CPU 2

Example: For the purpose of the whole example given below, we access the All data preset, select the
Controller tag as criteria (under Device - Level 2), and save the selection as "Example: Controller tag".

Devices per tag: The number in brackets indicates there are 7 devices tagged as Controller (1). On the
dashboard, you see this result accordingly (2). One device is tagged as Web Server (3). This means that one
of the Controller is a Web Server. Following this logic, we can say that five of the Controllers are Rockwell
Automation devices.

DEVICE TAGS V1A

Devices without tags

> Device - Level 0-1
v . Device - Level 2 -
# Citect Alarm Server
Device - Level 2 7
Citect 10 Server
Citect Report Server | Controller 7 (:2)
Citect Trend Server Device - Level 3-4 1

[ 1)

Engineering Station
System 5
Master

Rockwell Automation 5
Network Switch

If you want to know more about one of these devices, switch to the Device and activity lists and reach them
using the filter available in the tags column.

Activitiesper tag: As for activities, there is no activity tags set as criteria in the example below (4). Yet, you
can see that many activities have been found (5). This is because the dashboard view collects all activities
involved with the Controller devices found.
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ACTIVITY TAC
Activities without tags
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Control system behavior

Program Download
Program Upload
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Start CPU
StopCPU

Write Var
Diagnostics

PLC Reservation

Read Memory
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Ping
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@

If you want to know more about one of these activities, switch to the Device and activity lists and reach them
using the filter available in the tags column.

Device and activity lists

The device and activity lists are two specialized and oriented views. Even though they are legated and share
a large number of data, devices and activities are split in two different views to facilitate comprehension and

visualization of data.

These views provide general information and advanced technical data about each element found in the preset.
Check at the differences between the device and activity views.

The All Controllers preset in the device list view:

Last 30 days (May 16,2021 7:01:30 PM — Jun 15,

7 Devices Q Newdata

Device Group

Siemens 192.168.046  Siemens PLCs

B ModiconM580 Schneider PLC

L306_V01 | 5069-
L306ERS2/B

B L81ES|1756-L81ES/B  Rockwell PLCs

L71RED_CPU_NAME |
M 1756-L.71/8 Rockwell PLCs

@ Explore ¥ / All Controllers ¥

20217:01:30PM) 2 Refresh

First activity

May 25,2021 7:06:29 PM

May 25,2021 7:04:02 PM

May 25,2021 7:02:23 PM

May 25,2021 7:02:23 PM

Mav 25,2021 7:02:23PM

Lastactivity &

May 25,2021 7:06:29 PM

May 25,2021 7:04:02 PM

May 25,2021 7:02:23 PM

May 25,2021 7:02:23 PM

Mav 25,2021 7:02:23PM

The All Controllers preset in the activity list view:
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192.168.0.46

192.168.0.68
(+2others)

192.168.20.23

192.168.20.25

192.168.20.22

ac:64:17:81:21:3¢
(+1other)

00:80:f4:18:26:52
(+1other)

4c:71:0d:72:8¢:57

4¢:71:0d:72:8¢:57

4¢:71:0d:72:8¢:57

Risk score Tags

H

# Controller

# Controller ,

‘Web Server

# Controller ,

75
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# Controller ,

75
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@ Explore ¥ / All Controllers ¥ / Activitylist v ~ @
Last 30 days (May 16,2021 7:01:30 PM — Jun 15,2021 7:01:30PM) 2 Refresh
11 Activities © Newdata B ExporttoCSV
(1] 40/page
Device Device First activity Lastactivity & Tags Flows Packets Volume Events
§ § May25,20217:06:29 May25,20217:06:29 @ Muiticast ,
€ LLDP Multicast 0:0:e (] Siemens 192.168.046 ~10 101 12k8 0

PM PM Profinet

Program Download ,
Program Upload ,

startcpu ,

(] Siemens Engineering * May 25,20217:06:29 May 25,20217:06:29

(O Siemens 192.168.0.46 StopCPU ~10 1296 591k8 3
station PM PM
ReadVar
Write Var , © ARP ,
S7Plus
. May 25,20217:06:29  May 25,2021 7:06:29
) Broadcast ff:ff:ff (O] Siemens 192.168.0.46 @ Brosdcast , © ARP ~10 1 288 0
- PM PM
May 25,20217:04:02  May 25,2021 7:04:02
| LLDP Multicast0:0:e (B Modicon M580 " " @ Multicast ~10 14 234k8 0
- PM PM
. . May 25,20217:04:02  May 25,20217:04:02
) Broadcast ff:ff:ff (Bl Modicon M580 @ Broadeast , © ARP ~10 298 834kB 0

PM PM

Lists are meant to perform an in-depth exploration of the network. Using this type of view is especially
convenient when searching for a very specific data. To do so, different filters are available inside the lists to
sort data:

* The sort icon (1) is to sort data by alphabetical order or by ascending/descending order.

* The filter icon (2) opens a field to type a specific data in, or a multiple choice menu (3) to filter tags.

NN

Devis @ o @ Fotei (@ tetiv() s 0 Fies

May 25,20217:06:29  May 25,2021 A
" =7 ARP(4) ~10
PM PM

#Broadcast(2)
Diagnostics(1)
EthernetIP(5)

#Exception(1)

May 25,2021 7:06:29 May 25,2021 HTTP(1)

<5, LLDP Multicast 0:0:e Dsiemens 192.168.0.46

(@ siemens Engineering -

Si 192.168.0.46 o ! ~10
station O siemens PM PM #insecure(1)
Modbus(1)
#Multicast(2) v
— . May 25,20217:06:29 May 25,2021
(9] Broadcast ff:ff:ff (@ Siemens 192.168.0.46 @ brosdcast ,  ARP ~10

PM PM

Clicking an element in the lists opens its Right side panel which leads to more advanced data.

Map

The Map is a visual representation of data of the industrial network that gives you a broad insight on how
devices and components are interconnected. It's a good input to get to know how the network is structured.
You can start organizing components in a way that makes sense to you by creating groups.

Maps display devices, components and activities according to criteria set in a preset. Grayed out devices
and componentsare displayed because, even if they don't correspond to the preset's criteria, they are necessary
to represent the activities of the preset.
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sl @ Explore ¥ / AllControllers ¥ / Map v v @ |
S B e Last 1 month (May 2,2021 1:31:55 AM — Jun 1,202111:31:55AM) 2 Refresh
All Controllers 3 Legend A O Newdata B Export to PDF
Traffic content

m—Important
Control system behavior
IT Behavior

Active baseline: No active baseline

Active Discovery: Disabled Security analysis

== Network analysis

= Others Switches T
Criteria Reject Default p—— Broadcast Multicast
Traffic type =
111 Conduit — =
—— Point to point - z N &
PR, Node type “ - N &
© RISKSCORE v o z N R
) Device “ - N &
R NETWORKS v O component 4 PLCs N -~
Schneider PLCs Siemens PLCs
DEVICETAGS viv — f o
A semens
-
A ACTIVITY TAGS A D ]

Show network activities
Activities without tags

» Control system behavior
, IT behavior
, O Network analysis
> Protocol
» @ Security analysis
0 GROUPS v
- L +
<

Note The map is self-organizing, that is, elements are redistributed as devices, components, conduits and activities
appear or disappear, and as groups are created or deleted. Moreover, the map automatically adapts over time
and when changing preset. This way, it is guaranteed that the map is always well organized and components
never overlap.

By default, activities between groups are merged and displayed as conduits (A). You can tick the option "Show
network activities" to see activities, which gives a more detailed view (B). Elements are here also automatically
reorganized in the map to enhance visibility.
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Vulnerabilities

The vulnerability dashboard gives you a visual representation and a list of the vulnerabilities detected within
a preset.

|

Important [t is important to update the Knowledge DB in Cisco Cyber Vision as soon as possible after notification of a

new version to be protected against vulnerabilities. To do so, refer to the corresponding documentation.

@ Explore ¥ / All Controllers v / Vulnerabilities ¥ ~ @
Last 30 days (May 16,2021 7:01:30 PM — Jun 15,2021 7:01:30PM) £ Refresh
118 Vulnerabilities © Newdata

10 most matched vulnerabilities

%

M CVE-2019-12256 « VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilities ...

6 affected devices
B CVE-2019-12261 ¢ VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilities ...

6 affected devices
Il CVE-2019-12262 « VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilities ...

6 affected devices

M CVE-2021-22681 « Insufficiently
protected credentials in Logix controllers
5 affected devices

M CVE-2019-12255 « VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilities ...

4 affected devices

B CVE-2019-12258 « VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilitie...

6 affected devices

B CVE-2019-12264 ¢ VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilitie...

6 affected devices

B CVE-2019-12263 « VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilitie...

6 affected devices

CVE-2019-12265 » VxWorks TCP/IP

Stack (IPNET) Urgent/11 Vulnerabilitie...

CVE-2021-3011 » Side-Channel

Leakage of Unique ECC Private Key on...

7

vulnerable devices
on All Controllers preset

The pie chart presents the 10 most matched vulnerabilities within the preset, that is, the vulnerabilities that
have affected more devices. You can click the number of devices detected to see the devices affected.

On the right, you'll see a summary of the total number of devices that are vulnerable in the preset selected.

Below, you have a list of all the vulnerabilities found in the preset with sort icons to sort data by alphabetical
order or by ascending/descending order, and filter icons which opens a field to type a specific data.

For each vulnerability, the following data are displayed in columns:

* The vulnerability name

* Its CVE ID (world unique identifier for a Common Vulnerability Exposure)

* Its CVSS score (Common Vulnerability Scoring System)

* The devices affected by the vulnerability

Explore .
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Vulnerability title

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - DoS of TCP

connection via malformed TCP options

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - IGMP
Information Leak via IGMPv3 specific membership report

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent

Pointer State Confusion during connect() to remote host

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent

Pointer State Confusion due to Race Condition

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Stack
Overflow in parsing of IPv4 packets’ IP options

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Logical
Flaw in IPv4 assignment by the ipdhcpc DHCP client

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Handling of

CVE

CVE-2019-12258

CVE-2019-12265

CVE-2019-12261

CVE-2019-12263

CVE-2019-12256

CVE-2019-12264

A an1a annzn

CVSS score

7.5(v3)

9.8(v3)

8.1(v3)

9.8(v3)

7.1(v3)

00 Lm

Affected devices

6 devices

6 devices

6 devices

6 devices

6 devices

6 devices

[z [P,

Clicking an element in the lists opens its Right side panel which leads to more details about the vulnerability,
including its link to the National Vulnerability Database.

Security Insights

Last 30 days (May 16,2021 7:01:30 PM — Jun 15,2021 7:01:30PM) 2 Refresh
Vulnerability title CVE CVSS score
VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - DoS of TCP
CVE-2019-12258 7.50a)
connection via malformed TCP options
VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - IGMP
CVE-2019-12265
Information Leak via IGMPv3 specific membership report
VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent
) ) ) CVE-2019-12261 9.8(v3)
Pointer State Confusion during connect() to remote host
VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent
CVE-2019-12263 8.1(3)
Pointer State Confusion due to Race Condition
VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Stack
T : CVE-2019-12256 9.8(v3)
Overflow in parsing of IPv4 packets' IP options
VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Logical Flaw
) i ) ) CVE-2019-12264 74(a)
in IPv4 assignment by the ipdhcpc DHCP client
ViWorks TCP/IP Stack IPNET) Urgent/11 Vuinerabiltes - Handiingof e 010 1) 9860
unsolicited Reverse ARP replies (Logical Flaw)
Insufficiently protected credentials in Logix controllers CVE-2021-22681 10(v3)

VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - Heap

r

Description:

Solution:

Published on:

m Links:

Vulnerability X

VxWorks TCP/IP Stack (IPNET) Urgent/11
Vulnerabilities - TCP Urgent Pointer State
Confusion duris h

CVE-2019-12261

Wind River VxWorks 6.7 though 6.9 and vx7 has
aBuffer Overflow in the TCP component (issue 3
of 4). This is an IPNET security vulnerability: TCP
Urge...

show more

Please refer to the associated manufacturer’s
advisory.

August 9,2019

Schneider
support2.windriver.com
support.f5.com
security.netapp.com
psirt.global.sonicwall.com
cert-portal.siemens.com
support2.windriver.com
www.windriver.com
Rockwell

Security Insights is a view that provides statistics for DNS requests, HTTP requests, SMB Tree names and
flows with no tag.
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All data

Al devices and activities are listed in this preset. This
preset should not be used and other more well
defined presets would be preferred for more
accurate findings.

Active baseline: No active baseline

Active Discovery: Disabled

Criteria Selectall Rejectall Default

Last 1h (Jun 25,

Security Insights O Newdata

DNSrequests HTTP requests SMB Tree names

05000 10000 15000 20000 25000 30000 35000 40000 45000 50000 55000

pool.ntp.org
59078 requests by 1 component

3 components

0 5000 10000 15000 20000 25000 30000 35000 40000 45000 50000 55000

Security Insights .

Security Insights ¥ ~ @

Refresh

Flows with no tag

1 2

AVEVASRV. lab-autom-ccv. local
1 request by 1 component

HPB0553D. lab-autom-ccv. local
1 request by 1 component

KEP. lab-autom-ccv.local
1 request by 1 component

api.men.com

2requests by 1 component

NUC24-LABCCV. lab-autom-cev. local
2 requests by 1 component

75®

[1]2 3 4 > 20/page

DNS Request count Component count
pool.ntp.org 59078 1
update.microsoft.com 7130 3

< NUC25KEPWARE.local 3221 2 v

For each category, you will find the most frequent and rarest requests, and the list of all these requests.

Flowswith no tag:

Security Insights 0 Newdata

DNS requests HTTP requests SMB Tree names

Component Port Direction

- Mitsubishi 192.16

X 5562

82434

Mitsubishi 192.16
® 5010

8.24.30
£%192.168.23.101
- Weintek 192.168.

53024 -

=092

Flows with no tag

Component Port Protocol First activity

42735

214 > 20/page

(12345

Last activity + Packets Bytes

(X Mitsubishi 192.168.24.33

(2 Mitsubishi 192.168.24.33

() Cisco 192.168.0.241

) NUC25KEPWARE

5001

5671

49320

TCcp

Jun 23,2021 10:50:49 AM

Jun 23,2021 10:50:49 AM

Jun 23,2021 9:13:19 AM

Jun 23,2021 10:52:14 AM

Jun 25,2021 5:51:06 PM

Jun 25,2021 5:51:06 PM

Jun 25,2021 5:51:02 PM

Jun 25,2021 5:50:59 PM

32524382 3.66GB

3960350 279MB

302508 27.1M8

197381 17.8M8B

In this category, you will find a list of all flows with no tags, that is, traffic that Cisco Cyber Vision wasn't
able to analyze. The reason can be that the protocol is not supported by Cisco Cyber Vision yet. However,
this list is interesting from a security standpoint to make sure if such content is really supposed to be on the
network and search why it cannot be inspected. A good starting point is to check flows with higher number

of packets.
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Purdue Model

This map displays the assets of a preset according to the Purdue model architecture. Components are distributed

among the layers by considering their tags. The Purdue Model view doesn't undergo any aggregation and is
self-organizing.

Assets of the preset All Controllers distributed among the layers of the Purdue model:

19 12:00:00 AM - Sep 17,2019 3:08:00 PM (8m 16d 6h 8m! DIIOIGIO)]
All Controllers > - :

Criteria Selectall | Rejectall = Default

ctivities without tags 0

Control system behavior

IT behavior

& Network analysis

A
»
» < Device - Level 2
»
»
»

Protoco

Components are distributed according to the different layers of the Purdue model:

* Level 0-1: Process and basic control (I0 Modules).
* Level 2: Area supervisory control (PLCs, SCADA stations).
* Level 3-4: Manufacturing zone and DMZ (all others).

Right side panel

A right side panel is a condensed view about a device, a component, a group of components or an activity's

information. This view allows you to quickly scan general information about an element meanwhile you're
keeping an eye on a broader view such as a device list or a map.
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v / Alldata v / Map ¥

Device

Vmware 192.168.0.51 2 O
vmware
P:192168.0.51 (+ 1 other)

MAC: 00:50:56:8f-4a:3c

20217:01:30PM) 2 Refresh

20217:02:23 H May25,20217:02:23

4 N
PM
vmware vmware vmware vmware
1 Vmware 192 168.0.124 Vmware 172.22.3.250 Vmware 192.168.0.234 Vmware 192.168.0.51 B
Tegs: @ 1P Link Local
Engineering stations ctivitytags: @ LowVolume , @ Multicast , * IPv6 C1>
E See details
Vmward ] vmware 192.168051 ©
(=] vmware fe80::6caf:a410:12c:e3ad ©
Properties: D:192.168.0.51,
fe80: :6caf:a410:12c:e3ad
mMac:00:50:56:8f:4a:3c
name: Vmware 192.168.0.51, Vmware
fe80::6caf:a410:12c:e3ad
DESKTOPKESGALE
public-ip:no

endor-name: VMware, Inc.

+ Add properties

- J/": '\,‘

Dell 192.168.0220 A2 Beé

-
-

- v
- < >

Right side panels differ depending on the type of element consulted. The higher part (1) of the right side panel
gives you general information about the element. If consulting a device or a component, you can edit its name

icast

an add/remove it to/from a group.
The lower part contains a round button (2) which opens the element's Technical sheets with all relevant

information (available for devices, components and activities).

The rectangular buttons below (3) redirect to the corresponding information inside the technical sheet.

To access a right side panel you just need to click a device, a component or an activity on the map or a list.

Technical sheets

A technical sheet is an interactive and complete view of all information related to a device, a component, an
activity or a flow. The views differ depending on the type of element consulted.

A device's technical sheet:
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® Explore ¥ / Alldata ¥ / Map ¥ v @
Device X
X t activits . A2 Be 1
s7-1512xbioxbsafetyfcof § [rtxtiy Tags ©
Aug 31,2023 2:24:58 PM Activities Events Vulnerability
1P:192.168.21.48 10 Module o o N
MAC: ac:64:17:85:03:f9 Last activity ctivity tags N (1)
B auganzozszoasgpm  Actvitviaes O- - @ -
2 Edit () Manage group # Broadcast, € Low Volume,
ARP, © DCE-RPC,
Profinet, ...2+
@ Basics @ Riskscore © Security A Activity & Automation
|
Properties Components ~ Tags
Properties
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fw-version:V 4.1.0 ComponentType: virtual (2)
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A technical sheet is composed of a top bar and of a list of tabs. The higher part (1) recaps the information
found in the right side panel. The rectangular buttons on the right redirect to the corresponding information
inside the technical sheet. In a device or a component's technical sheet, you can also edit the element's name,
add/remove it to/from a group and add custom properties.

The lower part (2) contains detailed information classified under tabs, displaying or not according to the
element you're on:

* Basics contains an element's properties and tags that are categorized with their definition. Device's
components also appear if applicable.

* Risk score with an overview and a more detailed and focused views.
* Security contains a component's vulnerabilities you can acknowledge and credentials.

* Activity is about an activity's flows and contains a Mini map which is a view that is restricted to a device
or a component and its activities. If applicable, a list of external communications with related information
appears under the corresponding tab.

» Automation contains variable accesses.

You can access technical sheets through a device, component or an activity's Right side panel, clicking the
technical sheet button. A flow's technical sheet is visible when clicking on a particular flow.

* More information about properties.

* More information about tags.

* More information about the risk score.
* More information about vulnerabilities.
* More information about credentials.

* More information about flows.

* More information about the Mini map.
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Mini map .

» More information about external communications.

» More information about variables accesses.

Mini map
The Mini Map is a visual representation restricted to a specific device or component and its activities.

This view is accessible through the Activity tab of a Component's Technical sheets.

@ Basics © Risk score @ Security A~ Activity & Automation
Mini Map Activities
Minimap
Show inner components
v LEGEND
Broadcast Multicast

=== Important PLCS
Control system behavior ((.)) . ‘: 5 s
IT Behavior Y R — ) Siemens ZL(,S

=== Security analysis T SIEMENS
=== Network analysis

Comarar a8
=== Others
Node type

) Device
(O Component

Engineering stg

The option "Show inner components" enables an exploded view of the devices.
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Clicking any element in the Mini Map will open its Right side panel so you can have access to further
information.
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