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* pxGrid, on page 1

* FMC, on page 2

* FTD, on page 3

* SecureX, on page 4

From this page, you can configure ISE pxGrid Cisco Cyber Vision integration.

Cisco Platform Exchange Grid (pxGrid) is an open, scalable data-sharing and threat control platform that
allows seamless integration between multivendor identity, network, security and asset management systems.
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cisco |4 v
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Platform Exchange Grid
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u Cisco Platform Exchange Grid (pxGrid) is an open, scalable data-sharing and threat control platform that allows seamless
integration bet n multivendor identity, network, security and asset management systems.
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Filling and submitting the fields below activates the sharing of endpoint assets discovered by this system with a Cisco
Identity Services Engine (ISE) pxGrid controller. This information can then be leveraged by upstream securit

<] Events . s : :
monitor security, detect threats, and s ork policy. Learn more

& API v

W License

% LDAP Settings t download t A Center t tinlS

© Snort & Download certificate

@ Riskscore CE Sorver

< Integrations ~

new node Client certificate

CTR L Import PxGrid certificate

EMC Error while fetching certificate configuration. (Unknown

. )
Host Name: SUoK)

For more information about how to perform this integration, refer to the manual "Integrating Cisco Cyber
Vision with Cisco Identity Services Engine (ISE) via pxGrid".
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FMC
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FMC administration page permits to configure a link between Cisco Cyber Vision with your Firepower
Management Center. This connection will permit to send regularly (every 10 seconds) the components
discovered by Cisco Cyber Vision. Every 10 seconds a list of new discovered components will be sent with

the following properties in Cisco Cyber Vision:

* Name
«1d
. Ip
* Mac
* And if they are available:
* hw_version
* model-ref
* serial_number
» fw_version

* tags

The configuration of this connection consists of adding the IP address of FMC, then importing a certificate

in Cisco Cyber Vision.

<J Events o
Firepower Management Center
& API Connect Cisco Cyber Vision with your Firepower Management Center.
W License IP Address: ‘
% LDAP
&L Import FMC certificate (pkcs12)
© SNORT

FTD

oo

8 Extensions

In FMC, to download the necessary certificate, please navigate to "System" then to "Integration" and open
the "Host Input Client" tab. In the tab create a new Client with the button "Create Client". Add the Cisco

Cyber Vision Center IP address as host name, then download the pkcs12 certificate.
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FTD

Fio i

Then, in FMC, menu "Policies", "Application Detectors" add a new Product Map with the button "Create
Product Map Set". Please create the new product Map with the exact name and case as presented below:

Overview Analysis JECUISESE Devices Objects

Access Control v Network Discovery

Third-Party Product Maps
| Product Map

Application Detectors

AMP Intelligence

Correlation Actions v

CyberVision

Integration with Cisco Cyber Vision

Third-Party Vulnerability Maps

No vulnerability mapping sets currently defined.

The created hosts could be consulted in FMC, menu "Analysis", tab "Hosts — Network Map":
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Hosts » Network Map Users v Correlation v Advat

Network Map
pplication Protocols Vulnel

Hosts

Indications of Compromise
Applications

Application Details
Servers

Host Attributes

Discovery Events
Vulnerabilities

Third-Party Vulnerabilities

FTD administration page permits to connect Cisco Cyber Vision with your Firepower Threat Defense. It will
allow to automatically kill anomalies detected by monitor mode and snort events. The corresponding session

found in FTD will be killed.

Every 10 seconds Cisco Cyber Vision will browse the new monitor and SNORT events and send the
corresponding action to the firewall. To enable that functionality, the user needs to add the following parameters

in the FTD administration page:

* Ip address of the firewall
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. SecureX

* Login: admin login, an ssh connection will be established between the center and the firewall
* Password: corresponding password

» Hostname: is the name of the device, by default "firepower"

Two option are available: kill session from monitor difference detection events and kill session from snort
events.

< Events Firepower Threat Defense

& APl Co co Cyber Vision with your Firepo

5]

W License

IP Address:
% LDAP

@ PxGrid Login:

@ SNORT Password :

Hostname:

EMC Kill session from monitor difference detection events:

Kill session from snort events:

Extensions

R
B8

SecureX

Cisco SecureX is an online platform that centralizes security events from different Cisco software equipments
through an API. For example, events like Cisco Cyber Vision events or firewall events can be sent to Cisco
SecureX and correlated to be presented through different dashboards.

SecureX integration enables three features in Cisco Cyber Vision:

« without SecureX SSO login, the button | nvestigate in SecureX Threat Response will appear in
components' technical sheet.

» with SecureX SSO login, the button Report to SecureX will appear in some events of the event calendar
page. This button is used to push the events to SecureX.

» with SecureX SSO login, a SecureX ribbon with several features can be activated in Cisco Cyber Vision.

This section describes how to configure SecureX in Cisco Cyber Vision and the different features authorized.

SecureX configuration

Before you begin
The Cisco SecureX configuration in Cisco Cyber Vision requests:

* An Admin access to Cisco Cyber Vision.

. Integrations
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SecureX configuration .

* A Cisco Cyber Vision Center with internet access.

» A SecureX account with an admin role.

Step 1 In Cisco Cyber Vision, navigate to Admin > I ntegrations > SecureX.
Step 2 Select a Region.
£ APl v oA
SecureX
W License
%4 External Authen... ~ SecureX is a cloud-native, built-in platform that connects our Cisco Secure portfolio and your infrastructure. It allows you to radically reduce dwell
time and human-powered tasks.
@ Snort

@ Riskscore Configuration

If you activate this option users will be able to login {with SecureX S50) and benefit from SecureX integration’s features:

< Integrations ~ « Investigate button from Cyber Vision technical sheet of devices/components
« Create incidents from the events page (for socx event only)
pxGrid + Activate SecureX Ribbon and benefit from the associated features
FMC
Region
FTD |
SecureX | North America @

. Europe
83 Extensions "

Asia Pacific Japan China
[ Center certificate

The button Enable SecureX appears.

‘ Europe |
Step 3 Click Enable SecureX to enable the link.

Once the link enabled, the button turns red to disable SecureX.

Region

Disable SecureX

By completing the steps above, you are now able to use the button Investigatein SecureX Threat Response that will
appear in the components' technical sheet. To install and use the SecureX ribbon and the Report to SecureX button,
complete the steps herebelow.

Step 4 Navigate to the user menu on the top right corner of the GUI and click My Settings.

A new SecureX menu appears on the right.
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. SecureX configuration

{ar Home w E e v
Signed in as admin
My settings —
On this page you can edit your personal information (first name, last name), account settings, and change your password. Logout
R General Fb Language B SecureX
il: i _ Bef ivating the 5 X ribbon, pl loginthe
Email: admin@sentryo.net .§. B English (US) 5:(«::2?((:-::: ing the SecureX ribbon, please login the
Role: Admin
Firstname: admin
= Espafiol (Espafia)
Lastname: admin
B I Francais
e A=FE
Turkge
Step 5 Click the SecureX SSO button.
A popup appears with an authentication code.
n
GRANT APPLICATION ACCESS i
el
B
Please verify the code provided here matches the code displayed via the
following link and please accept it to authorize CyberVision on SecureX I

5F5185BC

Verify and Authorize Abort

A page opens in the browser to grant Cisco Cyber Vision access to SecureX.
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SecureX configuration .

alnaln
CiIsco

SecureX

Grant Application Access

Please verify the code provided by the device.

5F5185BC

The application Cyber Vision would like access to your SecureX account.
Specifically, Cyber Vision is requesting the following:

« casebook: Access and modify your casebooks

« enrich: Query your configured modules for threat intelligence (enrich:read)
« global-intel: Access AMP Global Intelligence

+ inspect: Extract Observables and data from text (inspect:read)

+ integration: Manage your modules (integration:read)

notification: Receive notifications from integrations

orbital: Orbital Integration.

+ private-intel: Access Private Intelligence

 profile: Get your profile information

+ registry: Manage registry entries (registry/user/ribbon)

» response: List and execute response actions using configured modules
s telemetry: collect application data for analytics (telemetry:write)

+ users: Manage users of your organisation (users:read)

Authorize Cyber Vision Deny

Step 6 Click Authorize Cyber Vision.
Step 7 A Client Access Granted popup appears.

Client Access
Granted

You granted the access to the client. You can close this

window.
Step 8 In Cisco Cyber Vision > My Settings, the SecureX menu indicates that Cisco Cyber Vision is connected to SecureX.

A toggle button to enable the SecureX ribbon and a button to logout of SecureX are displayed.
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. SecureX configuration

H SecureX

@ You are now connected to SecureX. You can activate the ribbon
Ribbon Status: (" JJ

Logout of SecureXx

Step 9 Use the Ribbon statustoggle button to enable the SecureX ribbon.
Step 10 Click Save settings.

H Securex

@ ‘You are now connected to SecureX. You can activate the ribbon
Ribbon Status: (@)

Logout of SecureX

[B) Save settings

A message indicating that the SecureX ribbon is enabled appears.
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SecureX ribbon .

@ The SecureX ribbon is activated, if the ribbon does not appear reload the page. If it persists, please

repeat the ribbon activation procedure
Ribbon Status: ‘:)

Logout of SecureX

SecureX ribbon

Once configured and activated, the SecureX ribbon will appear at the bottom of the Cisco Cyber Vision GUI
of the Explore menu.

The SecureX ribbon in the Device List view:

alialn @ Bxplore + 7 Alldata v / Devicelist v v
b @ Bxplore ¥ / Alldata ¥ / Device lis ~ @
Criteria selectal Rejectall - Default Last 2 years (Jan 27, 2020 10:50:57 AM — Jan 26,2022 10:50:57 AM) 2 Refresh
Q
9 Devices and 15 other components 0 Newdata
© RISKSCORE v
2 > 20/page
% NETWORKS v
Device Group First activity Last activity - IP MAC Risk so
Devices without 00:11:43:6c:6:89
evices without fees [E) Dell 192.168.105.70 - Jan 26,2022 10:49:56 AM  Jan 26,2022 10:49:56 AM  192.168.105.70 . ©
. Device- Level 0-1 (+ Lother)
. Device- Level 2 Yokogawa
1an26,202210:49:56 AM  Jan 26,2022 10:49:56 AM  192.168.1.124  00:00:64:8c:6a:2¢
. Device- Level 3-4 192168.1124
* U O Networkanalysis @ 10.99.99.162 - Jan 26,2022 10:49:48 AM  Jan 26,2022 10:49:48 AM  10.99.99.182 00:2a:e3:cca2:2e
» Software
’ System B 10.99.99.3 - Jan 26,2022 10:49:48 AM  Jan 26,2022 10:49:43 AM  10.99.99.8 00:2a:e3:icc:a2:2e
e ACTIMITY TAGS 8 17223331 - Jan 26,2022 10:49:48 AM  Jan 26,2022 10:49:43 AM  172.23.33.1 00:2a:e3:cca2:2e
Activitieswithout tags
N Control system behavior
@ Vmware 172:23:33.10 - 1an 26,2022 10:49:48AM  Jan 26,2022 10:49:48AM  172.23.33.10
. T behavior
» [ 9 Networkanalysis B o
I [ B — L 4
. 2 > 20/page

The Cisco SecureX Getting Started Guide explains how to use the SecureX ribbon.

For example, to find observables and investigate them in SecureX Threat Response, click the Find Observables
icon like below:
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. SecureX event integration

@] Dell 192.168.105.70 - Jan 26,2022 10:49:56 AM  Jan 26,2022 10:49:56 AM 192
— Yokogawa "
B “ Observables on Page ) o+ o oo 270 2

o 192.168.1.124
v =8 10 |P Addresses

@] 10.99.99.182 5
) B 0O 192.168.1.124

<

() [@1099.99.8 0 17223331~ ¥

<

0O 192.168.41.23
[ [¥172.23.33.1 0O 1921684121

<
]

0O 192.168.105.70 |~

- 10.99.99.182 |~
[ @ vmware 172.23.33.1( O

M 102148 41 29 [+

< Add 27 Observables to Case Investigate in Threat Response

SecureX event integration

Once SecureX has been configured in Cisco Cyber Vision, a Report to SecureX button appears on some
events of the event calendar page. Using this button will push the event to SecureX and create an incident.

The SecureX button appears on three categories of event:
* Anomaly Detection
* Control Systems Events

* Signature Based Detection

The Report to SecureX button on a Control Systems Events:

c1sco

(=101 104" Control Systems Events G 1,78 veryhigh
Today Week

H | 6:2d:ec:17to [= 5069-L310ER/A | (##5069-L310ER/A) | IP:192.168.41.22 | MAC:5¢c:88:16:be:5a:6d

15:40:38 Control Systems Events Online command has been detected from = ROCKWELLVLAN41|IP:192.168.41.18 | MAC:@0:5@:56:2
diec:17to [==| 5069-L310ER/A | (#45069-L310ER/A) | IP:192.168.41.22 | MAC:5¢:88:16:be:Sa:6d

15:40:38 Control Systems Fvents Stop CPU command has been detected from = ROCKWELLVLAN41|IP:192.168.41.18 | MAC:88:58:5

6:2d:ec:17to [== 5069-L310ER/A | (#85069-L310ER/A) | IP:192.168.41.22 | MAC:5¢c:88:16:be:5a:6d
e Flow Component source Component destination
. R Source port: 61688 Name : ROCKWELLVLANAL Device: ## 5069-L310ER/A
. — Destination port: 44818  MAC :08:58:56:2d:ec:17 Name : 5069-L310ER/A
—_— 1P:192.168.41.18 MAC:5¢:88:16:be:5a:6d
ROCKWELLVLANA1 5061’};5’10E Tags: # EngineeringStation # Windows  IP:192.168.41.22

Tags: # Controller 49 Rockwell Automation

9 wvulnerabilities detected

REPORT TO SECUREX

15:40:48  Control Systems Events Online command has been detected from [J ROCKWELLVLAN41|IP:192.165.41.10 | MAC:60:58:56:2
diec:17to == 1756-L81E/B | (£ COMMON | 1756-L51E/B (Port1-LinkD1)) [IP:192.168.41.21 | MAC: 08:61:95:d2:11:33

15:40:48  Control Systems Events Offline command has been detected from [§ ROCKWELLVLAN4L |IP:192.168.41.18 | MAC:00:58:56:2
diec:17to = 1756-L81E/B | (£ COMMON | 1756-L51E/B (Port1-LinkD1)) [IP:192.168.41.21 | MAC: 08:61:95:d2:11:33
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SecureX component button .

SecureX component button

Once SecureX has been configured in Cisco Cyber Vision, the button I nvestigatein Cisco Threat Response

appears on the components' technical sheet. The component's IP and MAC addresses will be investigated in
SecureX Threat Response if you use this button.

Component
\ o First activity Tags
5069-1310ER/A E Jan 26,2022 10:49:22 AM
aufomation| " 5069-L310ER/A Controllen
Last activit Rockwell Automation
P-192.168.41.22 B 31,2022 3:40:46PM
MAC: 5c:88:16:bez5az6d Activity tags
£ Edit Start CPU, 9 Stop CPU,
| nvestigate in Cisco Threat Response # Broadcast, 4 Low Volume,

ARP, .2+

External resources for SecureX integration

Herebelow is the list of all URLs called by the Cisco Cyber Vision Center in case you need to authorize them,
for example in a firewall.

Center:
* private.intel.eu.amp.cisco.com
* private.intel.apjc.amp.cisco.com
* private.intel.amp.cisco.com
* intel.amp.cisco.com
* visibility.eu.amp.cisco.com
» visibility.apjc.amp.cisco.com
» visibility.amp.cisco.com
Web client:
* securex.apjc.security.cisco.com

* securex.us.security.cisco.com

Integrations .
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. External resources for SecureX integration
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