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About this documentation

• Document purpose, on page vii
• Warnings and notices, on page vii

Document purpose
This user guide describes how to administrate and configure Cisco Cyber Vision.

It takes into consideration the GUI with the highest license level (Advantage) and involves the Admin and
Product user roles.

This manual is applicable to system version 4.1.2.

Warnings and notices
This manual contains notices you have to observe to ensure your personal safety as well as to prevent damage
to property.

The notices referring to your personal safety and to your property damage are highlighted in the manual by
a safety alert symbol described below. These notices are graded according to the degree of danger.

Indicates risks that involve industrial network safety or production failure that could possibly result in personal
injury or severe property damage if proper precautions are not taken.

Warning

Indicates risks that could involve property or Cisco equipment damage and minor personal injury if proper
precautions are not taken.

Important

Indicates important information on the product described in the documentation to which attention should be
paid.

Note
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C H A P T E R 1
System

• Center shutdown/reboot, on page 1
• Upgrade with a combined update file, on page 2
• Syslog configuration, on page 3
• Import/Export, on page 4
• Knowledge DB, on page 5
• Certificate fingerprint, on page 6
• Reset to factory defaults, on page 6

Center shutdown/reboot

You can trigger a safe shutdown and reboot of the Center from the System administration page.

The reboot can be used in case of a minor bug. For example, in case of a system overload.
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Upgrade with a combined update file

Version releases include a combined update file for the Center, the SENSOR3, SENSOR5, SENSOR7 and
the Cisco IC3000 Industrial Compute Gateway. If operating conditions make it possible, you can update the
Center and these sensors at once from the GUI.

Make sure that all your sensors are connected by accessing the Sensor Explorer page, and SSH is authorized
between the Center and the sensors before proceeding to a combined update.

Note

Rolling back to an older Cisco Cyber Vision version is not possible.Important

Requirements:

• A combined update to retrieve from cisco.com.

To verify that the file you just downloaded is healthy, it is recommended to use the SHA512 checksum
provided by Cisco.

To do so (Windows users):

Step 1 Retrieve the Cisco Cyber Vision combined update from cisco.com.
Step 2 Open a shell prompt such as Windows Powershell and use the following command to retrieve the file checksum:

Get-FileHash .\CiscoCyberVision-<TYPE>-<VERSION>.<EXT> -Algorithm SHA512 | Format-List

Step 3 In cisco.com, mouse over the file and copy the SHA512 checksum.
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Step 4 Compare both checksums.

• If both checksums are identical it means the file is healthy.

• If the checksums do not match try to download the file again.

• If, after downloading the file again the checksums still don’t match, please contact the support.

To update the Center and all applicable sensors:

Step 5 Access Cisco Cyber Vision's GUI.
Step 6 Navigate to Admin > System and use the System update button.
Step 7 Select the update file CiscoCyberVision-update-combined-<VERSION>.dat
Step 8 Confirm the update.

As the Center and sensors updates proceed, you are redirected to a holding page. Once the update is finished the Center
and the sensors need to reboot and you will be logged out from the user interface.

Step 9 Log in again.

If sensors were offline when the update occurred, the same procedure can be used as many times as necessary to update
all sensors.

Syslog configuration

Cisco Cyber Vision GUI Administration Guide, Release 4.1.2
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Cisco Cyber Vision provides syslog configuration so that events can be exported and used by a SIEM. To
configure which machine syslogs will be sent to:

Step 1 Click Configure.

Step 2 Select a protocol.

If you select TCP + TLS connection an additional "set certificate" button is displayed to import a p12 file. This file is to
be provided by the administrator of your SIEM solution to secure communications between the Center and the syslog
collector.

Step 3 Enter the IP address of the SIEM reachable from the Administration network interface (i.e. eth0) of the Center.
Step 4 Enter the port on the SIEM that will receive syslogs.
Step 5 Select the variant of syslog format:

• Standard: event messages are sent in a format specific to Cisco Cyber Vision and with legacy timestamps (one-second
precision).

• CEF: industry standard ("Common Event Format") which is understood by most SIEM solutions (no extra
configuration is needed on the SIEM). This is the recommended option.

• RFC3164: extended syslog header format with microsecond precision for timestamps.

Import/Export
You can import and export the Cisco Cyber Vision database from the System administration page.

This can be used on a regular basis to back up the industrial network data on Cisco Cyber Vision or if you
need to transfer the database to a different Center.
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Exports are possible up to 2 GB of data to avoid side effects related to slow database exports. If the database
is larger than 2 GB, you will get an error message. In this case, you must connect to the Center using SSH
and perform a data dump using the command sbs db dump.

Network data, events, users will be kept as well as all customizations (e.g. groups, component names).

As for configurations, only those made in Cisco Cyber Vision's GUI will be kept. Thus, if you change Center
you will have to perform a basic configuration of the Center and then configure Cisco Cyber Vision again
(refer to the corresponding Center Installation Guide).

Import can last up to one hour for big databases. However, you can refresh the page from time to time to
check that the import keeps going on normally (i.e. no error message).

Note

Knowledge DB
Cisco Cyber Vision uses an internal database which contains the list of recognized vulnerabilities, icons,
threats, etc.

It is important to update the Knowledge DB in Cisco Cyber Vision as soon as possible after notification of a
new version to be protected against vulnerabilities.

Important

To update the Knowledge DB:

Step 1 Download the latest.db file available from cisco.com.
Step 2 From the Cisco Cyber Vision system administration page click the Import a knowledge DB button to upload the file.

Importing the new database will rematch your existing components against any new vulnerabilities and update network
data.
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Certificate fingerprint
The certificate fingerprint is used to register a Global Center with its synchronized Centers and vice versa.

The Enroll button is used to enroll a Global Center with its synchronized Centers.

For more information, refer the Centers Installation Guides.

Reset to factory defaults
Resetting the system to factory defaults should be performed carefully with the help of Cisco product support
and be used only as a last resort when all other troubleshooting attempts have failed. Please read below all
implications of taking this action.

Reset to Factory Defaults is to be used as a last resort to clear all existing data from the Center.

Proceeding to a Reset to Factory Defaults will lead to the deletion of:

• Some Center configuration data elements.
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• The GUI configuration (such as user accounts, the setup of event severities, etc.).

• Data collected by the sensors.

• The configuration of all known sensors (such as IP addresses, capture modes, etc.).

Root password, certificates and configurations from the Basic Center configuration will be kept.

Once a Reset to Factory Defaults has been performed, the GUI page refreshes with the Cisco Cyber Vision
installation wizard (refer to the corresponding Center Installation Guides).
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C H A P T E R 2
Data management

From the system administration page, you can manage data stored on Cisco Cyber Vision by Clear data to
optimize the Center performances, Expiration settings, and Ingestion configuration.

Cisco Cyber Vision update procedure will not purge any data automatically. The Center's 3.2.x database will
be migrated to the new 4.0.0 schema. All components, activities, flows, events, etc. will be migrated. Since
the migration process can take hours (from 1 to 24 hours), it is possible to proceed to a data purge in release
3.2.x to shorten the migration process. This purge can be launched either from the Clear data page in the
Graphic User Interface (GUI), or from the Command Line Interface (CLI), using the following command
where different options will be offered:
sbs-db --help

Oncemigrated, the database content will be managed with version 4.0.0 new data retention policies. Expiration
settings will be applied, and the system will purge by default:

• Events after 6 months

• Flows after 6 months

• Variables after 2 years

The user will have 3 days once the migration from 3.2.x to 4.0.0 is done to set Expiration settings as needed
before default settings are applied by the system.

• Clear data, on page 9
• Expiration settings, on page 10
• Ingestion configuration, on page 11

Clear data
From this page, you can clear data stored on Cisco Cyber Vision to optimize the Center's performances.

You can clear data partially or totally, like below:

• all data

• activities, flows and variables

• flows and variables

• variables
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Clearing data should be performed carefully with the help of Cisco Cyber Vision product support and be used
only as a last resort when all other troubleshooting attempts have failed. Clearing any data can impact monitoring
of the network. Please read below all implications about all data clearance.

About all data clearance:

Clearing all data is to be used as a last resort in case of database overload issues.

This will result in the entire database content deletion. Network data such as components, flows, events and
baselines will be deleted from Cisco Cyber Vision and the GUI will be emptied.

All configurations will be saved. Existing users and user data configuration (such as capture modes, events
severity set up, syslog configuration) will remain unchanged.

Expiration settings
From this page, you can set data expiration time. Data is removed on a daily-basis once they expire. You can
set an expiration time to events, flows and variables independently, and for a period of 7 days, 1 month, 3
months, 6 months or 1 year.
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Ingestion configuration
The ingestion configuration page allows you to configure flow and variable traffic storage.

You can choose whether to store flows and variables.

If flows storage is enabled, it is possible to choose from which subnetworks flows should be stored. These
subnetworks can be set on the Network organization page. The option "others", that is, flows that are not part
of the industrial private network, is disabled by default.
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It is also possible to choose if enabling flows aggregation and port scan detection.
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C H A P T E R 3
Network organization

• Network organization, on page 13

Network organization
This page allows you to define the subnetworks inside the industrial network by setting up IP address ranges
and declaring whether networks are internal or external.

In Cisco Cyber Vision all IP addresses in private format are classified as OT internal by default. Declaring a
subnetwork as OT internal is useful in case IP addresses in public format are used in a private network of an
industrial site. Conversely, declaring a set of IP addresses as external because they are public will exclude
their flows from the database, and exclude their devices from the license device count and the risk score.

Overall, defining subnetworks in Cisco Cyber Vision is useful for several reasons:

• It allows you to choose afterwards how related flows should be stored through the Ingestion configuration.
Excluding unnecessary flows will have positive impact on performances.

• It will impact devices' risk scores, since a private network is considered as safer than an external one.
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• Cisco Cyber Vision license will be more accurate, because devices from an external network will be
excluded from the licensing device count.

By default, Cisco Cyber Vision groups identical IP addresses detected inside the industrial network into a
single device, because in most cases these belong to several components of a device. However, it can happen
that the same IP address is used by several devices. In this case, you can choose to select the optionDuplicate
IP ranges deployed option when declaring a subnetwork to prevent duplicate IP addresses from grouping
within this subnetwork.

Add a network
To define a subnetwork:

Step 1 In Cisco Cyber Vision, navigate to Admin > Network organization.
Step 2 Click the Add a network button.

The Edit a network window pops up:

Step 3 Enter an IP address range and its subnet.
Step 4 If possible, add a VLAN ID.
Step 5 If required, tick the Duplicate IP ranges deployed option.

This option is useful in case several devices share the same IP address.Note

Step 6 Give the network a name.
Step 7 Set the network type as OT internal, IT internal or External.

Setting the network type can impact Cisco Cyber Vision's performances by setting flows storage, devices' risk
score and the license's device count.

Note
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Step 8 Click Save.
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C H A P T E R 4
Sensors

• Sensor Explorer, on page 17
• Management jobs, on page 31
• PCAP Upload, on page 33

Sensor Explorer
The Sensor Explorer page allows you to install, manage, and obtain information about the sensors monitoring
your industrial network.

First, you need to know that sensors can be used in two modes, and for different purposes:

• Online mode: A sensor in online mode is placed at a particular and strategic point of the industrial network
and will continually capture traffic.

Applicable to: Cisco IE3400, IE3300 10G, Cisco IC3000, Catalyst 9300 and Cisco IR1101.

• Offline mode: A sensor in offline mode allows you to easily connect it at different points of the industrial
network that may be isolated or difficult to access to occasionally make traffic captures. Traffic is captured
on a USB drive. The file will then be imported in Cisco Cyber Vision.
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Only applicable to Cisco IC3000.

On the Sensor Explorer page, you will see a list of your folders and sensors (when installed) and buttons that
will allow you to perform several actions.

Installation modes, features, and information will be available depending on the sensor model and the mode
in which it’s being used.

Additional information and actions are available as you click a sensor in the list. A right side panel will appear
allowing you to see this information such as the serial number, and buttons to perform other actions.

Filter and sort the sensor list
Filtering

Clicking the Filter button allows you to filter the folders and sensors in the list by label, IP address, version,
location, health and processing status.

The folders and sensors list without filtering:

Type in the field or select from the drop down menu to reach the folder(s) or sensor(s) and click the Apply
button:
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The folders and sensors list after filtering by label:

Sorting

Sort icons allow you to sort sensors by label, IP address, version, location, health and processing status by
alphabetical or by ascending/descending order. Sort icons appear when applied or as you hover over them.
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Sensors status
There are two types of sensor status:

• The health status, which indicates at which step of the enrollment process the sensor is.

• The processing status, which indicates the network connection state between the sensor and the Center.

Health status:

• New

This is the sensor's first status when it is detected by the Center. The sensor is asking the DHCP server
for an IP address.

• Request Pending

The sensor has asked the Center for a certificate and is waiting for the authorization to be enrolled.

• Authorized

The sensor has just been authorized by the Admin or the Product user. The sensor remains as "Authorized"
for only a few seconds before displaying as "Enrolled".

• Enrolled

The sensor has successfully connected with the Center. It has a certificate and a private key.

• Disconnected
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The sensor is enrolled but isn't connected to the Center. The sensor may be shut down, encountering a
problem, or there is a problem on the network.

Processing status:

• Disconnected

The sensor is enrolled but isn't connected to the Center. The sensor may be shut down, encountering a
problem, or there is a problem on the network.

• Not enrolled

The sensor is not enrolled. The health status is New or Request Pending. The user must enroll the sensor
for it to operate.

• Normally processing

The sensor is connected to the Center. Data are being sent and processed by the Center.

• Waiting for data

The sensor is connected to the Center. The Center has treated all data sent by the sensor and is waiting
for more data.

• Pending data

The sensor is connected to the Center. The sensor is trying to send data to the Center but the Center is
busy with other data treatment.

Sensors features
You will find in the Sensor Explorer page several features to manage and use your sensors. Some buttons are
accessible from the Sensor Explorer page itself to manage one or more sensors. Other buttons are available
when clicking a sensor in the list. A right side panel opens with additional sensor information and actions that
are available or not depending on the sensor model, mode (online or offline) and the installation type performed.
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• The Start recording button records a traffic capture on the sensor. Records can be used for traffic analysis
andmay be requested by Cisco support in case of malfunctions. You can download the recording clicking
the link below.

This feature is targeted for short captures only. Performing long captures may
cause the sensor overload and packets loss.

Note

• The Move to button is to move the sensor through different folders. For more information, refer to
Organize sensors, on page 25.

• TheDownload package button provides a configuration file to be deployed on the sensor when installing
the sensor manually (online mode). Only applicable to the Cisco IC3000. Refer to its Installation Guide.

• The Capture Mode button can be used to set a filter on a sensor sending data to the Center. Refer to the
procedure for Set a capture mode.

• The Redeploy button can be used to partly reconfigure the sensor, for example to change its parameters
such as its IP address.
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• The Enable IDS button can be used to enable the SNORT engine embedded in some sensors to analyze
traffic by using SNORT rules. SNORT rules management is available on the SNORT administration
page.

• The Reboot button can be used to reboot the sensor in case of a malfunction.

• The Shutdown button triggers a clean shutdown of the sensor from the GUI.

After performing a shutdown, you must switch the sensor ON directly and
manually on the hardware.

Note

• The Uninstall button can be used to remove an uninstalled sensor from the list or to fully uninstall a
sensor. Diverse options are available according to the sensor model or deployment mode. In the case of
a sensor deployed through the management extension, the IOx app can be removed from the device,
whereas a reset to factory defaults can be performed in other cases. In any case, the sensor will be removed
from the Center.

Install sensor
From the Sensor Explorer page, you can:

• Install a sensor manually.

• Install a sensor via the IOx extension. To use the Install via extension button you must first install the
sensor management extension via the Extensions page.

• Capture traffic with an offline sensor (only applicable to Cisco IC3000).

For more information about how to install a sensor, refer to the corresponding Sensor Installation Guide.

Manage credentials
The Manage credentials button, which you can have access by clicking Manage Cisco devices in the Sensor
Explorer page, is to register your global credentials if configured before in the Local Manager.
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This feature can be used to register your global credentials in Cisco Cyber Vision. This will allow you to enter
these credentials only once and they will be used when performing actions that require these credentials, that
is installing and updating sensors via the IOx extension.

Only one set of global credentials can be used per Cisco Cyber Vision instance, which means that you cannot
have several set of sensors accessible by different global credentials in a single instance. If there are several
sensor administrators, they must use the same global credentials registered in Cisco Cyber Vision. However,
you can have a set of sensors using a single global credentials and other sensors with their own single
credentials.

Global credentials are stored in Cisco Cyber Vision but are set at the switch level in the Local Manager.
Consequently, if you lose your global credentials, you must refer to the switch customer support and
documentation.

The Manage credentials button can be used the first time you register your global credentials and each time
global credentials are changed in the Local Manager. To do so, enter the login and password and click Save.

Once the global credentials are registered, the feature will be enabled in the Install via extension procedure.
Select the Use global credentials option to use your global credentials.
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Organize sensors
You can create folders and move your sensors into the folders for more clarity. Folders can correspond to a
location, a person in charge, a set of disconnected sensors, etc.

To create a folder and move a sensor in it:

1. Click the Organize button and click Create folder.
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2. Write a folder name, and, if needed, a location and a description.

The new folder is displayed in the sensor list.
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3. Select a sensor in the list and click the button Move selection to.

4. Select the folder you want to place the sensor in or create a new folder. Root can be used to move sensors
back into the primary list.
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The sensor is moved into the folder. The sensor version, health status and processing status are displayed
in the folder line.

If you move a sensor in a disconnected state inside this same folder, then its information will be displayed
in the folder line rather than the sensor in connected state. Less secure sensor status are showcased in
priority to drag your attention.
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The sensors inside a folder:

Set a capture mode
The Capture mode feature lets you choose which network communications will be analyzed by the sensors.
You can set it by clicking an online sensor in the sensors list of the Sensor Explorer page or during a sensor
installation.

Setting the capture mode on a sensor from the right side panel:
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Capture modes:

The aim is mainly to focus the monitoring on relevant traffic but also to reduce the load on the Center.

For example, a common filter in a firewall can consist of removing the network management flows (SNMP).
This can be done by setting a filter like "not (port 161 and host 10.10.10.10)" where "10.10.10.10" is the
network management platform.

Using Capture mode Cisco Cyber Vision performance can be improved on large networks.

Capture modes operate because of filters applied on each sensor. Filters are set to define which types of
incoming packets are to be analyzed by the sensors. You can set a different filter on each sensor according to
your needs.
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You can set the capture mode in the installation wizard when enrolling the sensors during the Center installation.
This option is recommended if you already know which filter to set. Otherwise, you can change it at any time
through the Sensor Explorer page in the GUI (provided that the SSH connection is allowed from the Center
to the sensors).

You can set a capture mode to offline sensors from a file containing the filter and registered on the USB drive.
This will be then plugged on the Offline USB port of the device. For more information about setting a capture
mode on an offline sensor contact the support.

Note

The different capture modes are:

• ALL: No filter is applied. The sensor analyzes all incoming flows and they will all be stored inside the
Center database.

• OPTIMAL (Default): The applied filter selects the most relevant flows according to Cisco expertise.
Multicast flows are not recorded. This capturemode is recommended for long term capture andmonitoring.

• INDUSTRIAL ONLY: The filter selects industrial protocols only like modbus, S7, EtherNet/IP, etc.
This means that IT flows of the monitored network won't be analyzed by the sensor and won't appear in
the GUI.

• CUSTOM (advanced users): Use this capture mode if you want to fully customize the filter to be applied.
To do so you will need to use the tcpdump syntax to define the filtering rules.

Management jobs
As some deployment tasks on sensors can take several minutes, this page shows the jobs execution status and
advancement for each sensor deployed with the sensor management extension.

This page is only visible when the sensor management extension is installed in Cisco Cyber Vision.
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You will find the following jobs:

• Single deployment

This job is launched when clicking the Deploy Cisco device button in the sensor administration page,
that is when a new IOx sensor is deployed.

• Single redeployment

This job is launched when clicking the Reconfigure Redeploy button in the sensor administration page,
that is when deploying on a sensor that has already been deployed. This option is used for example to
change the sensor's parameters like enabling active discovery.

• Single removal

This job is launched when clicking the Remove button from the sensor administration page.

• Update all devices

This job is launched when clicking the Update Cisco devices button from the sensor administration page.
A unique job is created for all managed sensors that are being updated.

If a job fails, you can click on the error icon to view detailed logs.
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PCAP Upload
This page allows you to upload pcaps to view their data in Cisco Cyber Vision.

When selecting a pcap, two options are available:

• You can choose to use the timestamp of the pcap or the current timestamp instead. Choosing the current
timestamp can be useful if the pcap timestamp is old and searching for its data in Cisco Cyber Vision is
thus easier.

• You can define a preset from the pcap. Once the pcap is uploaded you'll just have to click the pcap link
to be redirected to its preset.

Cisco Cyber Vision GUI Administration Guide, Release 4.1.2
33

Sensors
PCAP Upload



Note that during the upload that the status for the DPI and Snort are displayed.

If uploading a large file, you have the possibility to pause it. To relaunch the upload, you just need to select
the same pcap again with the browse button and click Resume.

pcap data cannot be erased individually from Cisco Cyber Vision. You will need to use the Clear data button
and it will affect the whole database. Upload pcaps with caution.

Note
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C H A P T E R 5
Active Discovery

• Active Discovery policies, on page 35

Active Discovery policies
Active Discovery is used to allow a sensor to send packets to the network to discover previously unseen
devices and gather additional properties for known devices.

Active Discovery operates in Broadcast and Unicast, and responses received will be analyzed by Cisco Cyber
Vision.

An Active Discovery policy is a list of settings which define protocols and their parameters that will be used
to scan the industrial network. The policy will be used in a preset and be applied on a list of sensors and
components.

For more information, refer to the Cisco Cyber Vision Active Discovery Configuration Guide.

Cisco Cyber Vision GUI Administration Guide, Release 4.1.2
35



Cisco Cyber Vision GUI Administration Guide, Release 4.1.2
36

Active Discovery
Active Discovery policies



C H A P T E R 6
Users

• Management, on page 37
• Role Management, on page 39
• Security settings, on page 42

Management
You can create, edit and delete users through the users administration page.

During their creation each user must be assigned with one of the following user roles (from full rights to
read-only) or with a custom role (refer to Role Management).

• Admin

The Admin user has full rights on the Cisco Cyber Vision platform. Users who have this role assigned
oversee all sensitive actions like user rights management, system updates, syslog configuration, reset
and capture modes configuration on sensors.

• Product

The product user has access to several features of the system administration page (i.e. the system, sensors
and events administration pages). This access level is for users who manage sensors from a remote
location. In addition, they can manage the severity of events and, if enabled by the Admin user, can
manage their export to syslog.

• Operator
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This access level is for users who use the Monitor mode and manage groups but do not have to work
with the platform administration. Thus, the Operator user has access to all pages, except the system
administration page.

• Auditor

This access level provides read-only access to the Explore, Reports, Events and Search pages. Auditors
can use sorting features (such as search bars and filters) that do not require persistent changes to the
Cisco Cyber Vision data (unlike Autolayout), and generate reports.

You can create as many users as needed with any user rights. Thus, several administrators can use and
administrate the whole platform.

However, each user must have their own account. That is:

• Accounts must be nominative.

• One email address for several accounts is not allowed (note that email will be requested for login access).

Passwords must contain at least 6 characters and comply with the rules below. Passwords:

• Must contain a lower case character: a-z.

• Must contain an upper case character: A-Z.

• Must contain a numeric character: 0-9.

• Cannot contain the user id.

• Must contain a special character: ~!"#$%&’()*+,-./:;<=>?@[]^_{|}.
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Passwords should be changed regularly to ensure the platform and the industrial
network security.

Important

Passwords' lifetime is defined in the Security settings.

You can create custom user roles in the Role Management.

You can map Cisco Cyber Vision user roles with an external directory's user groups in the LDAP settings
page.

Role Management
In addition to the four Cisco Cyber Vision default roles (i.e. Admin, Auditor, Operator and Product), customized
roles can be created and modified from the Role management page.

These roles will help you defining specific privileges and accesses for each group of users.

Default roles cannot be edited or deleted.

You can map Cisco Cyber Vision custom roles with an external directory's user groups in the LDAP settings
page.
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Create roles
This section explains how to create customized user roles on Cisco Cyber Vision. These can be later mapped
to groups in Active Directory.

Step 1 In Cisco Cyber Vision, navigate to Admin > Users > Role Management.
Step 2 Click the + button next to default user roles.

A new role tab appears.

Step 3 Type a role name and a description.

Step 4 Select an existing role from the Search/Add existing permissions drop down menu, or click the Add New Permissions
button to build the new user role from scratch.
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Step 5 Select/unselect permissions from the list as read or write

Step 6 Click save.

A message saying that the user role has been created successfully appears.

The new user role is displayed in the tab list.
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You can modify or delete directly in the tab.

What to do next

Custom roles created can be mapped with an external directory's user groups in the LDAP settings page.

Security settings
From this page you can configure the security settings of users' password such as its lifetime, the number of
authorized login attempts, the number of days before a password can be reused, etc.
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C H A P T E R 7
Event

• Events, on page 45

Events
The severity of events can be customized on the events administration page. By default, changes will be
applied to future events only. However, you can apply new customized severities to past events by enabling
Apply severity to existing events.

This action is irreversible and can take several minutes to complete.Important

You can reset the severity to default.

You can enable or disable the export of events to syslog and database storage. These two options are active
by default. However, make sure Syslog configuration before the export.
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C H A P T E R 8
API

• Token, on page 47
• Documentation, on page 48

Token
Cisco provides a REST API. To use it you first need to create a token through the API administration page.

A token is a random password which authenticates a request to Cisco Cyber Vision to access or even modify
the data in the Center through the REST API. For instance, you can request the latest 10 components detected
on Cisco Cyber Vision or create new references. Requests can be used by external applications like a SOC
solution.

Best practice: create one token per application so you can remove or expire accesses separately.Note

Create your first token and enter a name that will help you identifying the token. For security reasons you can
also use the status toggle button to disable authorization to use the token (for example, if the token created is
to be used later and you want to prevent access until then) and set an expiration time.
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Once the token is created click show to see and copy the token to the clipboard.

For more information about the RESTAPI refer to the RESTAPI user documentation available on cisco.com.

Documentation
This page is a simplified API development feature. It contains an advanced API documentation with a list of
all possible routes that can be used and, as you scroll down the page toModels, a list of possible data responses
(data type, code values and meaning).

In addition to information research, this page allows you to perform basic tests and call the API by sending
requests such as GET, DELETE and POST. You will get real results from the Center dataset. Specifications
about routes are available such as the route's structure, and parameters and arguments that can be set. An URL
is generated and curl can be used in a terminal as it is.

However, for an advanced use, you must create an application that will send requests to the API (refer to the
REST API documentation).

All routes other than GET will modify data on the Center. As some actions cannot be reversed, use DELETE,
PATCH, POST, PUT with caution.

Important

Routes are classified by Cisco Cyber Vision's elements type (activities, baselines, components, flows, groups,
etc.).

The category "Groups" containing all possible group routes:
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To authorize API communications:

Step 1 Access the API Token menu to create and/or copy a Token.

Access the API Documentation page and click the Authorize button.

Step 2 Paste the token.
Step 3 Click Authorize.

Step 4 Click Close.
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Closed lockers displays. They indicate that routes are secured and authorization to use them is up.

To use a route:

Step 5 Click a route to deploy it. In the example, we choose Get activity list.
Step 6 Click Try it out.

Step 7 You can set some parameters. In the example, we set page to 1 and size to 10.

Step 8 Click Execute.

You can only execute one route at a time.Note

A loading icon appears for a few moments. Responses display with curl, Request URL and the server response that
you can copy or even download.

Cisco Cyber Vision GUI Administration Guide, Release 4.1.2
50

API
Documentation



Step 9 When you're finished, click the Authorize button.
Step 10 Logout to clean the token variable, and click Close.
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C H A P T E R 9
License

• License, on page 53

License
You can install a license in Cisco Cyber Vision in the License administration panel.

Licensing is based on device count. For device count to be more accurate, it is advised to setup the subnetworks
of the monitored industrial network through the Network organization page. By doing so, you will declare
which subnetworks are internal, and which are external. Devices from external subnetworks will be excluded
from the license count and related costs would be reduced.

For more information about how to install a license, refer to the Cisco Cyber Vision Smart Licensing User
Guide available on cisco.com.
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C H A P T E R 10
External Authentication

• LDAP, on page 55

LDAP
Cisco Cyber Vision can delegate user authentication to external services using LDAP (Lightweight Directory
Access Protocol), and in particular to Microsoft Active Directory services.

You can enable LDAP authentication in the LDAP Settings administration page.

Configuring LDAP:

LDAP integration can be done through normal connection or securely by using certificates depending on the
installation compatibility.

Mapping Cisco Cyber Vision roles with Microsoft Active Directory groups:

User groups available in the external directory can be mapped to Cisco Cyber Vision Product, Operator and
Auditor user roles or custom roles. Refer to Role Management to create custom roles.

Because the Admin user role is exclusively reserved for Cisco Cyber Vision internal usage, it cannot be
mapped to any external users and thus is not proposed in LDAP settings.

Testing LDAP connection:
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After setting up LDAP, the connection between the Cisco Cyber Vision Center and the external directory is
to be tested. On the LDAP test connection window, you will use a user login and a password set in the external
directory. The Center will attempt to authenticate on the directory server with these credentials. In return, you
will get either a successful authentication, or a failed one with an error message.

Login in Cisco Cyber Vision:

When logging into Cisco Cyber Vision, the login format used will determine the base (i.e. internal or external)
to be queried:

• If you use an email, the Cisco Cyber Vision database is queried.

• If you use the Active Directory format <domain_name>\<user_name> (e.g. cisco\john_doe), then the
external directory is used to authenticate users.

Configure LDAP
This section explains how to configure LDAP in Cisco Cyber Vision using a normal connection or a secure
connection.

Step 1 In Cisco Cyber Vision, navigate to Admin > External Authentication > LDAP.

Step 2 Click New Settings.

The New LDAP Settings window pops up.
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What to do next

Configure LDAP using a LDAP normal connection or a LDAP secure connection.

LDAP normal connection
After clicking the New Settings button, the following New LDAP Settings window pops up.

Before you begin

Step 1 Fill in the LDAP settings.
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Step 2 Click the Role Mapping tab.
Step 3 Fill in the following fields:

a) Map one or more Cisco Cyber Vision default roles with an Active Directory group.

At least one default role must be mapped.Note

Because the Admin user role is exclusively reserved for Cisco Cyber Vision internal usage, it cannot be
mapped to any external users and thus is not proposed in LDAP settings.

Note

b) Map Cisco Cyber Vision custom roles with Active Directory groups.

You must type the exact group names as configured into the remote directory so they can be retrieved and mapped
to user roles.
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Step 4 Click OK.
Step 5 Click the Test connection button.

The Test Connection window pops up.
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Step 6 Enter a user credentials to test the connection between Cisco Cyber Vision and Active Directory.

The Username format is domain\user.Note

A message Successful LDPA bind should appear.

Step 7 Click OK.
Step 8 Test the connection by logging out of Cisco Cyber Vision and logging in with the mapped user credentials.

Menus are displayed according to the rights granted to the user.

What to do next

LDAP secure connection
After clicking the New Settings button, the following New LDAP Settings window pops up.

Before you begin

Step 1 Fill in the following fields:
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a) Tick LDAP over TLS/SLL.
b) Fill in the LDAP settings.
c) Upload a .pem root certificate or a chain certificate, or tick Use a self-signed certificate.

If you upload a certificate, a message indicating that the certificate has been uploaded successfully appears.

The certificate appears at the bottom of the New LDAP Settings window.
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Step 2 Click OK.
Step 3 Click the Role Mapping tab.
Step 4 Fill in the following fields:

a) Map one or more Cisco Cyber Vision default roles with an Active Directory group.

At least one default role must be mapped.Note

Because the Admin user role is exclusively reserved for Cisco Cyber Vision internal usage, it cannot be
mapped to any external users and thus is not proposed in LDAP settings.

Note

b) Map Cisco Cyber Vision custom roles with Active Directory groups.

You must type the exact group names as configured into the remote directory so they can be retrieved and mapped
to user roles.
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Step 5 Click OK.
Step 6 Click the Test connection button.

The Test Connection window pops up.
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Step 7 Enter a user credentials to test the connection between Cisco Cyber Vision and Active Directory.

The Username format is <domain_name>\<user_name> (e.g. cisco\john_doe).Note

A message Successful LDPA bind should appear.

Step 8 Click OK.
Step 9 Test the connection by logging out of Cisco Cyber Vision and logging in with the mapped user credentials.

Menus are displayed according to the rights granted to the user.
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C H A P T E R 11
Snort

• Snort, on page 65
• Enable IDS on a sensor, on page 67
• Import Snort custom rules, on page 68
• Enable/disable a rule, on page 69

Snort
Snort is a Network Intrusion Detection System (NIDS) software which detects malicious network behavior
based on a rule matching engine and a set of rules characterizing malicious network activity. Cisco Cyber
Vision can run the Snort engine on both the Center and some sensors. The Center stores the configuration
rule files, pushes rules on compatible sensors, and intercepts Snort alerts to display them as events in the Cisco
Cyber Vision's GUI.

Snort is not activated by default on sensors, so you must first Enable IDS on a sensor.

It is available on the following sensor devices:

• The Cisco IC3000 Industrial Compute Gateway

• The Cisco Catalyst 9300 Series Switches

• The Cisco IR8340 Integrated Services Router Rugged

It is also avaible on the Center DPI, and is enabled by default.

Snort Community Rules is set by default in Cisco Cyber Vision. You can enable Snort Subscriber Rules using
the corresponding toggle button (1). Note that this option requires the Advantage licensing and a specific IDS
sensor license per enabled sensor.

Community ruleset

• The community ruleset is a Talos certified ruleset that is distributed freely. It includes rules that have
been submitted by the open-source community or by Snort integrators. This ruleset is a subset of the full
ruleset available to the subscriber users. It does not contain the latest Snort rules and does not ensure
coverage of the latest threats.

Subscriber ruleset

• The subscriber ruleset includes all the rules released by the Talos Security Intelligence and Research
Team. The ruleset ensures fast access to the latest rules and early coverage of exploits. Compared to the
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Community ruleset, it contains more rules and remains in sync with the latest Talos research work on
vulnerability detection.

In the Snort administration page, you can find Snort rules grouped into categories, and configure which set
of rules to enable or not using the toggle status button (2).

You can download each category rule file using the corresponding button (3).

Note that some rules are not enabled inside these categories. So, using the toggle button on a category won't
necessarily have an effect on their rules. The ones that are considered the most useful are enabled by default,
others have been disabled to avoid performance issues. Consequently, if you want to enable these rules you
need to use the Enable/disable a rule.

It is also possible to enable/disable a specific rule from a custom rule file.

Snort rules categories:

• Browser:

Rules for vulnerabilities present in several browsers including, but not restricted to, Chrome, Firefox,
Internet Explorer and Webkit. This category also covers vulnerabilities related to browser plugins such
as Active-x.

• Deleted:

When a rule has been deprecated or replaced it is moved to this category.

• Experimental-DoS:

Rules developed by the Cisco CyberVision team for various kinds of DoS activities (TCP SYN flooding,
DNS/HTTP flooding, LOIC, etc.).

• Experimental-Scada:

Rules developed by the Cisco CyberVision team for attacks against industrial control system assets.
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• Exploit-Kit:

Rules that are specifically tailored to detect exploit kit activity.

• File:

Rules for vulnerabilities found in numerous types of files including, but not restricted to, executable files,
Microsoft Office files, flash files, image files, Java files, multimedia files and pdf files.

• Malware-Backdoor:

Rules for the detection of traffic destined to known listening backdoor command channels.

• Malware-CNC:

Known malicious command and control activity for identified botnet traffic. This includes call home,
downloading of dropped files, and ex-filtration of data.

• Malware-Other:

Rules that deal with tools that can be considered malicious in nature as well as other malware-related
rules.

• Misc:

Rules that do not fit in any other categories such as indicator rules (compromise, scan, obfuscation, etc.),
protocol-related rules, policy violation rules (spam, social media, etc.), and rules for the detection of
potentially unwanted applications (p2p, toolbars, etc.).

• OS-Other:

Rules that are looking for vulnerabilites in various operating systems such as Linux based OSes, Mobile
based OSes, Solaris based OSes and others.

• OS-Windows

Rules that are looking for vulnerabilities in Windows based OSes.

• Server-Other:

Rules dealing with vulnerabilities found in numerous types of servers including, but not restricted to,
web servers (Apache, IIS), SQL servers (Microsoft SQL server, MySQL server, Oracle DB server), mail
servers (Exchange, Courier) and Samba servers.

• Server-Webapp:

Rules pertaining to vulnerabilities in or attacks against web based applications on servers.

In case of mistake, or to revert to the default configuration, you can use the Reset to default button. Note that
all categories status and specific rules status will be reset and any added custom rules file will be deleted.

In addition, this page allows you to import custom rules, to enable or disable rules, and reset Snort's parameters
to default.

Enable IDS on a sensor
To enable the Snort engine on a sensor:
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Before you begin

To use Snort you need to enable IDS on sensors.

Snort is only compatible with sensors embedded in:

• The Cisco IC3000 Industrial Compute Gateway

• The Cisco Catalyst 9300 Series Switches

• The Cisco IR8340 Integrated Services Router Rugged

Step 1 In Cisco Cyber Vision, navigate to Admin > Sensor Explorer.
Step 2 Click a compatible sensor in the list.

The sensor's right side panel opens.

Step 3 Click Enable IDS.

Import Snort custom rules
Custom rules are useful if you want to define and use your own rules in addition to the rules provided in the
Cyber Vision rulesets. To do this, a file must be created containing syntactically well-formed Snort rules and
imported into Cisco Cyber Vision. Refer to Snort documentation for more information about creating rules.

To import custom rules in the Center:

Step 1 Prepare your custom rules file.
Step 2 Click the Import custom rules file button.
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Once a custom rules file is imported, it is stored in the Center, and a Download button appears to check its content.

Step 3 Click Synchronize rules on sensors.

What to do next

You can Enable/disable a rule.

Enable/disable a rule
You can manually enable and disable any specific rule, whether it is a default or a custom one. To do so you
need the sid (i.e. signature id) that you will find in the rules file.

In the following procedure, we will disable Snort rule sid 50772 as example.

sid 50772: An unverified password change vulnerability (CVE-2018-7811) exists in
the embedded web servers of Schneider Electric QuantumModicon Ethernet modules.
This vulnerability could allow an unauthenticated remote user to access the “change
password” functionality of the web server. Snort rule with sid 50772 detects such
attempts. It monitors and analyzes HTTP flows coming from the external network and
raises an alert when the HTTP URI fields contain specific keywords (ex.
“passwd=“,”cnfpasswd=“,”subhttppwd=“) that indicate a password change attempt
targeting the web server.

Step 1 Click the download icon button.
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Step 2 In the rule files, look for the rule you want to enable/disable.

Step 3 Type the rule sid and click Disable.

A message indicating the rule is disabled appears.

If you download the rules file again you will find a "#" preceding the rule. This indicates the rule is disabled.
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Step 4 Click Synchronize rules on sensors to save and push changes on the sensors.
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C H A P T E R 12
Risk score

• Risk score, on page 73

Risk score
This page is meant to set up the time range used for risk score computation.

The computation is done every hour, but considers only the activities of the configured time period.

You can select a time range of 30 days (by default), 7 days, or set a custom one, with a minimum of one day.

For more information about risk scores, refer to the Concepts section of the User Guide..
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C H A P T E R 13
Integrations

• pxGrid, on page 75
• FMC, on page 76
• FTD, on page 77
• SecureX, on page 78

pxGrid
From this page, you can configure ISE pxGrid Cisco Cyber Vision integration.

Cisco Platform Exchange Grid (pxGrid) is an open, scalable data-sharing and threat control platform that
allows seamless integration between multivendor identity, network, security and asset management systems.

For more information about how to perform this integration, refer to the manual "Integrating Cisco Cyber
Vision with Cisco Identity Services Engine (ISE) via pxGrid".
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FMC
FMC administration page permits to configure a link between Cisco Cyber Vision with your Firepower
Management Center. This connection will permit to send regularly (every 10 seconds) the components
discovered by Cisco Cyber Vision. Every 10 seconds a list of new discovered components will be sent with
the following properties in Cisco Cyber Vision:

• Name

• Id

• Ip

• Mac

• And if they are available:

• hw_version

• model-ref

• serial_number

• fw_version

• tags

The configuration of this connection consists of adding the IP address of FMC, then importing a certificate
in Cisco Cyber Vision.

In FMC, to download the necessary certificate, please navigate to "System" then to "Integration" and open
the "Host Input Client" tab. In the tab create a new Client with the button "Create Client". Add the Cisco
Cyber Vision Center IP address as host name, then download the pkcs12 certificate.
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Then, in FMC, menu "Policies", "Application Detectors" add a new Product Map with the button "Create
Product Map Set". Please create the new product Map with the exact name and case as presented below:

The created hosts could be consulted in FMC, menu "Analysis", tab "Hosts – Network Map":

FTD
FTD administration page permits to connect Cisco Cyber Vision with your Firepower Threat Defense. It will
allow to automatically kill anomalies detected by monitor mode and snort events. The corresponding session
found in FTD will be killed.

Every 10 seconds Cisco Cyber Vision will browse the new monitor and SNORT events and send the
corresponding action to the firewall. To enable that functionality, the user needs to add the following parameters
in the FTD administration page:

• Ip address of the firewall
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• Login: admin login, an ssh connection will be established between the center and the firewall

• Password: corresponding password

• Hostname: is the name of the device, by default "firepower"

Two option are available: kill session from monitor difference detection events and kill session from snort
events.

SecureX
Cisco SecureX is an online platform that centralizes security events from different Cisco software equipments
through an API. For example, events like Cisco Cyber Vision events or firewall events can be sent to Cisco
SecureX and correlated to be presented through different dashboards.

SecureX integration enables three features in Cisco Cyber Vision:

• without SecureX SSO login, the button Investigate in SecureX Threat Response will appear in
components' technical sheet.

• with SecureX SSO login, the buttonReport to SecureXwill appear in some events of the event calendar
page. This button is used to push the events to SecureX.

• with SecureX SSO login, a SecureX ribbon with several features can be activated in Cisco Cyber Vision.

This section describes how to configure SecureX in Cisco Cyber Vision and the different features authorized.

SecureX configuration

Before you begin

The Cisco SecureX configuration in Cisco Cyber Vision requests:

• An Admin access to Cisco Cyber Vision.
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• A Cisco Cyber Vision Center with internet access.

• A SecureX account with an admin role.

Step 1 In Cisco Cyber Vision, navigate to Admin > Integrations > SecureX.
Step 2 Select a Region.

The button Enable SecureX appears.

Step 3 Click Enable SecureX to enable the link.

Once the link enabled, the button turns red to disable SecureX.

By completing the steps above, you are now able to use the button Investigate in SecureX Threat Response that will
appear in the components' technical sheet. To install and use the SecureX ribbon and the Report to SecureX button,
complete the steps herebelow.

Step 4 Navigate to the user menu on the top right corner of the GUI and click My Settings.

A new SecureX menu appears on the right.
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Step 5 Click the SecureX SSO button.

A popup appears with an authentication code.

A page opens in the browser to grant Cisco Cyber Vision access to SecureX.
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Step 6 Click Authorize Cyber Vision.
Step 7 A Client Access Granted popup appears.

Step 8 In Cisco Cyber Vision > My Settings, the SecureX menu indicates that Cisco Cyber Vision is connected to SecureX.
A toggle button to enable the SecureX ribbon and a button to logout of SecureX are displayed.
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Step 9 Use the Ribbon status toggle button to enable the SecureX ribbon.
Step 10 Click Save settings.

A message indicating that the SecureX ribbon is enabled appears.
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SecureX ribbon
Once configured and activated, the SecureX ribbon will appear at the bottom of the Cisco Cyber Vision GUI
of the Explore menu.

The SecureX ribbon in the Device List view:

The Cisco SecureX Getting Started Guide explains how to use the SecureX ribbon.

For example, to find observables and investigate them in SecureX Threat Response, click theFind Observables
icon like below:
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SecureX event integration
Once SecureX has been configured in Cisco Cyber Vision, a Report to SecureX button appears on some
events of the event calendar page. Using this button will push the event to SecureX and create an incident.

The SecureX button appears on three categories of event:

• Anomaly Detection

• Control Systems Events

• Signature Based Detection

The Report to SecureX button on a Control Systems Events:
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SecureX component button
Once SecureX has been configured in Cisco Cyber Vision, the button Investigate in Cisco Threat Response
appears on the components' technical sheet. The component's IP and MAC addresses will be investigated in
SecureX Threat Response if you use this button.

External resources for SecureX integration
Herebelow is the list of all URLs called by the Cisco Cyber Vision Center in case you need to authorize them,
for example in a firewall.

Center:

• private.intel.eu.amp.cisco.com

• private.intel.apjc.amp.cisco.com

• private.intel.amp.cisco.com

• intel.amp.cisco.com

• visibility.eu.amp.cisco.com

• visibility.apjc.amp.cisco.com

• visibility.amp.cisco.com

Web client:

• securex.apjc.security.cisco.com

• securex.us.security.cisco.com
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C H A P T E R 14
Extensions

• Extensions, on page 87

Extensions
From this page, you can manage Cyber Vision Extensions. Extensions are optional add-ons to Cyber Vision
Center which provide more features, such as the management of new device types, additional detection engines,
or integrations with external services.
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C H A P T E R 15
Center certificate

• Center certificate, on page 89

Center certificate
The Center web server certificate page is to configure Cisco Cyber Vision user interface security with an
enterprise certificate. You will have the option to upload a .p12 or to generate a CSR.

For more information, refer to the corresponding Center Installation Guide.
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C H A P T E R 16
SNMP

SNMP Protocol in CyberVision is used for remote monitoring purposes.

Supported versions are:

• SNMP V2C

• SNMP V3

Older versions are not supported.

It is highly recommended to use version 3 of the SNMP protocol. Version 2c is available due to a large number
of infrastructures still using it. However, take into account that risks in terms of security are higher.

Important

Snmp information:

• CPU % per core

• Load 0 to 100 (combination of CPU and I/O loads)

• RAM kilobytes

• Swap kilobytes

• Traffic for all physical interfaces (nb bytes in and out/interface (since the snmp service startup))

• Data storage (% - 250G)
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• Packets stats (packets/sec/int)

• Configure SNMP, on page 92
• SNMP MIB, on page 94

Configure SNMP
This section explains how to configure SNMP on a CyberVision Center.

Step 1 In Cisco Cyber Vision, navigate to Admin > SNMP.
Step 2 Toggle the SNMP agent button.

A configuration menu appears.

Step 3 In the Monitoring hosts (IPv4) field, fill in the IP address of the Monitoring host.
Step 4 Select a version:

• Version 3
• Version 2c

Cisco Cyber Vision GUI Administration Guide, Release 4.1.2
92

SNMP
Configure SNMP



For security reasons, it is recommended to use SNMP version 3.Note

a) Version 3

Select a security type:

• NoAuth: Only a username is required. No authentication password required.

Add the username that will be used for the SNMP authentication. "ics" is used by default.

• Auth with NoPriv : A username and an encrypted password are required.

Add the username that will be used for the SNMP authentication. "ics" is used by default.

Add the Hash algorithm needed and its password. It must be at least 8 characters long.

• Auth with Priv: Only the AES encryption is available. A username, an encrypted password, and anAES encryption
are required.

Add the username that will be used for the SNMP authentication. "ics" is used by default.

Add the Hash algorithm needed and its password. It must be at least 8 characters long.

Add the AES password. It must be at least 8 characters long.

b) Version 2c
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Add the community string for the Center to communicate with the monitoring host.

Step 5 Toggle the Trap button.

The following configuration menu appears:

Step 6 Setup traps to be delivered.

a) If SNMP v3 has been selected, the Engine ID field (i.e. the Center id) is displayed so you can customize it.
b) Select and set the CPU and memory rate limit and threshold according to your needs.

Step 7 Click Save Configuration.

SNMP MIB
Table 1:

DescriptionOID prefixMIB

System.1.3.6.1.2.1.1*MIB-2*
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DescriptionOID prefixMIB

All physical interfaces.1.3.6.1.2.1.2.2.1.1*IF-MIB*

All physical interfaces.1.3.6.1.2.1.31.1.1*IF-MIB*

System.1.3.6.1.2.1.25.1*HOST-RESOURCES-MIB*

Storage.1.3.6.1.2.1.25.2.3*HOST-RESOURCES-MIB*

CPU.1.3.6.1.2.1.25.3.3*HOST-RESOURCES-MIB*

Disk.1.3.6.1.2.1.25.3.6*HOST-RESOURCES-MIB*

Memory.1.3.6.1.4.1.2021.4*UCD-SNMP-MIB*

Disk.1.3.6.1.4.1.2021.9*UCD-SNMP-MIB*

Load.1.3.6.1.4.1.2021.10*UCD-SNMP-MIB*

CPU.1.3.6.1.4.1.2021.11*UCD-SNMP-MIB*

Disk IO.1.3.6.1.4.1.2021.13.15.1*UCD-DISKIO-MIB*
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