Install the Virtual Center

You need to complete several steps to install the Virtual Center:
1. Retrieve the Cisco Cyber Vision installation file.
2. Create a Virtual Machine on ESXi and deploy Cisco Cyber Vision ova file on the VM.
OR
Create a Virtual Machine on Hyper-V, set the disk size, create and map the network interfaces.
The only configurations that may be required during deployment are memory and disks size customization.
3. Configure the Cisco Cyber Vision Center.
* Retrieve the installation file, on page 1

» ESXi, on page 2
* Hyper-V, on page 9

Retrieve the installation file

Step 1
Step 2

Step 3
Step 4
Step 5

Before starting the VM installation, you must retrieve the virtual machine installation ova file.

To retrieve the virtual machine installation file:

Procedure

Access Cisco Cyber Vision Software Download platform.

Download the ova file required for Hyper-V or ESXi from the last version released. Ova files with the DPI
option are also available.

To verify that the file you just downloaded is healthy, it is recommended to use the SHA512 checksum
provided by Cisco.

To do so (Windows users):

Access Cisco Cyber Vision download page.
Download the file.
Open a shell prompt such as Windows Powershell and use the following command to retrieve the file checksum:
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B oesxi

Get-FileHash .\CiscoCyberVision-<TYPE>-<VERSION>.<EXT> -Algorithm SHA512 | Format-List

PS5 C:\Users\

> Get-FileHash .\Downloads\CiscoCyberVision-center-3.2.3.0ova -Algorithm SHA512 | Format-List

Algorithm : SHA512

Hash : 1338BFB1A17110AF80D751AE7B450F2B29CCB4CB54F550F38B8E6B4236865ECIEDF7773FD05D1055C7F1EF76E68C2B8A96CFE69AB
1B622E4B0OBBBEBBIE9S4DBE16

Path : C:\Users)\ \Down1loads\CiscoCyberVision-center-3.2. 3.ova

Step 6 In the download page, mouse over the file and copy the SHAS512 checksum.
Software Download

Downloads Home / Security / Network Visibility a

a

Details
\ Description e OVA (Center) - Cis: erVision-Center-
Search ) _
va
Release
( Expand All | Collapse All ) Release Date
FileName
Latest Release v Size

MDS Checksum
_ SHAS1Z Checksum

Release Notes for 3.2.3 Advisories [

All Release M

3 > VMware OVA (Center) - CiscoCyberVision-Center-3.2.3.ova
CiscoCyber n-center-3.2.3.ova
Advisories ]

Step 7 Compare both checksums.
* I[f both checksums are identical it means the file is healthy.
* If the checksums do not match try to download the file again.

« If, after downloading the file again the checksums still don’t match, please contact Cisco support.

ESXi

Create a Virtual Machine

Before taking the steps below to create a VM on ESXi, you must set two network interfaces (the
Administration and the Collection network interfaces), and a third if deploying a Center with DPI (the DPI

network interface), accordingly to the infrastructure of the network. To do so, refer to VMware ESXi
documentation.

To create the Virtual Machine and deploy Cisco Cyber Vision:
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Create a Virtual Machine .

Procedure

Step 1 Login to VMware EXSi.
Step 2 Click Create/Register VM.

vmware' ESXi Help ~ Q Search -
["g Navigator ] @ esx
H Host
R cP FREE: 27
e () Get vCenter Server Shutdown (R Reboot | (3 Refresh | ¥ Actions v REE GZ"‘
i esx USED: 526 MHz CAPACITY: 27.5 GHz
Version: 6.7.0 Update 2 (Build 13981272) MEMORY Res 08.02 G2
(%) Virtual Machines State: Normal (not connected to any vCenter Server) | 24%
& storage Uptime: 20.98 days USED: 2053 G8 CAPACITY: 127.45 GB
@ Networking STORAGE FREE: 68 TE
USED: 475.71 G8 72778
E Hardware ] E Configuration
Manufacturer Dell Inc. Image profile (Updated) ESXi-6.7.0-20190402001-stan
dard (VMware, Inc.)
Model PowerEdge R440
vSphere HA state Not configured
» [ cPU 12 CPUs x Intel(R) Xeon(R) Gold 5118 C
PU @ 2.30GHz » vMotion Not supported
R Memory 127.46 GB ( =
~ System Information
i M
IS Eersictent Wemory 08 Dateftime on host Tuesday, January 07, 2020, 12:30:03 UT
» E Virtual flash 0 B used, 0 B capacity c
v g Networking Install date Tuesday, August 06, 2019, 15:59:07 UTC
Hostname esx Assettag
IP addresses Serial number H4Y9JY2
- e BIOS version 221
DNS servers BIOS release date Friday, June 14, 2019, 02:00:00 +0200
[¥] Recent tasks

The wizard to create a new virtual machine opens.

Step 3 Click Deploy a virtual machine from an OVF or OVA file.

5 New virtual machine

- (ECECTIITIS  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License agreements

¢ Create a new virtual machine This option guides you through the process of creating a
5 Deployment options virtual machine from an OVF and VMDK files.
6 Additional setting; Deploy a virtual machine from an OVF or OVA file

7 Ready to com
Register an existing virtual machine

Cancel
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. Create a Virtual Machine

Step 4

Give a name to the virtual machine and select the Cisco Cyber Vision OVA file. Select the DPI OVA file to

enable the sensor function on the Center VM.

@ New virtual machine - CCV_Center

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VM you would like to deploy
v 3 Select storage
V' 4 Deployment options Enter a name for the virtual machine.

5 Ready to complete

Virtual machine names can contain up to 80 characters and they mjust be unique within each ESXi instance.
X @ CiscoCyberVision-center-3.2.0.ova
Back Next Finish Cancel
4

[cev_center

ﬁ New virtual machine - CCV_Center_dpi

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Selectthe OVF and VMDK files or OVA for the VM you would like to deploy
v 3 Select storage
V' 4 Deployment options Enter a name for the virtual machine.

5 Ready to complete

Virtual machine names can contain up to 80 characters and they mjust be unique within each ESXi instance.
X @ CiscoCyberVision-center-dpi-3.2.0.ova
Back Next Finish Cancel
4

[ cev_center_api

Step 5

Select a disk with sufficient storage. Refer to Requirements for installation.
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Create a Virtual Machine .

#3) New virtual machine - Cisco Cyber Vision VM

V' 1 Select creation type Select storage

¥ 2 Select OVF and VMDK files Select the storage type and datastore

Rq 3 Select storage
4 License agreements -
Standard Persistent Me

5 Deployment options
6 Additional setting; Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Name v  Capacity v Free v Type v | Thinpro...v | Access v
datastore1 72778 68TB VMFS6 Supported Single

1items

Cancel

Step 6 Map the network interfaces you have previously created to the VM's ports (1), as shown below:
¢ The Administration network interface as eth0.
¢ The Collection network interface as ethl.

« If deploying a Center with DPI, the DPI network interface as eth2.

Step 7 Set disk provisioning as Thin (2).
Step 8 Set the Deployment type as Small, Medium or Large (3). The deployment size for an OVA DPI file is Large
by default.

Small: Intel Xeon, 8 cores, 16GB RAM
Medium: Intel Xeon, 10 cores, 32GB RAM
Large: Intel Xeon, 16 cores, 64GB RAM

Step 9 Disable the virtual machine's automatic start (4).

Install the Virtual Center .
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. Create a Virtual Machine

5 New virtual machine - CCV_Center /
¥ 1 Select creation type Deployment options
/2 Select OVF and VDK e Select deployment options
v 3 Select storage
R4 4 Deployment options 3
5 Ready to complete B L C nat | Administration v
hostonly Collection v
Deployment type Small .
Use this ion for small This will need 2vC
PUs and 8GB Memaory for the vApp.
Disk provisioning O Thin ® Thick |
Power on automatically O |
vmware
Back ‘ l Next Finish Cancel I
L —— L L=
ﬁ New virtual machine - CCV_Center /
¥ 1 Select creation type Deployment options
V7 2:Select OVF and VMDK ke Select deployment options

v 3 Select storage

M cevomentpions ] _
5 Ready to complete Network mappings nat Administration v
hostonly Collection v
dpi DPI v
Disk provisioning O Thin @ Thick |
Power on automatically O I

Back Next Finish cancel | |

Step 10 Check the new VM's settings before clicking Finish.
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Boot the Virtual Machine .

31 New virtual machine - Cisco Cyber Vision VM

¥ 1 Select creation type Ready to complete

V' 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
V3 Select storage
V4 Deployment options
B4 5 Ready to complete

Product Cisco Cyber Vision
VM Name Cisco Cyber Vision VM

Files CiscoCyberVision-disk1.vmdk
Datastore datastore1

Provisioning type Thin

Network mappings nat: Administration hostonly: Collection

Guest OS Name Unknown

a| j Do not refresh your browser while this VM is being deployed

[ Fimsn | [ cancel

Your new VM is displayed in the virtual machine list.

vmware' ESXi [BLCCR NN Q Search
“I5 Navigator () esx
v @ Host
Manage 13 Create / Register VM | @ Refresh | Qseacn )
Monitor Virtual machine v | Status v Used space v | Guest0S ~ | Host name v HostCPU v | Hostmem... v
8 Virtual Machines °
B storage | 1 o
& Networking | 8 » &
. -
.
. -
.
. .
-
. -
. -
-
| ©.. & cisco cyver vision vm @ No..  200MB Other (64-bit) Unknown 0 MHz ome |
Quick ilters. v 13items ,
[Z] Recent tasks

Boot the Virtual Machine

After creating the VM, you can proceed to its first boot.
1. Click the VM in the list.
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. Boot the Virtual Machine

vmware ESXi”

| “1% Navigator ) esx

~ @ Host
Manage ) Create / Register VM |

Monitor (., Virtual machine

& Virtual Machines
B storage
€ Networking

o o I o o I o

D0E

[

| @ Refresh |

v Status v Used space v GuestOS

Host name

p
(Q search

v HostCPU v  Hostmem... v
- -

&) Cisco Cyber Vision VM

L
L
L
-
-
L
=
L
-
L
.
L ]
(]

Other (64-bit)

Unknown

ovs |

Quick filters...

Recent tasks

2. Power on the VM.

vmware ESXi”

(%) Cisco Cyber Vision VM

13items ,

b Poweron m

| & Edit | G Refresh | £F Actions

Cisco Cyber Vision VM
Guest 0S Other (64-bit)
Compatibilty ESXi 6.0 virtual machine
VMuware Tools No

2

cPu

0 MHz D

MEMORY
0B

STORAGE
200 MB E

@ VMware Tools is not installed in this virtual machine. VMware Tools allows detailed guest information to be displayed as well as allowing you to perform operations on
[ ™ the guest 0, e.q. graceful shutdown, reboot, tc. You shouid install VMware Tools. ¢ Actions

~ General Information
» & Networking

» &8 VMware Tools
» B Storage 1 disk

(=) Notes

No network information

VMware Tools is not installed.

£} Actions

/ Edtnotes

l ~ Hardware Configuration

Recent tasks

3. Wait a few moments for the VM initiation to complete. The following screen is displayed:

Install the Virtual Center
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vmware ESXi” S~

% | Hep~ |

Q Search

Hyper-V .

'°E‘ Navigator | 'Hs Cisco Cyber Vision VM

v [@ Host

o Cyber U
Manage

Monitor

~ (31 Virtual Machines

& Cisco Cyber Vision VM

Welcome

This is the first boot of your Cisco Cyber Vision
Center.

B storage
@ Networking

<Abort>

‘ (= Notes

Cisco Cyber Vision VM s L0

Actions €

=
0 MHz
MEMORY

0B

STORAGE
428 GB

£} Actions

o/ Editnotes

a

o

8

‘ v Performance summary last hour

(7] Recent tasks

@ Consumed host CPU

4. Press Ctrl+Alt to retrieve the control of your keyboard and mouse.

The Virtual Center is now ready for basic configuration.

Hyper-V

Create a Virtual Machine

To create a new VM:

Procedure

Step 1 Open Hyper-V Manager.

The following home screen appears:

@ Ready

Install the Virtual Center .
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. Create a Virtual Machine

Step 2

4 Hyper-V Manager
File Action View Help

e 2@ D

[ Hyper-V Manager
3 WIN-ENHJR2DBINR

Virtual Machines

Name - State CPUUsage  Assigned Memory
B ccv_vaoo_o1 Off

<

Checkpoints

CCV_V300_01

f

Uptime

The selected vitual machine has no checkpoints.

Status

Actions
WIN-ENHJR2D8JNR

New
[ Import Virtual Machine...
[] Hyper-V Settings...
g8 Virtual Switch Manager...
. Virtual SAN Manager...
Edit Disk..
Z Inspect Disk...
W) Stop Service
X Remove Server
© Refresh

Access the New Virtual Machine Wizard by clicking Action > New > Virtual Machine.

File
é=
53]

H:
&

3 Hyper-v Manager

Action View Help

New > Virtual Machine...
Import Virtual Machine... Hard Disk...

Hyper-V Settings... Floppy Disk...

Virtual Switch Manager... State
Virtual SAN Manager... V30001 L
Edit Disk...

Inspect Disk...

The New Virtual Machine Wizard is displayed.

CPU

. Install the Virtual Center
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Create a Virtual Machine .

3 New Virtual Machine Wizard X

) Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical
Specify N d Locati computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
pecify Name and Location you can change the configuration later using Hyper-V Manager.
Specify Generation
pedfy To create a virtual machine, do one of the following:
Assign Memory

i « Click Finish to create a virtual machine that is configured with default values.
Configure Networking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary
[J Do not show this page again
Previous Finish Cancel
Step 3 Click Next to start.
Step 4 Give the new VM a name (e.g. 'Center").
Step 5 If necessary, give the Virtual Center a different location on the server than the one set by default. In any case,

the location chosen must have enough remaining space in case you plan to create snapshots (i.e. VM backups).

Before You Begin Choose a name and location for this virtual machine.
Spedify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

Spedify Generation identify this virtual machine, such as the name of the guest operating system or workload.

Assign Memory Name: ICenherI

Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don’t select a

Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.

Installation Options [ store the virtual machine in a different location

Summary ocation: |C:\Hyper-V\ Browse...
Step 6 Set the VM as Generation 1.

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location @ Generation 1

Spedify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

Assign Memory virtual hardware which has been available in all previous versions of Hyper-V.

Configure Networking O Generation 2

Connect Virtual Hard Disk This virtual machine generation provides support for newer virtualization features, has UEFI-based

firmware, and requires a supported 64-bit guest operating system.

Instaklation Options /A Once a virtual machine has been created, you cannot change its generation.

Summary

Step 7 Assign memory to the VM.

Install the Virtual Center .
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. Create a Virtual Machine

Note

Before You Begin

Specify Name and Location

Specify Generation

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

The minimum configuration required is 8192 MB.

Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory: MB
Use Dynamic Memory for this virtual machine.

o When you decide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

Step 8 Leave the network connection disconnected.

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a

3 . virtual switch, or it can remain disconnected.

Specify Name and Location

Spedify Generation Connection: |Not Connected v

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Installation Options

Summary
Step 9 Select 'Use an existing hard disk' and choose the VHDX file.

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the

Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.

Specify Generation O Create a virtual hard disk

Assign Memory Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking ame: Center.vhdx

Connect Virtual Hard Disk Location: |C:\Hyper-V\Virtual hard Disks\ Browse...

Summary

127 GB (Maximum: 64 TB)
(® Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.
Location: yper-V\Virtual hard Disks\CiscoC Browse...
O Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

Step 10 Click 'Finish' to create the VM and close the wizard.

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

3 5 following virtual machine.

Specify Name and Location

Specify Generation Desciption:

Assign Memory Name: Center

Configure Networking Generation: Generation 1

_ Memory: 8192 MB
Connect Virtual Hard Disk Network:  Not Connected
Hard Disk:  C:\Hyper-V\Virtual hard Disks\CiscoCyberVision-3.0.0_1.vhdx (VHDX, dynamically expar,
< >

To create the virtual machine and dose the wizard, dlick Finish.

. Install the Virtual Center
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Configure the disk size

Step 1
Step 2

Step 3

Step 4

To configure the disk size:

Procedure

The Virtual Center created is displayed inside Hyper-V Manager home screen.

In the Hyper-V Manager select the Center.
Click Action > Settings.

&3 Hyper-V Manager

File = Action

4
ER

View Help

Connect...

I

Settings...

i)

Start
Checkpoint

Move...

Export...

Click Hard Drive, then Edit.

tual Machines

~
me
CCV_V300_01
Center

Configure the disk size .

Ej Settings for Center on WIN-ENHJR2D8JNR - X
Center v 4 (V]
A Hardware ~ = Hard Drive
¥ Add Hardware
[ BI0OS You can change how this virtual hard disk is attached to the virtual machine. If an
Boot from CD operating system is installed on this disk, changing the attachment might prevent the

&) n Processor
1 Virtual processor
= [ IDE Controller 0
= Hard Drive

CiscoCyberVision-3.0.0_1....
= [ IDE Controller 1
DVD Drive

None

&l scsl Controller

virtual machine from starting.

Controller: Location:
IDE Controller 0 v | |0 (inuse)
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodiated file. Spedify the full path to the file.

@ virtual hard disk:

lc:wyperv\‘ﬁrh.ml hard Disks\CiscoCyberVision-3.0.0_1.vhdx

==

Browse...

The Edit Virtual Hard Disk Wizard displays.

Click Next to proceed until the Choose Action tab.

Install the Virtual Center .
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. Configure the disk size

«a Edit Virtual Hard Disk Wizard

X
Locate Virtual Hard Disk
Ya
Before You Begin Where is the virtual hard disk file located?
Location: | C:\Hyper-V\Virtual hard Disks\CiscoCyberVision-3.0.0_1.vhdx
Ch Acti
0gse Acton & Editing the following types of virtual hard disks might result in data loss:
Summary
wa Edit Virtual Hard Disk Wizard X
Choose Action
Ya
Before You Begin What do you want to do to the virtual hard disk?
Locate Disk O Compact
This option compacts the file size of a virtual hard disk. The storage capadity of the virtual hard disk
Configure Disk remains the same.
Summary O Convert

This option converts a virtual hard disk by copying the contents to a new virtual hard disk. The new
virtual hard disk can use a different type and format than the original virtual hard disk.

(® Expand
This option expands the capacity of the virtual hard disk.

< Previous Finish Cancel

Step 5

As you are on the Choose Action tab select the Expand option.
Step 6

Configure a new size for the virtual hard disk.

It is recommended:

« that you set the minimum size at 100GB for a demo installation with small amounts of data.

« that you set the minimum size at 250GB for a cartography.

* that you set the minimum size at 800GB for a Center with sync or 1.5TB for a Global Center for a
production environment.

The size you set here is a minimum. The virtual drive will expand as data is written on the virtual disk

. Install the Virtual Center
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Step 7

Create the network interfaces .

wa Edit Virtual Hard Disk Wizard

Ya

Before You Begin

Expand Virtual Hard Disk

What size do you want to make the virtual hard disk?

Click Finish.

Locate Disk Current size is between 0 GB and 1G8.
Choose Action New size: GB (Maximum: 64 TB)
Configure Disk
Sk w4 Edit Virtual Hard Disk Wizard X
Completing the Edit Virtual Hard Disk Wizard

Ya
Before You Begin You have successfully completed the Edit Virtual Hard Disk Wizard. You are about to make the following
Locate Disk changes.

Choose Action

Configure Disk Virtual Hard Disk: CiscoCyberVision-3.0.0_1.vhdx (VHDX, dynamically expanding)
o

Description:

Configuration: New virtual disk size: 250 GB

To complete the action and dose the wizard, dick Finish.

< Previous Cancel

Create the network interfaces

To create the Admin and Collection network interfaces:

Procedure

Step 1 Select the Center.

Step 2

On the Actions menu, open the Virtual Switch Manager.

Install the Virtual Center .
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. Create the network interfaces

Ha Hyper-V Manager
File Action View Help
| 2@

E Hyper-V Manager = = Actions
N irtual Machines
Bl WIN-ENHJR2D8INR | WIN-ENHJR2DSINR

State CPU Usage Assigned Memory  Uptime Status N
ew

Off [ Import Virtual Machine...

D Hyper-V Settings...

28 Virtual Switch Manager...

o Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service

Remove Server

e X® gk

The selected vitual machine has no checkpoints. Refresh

View

=

Help

]

Connect...
Settings...
Start

r Checkpoint
[ Center

I

Move...

PPOFh

The Virtual switch manager opens.

ég Virtual Switch Manager for WIN-ENHJR2D8JNR - X
A _Virtual Switches =% Create virtual switch
2% New virtual network switch
A Global Network Settings What type of virtual switch do you want to create?
U mAC Address Range External
00-15-5D-00-44:00 0 00-15-5D ...

Private

Create Virtual Switch

Creates a virtual switch that can be used only by the virtual machines that run on this
physical computer, and between the virtual machines and the physical computer. An
internal virtual switch does not provide connectivity to a physical network connection.

Step 3 Click 'New virtual network switch'.
Step 4 The new virtual switch displays.
Step 5 Name it 'Admin'.

Step 6 Select 'Internal network'.

. Install the Virtual Center
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Create the network interfaces .

ég Virtual Switch Manager for WIN-ENHJR2D8JNR - X
A Virtual Switches ok Virtual Switch Properties
<% New virtual network switch
=t Admin Name:
Internal only | Admin|
A Global Network Settings

U mAC Address Range Notes:

00-15-5D-00-4A-00 to 00-15-5D-0...

Connection type
What do you want to connect this virtual switch to?
O External network:

Cisco VIC Ethernet Interface

@ Internal network

O Private network

VLAN ID

[] Enable virtual LAN identification for management operating system

Remove

o SR-IOV can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private
switch,

o[ o | [ o

Step 7 Create a second virtual switch and name it 'Collection'.
Step 8 Select 'Internal network'.
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Install the Virtual Center |

éS Virtual Switch Manager for WIN-ENHJR2D8JNR —

A Virtual Switches

<% New virtual network switch
® ot Admin
Internal only
# =& Collection
Internal only
A Global Network Settings

wha Virtual Switch Properties

Name:

ICoIIecﬁonl

U mAC Address Range

Notes:

Connection type
What do you want to connect this virtual switch to?

O External network:

Cisco VIC Ethernet Interface

@ Internal network

O Private network

VLAN ID
[] Enable virtual LAN identification for management operating system

Remove

@ SR-10V can only be configured when the virtual switch is created. An external
virtual switch with SR-IOV enabled cannot be converted to an internal or private

switch.

==

Apply

Map the network interfaces

To add a network card:

ICS CyberVision needs two network adapters (i.e. network card) to which the Admin and Collection network
interfaces will be assigned. Each new VM includes a network card when created which is available within
the hardware list. Therefore, you need to create another one during this step.

Procedure

Step 1 Right click the Center and click again 'Settings'.

. Install the Virtual Center
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Map the network interfaces .

g Hyper-V Manager
File Action View Help
ol AR5l e
EF Hyper-V Manager :
3 WIN-ENHJR2DEINR Virtual Machines
A
Name State CPU Usage
B ccv_vaoo_o01 Off
Hoorter e |
Connect...
Settings...
Start
Checkpoint
L i€ Move...
Checkpoints Export...
Rename...
A vsirk
The settings window for the Virtual Center is displayed.
Step 2 Click 'Add Hardware'.
Step 3 Select "Network Adapter'.
Step 4 Click 'Add'".
Ej) Settings for Center on WIN-ENHJR2D8JNR - X
Center v 4 (3]
#_Hardware A B* Add Hardware
l' Add Hardware
You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and diick the Add button.
| J S/EC“"“‘/ - ) SCSI Controller
(e Storage e desbled
M RemoteFX 3D Video Adapter
8192 M8 Legacy Network Adapter
# [ Processor Fibre Channel Adapter
1 Virtual processor
= [ IDE Controller 0
# o Hard Drive
CiscoCyb ). Virtual machines are created with one network adapter. You can add additional network
= |8 10E Controller 1 Bapiersas necded:

The second network adapter needed is created. Now you need to map each network adapter to a Virtual Switch.

To proceed to the network mapping:
Step 5 Select the first network adapter.
Step 6 Select 'Admin' as Virtual Switch.

Note You must configure network interfaces in order of appearance inside the network list to avoid
confusion:

* The first network card as the Administration network interface (eth0).

* The second one as the Collection network interface (ethl).

Install the Virtual Center .
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. Boot the Virtual Machine

Center

Ej) Settings for Center on WIN-ENHJR2D8JNR -

v 4 ()

A Hardware

¥ Add Hardware
& gros
Boot from CD
. Security
Key Storage Drive disabled
W Memory

A | U Network Adapter

Specdify the configuration of the network adapter or remove the network adapter.
Virtual switch:
Not connected v

VLAN ID

8192 M8
# D Processor
1 Virtual processor
S IDE Controller 0
- Hard Drive
CiscoCyberVision-3.0.0_1..
= | 1DE Controller 1
) DVD Drive
None
& scsi Controller
B Network Adapter

Not connected

Y Network Adapter
Not connected

Step 7

Ej) Settings for Center on WIN-ENHJR2D8JNR

Center v 4 (3]
# Hardware A U Network Adapter
¥ Add Hardware
[ gI0s Specify the configuration of the network adapter or remove the network adapter.
Boot from CD Virtual switch:
@ security Not connected e
Key Storage Drive disabled Not connected
W Memory Collection
8192 MB

® [ Processor
1 Virtual processor
= [ IDE Controller 0
- Hard Drive
CiscoCy
= | 1DE Controller 1
) DVD Drive
None
&l scsi Controller
U Network Adapter
Not connected band
Network Adapter
Not connected

fision-3.0.0_1....
Bandwidth Management

[] Enable bandwidth management

Repeat the previous action for the second network adapter and select 'Collection’ as Virtual Switch.

Center

Ej) Settings for Center on WIN-ENHJR2D8JNR -

v 4 ()

A Hardware

A | U Network Adapter

¥ Add Hardware
& gros
Boot from CD
. Security
Key Storage Drive disabled
W Memory
8192 MB
® [ Processor
1 Virtual processor
= [ IDE Controller 0
- Hard Drive
CiscoCyberVision-3.0.0_1....
= | 1DE Controller 1
) DVD Drive
None
&l scsi Controller
] E Network Adapter
Admin
Network Adapter
Collection

Boot the Virtual Machine

Spedify the configuration of the network adapter or remove the network adapter.
Virtual switch:
Collection v

VLAN ID
[ Enable virtual LAN identification

Bandwidth Management
[] Enable bandwidth management

You can now proceed to the Virtual Center first boot.
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Boot the Virtual Machine .

1. Click Center on Hyper-V Manager and click 'Connect'.

3a Hyper-V Manager

File Action View Help

=25 BE
EF Hyper-V Manager . .
& WIN-ENHJR2DEINR Virtual Machines
Name State CPU Usage
B ccv_v3oo_01 off
E Center =
Connect...
Settings...
Start
Checkpoint
2. Start the Virtual Center.
3 Center on WIN-ENHJR2D8INR - Virtual Machine Connection - O X

File Action Media View Help

Ctrl+Alt+Delete Ctrl+Alt+End

Start Ctrl+S

Shut Down... Ctrl+D
Save Ctrl+4
Pause Ctrl+P
Reset... Ctrl+R

Checkpoint... Ctrl+N

Revert... Ctrl+E

To start the virtual machine, select 'Start' from the Action menu

Status: Off —

Once the VM configuration completed successfully, the following screen appears:

Install the Virtual Center .
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. Boot the Virtual Machine

? Center on WIN-ENHJR2D8JNR - Virtual Machine Connection

File Action Media Clipboard View Help

B DO b

Cisco Cyber Vision Center Setup

Welcome

This is the first boot of your Cisco Cyber Vision
Center.

<Abort>

=0

Status: Running

\)

Note

To retrieve the control of your keyboard and mouse, press Ctrl+Alt.

The Virtual Center is now ready for basic configuration.

N
Note Keeping your Virtual environment safe and clean. Once the VM first boot has completed successfully, Cisco
recommends to shut down the Virtual Center and delete the Virtual Disk from Hyper-V hardware list. Keeping

interfaces to the minimum lowers possible access doors for attackers.
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