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CHAPTER 1

New and Changed Information

» New and changed information for release 5.3.x, on page 1

New and changed information for release 5.3.x

Cisco Cyber Vision Release 5.3.x offers these features:

Table 1: New and changed information, release 5.3.x

Feature Description

New Ul Cisco Cyber Vision Center offers New Ul that
comprises simplified, structured views of assets,
vulnerabilities, and alerts. The New Ul includes a new
method for automatically grouping assets using
Al-based clustering. Click Go to Cyber Vision New
Ul in the top banner of your Center to get started. See
Cisco Cyber Vision New Ul.

(New Ul) Receive property-based group Asset clustering algorithms suggest property-based
suggestions from asset clustering algorithm groups (assets that share the same definition, network,
or other properties), in addition to
communication-based groups (assets that primarily
communicate with each other). See Asset clustering.

(New UlI) Filter Cyber Vision Center data by All the data views in New Ul can be filtered by
organization hierarchy organization hierarchy, by sensors or networks that
an asset is associated with. At the top of the left menu,
in the Organization filter, choose the hierarchy level
you want to focus on. Global is the default choice
and covers all assets.

See Filter views in Cyber Vision New Ul.
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New and Changed Information |

Feature

Description

(New UI) Filter data in Cyber Vision Center

A product-level banner in New Ul allows you to filter
data on all its pages, except configuration pages. If
you have not applied any filters, the value No filter
applied is displayed. Click Edit to apply one or more
filters from functional group, network or sensor, asset
type, and vendor categories.

See Filter views in Cyber Vision New Ul.

(New Ul) Assign a network to an organization
hierarchy

Assign a network to an organization hierarchy level.
See Assign a network to an organization hierarchy.

(New Ul) See functional-group centric views of
communication map

The communications map displays the communication
activity between the configured functional groups.
The communication links between groups are not
actionable.

Click a functional group to view the inter-asset
communications within a group. Click the
communication links between assets to view the
details of the activities.

See Assets and functional group communication maps.

(New UI) Active and cleared alerts

The Alerts page displays two types of alerts:

« Active: alerts that are currently active in Cisco
Cyber Vision and are yet to be addressed.

« Cleared: alerts that are no longer considered
active due to actions such as vulnerability
acknowledgement or editing alert rules. A cleared
alert is displayed in this list for up to 14 days.

See Alerts.

(New Ul) Pause alert creations

You can pause an alert type in the Configure > Alerts
page to pause alert matching for the configured alert
rules. You can resume alert creation from the same
page at any time. See Alert type management options
and permitted alert rule actions.

(New Ul) Change vulnerability scoring system for
alerts

The Cisco Security Risk Score is the default scoring
system applied to alert configurations. However, you
can choose to update an alert configuration to apply
the CVSS scoring system instead. See Create alert
rules.

(New Ul) Alert for severe vulnerabilities in
monitored entities

Create and edit rules for the Severe vulnerabilities
in monitored entities alert based on the Cisco
Security Risk Score or the CVSS score. You can edit
each rule in this alert type for greater control over the
alerts you see. See Alerts.
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Feature Description

(New Ul) Alert for prohibited vendors The Configure > Alerts page contains a default alert
for prohibited vendors. The alert rule is based on an
editable list of prohibited vendors. You cannot add
any other rules to this alert type. See Alerts.

(New UI) Using asset vendor names and icons Cisco Cyber Vision center infers device type based
on device vendor name, enhancing asset identification
and grouping processes.

In New UI, communication maps now include icons
of vendors to help you identify assets more easily.

See Assets and functional group communication maps.

(New Ul) Search bar New Ul contains a search bar in the global top banner.
You can search for an asset by name, IP address, or
MAC address. See Asset data management.

Non-CEF syslogs support removed You can no longer use non-CEF syslog formats with
Cisco Cyber Vision Center. Any existing syslog
connections that are based on non-CEF formats are
automatically updated to CEF formats when you
upgrade to Cisco Cyber Vision Center Release 5.3.x.
See Configure syslog.

SAML 2.0 SSO authentication support Cisco Cyber Vision Center supports SAML 2.0 SSO
authentication. See Single sign-on (SSO).

Clear multiple components using a VLAN ID When you clear data, you can enter a VLAN ID to
purge all the components associated with it. You can
clear data for one VLAN ID at a time. See Purge
components from the database.

Device list CSV enhancements The device list CSV that you download from Cisco
Cyber Vision Center includes a column to list the
sensors that have seen that device.

Cisco In Product Support Use Cisco In Product Support to manage your Cisco
support cases and related tasks directly from the
Center. See Cisco In Product Support.

Enable or disable Snort on a Center DPI interface | You can choose to enable or disable Snort IDS/IPS
on a Cisco Cyber Vision Center DPI interface. In
earlier releases of Cisco Cyber Vision Center, Snort
was enabled by default and could not be modified.
See Enable IDS on a sensor.
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Feature

Description

Detect and process variable data

Cisco Cyber Vision sensors can capture and relay
measurable variables such as pressure or temperature
to Cisco Cyber Vision Center.

Enable Variables Storage in the Admin > Data
Management > Ingestion Configuration page of
Cisco Cyber Vision Center to allow the center to add
the variables to the database for processing. See
Enable variable processing in a sensor template.

Integration with Secure Equipment Access

You can integrate Cisco Cyber Vision Center with
Cisco Secure Equipment Access for remote access
management of your OT assets. See Integrate Cisco
Cyber Vision Center with SEA.
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CHAPTER 2

Introduction to Cyber Vision

« Cisco Cyber Vision Installation, on page 5
 Overview, on page 5

« Interactive Help, on page 6

« Understanding Concepts, on page 6

« Navigating Through Cisco Cyber Vision, on page 36
* Risk Score, on page 62

Cisco Cyber Vision Installation

Overview

The GUI (graphical user interface) is an integral part of Cisco Cyber Vision center. It provides an easy-to-use,
real-time visualization of industrial networks. Access to some features may depend on the license subscribed
to and on the user rights assigned. The application is collaborative, meaning that actions performed may have
an impact on the users of the platform and be visible to them. Using Cisco Cyber Vision requires the following:

1. The Center: hardware to configure network interfaces that collect data from the sensors and install Cisco
Cyber Vision software.

2. Network sensors: to capture traffic and visualize data on the GUI.

If not installed yet, please refer to the corresponding quickstart guides.

At least one sensor has to be enrolled so that you can see it in the GUI. To do so, see the Sensors.

One of the aims of the GUI (Graphical User Interface) is to provide an easy-to-use, real-time visualization
of industrial networks. Access to some features may depend on the license subscribed and on the user rights
assigned. The application is collaborative; which means that actions performed may have an impact on the
users of the platform and be visible to them.

Cisco Cyber Vision Administration Guide, Release 5.3.x .
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. Interactive Help

Interactive Help

Cisco Cyber Vision offers contextual help through the Interactive Help feature. The Interactive Help menu
offers easy access to a wide range of documentation resources, and to step-by-step walkthroughs of select
taskflows.

Cisco may collect some anonymous product usage behavior data in accordance with the Cisco End User
License Agreement and the Cisco Privacy Statement for optimal delivery of Interactive Help.

Access Interactive Help
Interactive Help is enabled by default. To access the Interactive Help menu:

« In the classic GUI, a vertical blue ribbon is displayed in the bottom right of the Cisco Cyber Vision
window. Click the ribbon.

« In the new GUI, in addition to the vertical ribbon, you can access the menu by clicking the ? icon in the
top banner, and selecting Interactive Help.

To disable the Interactive Help feature, carry out the following steps.

Procedure
Step 1 From the main menu, choose Admin > System.
Step 2 To disable the feature, in the Interactive Help area, click the toggle button.

Understanding Concepts

Preset

A preset is a set of criteria. Think of a preset as a "magnifying glass™ in which you can see details of a big
network by choosing the metadata processed by Cisco Cyber Vision that meets your business requirements.
We created presets to help you navigate through the data. For example, if you are interested in knowing which
PLCs are writing variables, access one Preset (e.g., OT) and select two criteria (e.g., PLC and Write Var).
Several types of views are available to give you full visibility on the results and from different perspectives.

Generic presets are available by default. They were created according to the recommendations and categories
listed in Cisco Cyber Vision playbooks. The following default presets are available:

« Basics: To see all data, or filter data to IT or OT components.

* Asset management: To identify and inventory all assets associated with OT systems, OT process facilities,
and IT components.

« Control Systems Management: To check the state of industrial processes.

« IT Communication Management: To see flows according to their nature (OT, IT, IT infrastructure, IPV6
communications, and Microsoft flows).
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Filters

Filters .

« Security: To control remote accesses and insecure activities.

 Network Management: To see network detection issues.

My Preset contains customized presets. You can create presets using criteria to meet your own business logic.

)

Note Customized presets are persistent and impact other users.

To access the filters, follow these steps:
1. From the main menu choose Explore.
2. Click the drop-down arrow in the top navigation bar and click All Data under Basics.

3. Click the drop-down arrow in the third filter of the top navigation bar and click Dashboard.

Create presets using the following filters:
Criteria

Enter keyword(s) in the field to apply the search function. Use Select All, Reject All, or Default to modify
the list.

* Risk score: device individual risk

* Networks: device IPs

« Device tags: devices

* Activity tags: activities

* Groups: devices

* Sensors: device “location”
Filters work differently whether they are affecting devices or activities. Their combination limits the scope
of data visualized in the different views for a preset. Each category allows you to define a subset of the

components, or activities for the Activity filter. If filters are defined by several categories, the resulting dataset
is the intersection of the selections for each category. Parameter and filter usage is explained below.

Risk Score

Use the Risk Score to filter devices based on their score or a range of Risk scores. Risk scores can be inclusive
or exclusive filters. All devices will be filtered based on this range.

Networks

Define a filter based on two network settings: IP range or VLAN ID. This filter will have an impact on the
Activity List. The result will be “all activities with one end belonging to this network.” Activities with at least
one device in the corresponding network are selected.

Regarding the Device list, only the devices with at least one IP address in the corresponding network range
are selected.

Cisco Cyber Vision Administration Guide, Release 5.3.x .
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For instance, use exclusion and combination for this result:

Network filter — negative filter

33 Activities © Newdata

Criteria Selectall Rejectall Default
Device Device First activity Lastactivity ¢ Tags
® RISKSCORE v
. 1921682150 | §9 Broedcast FEEEAF Jul 6,2021 Jul 6,2021
T NETWORKS V1 X1 (C] Siemens 192:168.2150 (5 Broadcast 10:56:20AM 10:59:16 AM @ Broadcast, € ARP
+ Add network criterion _ B 1756-L81ES/B (Port1-L  Jul 6,2021 Jul 6,2021
B Weintek 192.168.0.92 ) ReadVar, = EthernetlP
192.168.00/16 28 ink03) 10:56:20AM 10:59:15 AM
X 192.168.22.0/24 2 0 BL1756L7UBLOGIXSS7 ) o o aoonsa  U16:2021 Jul 6,2021
isco 192.168.20.
1 (Port1-Link00) = 10:56:20 AM 10:59:15 AM ARE
DEVICE TAGS viv
QUUS6L7VBLOGIXSST o eaogp 162021 Jul 6,2021 @ Lowolume,
eintek 192.168.0.
A ACTIVITYTAGS A 1 (Port1-Link00) a 10:56:20AM 10:59:14 AM Ethernetip

Multiple negative selections are not supported on 4.0.0.
Filter combination

You can define filters in several categories simultaneously. The preset will be calculated first by filtering the
activities with all the activity-based filters. Then, the devices will be filtered with their own filter criteria. The
result is the preset dataset. This preset dataset is used to precompute the view that Cyber Vision presents to
you. Select a time frame to further filter the preset dataset.

Device tag filters

Device tags are used to select components. Device tag filters are inclusive or exclusive. The combination of
several device tags selects all the components with at least one of the selected device tags. If the device tag
filter is exclusive, the system will ignore all components with the selected device tags. For example:

Device tag filters

Device tag filter -
T Visible ?

IE4000PRP2.ccv

O so0mtese @ Hetwork Switch Yes

# Controller (8)

@ Network Switch (2) Schneider v
() # Controll es
192.168.22.68 ontrofier

x Rockwell Automation

X @ Siemens O Siemens 192.168.21.41 & Controller , © Siemens No

1756-L71/B
LOGIX5571 (Port1- # Controller No
Link00) Rockwell Automation

When devices are filtered the Device view only presents the devices corresponding to the filter. For the other
displays like activity list or map, the devices which are communicating with the selected devices will be
displayed too (all engineering stations or HMI in our example).

It will give the following results:

Device tag filter, example of Controllers — list of devices
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Last 5 years

3 Devices 0 Newdsta

5069-L306ERSZ/E
(Port1-Link00)

1756-L81ES/B (Port1-
Linko3)

=]

Jul 6,2021 10:56:20 AM

Jul 6,202110:56:20 AM

Jul 6,2021 10:59:18 AM

Jul 6,202110:59:15 AM

1921682023

192.168.2025

(+1other)

Scsstsedecte
»
 1othe) a

Filters .

88:16:33:1042

1756-171/8
Sc88:16:efd1:2¢
B LOGIX5571 (Port1- Jul6,20211056:20AM  Jul6,20211059:14AM 1921682021 T

etwork Switch Link00) ¢

In the associated map, all the components which communicate with the controllers will also be displayed.
These other components are shadowed to be recognized:

Device tag filter, example of Controllers - map

ROUTER

NN

RA_Coatrol \ers

'E-Ml

17sL7v8 LoowssT mue
Port1-Lini0

SCADAHMI “CIP_Multicast ~/,,BROADCAST
‘y

Activity Tags

Filtering on Activity tags will not have the same behavior than a filter based on Devices. Inclusive activity
tag filters will be the same, but exclusive activity tag filters will remove activities only when all activity tags
are included in the set of excluded tags. For example, if an activity has two tags, both tags need to be excluded
to hide the activity.

For example, if an activity has two tags, both tags need to be excluded to hide the activity.

Activity filter — negative filter 1
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. Filters

186 Activities O Newdata B Ex
ACTVITY TAGS x1A
Activities without tags (2345 0>
Control system behavior
Device Device Firstactivity $  Lastactivity Tags Flows Packets Volume
IT behavior
4 i i IE3400SWITCHES: &, COPVTP/UDLD Multic  Jul 6,2021 Ju16,2021
@ Networkanalysis o o~ 8 el s " @nulticast, © cOP ~10 2 9208
@ on 04:5:b9:ce159:87 asteeccee 11:06:14AM  11:09:38AM
rotocol
ABE-ONET — - Jul 6,2021 Jul 6,2021
) Broadcast fffff Moxa192.168028 @Broadcast, - ARP -10 2 s68
AMQP (1) =% = 110611AM  11:0935AM
X Carp(n Elitegroup 19216802 Jul 6,2021 Jul 6,2021 Net .
IMoa 192168028 EREMesTowR Y Y < anazemen ~10 29232 29M8
B8R Automation protocol 6 11:06:11AM 11:09:39 AM ARS, © ShMP
= ) Broadcast FEfff Good 19216804 Juezon Jue20m @60 10 18 5048
) Broadcast 1680 rosdcas ~
BaChet = = 110603AM  11:09:42AM Srosdeast, ARE
P @ Elitegroup 19216802 Jul6,2021 Jul 6,2021
Vimware 192.1680.18 Ping. © ARP,  ICMP -10 14 108k8
cop(2s) =2 110601AM  11:09:42AM
o () 1E3400SWITCHESccv (5] LLDP/STP bridges Multi  Jul 6,2021 Jul 6,2021
* # Multicast ~10 36 216k8
Cipsatety 04:5b9:cer59:87 st0:00 1105:58AM  11:09:43AM
ario B Eitegroup 19216802 _ Jul6,2021 Jul6,2021 Remote access
@, Virtual 192.1680235 -10 1536 720k8
cora s 1105:58AM  11:09:43AM @ Lowvolume
Codesys protocol
vepes @ Elitegroup 192.168.05 Jul 6,2021 Jul6,2021 Web,
@ 23200213221 ~10 5 3308
DCERPC() 2 10:59:09AM 10:59:16 AM wrTe
ocom
@Brosdcast.
oecnet ) Broadcast 192.168.025  Jul 6,2021 Jul6,2021
@ srv-AD-LABCCY LowVolume,  Netbios, ~10 1 2438
5 10:5907AM  10:59:07AM
oHCP v M8

In the example above, several activities show because the ARP tag is present, as well as other Activity tags.
There is no exact match. The activity below is hidden.

filter 2

[2] Cisco 192.168.0.140 (=] Vmware 192.168.0.7 Jul 6,2021 10:56:30 AM Jul 6,2021 10:56:30 AM ARP

El 1756-L71/B LOGIX557

. \:LCISCO 192.168.20.254 Jul 6,2021 10:56:20 AM Jul 6,2021 10:59:15 AM ARP
1 (Port1-Link00)

To remove broadcast and ARP activities, select both activity tags, as shown below.

Activity filter — negative filter 3

v ACTVITYTAGS X2 A Last 5 years (Jul 13,2016 2:45:18 PM — Jul 12,2021 2:45:18PM) 2 Refresh
Activities without tags .
c . 163 Activities O Newdsts B eo
, ontrol system behavior
, T behavior Ml2345 953
- @ O Networkanalysis
@ actve Discovery Device Device Firstactivity ¢ Lastactivity Togs Flows Packets Volume
@ Authenication Error _
(1 IE3400SWITCHES ccv (S CDPVTP/UDLD Multic  Jul 6,2021 Ju16,2021
e @Multicast, © COP ~10 2 9208
X ®ercadcast 04:5£b9:ce:59:87 astecccce 110614AM  110938AM
@Encrypted
@ Elitesroup 19216802 Jul 6,2021 Jul6,2021 NetMansgement,
£ Moxa 19 =t 2 oM
# Exception A Mox2 192168028 s 110611 AM 110939 AM e o 29232 29me
Guomvume it 19216802 Jul6,2021 Jul6,2021
itegro y .
P E6 “eroww JVmuare 192168018 1oF0T Ping,  ARP,  1CMP -10 14 108k8
@ Network Redundancy _
L /E3400SWITCHES cov () LLDP/STP bridges Multi  Jul 6,2021 26,2021
& Unencrypted , @rmaicast ~10 36 21618
nencryp 04:5£:b9:ce:59:87 cast0:0:0 1L0SSBAM  11:09:43AM
@ Unestabished
@ Elitegroup 192.16802 Jul6,2021 Jul6,2021 Remote acces,
€ Weskenaryption s QVituwl 1921680255 J10558AM  110943AM @ Lowvolume 0 e 7208
- @ Protocol
BlEitesroup 19216805 0 oot 1u16,2021 Jul6,2021 @insecure, Fweb, o s 08
Ass-oner 2 a o 10:59:09AM 10:59:16 AM e
Avap
_ @Broadcast,
% o amp @) Broadcast 192.168.025  Jul 6,2021 Jul6,2021
@ sRv-AD-LABCCY &2 &2 ©LowVolume,  Netbio, 10 1 2438
I s 105907AM  10:59:07AM o
832
Jul6,2021 Jul6,2021 Web, @Encrypted
7 NUC25KEPWAR E
ancoet @ 40125122176 (O NUC25KEPWARE osossav | 105e17am o 10 13 8588

For very specific use cases, combine inclusive and exclusive tags. The above rules, for positive and negative
selection, are combined, resulting in the following logic:

« Activities are selected as soon as at least one tag is in the set of included tags

« From this selection, activities which all tags are in the set of included AND excluded tags are hidden
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Groups
Filter devices by Groups. Each group or sub-group could be added as an inclusive or exclusive filter.

Group filter

V- ACTIVITY TAGS Vv

GROUPS V5 X4 A
Devices without groups
x BROADCAST
X CIP_Multicast
v Controllers
Mitsubishi_Controllers
RA_Controllers
Schneider_Controllers
Siemens_Controllers
x ROUTER

X SCADA-HMI

In the example above, only the devices belonging to the selected groups will be selected. Activities always
involve two end points and are selected if either end point is part of a selected group, and none are part of an
excluded group.

Sensors

Filter Activities based on the sensor that analyzed the associated packets. For tags, use inclusive and exclusive
filters. Usually, either option is used but not both. Inclusive: selects data coming from a set of sensors.
Exclusive: Ignore the data from a set of sensors.

Sensor filter

0 senNsORS V1A
SENSOR2
SENSOR1

Keyword

A keyword can be used to filter devices using the “Search” section of the GUI. This keyword will be used to
select devices based on their name, properties, IP, MAC and tags.

Keyword = 4c¢:71:0d

Cisco Cyber Vision Administration Guide, Release 5.3.x .
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. Component

@ @ /B 2 0 W

4¢:71:0d (@)

Active baseline: No active baseline

Active Discovery: Off

This preset is filtered with keywords «4¢:71:0d»
2

Keyword =siemens

@ e @ 2 0 %

Siemens @)

Active baseline: No active baseline

Active Discovery: Off

This preset is filtered with keywords «Siemens» £

Filter combination

The user can define filters in several categories simultaneously. The preset will be calculated first by filtering
the activities with all the activity-based filters. Then, the devices will be filtered with their own filter criteria.
The result is the preset dataset. This preset dataset is used to precompute the view that is proposed to the user.
The user can select a time frame to further filter the preset dataset.

Component

In version 4.0.0, we introduced Device, an aggregation of components. This changed how data is processed
and presented. A component is an object of the industrial network. It can be the network interface of a PLC,
a PC, a SCADA station, etc., or a broadcast or multicast address. In the GUI, a component is as an icon in a
box, either the manufacturer icon (if detected), or a more specific icon (a known PLC model), a default
cogwheel, a planet for a public IP, etc.

Some examples of icons:

Manufacturers' icons

s
SIEMENS N
EMERSON
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Device

Device .

SIEMENS PLC A S7-300 PLC.
icons Elll

] A Scalance X300 switch.

(1) (m]
Default cogwheel The manufacturer has not been

¢ detected yet by or the manufacturer
has not been assigned a specific icon

in's icon library.

Public IP =

‘s

Broadcast Broadcast destination component.

o)
<

J

Multicast

obod

\

P

Components are grouped under a device. In the Ul map, you see a device's components with a single border
on the right side panel and technical sheet. Components that don't belong to any device display as an icon
with a double border.

For more information, refer to the Device section.

Components are detected from the MAC address of the properties and (if applicable) the IP address.

\)

Note

MAC addresses are all physical interfaces inside the network. IP addresses rely on the network configuration.

Cisco Cyber Vsion works by detecting network activity (emission or reception) by an object. Cyber Vision
uses Deep Packet Inspection (DPI) technology to collate detailed information about a component. Information
like IP address, MAC address, manufacturer, first and last activity, tags, OS, Model, and Firmware version
depends on the data retrieved from the network. Data originates from the communications (i.e., flows)
exchanged between the components.

Click a component on the map or a list. A side panel with the detailed component information opens.

The term Device is an aggregation of components with similar properties. In Cisco Cyber Vision, a Device
is a physical machine of the industrial network such as a switch, an engineering station, a controller, a PC, a
server, etc. Devices simplify data presentation, especially on the map. Devices enhance performance because
a single device shows in place of multiple components. Devices comply with the logic of management and
inventory, focusing on your needs.
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A device shows as an icon in a double border, either the manufacturer icon (if detected), or a more specific

icon (i.e., aknown PLC model). If noicon is available in Cisco Cyber Vision database yet, a default cogwheel
displays.

Vmware 192.168.

Components can share same characteristics such as the same IP address, MAC address, NetBIOS name, etc.
In addition, tags and properties which are found in protocols are associated to define the type of device.
Aggregation of components into a device and definition of the device type are based on a large set of rules
with priorities that can be more or less complex. For example:

Click on a Schneider controller. A right side panel opens showing its components.

< Controller © X

50 192.168.20.24  IE-3400-8T2S

I

Modicon M580

er PLCs A
P:10.10.166.82 (+ 2 others)

MAC: 00:80:14:18:26:52 (+ 1 other)

K May25,20217:04:02 B May25,20217:04:02
PM PM

Mool

-
-
-
-
-
-
-
-
-
-
-
‘ P ags: Controller , 4 Web Server

SCh ne|der PLCS Activity tags Program Download , # Program Upload ,

Start CPU , #'StopCPU , @ Insecure ,
Diagnostics ,  PLC Reservation ,

Read Memory , @ ReadVar , € Write Var
9+

B see details

ique 192.168.10.1 ©
820

Modicon M580

0:10.10.166.82, , 192.168.0.68..

Devices can have a red counter badge. This is the number of vulnerabilities detected. For more information,
refer to Vulnerabilities.

The list of a Rockwell Controller device's components (technical sheet > Basics > Components):
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5 Components

Component First activity Last activity IP MAC Tags Vulnerat

May 25,2021 May 25,2021 .
) 1756-EN2T/D ® 192.168.20.22 4¢:71:0d:72:8¢:57 Rockwell Automation 11
7:02:23 PM 7:02:23PM

(3 1756-RM2/A REDUNDANCY @® May25,2021 May 25,2021 .
192.168.20.22 4¢:71:0d:72:8¢:57 Rockwell Automation O

MODULE (Port1-Link01) 7:02:23 PM 7:02:23 PM
=] 1756-EN2T/D (Port1- ® May25,2021 May 25,2021 i
192.168.20.22 4¢:71:0d:72:8¢:57 Rockwell Automation 11
Link02) 7:02:23 PM 7:02:23PM
4 1756-EN2TR/C (Port1- ® May25,2021 May 25,2021 i
) 192.168.20.22 4¢:71:0d:72:8c:57 Rockwell Automation 11
Link03) 7:02:23PM 7:02:23PM
s L71RED_CPU_NAME | 1756- ©® May 25,2021 May 25,2021 $ Controller ,
192.168.20.22 4¢:71:0d:72:8c:57 2
L71/BLOGIX5571 7:02:23 PM 7:02:23 PM Rockwell Automation

All these device's components have in common activity time, IPs, MACSs, and tags. The Controller tag -which
is a level 2 device tag, also considered as top priority in aggregation rules to define device type- detected on
one of the components is applied at the device level and define the device type as Controller. The Rockwell
Automation tag is a system tag which together with other properties is detected as the brand of the device.

For detailed information about which types of devices are detected per Level, see Tags.

Activity

An activity is the representation of the communications exchanged between devices or components. It is
recognizable on the map by a line (or an arrow if the source and destination components are known) which
links one component to another.

To access the map, choose Explore > Control Systems Management > OT Activities from the main menu.
Click a component on the map to view its details.

e N

SIEMENS

. J
S7 300 Cell 19

J
160.50.86.105

An activity between two components is actually a simplified view of the flows exchanged. You can have
many types of flows going in both directions inside an activity, represented in the map.

When you click on an activity in the map, a right side panel opens, containing:

« The date of the first and last communication between the two components.

* Details about the components (name, IP, MAC and, if applicable, the group they are part of, and their
criticality).

« The tags on the flows.

* The number of flows.
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 The number of packets.
« The volume of data exchanged.
 The number of events.

« A button to access the technical sheet that shows more details about tags and flows.

e v @
@) < Activity X
—
12 %vue g fe80::485f:694c:8bdf:f433
’ Maintenance Station A
= feB0::485f:694c:8bdf:f433
AC:34:17:eb:d1:c9:97
ff02::1:2
' = f02:1:2
. AC:33:33:00:01:00:02
Maintenance Station
X Aﬁ’é.ZDi? 10:59:13 B Ap 7252(19 12:22:00
PM AM
W
Tegs Host Confiz, 4 Multicast P
Technical sheet
SIEMENS -
PLC 3 /Sv@s 192.168.105." B
SIEMENS =2

.105.150 Siemens 1b:e8:8f

@ 34

Devices or components with no activity does not mean that they did not have any interaction. In fact, a
component can only be detected if it has been involved in a network activity (communication
emission/reception). Lack of activity can mean that the other linked component is not part of the preset selected
and so doesn't display.

Aggregated activities or conduits

When devices and components are placed inside groups, activities are aggregated to enhance visibility.
Aggregated activities are called conduits.

Use the Show network activities button at the lower left side of the map to turn on/off the simplified view
of the activities between groups. This feature is turned on by default.

. Cisco Cyber Vision Administration Guide, Release 5.3.x



| Introduction to Cyber Vision

Flow .

Flow

A flow is a single communication exchanged between two components. A group of flows forms an activity,
which is identifiable on the Map by a line that links one component to another.

To access a flow: click a component on the map. The side panel appears. Click the Technical sheet icon >
Activity. Or, click the Flows tile from the right side panel.

The Activity tab contains a list of flows which gives you detailed information about each single flow: number
of flows in the activity, source and destination components (if known), ports used, first and last activity, and
tags which characterize each flow.

Flows 12467 =
Component Port Direction Component Port First activity Last activity o Tags Packets Bytes

& PrROPLUS 18507 + [ Fisher 10.4.0.30 18507  Sep25,201912:06:02PM  Sep 25,2019 12:09:21 PM 409522 51.1MB

(&) PROPLUS 123 - (4’ 10.5.255.255 123 Sep 25,2019 12:06:02PM  Sep 25,2019 12:09:21 PM 2902 261kB

(JFisher 10.5.0.18 18507 - & PrOPLUS 18507  Sep 25,2019 12:06:02PM  Sep 25,2019 12:09:21 PM 105112 16.5MB

¥ PROPLUS 18515 - [& PROPLUS 18507  Sep 25,2019 12:06:02PM  Sep 25,2019 12:09:21 PM 5720 1.03MB

& PROPLUS 18507 » Bows1 18507  Sep 25,2019 12:06:02PM  Sep 25,2019 12:09:21 PM o 99540 8.64MB
& PROPLUS 18507 S {=] Fisher 10.5.0.22 18507  Sep 25,2019 12:06:02PM  Sep 25,2019 12:09:21 PM

135762 15.5M8B

& PROPLUS 18507 » [ Fisher 10.4.0.14 18507  Sep 25,2019 12:06:02PM  Sep 25,2019 12:09:21 PM 183442 26.9MB

The number of flows can be very important (there could be thousands). Consequently, filters are available in
the table to sort flows by typing a component, a port, selecting tags, etc.
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