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APIs Compatibility Matrix
API VersionAPIData TypeService VersionApplication

v1Method/Endpoint:
GET
/admin/v1/info/summary

Account Log-Duo

v2Method/Endpoint:
GET
/admin/v2/logs/activity

Activity Log

v1Method/Endpoint:
GET
/admin/v1/logs/administrator

Administrator Log

v2Method/Endpoint:
GET
/admin/v2/logs/authentication

Authentication Log

v1Method/Endpoint:
GET
/admin/v1/logs/authentication

Authentication Log
(Legacy v1)]

v1Method/Endpoint:
GET
/admin/v1/endpoints

Endpoint Log

v2Method/Endpoint:
GET
/admin/v2/logs/telephony

Telephony Log

v1Method/Endpoint:
GET
/admin/v1/logs/telephony

Telephony Log
(Legacy v1)

v1Method/Endpoint:
GET
/admin/v1/trust_monitor/events

Trust Monitor

v1Method/Endpoint:
GET
/admin/v1/users

Users list

7.4.0eStreamer SDK-7.4.1Secure Firewall
(eStreamer)

No APITCP/UDP inputs
used

-7.4.1Secure Firewall
(Syslog)

No APITCP/UDP inputs
used

--Secure Firewall
(ASA)
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https://duo.com/docs/adminapi#account-info
https://duo.com/docs/adminapi#account-info
https://duo.com/docs/adminapi#account-info
https://duo.com/docs/adminapi#activity-logs
https://duo.com/docs/adminapi#activity-logs
https://duo.com/docs/adminapi#activity-logs
https://duo.com/docs/adminapi#administrator-logs
https://duo.com/docs/adminapi#administrator-logs
https://duo.com/docs/adminapi#administrator-logs
https://duo.com/docs/adminapi#authentication-logs
https://duo.com/docs/adminapi#authentication-logs
https://duo.com/docs/adminapi#authentication-logs
https://duo.com/docs/adminapi#authentication-logs-(legacy-v1)
https://duo.com/docs/adminapi#authentication-logs-(legacy-v1)
https://duo.com/docs/adminapi#authentication-logs-(legacy-v1)
https://duo.com/docs/adminapi#endpoints
https://duo.com/docs/adminapi#endpoints
https://duo.com/docs/adminapi#endpoints
https://duo.com/docs/adminapi#telephony-logs
https://duo.com/docs/adminapi#telephony-logs
https://duo.com/docs/adminapi#telephony-logs
https://duo.com/docs/adminapi#telephony-logs-(legacy-v1)
https://duo.com/docs/adminapi#telephony-logs-(legacy-v1)
https://duo.com/docs/adminapi#telephony-logs-(legacy-v1)
https://duo.com/docs/adminapi#trust-monitor
https://duo.com/docs/adminapi#trust-monitor
https://duo.com/docs/adminapi#trust-monitor
https://duo.com/docs/adminapi#users
https://duo.com/docs/adminapi#users
https://duo.com/docs/adminapi#users
https://www.cisco.com/c/en/us/td/docs/security/firepower/720/api/eStreamer/EventStreamerIntegrationGuide/Intro.html


API VersionAPIData TypeService VersionApplication

7.4.1Management Center
REST API

-7.4.1Secure Firewall
(API)

v2Method/Endpoint:
GET
/api/v2/search/submissions

SubmissionsVersions: 3.5.160 -
171

SMA

No API versionMethod/Endpoint:
GET
/iroh/private-intel/incident-summary/search

Incidents Summary1.0.107XDR Incidents

No API versionMethod/Endpoint:
GET
/iroh/private-intel/incident/search

Incidents

No API versionMethod/Endpoint:
GET
/iroh/profile/whoami

User details
(whoami)

No API versionHTTP Event
Collector is used

-24.06Cisco Multi-Cloud
Defense

v1|v2Method/Endpoint:
POST
/messages/search

Email MetadataWorks with any
version of Email
Threat Defense

Secure Email
Threat Defense

Method/Endpoint:
POST
/v1/logs/downloadLinks

Download links-
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https://www.cisco.com/c/en/us/td/docs/security/firepower/741/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_741/About_The_Firepower_Management_Center_REST_API.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/741/api/REST/secure_firewall_management_center_rest_api_quick_start_guide_741/About_The_Firepower_Management_Center_REST_API.html
https://panacea.threatgrid.com/mask/api-doc/api/v2/search/submissions?region=US
https://panacea.threatgrid.com/mask/api-doc/api/v2/search/submissions?region=US
https://panacea.threatgrid.com/mask/api-doc/api/v2/search/submissions?region=US
https://visibility.amp.cisco.com/iroh/private-intel/index.html#/Private%20Intel/get_iroh_private_intel_incident_summary_search
https://visibility.amp.cisco.com/iroh/private-intel/index.html#/Private%20Intel/get_iroh_private_intel_incident_summary_search
https://visibility.amp.cisco.com/iroh/private-intel/index.html#/Private%20Intel/get_iroh_private_intel_incident_summary_search
https://visibility.amp.cisco.com/iroh/private-intel/index.html#/Private%20Intel/get_iroh_private_intel_incident_search
https://visibility.amp.cisco.com/iroh/private-intel/index.html#/Private%20Intel/get_iroh_private_intel_incident_search
https://visibility.amp.cisco.com/iroh/private-intel/index.html#/Private%20Intel/get_iroh_private_intel_incident_search
https://visibility.amp.cisco.com/iroh/profile/index.html#/Profile/get_iroh_profile_whoami
https://visibility.amp.cisco.com/iroh/profile/index.html#/Profile/get_iroh_profile_whoami
https://visibility.amp.cisco.com/iroh/profile/index.html#/Profile/get_iroh_profile_whoami
https://developer.cisco.com/docs/message-search-api/message-search-api/
https://developer.cisco.com/docs/message-search-api/message-search-api/
https://developer.cisco.com/docs/message-search-api/message-search-api/


API VersionAPIData TypeService VersionApplication

v2Method/Endpoint:
POST
/token/v2/authenticate

Authentication7.5.1Secure Network
Analytics

v1Method/Endpoint:
POST
/smc/rest/sw-reporting/v1/tenants/{domain_id}/tags/{tag_id}/traffic/queries

Traffic queries

v1Method/Endpoint:
GET
/smc/rest/sw-reporting/v1/tenants/{domain_id}/tags/{tag_id}/traffic/queries/{search_id}

Traffic queries
search results

v1Method/Endpoint:
GET
/smc/rest/sw-reporting/v1/tenants/{domain_id}/tags/{tag_id}/traffic/results/{search_id}

Traffic results

v1Method/Endpoint:
GET
/sw-reporting/v1/tenants/{domain_id}/internalHosts/tags/{internal_host_tag}/applications/traffic/raw?filter[startRelative]=1

Filtered traffic

v1Method/Endpoint:
POST
/report-builder/api/v1/reports/alarms

Alarm Report

v1Method/Endpoint:
POST
/report-builder/api/v1/devices/network-performance

Network
Performance Report

v1Method/Endpoint:
POST
/report-builder/api/v1/flow-collection-trend-by-fc

Flow Collection
Trend by FC

v1Method/Endpoint:
POST
/report-builder/api/v1/sal-collection-trend

SAL Collection
Trend

v1Method/Endpoint:
POST
/report-builder/api/v1/nvm-collection-trend

NVM Collection
Trend

v2Method/Endpoint:
POST
/svc-va/api/v2/{domain_id}/today/summary

Todays Summary

v1Method/Endpoint:
POST
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-ports/queries

Top Ports queries

v1Method/Endpoint:
GET
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-ports/queries/{search_id}

Top Ports search
results
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API VersionAPIData TypeService VersionApplication

Top Ports results v1Method/Endpoint:
GET
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-ports/queries/{search_id}

v1Method/Endpoint:
POST
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-hosts/queries

Top Hosts queries

v1Method/Endpoint:
GET
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-hosts/queries/{search_id}

Top Hosts search
results

v1Method/Endpoint:
GET
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-hosts/results/{search_id}

Top Hosts results

v1Method/Endpoint:
POST
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-conversations/queries

Top Conversations
queries

Method/Endpoint:
GET
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-conversations/queries/{search_id}

Top Conversations
search results

Method/Endpoint:
GET
/sw-reporting/v1/tenants/{tenant_id}/flow-reports/top-conversations/results/{search_id}

Top Conversations
results
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API VersionAPIData TypeService VersionApplication

v1Method/Endpoint:
GET /v1/events

Fetch list of events5.4.20241024Secure Endpoint

v1Method/Endpoint:
GET
/v1/event_types

Fetch list of event
types

v1Method/Endpoint:
GET /v1/groups

Fetch list of groups
filtered by name

v1Method/Endpoint:
GET
/v1/compromises

Fetch list of
compromises

v1Method/Endpoint:
GET
/v1/vulnerabilities

Fetch list of
vulnerabilities
filtered by group
guid

v1Method/Endpoint:
GET /v1/computers

Fetch list of
computers filtered
by group guid

v1Method/Endpoint:
GET
/v1/metrics/top_malware_threats

Fetch malware
threats metric
dashboard details

No API versionOORT Public API
Method/Endpoint:
POST / …/api

Exchange the client
credentials for an
access token

-CII

No API versionOORT Public API
Method/Endpoint:
mutation /
registerWebhookWithApiKey

Register webhook

No API versionOORT Public API
Method/Endpoint:
mutation /
unregisterWebhook

Delete webhook

v1Method/Endpoint:
GET
/vulnerability_definitions/vi_data_snapshot

GZIP File with list
of vulnerabilities

-CVI

No API versionHTTP Event
Collector is used

--AI Defense
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https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-event/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-event/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-event-type/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-event-type/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-event-type/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-group/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-group/
https://developer.cisco.com/docs/secure-endpoint/compromises/
https://developer.cisco.com/docs/secure-endpoint/compromises/
https://developer.cisco.com/docs/secure-endpoint/compromises/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-vulnerabilities/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-vulnerabilities/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-vulnerabilities/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-computer/
https://developer.cisco.com/docs/secure-endpoint/v1-api-reference-computer/
https://docs.oort.io/public-api
https://docs.oort.io/public-api/apis#registerwebhookwithapikey
https://docs.oort.io/public-api/apis
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