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P A R T I
Security Cloud Control - New Features

• New Features in 2026, on page 1
• New Features in 2025, on page 7
• New Features in 2024, on page 15
• Feature Highlights of 2023, on page 25





C H A P T E R 1
New Features in 2026

These are the new Firewall features deployed in Security Cloud Control in 2026.

• August 2026, on page 1
• July 2026, on page 2
• June 2026, on page 3
• May 2026, on page 3
• April 2026, on page 3
• March 2026, on page 4
• February 2026, on page 5
• January 2026, on page 5

August 2026

August 6, 2026

Software Upgrade Planner now highlights bugs impacting your device

Software Upgrade Planner now separates bugs into Impacting bugs and Other bugs on the device details
page. Impacting bugs are identified as affecting the selected device and its environment. This helps you focus
on the bugs most relevant to the device when reviewing software upgrade options.

For more information, see Manage software upgrades.

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Read the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

What's New for Security Cloud Control
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July 2026

July 31, 2026

NAT policy anomaly analysis for Firewall Threat Defense devices

Policy Analyzer and Optimizer now provides visibility into Network Address Translation (NAT) policy
anomalies for Firewall Threat Defense devices managed by Cloud-Delivered Firewall Management Center
or On-Premises Firewall Management Center. This feature enables users to identify shadowed and redundant
NAT rules, analyze anomaly details, and generate comprehensive PDF reports for audit and compliance.

For more information, see Network Address Translation policy analysis.

July 23, 2026

Introducing Capacity and Trend Analyzer

Capacity and Trend Analyzerhelps you proactively monitor infrastructure health by analyzing CPU, memory,
throughput, and connection trends. Use anomaly detection and predictive forecasting to identify potential
capacity risks, receive alerts for threshold breaches, and plan for future resource demands.

For more information, see Capacity and Trend Analyzer.

AgenticOps support for On-Premises Firewall Management Center

AgenticOps now supports Firewall Threat Defense devices managed by an On-Premises FirewallManagement
Center integrated with Cisco Security Cloud. This support extends AgenticOps features, including Capacity
and Trend Analyzer, Software Upgrade Planner, Best Practices and Recommendations, and Feature Adoption,
to your on-prem managed devices.

For information about supported versions of the On-Premises Firewall Management Center, see AgenticOps
Support for On-Prem Firewall Management Center

Enhanced Software Upgrade Planner with remediation guidance and threat campaign insights

Software Upgrade Planner now provides remediation guidance with AI-generated summaries for security
vulnerabilities and bugs, helping you understand root causes, available workarounds, and remediation guidance.
It also highlights active threat campaigns affecting your devices and links to Cisco Talos Intelligence resources
for additional context, enabling you to make more informed upgrade decisions.

For more information, see About software upgrade insights.

July 16, 2026

Monitor Security Analytics and Logging (SaaS) service status from Security Cloud Control

The Security Analytics and Logging (SaaS) service status monitoring option in the Event Logging page
provides you with direct visibility into Security Analytics and Logging (SaaS) service availability from Security
Cloud Control. You can monitor service availability, verify whether managed Firewall Threat Defense devices
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are sending events, and check the last received event details to identify possible ingestion delays or disruptions
faster.

For more information, refer to Monitor Security Analytics and Logging (SaaS) service availability.

June 2026

June 04, 2026

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

May 2026

May 07, 2026

Multitenant Device Upgrades Now Available for ASAs

You can now bulk upgrade ASAs across multiple tenants in addition to performing bulk upgrades for
Cloud-Delivered Firewall Management Center-managed Secure Firewall Threat Defense devices.

For more information, see About Multitenant Device Upgrades in MSSP Portal.

April 2026

April 23, 2026

Simplify Your Multicloud Security Setup with Cloud Deployment

The new Cloud Deployment feature streamlines the configuration of Firewall Threat Defense Virtual (FTDv)
and Multicloud Defense across Amazon Web Services (AWS), Azure, and Google Cloud Platform (GCP).
Additionally, Oracle Cloud Infrastructure (OCI) is supported in this release by Multicloud Defense gateway
only. This guided configuration tool helps you select and launch the optimal enforcement point for your
specific use case, ensuring high performance and scalable network security in complexmulticloud environments.
With its simplified, step-by-step setup, Cloud Deployment lets you define account settings, traffic flows, and
architectural requirements with ease.

For more information, see Cloud Deployment.

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.
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March 2026

March 26, 2026

Firewall MSP Portal Now Integrated into Security Cloud Control

The Managed Service Provider (MSP) portal is now fully integrated into Security Cloud Control’s Multi-Org
experience. This unified platform empowersmanaged service providers to efficientlymanagemultiple customer
organizations from a single, centralized interface.

Key capabilities include:

• Centralized management: Seamlessly manage multiple customer organizations within one portal.

• Comprehensive monitoring: Monitor device health, configurations, and connectivity status across all
managed environments.

• Bulk upgrades: Perform upgrades on Secure Firewall Threat Defense devices managed by the
Cloud-delivered Firewall Management Center (cdFMC) across all tenants.

• Enhanced visibility: Access detailed, consolidated information for all managed firewall organizations.

What this means for you:

• Access: Use the new portal directly from security.cisco.com.

• Legacy Portal Retirement: The previous MSP portal will be retired soon.

• Support: Going forward, support will be provided exclusively for the integrated Security Cloud Control
platform.

For more information, see Overview of Security Cloud Control Firewall Management for Managed Service
Providers.

March 19, 2026

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

March 12, 2026

New Smart Licensing Dashboard

Smart Licensing Dashboard has been introduced in Cisco Secure Firewall. This dashboard offers a unified
view of license usage, license types, and compliance status, helping you ensure that your devices are licensed
and remain compliant. This feature is currently available in limited release. To request access to this limited
release feature, please contact your account team or Cisco representative.
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For more information, see Overview of Smart Licensing Dashboard.

New Smart Licensing Dashboard for MSSP Portal

Smart Licensing Dashboard has been introduced in theMSSP Portal for Cisco Secure Firewall. This dashboard
offers a unified view of license usage, license types, and compliance status, helping you ensure that your
devices are licensed and remain compliant. This feature is currently available in limited release. To request
access to this limited release feature, please contact your account team or Cisco representative.

For more information, see Overview of Smart Licensing Dashboard.

February 2026

February 19, 2026

New Smart Licensing Dashboard

Smart Licensing Dashboard has been introduced in Cisco Secure Firewall. This dashboard offers a unified
view of license usage, license types, and compliance status, helping you ensure that your devices are licensed
and remain compliant. This feature is currently available in limited release. To request access to this limited
release feature, please contact your account team or Cisco representative.

For more information, see Overview of Smart Licensing Dashboard.

February 05, 2026

Introducing Application Insights

AIOps now features Application Insights, which uses ThousandEyes Internet Insights to proactively detect
cloud application outages. It shows affected applications, impacted domains, outage duration, and affected
regions for the monitored applications.

For more information, see Detect Application Outages.

January 2026

January 29, 2026

Multitenant Device Upgrades in MSSP Portal

With the new upgrades view in the MSSP portal, you can now bulk upgrade Secure Firewall Threat Defense
devices managed by Cloud-Delivered Firewall Management Center (cdFMC) across multiple tenants.

For more information, see About Multitenant Device Upgrades in MSSP Portal.
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C H A P T E R 2
New Features in 2025

These are the new Firewall features deployed in Security Cloud Control in 2025.

• December 2025, on page 7
• November 2025, on page 8
• October 2025, on page 9
• September 2025, on page 9
• August 2025, on page 10
• July 2025, on page 11
• June 2025, on page 12
• April 2025, on page 13
• March 2025, on page 13

December 2025

December 12, 2025

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

Introducing Security Insights in AIOps

In this release, we have introduced Security insights to provide visibility into suspicious activities across your
organization. You can now identify and respond to evolving security risks, such as User Risk Spike, which
indicates escalating trust levels and other suspicious user behavior.

See Security Insights.

December 04, 2025

New Health Dashboard for MSSP Portal

In this release, a Health dashboard is introduced for Secure Firewall ASA devices.

What's New for Security Cloud Control
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This dashboard displays critical performance indicators such as CPU, memory, disk usage, and interface
statistics. You can now detect performance bottlenecks early and take proactive actions to maintain optimal
operations.

For more information, see About Health Dashboard in the MSSP Portal.

November 2025

November 20, 2025

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

November 13, 2025

MSSP Device Upgrades Using Public APIs

Security Cloud Control Firewall Management now provides new API endpoints for MSSPs to upgrade Cisco
Secure Firewall Threat Defense devices across their tenants. An MSSP portal is required for this.

For more information, see Security Cloud Control Firewall Management API Documentation.

November 06, 2025

Security Cloud Control Now Manages Catalyst SD-WAN NGFW features

Security Cloud Control now integrates with Catalyst SD-WAN Manager, enabling you to centrally manage
next-generation firewall (NGFW) features, including security policies and objects managed by Catalyst
SD-WAN Manager.

With Security Analytics and Logging, you gain visibility into network activity, making it easy to monitor,
analyze, and respond to security events. You can also view allowed and blocked intrusion and malware events
detected in your network.

For more information, see Managing Cisco Catalyst SD-WAN Firewall Capabilities with Security Cloud
Control.

Introducing Tiered Subscription Model for Cisco Security Analytics and Logging

In this release, we have updated Cisco Security Analytics and Logging licensing to offer a new tiered
subscription model. This new structure provides a longer default retention period, starting at 1 year, and
increased storage options up to 10 TB. You can choose from Essentials, Advantage, or Premier tiers to match
your specific needs. This update simplifies pricing and provides you with greater flexibility and value in
managing your firewall logs.

For more information, see Cisco Security Analytics and Logging Licenses.

What's New for Security Cloud Control
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October 2025

October 23, 2025

CLI Support for Firewall Threat Defense Devices Managed by Cloud-delivered Firewall Management Center

You can now access the CLI of Firewall Threat Defense devices managed by Cloud-delivered Firewall
Management Center, through the Security Cloud Control interface. Navigate to Security Devices > FTD,
select the FTD, and choose Command Line Interface on the right pane.

See Use the Security Cloud Control Command Line Interface Tool for more information.

September 2025

September 18, 2025

Introducing New AIOps Capabilities

AIOps brings AI-driven intelligence to firewall management, delivering proactive insights and actionable
guidance to simplify operations and strengthen security.

New capabilities include:

• AIOps Summary Dashboard: A unified view that consolidates insights, giving you a clear snapshot of
your device's performance.

• Best Practices and Recommendations: Detailed assessments that highlight deviations from best practices
and provide remediation guidance.

• Feature Adoption: Visibility into actively used features categorized by licenses, adoption rates across
the tenant, and guidance to improve utilization.

• Software Upgrade Planner: Suggestions on the most suitable upgrade versions for Secure Firewall Threat
Defense devices, including visibility into resolved bugs and security vulnerabilities, to streamline upgrade
decisions.

These enhancements add to the existing capabilities such as the Policy Analyzer and Optimizer, positioning
AIOps as the central hub for proactive and efficient firewall management.

Introducing Device Health Metrics for Secure Firewall ASA Devices

In this release, we have introduced the Device HealthMetrics for Secure Firewall ASAdevices. The dashboard
displays critical performance indicators such as CPU, memory, disk usage, fan status, and interface statistics.
With this visibility, you can detect performance bottlenecks and take proactive action to maintain optimal
operations.

For more information, refer to Device Health Metrics.

What's New for Security Cloud Control
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August 2025

August 28, 2025

CLI Templates now available in Security Cloud Control

You can now manage and export CLI templates as .txt files for configuring new devices. To access CLI
templates, click Administration in the left pane and choose Integrations > CLI Templates.

For more information, refer to Manage CLI Templates.

Hardware End-of-Life Filter

You can now filter devices on the Security Devices page to identify hardware that is nearing or has passed
its last date of support. The detailed view also provides recommended replacement devices to assist with
lifecycle planning.

For more information, refer to Security Devices.

August 21, 2025

Security Cloud Control notifications in Microsoft Teams

To get Security Cloud Control notifications in Microsoft Teams, generate an incoming webhook in Teams
and enter the webhook URL in Security Cloud Control (Administration > Notification Settings).

For more information, refer to Incoming Webhooks for Microsoft Teams.

August 14, 2025

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

Universal Zero Trust Network Access (universal ZTNA)

Security Cloud Control released the Universal Zero Trust Network Access (universal ZTNA) feature. Universal
ZTNA is a comprehensive solution that provides secure access to internal network resources based on user
identity, trust, and posture. It ensures that access to one application does not implicitly grant access to the
entire network, as with remote access VPN. Enable universal ZTNA using Policies > Zero Trust Application.
For more information, refer toManaging Firewall Threat Defense with Cloud-Delivered FirewallManagement
Center in Security Cloud Control.
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July 2025

July 24, 2025

MSSP Portal: Enhanced Pagination and Sorting of Security Devices

The Security Devices page in the MSSP portal now includes dedicated tabs for Devices, Cloud Services,
Templates, andFirewall Managers. This enhancement improves page performance and streamlines pagination
and filtering, enabling a more efficient management of your security assets.

For more information, refer to Security Devices Details.

Updates to Security Cloud Control Firewall Manager APIs

The Security Cloud Control Firewall Manager APIs have been updated to add multiple new API endpoints
to collect and view health metrics for ASA devices and view MSSP portal inventory.

Updates to the Event Log Search Feature

The Background Search button in the Event Logging page has been renamed to Reports. The button's
functionality remains the same, allowing you to perform event log searches in the background and manage
generated reports.

For more information, refer to Search Historical Events in the Background.

Updates to the Cloud-Delivered Firewall Management Center Device Backups

From the next upgrade of Cloud-Delivered Firewall Management Center, only the five most recent Firewall
Threat Defense backups will be retained; all older backups will be automatically deleted.

In the event that you have not downloaded the required backups to your private environment following our
announcement on May 1, 2025, download the necessary backups before July 31, 2025, to ensure continuous
access to your data.

See Restore a Firewall Firewall Threat Defense device for information on how to download device backups.

July 3, 2025

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

Enhanced Event Searching with Sample Filters

In this release, we've introduced sample filters in the Event Logging page to enhance your search experience.
These filters instantly populate the search bar with common search queries. This reduces the need to manually
type search queries. Simply select a sample filter and edit the search parameters to suit your specific needs.

For more information, refer to Use Sample Filters to Search Events.

What's New for Security Cloud Control
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Updates to Firewall Migration Tool

Security Cloud Control released an updated version of the Secure Firewall Migration Tool. The key updates
include Azure firewall migration to Firewall Threat Defense, Checkpoint and Fortinet firewall migrations to
Multicloud Defense, simplified policy management, and more. Refer to Cisco Secure Firewall Migration Tool
Release Notes for more information.

June 2025

June 12, 2025

Cisco Security Cloud Control Integrated Platform is Now Available

We are excited to announce the migration of Cisco Security Cloud Control tenants from APJ, AUS, the EU,
India, and the U.S. to the Cisco Security Cloud Control integrated platform.

To access the Security Cloud Control integrated platform, go to https://security.cisco.com/ and navigate to
Products > Firewall from the homepage.

Note that you can continue to access all your current firewall settings and configurations from the Firewall
dashboard in the Security Cloud Control integrated platform.

Simplified Site-to-Site VPN Wizard

The Security Cloud Control now features an enhanced, consolidated wizard designed to simplify and accelerate
the creation of site-to-site VPN tunnels. With this intuitive, step-by-step guided wizard, you can seamlessly
configure and manage multiple VPN connections in just a few clicks. The VPN tunnel creation is supported
for Secure Firewall ASA, Cloud-Delivered Firewall Management Center-managed Firewall Threat Defense,
Multicloud Defense, and extranet devices, providing a centralized and streamlined approach to VPN
management.

For more information, see Introduction to Site-to-Site Virtual Private Network.

New Widgets in Storage Utilization Dashboard

We've introduced new widgets to help you identify logging trends and manage storage effectively. Note that
these widgets are available only if you are using the optimized version of SAL event logging.

• EPS Trends for tracking event ingest rates.

• Utilization by Event Type and Device Type Trends for monitoring storage usage patterns.

• Utilization by Device Trends, which highlights storage usage of the top devices.

For more information, see View Security Analytics and Logging Storage Usage and Event Ingest Rate.
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April 2025

April 23, 2025

End-of-Support announcement for Secure Firewall Threat Defense Version 7.0.x devices managed by
Cloud-Delivered Firewall Management Center

Starting October 22, 2025, Cloud-Delivered Firewall Management Center will no longer support the
management of Secure Firewall Threat Defense devices running Version 7.0.x. You are required to upgrade
to at least Version 7.2.x (Cisco-suggested version is 7.4.2) before October 22, 2025, to ensure continued
protection and access to the latest features.

From October 22, 2025, you will not be able to make or deploy changes to Secure Firewall Threat Defense
devices running Version 7.0.x, except to upgrade or unregister.

For more information, see Frequently Asked Questions.

April 10, 2025

Best Practices and Recommendations in AIOps

TheBest Practices and Recommendations feature runs assessments on your devices, highlights failed checks,
and generates detailed reports. It recommends corrective actions to help you align with Cisco Secure Firewall
best practices and enhance overall performance.

For more information, see Implement Best Practices and Recommendations.

March 2025

March 13, 2025

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

March 6, 2025

Updates to Firewall Migration Tool

Security Cloud Control released an updated version of the Firewall Migration Tool. The new features include
migrating configurations from Secure Firewall ASA and Palo Alto Networks firewall to Multicloud Defense.

See the Cisco Secure Firewall Migration Tool Release Notes for more information.
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C H A P T E R 3
New Features in 2024

This chapter describes some of the features that were added to Cisco Defense Orchestrator in 2024.

• December 2024, on page 15
• November 2024, on page 16
• October 2024, on page 17
• September 2024, on page 17
• August 2024, on page 18
• June 2024, on page 20
• May 2024, on page 21
• April 2024, on page 23
• March 2024, on page 23
• February 2024, on page 24
• January 2024, on page 24

December 2024

December 12, 2024

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

Cloud-Delivered Firewall Management Center Evaluation License Updates

The Cloud-Delivered Firewall Management Center now offers a 90-day evaluation license. After this period,
you can still onboard Firewall Threat Defense devices, but deployments are blocked until the Cloud-Delivered
FirewallManagement Center is registered with Cisco Smart SoftwareManager. You'll receive alert notifications
on Security Cloud Control when the evaluation period nears expiration.

See Cloud-Delivered Firewall Management Center Licenses for more information.
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December 5, 2024

Secure Device Connector and Secure Event Connector Now Maintained on Ubuntu VM

Security Cloud Control has deprecated the use of CentOS 7 for the on-premises Secure Device Connector
(SDC) and Secure Event Connector (SEC) because CentOS 7 has reached its end-of-life status. The SDC and
SEC are now installed and maintained on an Ubuntu VM. Migrating your SDC and SEC to Ubuntu ensures
that you receive updates to those applications.

For more information about the migration process, see Migrate an On-Premises Secure Device Connector
and Secure Event Connector from a CentOS 7 Virtual Machine to an Ubuntu Virtual Machine.

November 2024

Welcome to Security Cloud Control
Cisco Defense Orchestrator is now "Security Cloud Control."

Security Cloud Control is a new, AI-embedded management solution designed to unify the Cisco Security
Cloud, starting with network security. It is a modern micro-app architecture with an updated user interface,
common services, and a service-mesh that connects configuration, logs, and alerts across the security cloud.

It manages Secure Firewall Threat Defense and ASA firewalls, Multicloud Defense, and Hypershield with
the intent to expand these management capabilities to additional security products. In addition, AI assistants
proactively optimize policy and configuration, and find and troubleshoot issues.

Explore these new Security Cloud Control features:

• Centralized management experience of network security solutions

• A guided “Day 0” experience helping you to quickly onboard Firewall Threat Defense devices and
discover new features

• Unified dashboard for end-to-end visibility of all of your managed devices

• Upgraded menu navigation and easy network and security application access for streamlined solution
usability

• AI Assistant for ease of firewall rule creation and management

• Simplified operations and enhanced security with AIOps insights

• Policy analysis to improve security posture, eliminate misconfiguration, and optimize rules.

• Strengthened protection in hybrid environments with consistent policy enforcement and object sharing

• Improved monitoring of remote access and site-to-site VPN connections

• Increased scalability to support up to 1000 firewalls with a single tenant

For more information, see the Security Cloud Control product page, the Security Cloud Control documentation,
and the FAQ.
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November 21, 2024

Share Event Data With Cisco Talos

You can now enable or disable the sharing of event data with Cisco's threat intelligence group, Talos. Sharing
event data helps Talos improve its threat detection and response capabilities, allowing it to provide more
targeted security insights for your network. This feature is enabled by default. ClickAdministration >General
Settings to change this setting.

November 7, 2024

Updates to Firewall Migration Tool

Cisco Security Cloud Control (formerly Cisco Defense Orchestrator) released an updated version of the
Firewall Migration Tool. You can now perform bulk update of preshared keys for site-to-site VPN
configurations, choose to continue or abort the migration when the configuration being migrated has an
error-containing parameter, add your target threat defense device as a spoke to an existing hub and spoke
VPN configuration, and do much more. See the Cisco Secure Firewall Migration Tool Release Notes for a
list of features included in the release.

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

October 2024

October 17, 2024

Tenant Creation in the Multi-Tenant Portal

You can now create tenants, add users, and enable Cloud-Delivered Firewall Management Center and
Multicloud Defense in the provisioned tenants.

For more information, see Manage Multi-Tenant Portal.

September 2024

September 13, 2024

Analyze and Optimize Security Policies Using Policy Analyzer and Optimizer

You can now use the new Policy Analyzer and Optimizer to analyze your policies, detect anomalies, and
receive curated remediation recommendations. Applying these recommendations ensures that your policies
are always in an optimal state, which enhances firewall performance. This tool can analyze policies in both
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cloud-delivered FirewallManagement Center and CDO-managedOn-Premises FirewallManagement Centers,
version 7.2 or later. On the left pane, choose Insights > Policy Analyzer and Optimizer.

See Analyzing, Detecting, and Fixing Policy Anomalies Using Policy Analyzer and Optimizer for more
information.

September 5, 2024

Updates to Firewall Migration Tool

You can now configure a threat defense high availability (HA) pair on the migration tool when migrating
configurations from a Secure Firewall ASA HA pair to a threat defense device. In addition, you can configure
a site-to-site hub and spoke VPN topology when migrating site-to-site VPN configurations from a Secure
Firewall ASA.

See Cisco Secure Firewall Migration Tool Release Notes for more information.

Onboard a Secure Firewall Threat Defense 3100, 4100, 4200, or 9300 Chassis Using Cisco Defense Orchestrator

You can now add a Firepower 3100, 4100, 4200, or 9300 chassis to the Cloud-Delivered Firewall Management
Center through Cisco Defense Orchestrator.

The management center and the chassis share a separate management connection using the chassis MGMT
interface. The management center offers chassis-level health alerts. For configuring 4100 or 9300, you still
need to use the Secure Firewall chassis manager or FXOS CLI. For 3100 or 4200, you can use the chassis
management interface within the Cloud-Delivered Firewall Management Center. See Onboard a Chassis for
more information.

August 2024

August 23, 2024

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

Highlights include:

Platform

• Firewall Threat Defense Version 7.6.0 support

High Availability/Scalability

• Multi-instance mode for the Secure Firewall 3100

Access Control: Threat Detection and Application Identification

• Bypass decryption for sensitive and undecryptable traffic

Access Control: Identity

What's New for Security Cloud Control
18

Security Cloud Control - New Features
September 5, 2024

https://docs.defenseorchestrator.com/rule_heartbeat.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/fp-migtool-release-notes.html
https://docs.defenseorchestrator.com/#!t_onboard-an-ftd-chassis.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/ftd-services-cdfmc-release-notes/cloud-delivered-firewall-management-center-release-notes.html


• Microsoft Azure AD as a user identity source

Health Monitoring

• Collect health data without alerting

• Chassis-level health alerts for the Firepower 4100/9300

Administration

• Firewall Threat Defense high availability automatically resumes after restoring from backup.

• Change management ticket takeover; more features in the approval workflow.

Troubleshooting

• Troubleshoot Snort 3 performance issues with a CPU and rule profiler.

Firewall Management Center REST API

• Updates to Firewall Management Center REST API.

August 8, 2024

Generic Text Dynamic Attributes Connector Support

A Generic Text Dynamic Attributes Connector, allows you to maintain a list of IP addresses in a text file and
then enforce an access control policy using that list. For example, you could use the list of IP addresses in an
“allow list” or a “block list” in an access control rule. Periodically, after the text file containing the IP addresses
is updated, Cisco Secure Dynamic Attribute Connector updates any access control rules that use that IP address
list. You can specify up to 10,000 IP addresses per text file. See “Creating a Generic Text ” for more
information.

VPN Tunnel Support for Multicloud Defense

You can now create a VPN tunnel in Multicloud Defense with a Multicloud Defense Gateway as one endpoint
and a managed device or a cloud service provider such as GCP as the other endpoint. See Multicloud Defense
User Guide for more information.

Enhanced Audit Logs in CDO

Audit Logs now display user-related and system-level actions, including User Login, Tenant Association and
Disassociation, User Role Change, and Active Directory Group modifications.

For more information, see Audit Logs.

What's New for Security Cloud Control
19

Security Cloud Control - New Features
August 8, 2024

http://docs.defenseorchestrator.com/csdac_text_connector.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/m-site-to-site-vpn.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/m-site-to-site-vpn.html
https://docs.defenseorchestrator.com/index.html#!c-active-directory-groups-in-user-management.html


June 2024

June 27, 2024

Upgraded ASA Access Control Policy Interface

CDO now introduces an upgraded ASA access control policy interface featuring enhanced shared access lists,
simplified rule management, and enhanced search result navigation.

See Manage ASA Network Security Policy for more information.

June 20, 2024
Added toggle buttons for UTC and local time zones on the CDO Event Logging page. With this update, the
events generated by your device will now be displayed with timestamps in either the local time zone or UTC,
depending on your selection. By default, event timestamps are now displayed in your Local time zone.

For more information, see Change the Time Zone for the Event Timestamps.

June 13, 2024

New Firewall Threat Defense Dashboard Widgets for Application Monitoring

CDO now features four new dashboard widgets: Top Web Applications, Top Client Applications, Top
Blocked Web Applications, and Top Users by Blocked Connections. These new widgets provide you with
an at-a-glance view of the most used web and client applications as well as the users with the most blocked
connections. Note that the information the Firewall Threat Defense dashboard provides depends on how you
license, configure, and deploy the devices in your system. Click Analytics > FTD Dashboard to view the
new dashboard widgets.

See About the FTD Dashboard for more information.

Pause Firewall Threat Defense to Cloud-Delivered Firewall Management Center Migration to Review Imported
Shared Policies

You can now pause the Firewall Threat Defense to the Cloud-Delivered FirewallManagement Center migration
process to review the imported shared policy configuration. At this stage, neither the evaluation period is
initiated, nor the Firewall Threat Defense's manager is changed, which provides you time to review the
configurations. After reviewing the configuration, you can resume the migration process to import the
device-specific configuration to the Cloud-Delivered Firewall Management Center during the scheduled
migration period. Click Tools & Services > Migrate FTD to cdFMC.

See Firewall Threat Defense to Cloud-Delivered FirewallManagement CenterMigration for more information.
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June 6, 2024

Firewall Management with Cisco AI Assistant

CDO administrators now have a more efficient way to manage Secure Firewall Threat Defense policies and
access documentation with the integration of the Cisco AI Assistant in Cisco Defense Orchestrator (CDO)
and cloud-delivered Firewall Management Center. The Cisco AI Assistant has several key features:

• Pre-Enabled Assistant: The AI Assistant is enabled by default on every CDO tenant. If needed, you
can disable it on the General Settings page of your tenant.

• Easy Access: CDO Super Admins and Admin can access the AI Assistant directly from the top menu
bar of their tenant’s dashboard after logging in.

• User Orientation: Upon opening the AI Assistant widget for the first time, users are greeted with a
carousel window that introduces the AI Assistant, explains data privacy protections, and provides tips
on effective usage.

• Policy Rule Assistance: The AI Assistant simplifies the process of creating policy rules on Secure
Firewall Threat Defense devices. Administrators can quickly create access control rules using simple
prompts.

• Product Knowledge Resource: The AI Assistant has ingested CDO's and the cloud-delivered Firewall
Management's documentation. If you need help, you can ask it a question.

• User-Friendly Interface:

• Simple Text Input Box: Located at the bottom of the window for easy engagement with the Assistant.

• Thread History: The questions, or series of questions, you ask the AI Assistant are called threads.
The AI Assistant retains your thread history so you can refer to the questions you’ve asked.

• Feedback: Provide feedback on the Assistant’s responses with thumbs up or thumbs down.

See the Cisco AI Assistant User Guide for more information.

May 2024

May 30, 2024

CDO in India!

CDO is now available in India at https://in.cdo.cisco.com. You can create yourself a tenant in India by going
to https://www.getcdo.com.

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.
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May 23, 2024

CDO in Australia!

CDO is now available in Australia at https://aus.cdo.cisco.com. You can create yourself a tenant in Australia
by going to https://www.getcdo.com.

CDO API

CDO now offers a RESTful API that allows you to programmatically interact with CDO. The API provides
access to a wide range of CDO features, including device management and deployment, object management,
searches, changelog monitoring, and user management. Learn more by reading the Cisco Defense Orchestrator
API Documentation. You can also reach the CDO API documentation by navigating from the user menu
located in the top right corner of your CDO tenant.

The CDO GraphQL API is no longer supported or available.Note

Updates to Firewall Migration Tool

CDO now hosts an updated version of the Firewall Migration Tool. You can now optimize network and port
objects before migrating them from a Secure Firewall ASA device to a Firewall Threat Defense device. In
addition, you can migrate DHCP, DDNS, and SNMPv3 configurations from an FDM-managed device to a
Firewall Threat Defense device.

To know more about the other new features, refer to the Cisco Secure Firewall Migration Tool Release Notes.

CDO Tenant Notifications and User Notification Preferences Relocation

The tab for notifications and user preferences have moved. Notifications, now located in the navigation bar
located to the left with Settings > Notification Settings, allow you to manage email subscriptions and
third-party service integrations. User Preferences, now located Username ID > Preferences > Notification
Preferences, can be configured to trigger whenever a device associated with your tenant experiences a specific
action, a device certificate is expiring or has expired, or a background log search starts, finishes or fails. Note
that User Notification Preferences are unique to each individual user whereas Tenant Notifications are
applied to every user affiliated with the tenant. See Tenant Management for more information.

Device Certificate Expiry Notification

CDO now monitors the expiration status of the Cisco Secure Client (formerly AnyConnect) certificate, and
themanagement certificate of ASA, FDM-Managed, and FTD devices. It notifies the user when these certificates
are nearing their expiration date or have expired.

See Device Certificate Expiry Notification.
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May 16, 2024

Cisco Security Cloud Control support for Multicloud Defense

The Cisco Security Cloud Control enterprise now supports adding an existing Multicloud Defense account;
you can add a Multicloud Defense tile to your Security Cloud enterprise dashboard to monitor and centralize
your management of other Cisco product instances, user identity, and user access management across Cisco
Security Cloud portfolio. See Multicloud Defense in Cisco Security Cloud Control in the Multicloud Defense
User Guide for more information.

April 2024

April 25, 2024

Dark Theme in CDO

CDO now offers a Dark theme option for a more customizable user interface look. Click the admin drop-down
on the top right corner, navigate to Preferences > General Preferences, and click Dark in the Theme field.
The default theme is the Light theme.

See User Settings for more information.

April 18, 2024

Automatically Synchronize Network Objects to On-Prem Secure Firewall Management Centers

You can now automatically and continuously synchronize your network objects in CDO to On-Prem FMCs
managed by CDO. Note that this feature is disabled by default. To enable this feature, navigate to Tools &
Services > Firewall Management Center, select an On-Prem FMC, choose Settings in the Actions pane,
clickDiscover and Manage Network Objects, and click Enable automatic sync of network objects. Ensure
you have the Discover and Manage Network Objects toggle enabled.

See Discover and Manage On-Prem Firewall Management Center Network Objects for more information.

March 2024

March 07, 2024

Improved CDO Tenant Provisioning

You can now create a CDO tenant using an enhanced, faster provisioning process. You can also create new
CDO tenants even if you already have tenants. In addition, if you have an On-Premises Firewall Management
Center that is not SecureX-enabled, you can now register it to the Cisco Security Cloud through CDO. If you
do not have a CDO account, you can create one during the registration process. See Create a CDO Tenant for
more information.
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Disable Individual Firewall Threat Defense Devices From Sending Event Logs to the Cisco Cloud

You can now disable individual Cloud-Delivered Firewall Management Center-managed Firewall Threat
Defense devices (Version 7.4.1 or later) from sending event logs to the Cisco cloud. This device-level control
allows you to temporarily stop Firewall Threat Defense devices from sending event logs sent to the cloud, if
required. To specify which Firewall Threat Defense devices are to be disabled from sending event logs to the
Cisco cloud, click Inventory, select the corresponding Firewall Threat Defense devices, and click Cloud
Events from the Device Management pane.

Simplified Secure Device Connector and Secure Event Connector Installation on Ubuntu

You can now easily deploy Secure Device Connector and Secure Event Connector on Ubuntu server using
the GitHub project available on the Cisco DevNet site. For more information, refer to this document and watch
this video on YouTube.

February 2024

February 13, 2024

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

January 2024

January 25, 2024

Updates to Firewall Migration Tool

CDO now hosts an updated version of the Firewall Migration Tool. You can now migrate WebVPN
configurations from your Secure Firewall ASA devices to Zero Trust Access Policy configurations on threat
defense devices managed by the cloud-delivered Firewall Management Center. You can also migrate SNMP,
DHCP, DVTI configurations from ASAs to threat defense devices and ECMP routing configurations when
migrating from a multi-context ASA device to a single-instance threat defense device. Read the Cisco Secure
Firewall Migration Tool Release Notes to know about the other new features included in the release.
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C H A P T E R 4
Feature Highlights of 2023

This chapter describes some of the features that were added to Cisco Defense Orchestrator in 2023.

• December 2023, on page 25
• November 2023, on page 26
• October 2023, on page 28
• September 2023, on page 30
• August 2023, on page 32
• July 2023, on page 33
• June 2023, on page 34
• April 2023, on page 35
• March 2023, on page 36
• January 2023, on page 36

December 2023

December 14, 2023

Monitor Additional Event Types for Threat Defense Devices

CDO now supports new firewall event types such as AAA, BotNet, Failover, and SSL VPN for threat defense
devices.

Navigate Analytics > Event Logging and filter from the new list of events available under FTD Events. See
Event Types in CDO for more information.

December 07, 2023

Manage On-Premises Firewall Management Center Network Objects Using CDO

You can now manage and share network objects from a CDO-managed On-Premises Firewall Management
Center to threat defense devices managed by other On-Premises Firewall Management Centers, the
Cloud-Delivered Firewall Management Center, and to CDO-managed ASA and Firewall Threat Defense
devices. This helps promote consistency in network object definitions across platforms managed by CDO.
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After onboarding an On-Premises Firewall Management Center, navigate Tools & Services > Firewall
Management Center, select the device and choose Settings, and enable the Discover & Manage Network
Objects toggle button.

See Discover and Manage On-Prem Firewall Management Center Network Objects for more information.

November 2023

November 30, 2023

Schedule a Secure Firewall Threat Defense Device Backup in Cloud-Delivered Firewall Management Center

Use the Cloud-Delivered Firewall Management Center to perform scheduled backups of the Secure Firewall
Threat Defense devices it manages.

See Schedule Remote Device Backups for more information.

November 14, 2023

Improved Cloud-Delivered Firewall Management Center Provisioning

CDO now provides an enhanced, faster provisioning process for Cloud-Delivered Firewall Management
Center. When you enable the Cloud-Delivered Firewall Management Center on your tenant, CDO provisions
it automatically and notifies you through the CDO notifications center and the applications in which you have
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configured incoming webhooks. To enable it, navigate Tools & Services > Firewall Management Center >

>
FMC > Enable Cloud-Delivered FMC.

See Enable Cloud-delivered Firewall Management Center on Your CDO Tenant and Notification Settings for
more information.

November 2, 2023

Onboard a Firewall Threat Defense Device to an On-Prem Management Center with Zero-Touch Provisioning

You can now select an On-Premises Firewall Management Center as the managing platformwhen you onboard
a threat defense device with the zero-touch provisioning method. This supports on-premmanagement for new
devices or devices that have not been previously configured or managed. See Onboard a Secure Firewall
Threat Defense Device With Zero-Touch Provisioning for more information.
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October 2023

October 26, 2023

Updates to Firewall Migration Tool

CDO hosts an updated version of the Firewall Migration Tool. Using this, you can merge multiple transparent
firewall-mode contexts that are present in your Secure Firewall ASA devices into a transparent-mode instance
and migrate them.

In addition, you can migrate the site-to-site and remote access VPN configurations from your Fortinet and
Palo Alto Networks firewalls to the threat defense devices managed by Cisco's cloud-delivered Firewall
Management Center. See the Secure Firewall Migration Tool Release Notes for more information.

October 19, 2023

Updates to Cloud-Delivered Firewall Management Center

Security Cloud Control released an update to the Cloud-Delivered Firewall Management Center. Refer to the
Release Notes for Cloud-Delivered Firewall Management Center for more information.

Migrate Firewall Threat Defense Devices with Site-to-Site VPN Configurations from On-Prem to
Cloud-Delivered Firewall Management Center

Site-to-site VPN configurations on Firewall Threat Defense devices are now migrated along with the rest of
the configuration when the device is migrated from the on-prem Firewall Management Center to the
Cloud-Delivered Firewall Management Center.

October 12, 2023

ASA System Settings Policy

CDO provides the ability to create a system settings policy to effortlessly manage essential configurations for
ASA devices such as domain name services, HTTP, enabling the secure copy server, message logging, and
allowing VPN traffic without checking access control lists. You can apply this policy to multiple ASA devices,
and any change made to the policy affects all devices using this policy. Additionally, you can individually
edit device-specific settings for a single ASA device and override the shared system settings with device-specific
values.

See ASA System Settings for more information.

Choose Policies > ASA System Settings.
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October 05, 2023

CDO Support for ASA Static Routing

You can now use the CDO user interface to configure static routes for the ASA. This feature lets you specify
where to send traffic for specific IPv4 or IPv6 destination networks without having to use the CLI.

See ASA Static Routing for more information.

Inventory > ASA tab > Routing.

Manage CDO Using Terraform

You can now use Terraform to automate the management of your CDO infrastructure using Infrastructure as
Code (IaC) principles. CDO now provides a Terraform provider and Terraform modules to quickly deploy
secure device connectors and secure event connetors. See Terraform for more information.
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September 2023

September 14, 2023

Navigation Change for Secure Event Connectors

You can no longer access the Secure Connectors page by expanding the admin menu in the top right. To
manage Secure Connectors, navigate toTools & Services > Secure Connectors. See Secure Event Connectors
for more information.

September 7, 2023

Configure ASA Interfaces using CDO User Interface

You can now configure ASA's physical network interfaces, logical subinterfaces, VLAN, and EtherChannels
using a graphical user interface in CDO. You can also view Virtual Tunnel Interfaces that are created during
route-based site-to-site VPN.

VLAN is only supported for 110 devices.Note

See Configure ASA Interfaces for more information.

Inventory > ASA > Management > Interfaces.
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August 2023

August 31, 2023

Manage Your Cloud-Delivered FMC, On-Prem FMCs, and Secure Connectors from the Services Page

You can now manage your cloud-delivered Firewall Management Center, On-Prem Firewall Management
Centers, and secure connectors from the new Services page. ChooseTools & Services >Firewall Management
Center or Secure Connectors. Refer View Services Page Information to know more.

August 17, 2023

Know the Health Status of Your Threat Defense Devices

CDO now displays the health and node status for threat defense devices on the Inventory page. For more
details about the device health, you can click on the health status of a device to navigate to the device's health
monitoring page in the cloud-delivered Firewall Management Center or the On-Prem Firewall Management
Center user interface. Note that node status is displayed only for threat defense devices managed by
cloud-delivered Firewall Management Center.
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For more information, see Managing On-Prem FMC with Cisco Defense Orchestrator and Managing Cisco
Secure Firewall Threat Defense Devices with Cloud-delivered Firewall Management Center.

August 3, 2023

Updates to Firewall Migration Tool

Cisco Defense Orchestrator now hosts an updated version of the Firewall Migration Tool. You can nowmerge
multiple contexts in your Secure Firewall ASA devices to a routed-mode instance and migrate them to threat
defense devices managed by the cloud-delivered Firewall Management Center. In addition, the migration tool
now leverages the virtual routing and forwarding (VRF) functionality to replicate the segregated traffic flow
observed in a multi-context ASA environment, which will be part of the new merged configuration.

See Migrating Secure Firewall ASA Managed by CDO in Migrating Firewalls with the Firewall Migration
Tool in Cisco Defense Orchestrator guide for more information.

July 2023

July 20, 2023

EasyDeploy for Virtual Firewall Threat Defense Devices Managed by GCP

You can now create a virtual Firewall Threat Defense device and deploy it to a Google Cloud Platform (GCP)
project simultaneously. The EasyDeploy method combines the steps required to create a new virtual device
and then associating the device with the cloud environment, streamlining the procedure and minimizing the
amount of time required for setup.

Note that you must have Cloud-delivered Firewall Management Center enabled for these onboarding flows.
See Deploy a Threat Defense Device to Google Cloud Platform for more information.
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July 13, 2023

Open CDO and Cloud-Delivered Firewall Management Center Portals on Different Browser Tabs

You can now open CDO and Cloud-Delivered Firewall Management Center portal pages in different browser
tabs and simultaneously work in both CDO and Cloud-Delivered Firewall Management Center.

See Support to Open CDO and Cloud-delivered Firewall Management Center Applications on Different Tabs
for more information.

June 2023

June 29, 2023

Schedule a Background Search in the Event Viewer

You can now run a background search in the Event Viewer on a re-occurring schedule. The schedule supports
absolute time (ex May 1 to May 5th) or a sliding window (ex "The last day").

See Schedule a Background Search in the Event Viewer for more information.

Support for New Event Attributes

Now, Security Group, Encrypted Visibility Process Confidence Score, Encrypted Visibility Threat Confidence,
Encrypted Visibility Threat Confidence Score, Encrypted Visibility Fingerprint are supported syslog event
attributes in CDO's event viewer. When you customize your event logging view you can create a column for
any of these newly supported attributes.

June 15, 2023

Migrate Your Firewalls using the Firewall Migration Tool in CDO

You can now migrate configurations from your Secure Firewall ASA devices, FDM-managed threat defense
devices, and third-party firewalls such as Check Point, Palo Alto Networks, and Fortinet firewalls to the
Cloud-Delivered FirewallManagement Center using the FirewallMigration Tool in CiscoDefense Orchestrator.
See Migrating Firewalls with the Firewall Migration Tool in Cisco Defense Orchestrator guide for more
information.

June 8, 2023

EasyDeploy for Virtual Firewall Threat Defense Devices Managed by AWS and Azure

You can now create a virtual Firewall Threat Defense device and deploy it to an AmazonWeb Services (AWS)
or Azure environment simultaneously. The easydeploy method combines the steps required to create a new
virtual device and then associating the device with the cloud environment, streamlining the procedure and
minimizing the amount of time required for setup.
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Note that you must have Cloud-delivered Firewall Management Center enabled for these onboarding flows.
See Deploy a Threat Defense Device with AWS and Deploy a Threat Defense Device with an Azure VNet
respectively for more information.

June 5, 2023

CDO Introduces the Multicloud Defense Solution

Multicloud Defense Solution specializes in security policy orchestration and protection of cloud network
traffic, and cloud applications and workloads. It delivers unified security policies and web protection across
multiple cloud types, provides network visibility into your cloud assets, and integrates services like threat
intelligence and external logging. It enforces ingress traffic to, and egress traffic from, your cloud account,
as well as the "east-west" network traffic within your cloud account.

Multicloud Defense Solution currently supports AWS, Azure, Google Cloud Platform, and Oracle OCI cloud
accounts.

See About Multicloud Defense for more information, and Multicloud Defense 90-Day Free Trial to try out
the Multicloud Defense Solution.

June 1, 2023

Auto Discovery of On-Prem Secure Firewall Management Centers with SecureXIntegration

CDO now has the ability to onboard all the on-premises Firewall Management Centers associated with the
SecureX tenant that is linked to your CDO account. It also onboards the Secure Firewall Threat Defense
devices linked to those on-premises Firewall Management Centers. See Auto Onboard an On-Prem Firewall
Management Center with SecureX for more information.

April 2023

April 27, 2023

Improved Event Filtering

You can now filter events further with a relative time range. Absolute time range is an explicitly stated time
frame. An example of a relative time range is last 3 days or last 3 hours. This can help target traffic and
events that may not necessarily be included in an absolute time range. See Search for Events in the Events
Logging Page for more information.
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March 2023

March 23, 2023

Background Search for Event Logging

CDO provides you the ability to define a search criteria and search for events in event logs based on any
defined search criteria. Using the background search capability, you can perform event log searches in the
background, and view the search results once the background search is completed.

Based on the subscription alert and service integrations you have configured, you can be notified once the
background search has been completed. Learn more about background searches used with event logging.

January 2023

January 18, 2023

Monitor Remote Access VPN Sessions of FTDs

CDO can now monitor Remote Access VPN sessions of FTDs managed using the Cloud-Delivered Firewall
Management Center in CDO.

The RA VPN monitoring page provides the following information:

• A list of active and historical sessions.

• The details of the device and user associated with each session.
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