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Azure Overview
Prepare and connect your Azure environment to Multicloud Defense Controller with the following steps:

• Acquire an Azure subscription. Ensure the subscription is assocaited to an Azure Active Directory.

• Connect an Azure Subscription to the Multicloud Defense Controller from the Multicloud Defense
Dashboard, on page 1

If you find that you cannot use the automated script, see the alternative procedure to manually onboard your
account here.

Connect an Azure Subscription to the Multicloud Defense
Controller from the Multicloud Defense Dashboard

Once you prepared the Azure account and subscription as described in the previous sections, you can link it
to the Multicloud Defense Controller.

Step 1 In the CDO menu bar, click Multicloud Defense.
Step 2 Click the Multicloud Defense Controller button.
Step 3 In the Cloud Accounts pane, click Add Account.
Step 4 On the General Information page, select Azure from the Account Type list box.
Step 5 In step 1, click the link to open an Azure Cloud Shell in bash mode.
Step 6 In step 2, click the Copy button.
Step 7 Run the onboarding script in the bash shell.
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• If there is another Azure subscription already connected to Multicloud Defense, this script may fail
when creating an IAM role with the same existing name. There cannot be more than one IAM role.
As a workaround, run the Bash script with the -p prefix.

• To support spoke VNet protection across subscriptions, onboard subscriptions using Active Directory
app registrations.

Note

Step 8 Provide a name for this Azure account. You can choose to name this the same as your Azure subscription name. This
name is visible on the Multicloud Defense Controller accounts page only.

Step 9 (Optional) Provide a description for the subscription.
Step 10 Enter the Directory ID, also referred as the Tenant ID.
Step 11 Enter the Subscription ID for the subscription being onboarded.
Step 12 Enter the Application ID, also referred to as the Client ID, created by the onboarding script.
Step 13 Enter the Client Secret, also referred to as the Secret ID.
Step 14 Click Save & Continue.

The Azure subscription is onboarded and you are returned to the dashboard to see that the new device has
been added.

What to do next

• Post-Onboarding Procedures, on page 2.

• Enable traffic visiblilty.

Post-Onboarding Procedures

Subnets
When configuring your gateway deployment, the Multicloud Defense Controller will prompt you for the
management and datapath subnet information.

Themanagement subnet is a public subnet that must be associated with the route table that has a default route
to the Internet. The Multicloud Defense Gateway instance has an interface attached to this subnet that it uses
to communicate with the Multicloud Defense Controller. This interface is used for policy pushes and other
management and telemetry activities between the Multicloud Defense Controller and the Multicloud Defense
Gateway instances. Customer application traffic does not flow through this interface and subnet. The interface
is associated with themanagement security group, which is described in the Security Groups section below.

The datapath subnet is a public subnet that must be associated with the route table that has a default route to
the Internet. The Multicloud Defense Controller creates a network load balancer (NLB) in this subnet. In
addition, a Multicloud Defense Gateway instance has an interface attached to this subnet. The customer
applications traffic flows through this interface. A security policy is applied to the trafficingressing through
this interface. The interface is associated with the datapath security group, which is described in the Security
Groups section.
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Azure VNet Setup
This document describes the requirements and resources (subnets, security-groups) to be created in your VNet
so that you can create Multicloud Defense Gateways in the VNet.

Security Groups
The management and datapath security groups are associated with the respective interfaces on the Multicloud
Defense Gateway instance, as described in the subnets section above.

Themanagement security groupmust allow outbound traffic that allows the gateway instance to communicate
with the controller. Optionally, for inbound rules, enable port 22 (SSH) to allow SSH access to the gateway
instance. SSH is not mandatory for the Multicloud Defense Gateway to function properly.

The datapath security group is attached to the datapath interface and allows traffic from the Internet to the
Multicloud Defense Gateway. Currently the Multicloud Defense Controller does not manage this security
group. An outbound rule must exist, allowing the traffic to egress this interface. Inbound ports must be opened
for each port that is configured in theMulticloud Defense Controller security policy and used by theMulticloud
Defense Gateway.

For example, if an application is running on port 3000 and is proxied by the Multicloud Defense Gateway on
port 443, port 443 must be opened on the datapath security group. This example also implies that port 3000
is open on the security group attached to your application.

Launch ARM Template
Use the to create all of the resources described on this page.

This template creates a new VNet. This is very useful to get started on Multicloud Defense without touching
your existing production environment.

The template creates the following resources:

• VNet.

• Management subnet.

• Datapath subnet.

• Management security group with outbound rules.

• Datapath security group with outbound rules and Inbound rules for port 443.

You can create additional subnets to run apps and create app-specific security groups, as needed.

Use the following steps to launch an ARM template:

Step 1 Log into your Azure account and Deploy a custom template.
Step 2 Click Build your own template in the editor.
Step 3 Copy the content from the ARM template and paste into the editor.
Step 4 Click Save.
Step 5 Select the Subscription, Resource groupand the Region.
Step 6 Click Review+ create.
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https://login.microsoftonline.com/organizations/oauth2/v2.0/authorize?redirect_uri=https%3A%2F%2Fportal.azure.com%2Fsignin%2Findex%2F&response_type=code%20id_token&scope=https%3A%2F%2Fmanagement.core.windows.net%2F%2Fuser_impersonation%20openid%20email%20profile&state=OpenIdConnect.AuthenticationProperties%3D0rHyT4TWwlikMiJb7TCMb7nx9tzdBmdhq0Pk5YJup8gHD9JrRrz7rPXKsTqE2pF5fqVTNw_p1yaejFokZtV7ZcRm6XD3C5KxTPn6WNFCe411km3aieIOzJgya7QCavQBtUcDQraVa2KXzH2fD5VKAXtsfyT2EivPUtgwyBt2MzQ-p0iJL76mNxdOk9GWoqTPGkLNJIeQSi3HWwgXkT2Nfn-PJAkVSKapS8kCe5LXLLFW8nMDbI2DrGxvANB1e-HePW2gbgu09jmbCZecevAcQrYujhnajbeWbTs6X8aX4Z2_d0xiIGQU21VqX5TJHkMrbKNNDsPqbgus39CLLJBv8y8AFl0Sbg2JBE4aiMOZRMe0ysIB7EOoyRagvuyFLRA9o54WklBPcXdR6k1FMuuJw_hOfX_hhVxdehn4564H0ud5SDMIjw5_tTvnTomQ09rSVBm2qa77EoFDPAjkPJVLDn1Y06Kh_ZKdQoqoDR2D6BY&response_mode=form_post&nonce=638204469396784475.YWYzYjE1ZGUtNGUzMy00N2MxLTkyYTAtN2FiYWU0YmQzZTA3ZWQzMzU5ZGItNjNmZC00YzE2LWFjZmEtNDU0M2E4ZjZkN2E2&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&site_id=501430&client-request-id=e9a5fb86-2810-4dd4-a6c8-5c783fef32e4&x-client-SKU=ID_NET472&x-client-ver=6.27.0.0
https://valtix-public.s3.amazonaws.com/azure-rm/datapath.json


Step 7 Wait for a few minutes for all the resources to be created.
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