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Configure and Deploy a Secure Firewall Threat Defense Virtual Device in
Multicloud Defense

Is this Use Case For You?

This use case is intended for:

* Users of Secure Firewall Threat Defense Virtual (FTDv) in Cloud-delivered Firewall Management Center
(cdFMC) and Multicloud Defense, Amazon Web Services (AWS), and Azure platforms who are looking
to protect their assets over the cloud.

* AWS and Azure cloud service providers.

» Customer administration teams and administrators who are both external and internal to Cisco.

Overview of Secure Firewall Threat Defense Virtual in Multicloud Defense

Deploying a virtual firewall or gateway can be a complex, manual process. This requires you to build and
configure cloud components such as Secure VPCs, VPC/VNet, subnets, security groups, routes, transit
gateways, gateway load balancers, setting up the traffic flow etc. You also need to consider addressing the
scaling needs. This can lead to slower deployment time, and increased risk of human errors during configuration.
There is an also increased complexity of having multiple service providers in your infrastructure, with different
needs for configuration and management. Multicloud Defense helps address these complexities.

Multicloud Defense can fully orchestrate Secure Firewall Threat Defense Virtual device deployments across
cloud providers. Multicloud Defense does the orchestration to help automate the creation of all cloud
infrastructure VPCs, subnets, load balancers, security groups, with simplification of route tables and setting
up of peers. Multicloud Defense enables the automatic onboarding and registering of the FTDv devices to
Cloud-delivered Firewall Management Center (cdFMC), from where you can manage policies effectively.
Multicloud Defense also addresses auto-scaling needs based on real-time traffic and health of the FTDv
devices.

Watch the video on FTDv Orchestration by Multicloud Defense Controller.
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https://www.youtube.com/watch?v=Mihnepa6Bf0
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Workflow For Configuring a Firewall Threat Defense Virtual on Multicloud
Defense

The image here shows the orchestration of an AWS FTDv managed by Cloud-delivered Firewall Management
Center in Multicloud Defense, for an Egress/East-West use case.
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VPC A and VPC B as shown in the image are the assets that need to be protected. Multicloud Defense creates
a Service VPC, a transit gateway and its attachments to VPC A and VPC B, gateway load balancer, gateway
load balancer endpoints, and one NAT gateway (optional). Multicloud Defense Controller manages the
automatic configuration of these resources, and orchestrates the deployment of all of these resources. There
is no need to configure this in your cloud service provider account. All the back-end component configurations
are managed seamlessly by the Multicloud Defense Controller. Protected traffic can now flow from your
Secure Firewall to the Internet.

This workflow guides your through the configuration of an FTDv in Multicloud Defense:
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1. Configure and deploy an FTDv. For details, refer Configure and Deploy an FTDv in Multicloud
Defense.
2. Access the onboarded FTDv in cdFMC. For details, refer Access the onboarded FTDv in cdFMC.
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Guidelines For Configuring a Firewall Threat Defense Virtual .

View traffic logs of the FTDv in Security Cloud Control. For details, refer View Traffic Logs for
the FTDv in Security Cloud Control.

Guidelines For Configuring a Firewall Threat Defense Virtual

The prerequisite is that you will need to have a tenant that has been created in Security Cloud Control, with
c¢dFMC enabled. Refer to these guidelines in the relevant guides, when you configure an FTDv.

* For Multicloud Defense related guidelines, refer to Secure Firewall Threat Defense Virtual.

* For cdFMC related guidelines, refer to Guidelines for Managing an FTDv Created in Multicloud Defense.

Procedure
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Step 6

Log in to Security Cloud Control.
In the left pane, click M ulticloud Defense.

Configure and Deploy a Firewall Threat Defense Virtual in Multicloud
Defense

In the upper-right corner, click Multicloud Defense Controller to open the controller.
In the Multicloud Defense portal, navigate to I nfrastructure > Gateways > Gateways.
Click Add Gateway.

Gateways: 9
Quick Filters | Advanced
| Name v ‘ CsP Account | | cspType v ‘ Region v ‘ | state v

Add Gateway © Recommended Version: 24.06-15 @ Recommended FTDv Version: 7.6.0

- Policy Rul
Name ~ State + Version + oliey Rule _ Security + Mode ~

= Status

0 demo-ftdvo1 ® ACTIVE @ 760 @ Updated East-West & Egress HUB
podi-egress-gw-aws © ACTIVE © 2406-14 @ Updated East-West & Egress HUB

(m) podi-egress-gw-azure © ACTIVE © 2406-14 @ Updated East-West & Eqress HUB

0 podi-ingress-gw-aws © ACTIVE © 240614 @ Updated Ingress HUB

O pod1-ingress-gw-azure ® ACTIVE © 2406-14 ©@ Updated Ingress HUB

0 pod39-egress-gw-aws © ACTIVE © 240614 @ Updated East-West & Egress HUB
pod39-ingress-gw-aws © ACTIVE © 240614 @ Updated Ingress HUB

Provide details for the following fields:

» Accounts: For example, cisco-multicloud-defense-aws01

» Gateway Type: Choose FTDv Gateway.
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https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html#ftdv
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-managing-your-multicloud-defense-onboarded-secure-firewall-threat-defense-virtual-devices-1.html

Configure and Deploy a Secure Firewall Threat Defense Virtual Device in Multicloud Defense |
. Configure and Deploy a Firewall Threat Defense Virtual in Multicloud Defense

* Name: In this example, we provide "FTDvO01" as the name.
* Description: Enter a description.

* Instance Type: Choose an instance from the drop-down list, for example, 16 Virtual CPU
AWS C5 4XLARGE.

* Minimum Instances: Choose a value from the drop-down list, for example, 1.
* Maximum Instances: Choose a value from the drop-down list, for example, 3.

» Healthcheck Port: Choose a value from the drop-down list, for example, 65534

Create Gateway

Gateway Information

Properties

Accounts *®

| cisco-multicloud-defense-aws01 X v l

Gateway Type *

[ FTDv Gateway ® v ]
Name * ©

[ FTDvO1 ® ]
Description

Create an ftdv gateway

Instance Type * ®

[ 16 Virtual CPU | AWS_C5_4XLARGE ® v ] R~

Minimum Instances * ®

L “J
Maximum Instances * ®

£ “J
HealthCheck Port * ®

[ 65534 ® ]

Step 7 Provide gateway details in the Propertiessection. The Security field is set to East-West & Egressby default.

» FTD Version: Choose the supported version of 7.6 or above.

» Policy Ruleset: Choose an access control policy that you already have created on your cdFMC account
or create a new one. For example, Default Access Control Policy.

* Admin Password: Enter a password. Ensure the password meets the password requirements.

* License Model: Choose Smart Licensing or Multicloud Defense. Smart Licensing is an existing FTDv
licensing model, and Multicloud Defense licensing model is an hourly-based licensing model.

* Performance Tier: Choose a tier from the drop-down list, for example, FTDv50.
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* License Type: Choose a license type from the drop-down list, for example, Base. You can choose multiple
license types, if required.

* Region: Choose a region to deploy the FTDv, from the drop-down list, for example, US East (N.Virginia)
us-east-1.

Create Gateway

Q—O

Gateway Information Gateway Details

Properties
Security * ©

East-West & Egress

FTDv Version *

[ 7.6.0 ® v ]
Policy Ruleset * ©®

‘ Default Access Control Policy X v l
FTDv

Password Requirements:
© Must be between 12 and 72 characters long
[ oooe ® Show ] © Use lowercase and uppercase characters, and numbers
° At least one special character (excluding \ and -)
° No more than 2 repeating or sequential characters

Admin Password

License Model ©®
Smart Licensing Multicloud Defense

Performance Tier * ©

[FTDVSO v ]
License Types * ©®
[ Base X  Search licenses v ]
Location
Region *
[US East (N. Virginia) us-east-1 ® v ] <
Step 8 Provide additional gateway details in the Properties section for:

» VPC/VNet: Choose a value from the drop-down list. You can create the VPC or VNet in Infrastructure>
Gateways> VPCs/VNets.

» Key Pair: Choose a key pair to attach to this instance from the drop-down list, for example, pod1-keypair.
» Gateway | AM Role: Choose a role from the drop-down list, for example, admin.

» Mgmt. Security Group: Choose a security group from the drop-down list.

+ Datapath Security Group 1: Choose a security group from the drop-down list.

« Datapath Security Group 2: Choose a security group from the drop-down list.

» EBSEncryption: Choose an encryption from the drop-down list, for example, AWS managed encryption.

* Instance Details. View and verify the instance details that are listed.
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Create Gateway

——
Location
Region *
[US East (N. Virginia) us-east-1 ® v ] [

VPC/VNet * ®

-~
[vpc—OaSO1cc74afabddaa | demo-ftdv-svpc ) v ] [ 9

Key Pair * ©®

[pod1—keypair ® v ] <

Gateway IAM Role * ®
[ admin ® v ]

Mgmt. Security Group * ©
$g-083869091f498d075 | demo-ftdv-svpc-mg...

Datapath Security Group 1 * ®
$g-0b9cc49c6c690d73b | demo-ftdv-svpc-dat...

Datapath Security Group 2 * ©®

sg-076f8741b1c73cd97 | demo-ftdv-svpc-seco...

EBS Encryption * ©

AWS managed encryption v ]

Instance Details

You can only modify availability zones for gateways deployed in edge mode for GCP, Azure, and OCI
environments

Availability Zone ' Mgmt. Subnet Datapath Subnet 1 Datapath Subnet 2
us-east-1a subnet-03cfb... subnet-073... subnet-0c7b...
Step 9 In the Advanced Settings section, use the toggle to enable or disable Public I P.

Create Gateway

Public IP
(D pisable Public IP

Step 10 Review the information that you provided.
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Create Gateway

© © © 0

Gateway Information Gateway Details Advanced Settings Review

Gateway Information Edit

Name
Description
Gateway Type
Min Instances
Max Instances
HealthCheckPort
Policy Ruleset ID
Property
Instance Type

FTDv Version

FTDvO1

create ftdv gateway

FTDv Gateway

1

3

65534

Default Access Control Policy
Egress

AWS_C5_4XLARGE

7.6.0

Gateway Details Edit

License Model Multicloud Defense

Region us-east-1
VPC/VNet ID vpc-0a801cc74afabddaa | demo-ftdv-svpc
Key Pair pod1-keypair

IAM Role for Firewall arn:aws:iam::698990355236:role/admin

Mgmt. Security Group $g-083869091f498d075
Datapath Security Group 1 sg-0b9cc49c6c690d73b

Datapath Security Group 2 sg-076f8741b1c73cd97

Step 11 Click Finish, upon completion of the review.

The gateway is successfully created and starts deploying the FTDv in the AWS account, in the VPC that you
provided. It takes approximately 30 minutes for the FTDv to be deployed in the cloud service provider account.
Once the FTDv is up and running, the FTDv is onboarded to cdFMC also. The FTDv moves from ENABLING
state to ACTIVE PENDING state and then to ACTIVE state.

Access Firewall Threat Defense Virtual Device in Cloud-Delivered Firewall
Management Center

Once an FTDv device is active, Multicloud Defense will start onboarding the FTDv device to the cdFMC that
is associated with your tenant.

Procedure

Step 1 From the Security Cloud Control menu, navigate to Administration > Integrations> Firewall Management
Center and click Enable Cloud-Delivered FMC.

Getting Started with Secure Firewall Threat Defense Virtual in Multicloud Defense .
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Access Firewall Threat Defense Virtual Device in Cloud-Delivered Firewall Management Center

Step 2 Navigate to the Devices > Device M anagement.

Step 3 Under the device group, you can view the onboarded FTDv device. The inside interface, outside interface,
VNI interface, security zones, and routing are pre-configured for the FTDv device.

Monitor
W Anais > Viewsy Q searn
Manage Al (1) @Error (1) ® Warning (0) Offline (0) @ Normal (0) Deployment Pending (1) @ Upgrade (0) @®snort 3 (1)
9 Ppolicies > Collapse All
l = Devices >
() Name Model Version  Chassis Licenses Access Control Policy
9" Objects >
()~ demo-ftavol (1)
& Integration >
O ciscomcd-demo-ftdvO1-cyyufebb Snort 3 Firewall Threat @ Default Access
()] 760 N/A Essentials X
N/A - Routed Defense for AWS Control Policy

You can see that the configurations have been made for networking interfaces, security zone, access control
policies, platform settings etc., from the device page. You can view all the details but not edit them.

ciscomcd-demo-ftdv01-cyyufebb

Cisco Secure Firewall Threat Defense for AWS

Device Interfaces InlineSets  Routing DHCP  VTEP

General & & License System
Name: ciscomed-demo- Performance Tier : FTDVS0 - 10 Gbps Model: Cisco Secure Firewall Threat Defense for AWS
ftav1-cyyufebb
Essentials Yes Serial 9A2M3LISP31
Transfer Packets Yes
Export-Controlled Features Yes Time: 2025-08-04 11:22:21
Troubleshoot: logs  cu
Malware Defense: No Time Zone UTC (UTC+0:00)
Mode: Routed PS: No Version: 760
Compliance Mode: None Carrier: No ?E"”jé"'gf
UTC (UTC+0:00)
Performance Profile: Default URL No fime based
u
TLS Crypto Acceleration: Disabled Secure Client Premier: No
Secure Client Advantage No
Secure Client VPN Only. No
OnBoarding Method: Registration Key
Associated Device Template None
Inspection Engine Health Management
Inspection Engine snort 3 Status: ° Remote Host Address: NO-IP
Revert to Snort 2 Policy: Initial_Health_Policy 2024-04-11 22:26:21 Secondary Address:
Excluded: None Status °
Out-of-band Manager Access Interface Management Interface
configuration Check Latest Status

status

Once you have attached the policy to the FTDv device in Multicloud Defense, you can perform Policy
Management activities such as write rules and policies from within cdFMC.

» Multicloud Defense takes care of the deployment, onboarding of FTDv to the cdFMC, configuring basics
such as interface configuration, basic access control policy attachment, and scaling in and scaling out of
instances, based on health and traffic.

* Cloud-delivered Firewall Management Center takes care of policy configuration, policy management,
and access control rules for policies.

* Security Cloud Control takes care of providing views of logs and events.
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View Traffic Logs For Firewall Threat Defense Virtual in Security Cloud
Control

In Security Cloud Control, navigate to Events & Logs > Event L ogging. You can view the traffic logs for
the FTDv device.

Troubleshooting For Secure Firewall Threat Defense Virtual on Multicloud
Defense

Here are a few aspects to consider, to avoid common issues that can occur:
» Whenever you modify a policy, ensure that it is deployed to all FTDv instances which use the policy.
* Do not manually add or remove instances from a device group.
* Do not edit HTTP-related platform settings.

* For BYOL license, plan for autoscaling scenarios, understand the Performance Tier & License feature,
and verify your Smart License account.

* Don’t edit any configurations that are managed by Multicloud Defense directly in your cloud service
provider account.

* Don’t stop any FTDv instances from your cloud service provider, since Multicloud Defense will assume
that these are faulty instances and will replace them with new instances.

For support, contact Cisco Technical Assistance Center.

Additional Resources For Firewall Threat Defense Virtual in Multicloud
Defense
Know more about Firewall Threat Defense Virtual in Multicloud Defense with these additional resources.
* Secure Firewall Threat Defense Virtual
* Create an FTDv Gateway
* Manage Multicloud Defense-Onboarded Secure Firewall Threat Defense Virtual Devices

* Video on FTDv Orchestration by Multicloud Defense Controller
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https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html#ftdv
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/security-gateways-overview.html#ftdv-integration-procedure
https://www.cisco.com/c/en/us/td/docs/security/cdo/cloud-delivered-firewall-management-center-in-cdo/managing-firewall-threat-defense-services-with-cisco-defense-orchestrator/m-managing-your-multicloud-defense-onboarded-secure-firewall-threat-defense-virtual-devices-1.html
https://www.youtube.com/watch?v=Mihnepa6Bf0
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