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Changing a Device's IP Address in Security Cloud Control

When you onboard an device to Security Cloud Control using an IP address, Security Cloud Control stores
that IP address in its database and communicates with the device using that IP address. If the IP address of
the device changes, you can update the IP address stored in Security Cloud Control to match the new address.
Changing the device's IP address on Security Cloud Control does not change device's configuration.

To change the IP address, Security Cloud Control uses to communicate with a device, follow this procedure:
Procedure

Step 1 In the left pane, click Security Devices
Step 2 Click the Devicestab to locate the device.
Step 3 Click the appropriate device type tab.

You can use the filter and search functionalities to find the required device.
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Step 4 Select the device whose IP address it is you want to change.
Step 5 Above the Device Details pane, click the edit button next to the device's IP address.
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Step 6 Enter the new IP address in the field and click the blue check button.

No change is made to the device itself, so the device's Configuration Status will continue to show that it is Synced.

Related | nfor mation:

* Moving Devices Between Tenants, on page 7

* Bulk Reconnect Devices to Security Cloud Control, on page 7

Changing a Device's Name in Security Cloud Control

All devices, models, templates, and services are given a name when they are onboarded or created in Security
Cloud Control. You can change that name without changing the configuration of the device itself.

Procedure

Step 1 In the left pane, click Security Devices.

Step 2 Click the Devicetab to locate the device.

Step 3 Select the device whose name it is you want to change.

Step 4 Above the Device Details pane, click the edit button next to the device's name.
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Step 5 Enter the new name in the field and click the blue check button.

No change is made to the device itself, so the device's Configuration Status will continue to show that it is Synced.

Export a List of Devices and Services

This article explains how to export your list of devices and services to a comma-separated value (.csv) file.
Once in that format, you can open the file in a spreadsheet application such as Microsoft Excel to sort and
filter the items in your list.

The export button is available in the devices and the templates tab. You are also allowed to export details
from devices under the selected device type tab.

Before you export your list of devices and services, look at the filter pane and determine if the Security
Devicespage is displaying the information you want to export. Clear all your filters to see all of your managed
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Export Device Configuration .

devices and services, or filter the information to display a subset of all your devices and services. The export
function exports what you can see in the Security Devices page.

Procedure

In the left pane, click Security Devices.
Click the Devicestab to locate the device or the Templatestab to locate the model device.

Click the appropriate device type tab to export details from devices under that tab or click All to export details from all
devices.

You can use the filter and search functionalities to find the required device.

Click Export list to CSV:

e &) + Create Template + Onbaard

W

If prompted, save the .csv file.

Open the .csv file in a spreadsheet application to sort and filter the results.

Export Device Configuration

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

You can only export one device configuration at a time. Use the following procedure to export a device's
configuration to a JSON file:

Procedure

In the left pane, click Security Devices.
Click the Devicestab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

You can use the filter and search functionalities to find the required device.

Select the device you want so it is highlighted.
In the Actions pane, select Export Configuration.
Select Confirm to save the configuration as a JSON file.

Manage Onboarded Device Settings .


manage-ios-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_44
manage-ios-with-cisco-defense-orchestrator_chapter2.pdf#nameddest=unique_44

Manage Onboarded Device Settings |

. External Links for Devices

External Links for Devices

You can create a hyperlink to an external resource and associate it with a device you manage with Security
Cloud Control. You could use this feature to create a convenient link to the local manager of one of your
devices (). You could also use it to link to a search engine, documentation resource, a corporate wiki, or any
other URL that you choose. You can associate as many external links with a device as you want. You can
also associate the same link with multiple devices at the same time.

External Links
& Search

Add External Links @

The links you create can reach anywhere, but your company's security requirements do not change. For
example, if you ordinarily need to be connected to your corporate network, by being on-premises or through
a VPN connection to reach a particular URL, those requirements remain. If your company blocks specific
URLs, those URLSs continue to be blocked. URLSs that are not restricted continue to not be restricted.

Location Variable

We have created the {location} variable that you can incorporate in your URLs. This variable will be populated
with the IP address of your device. For example,

https://{location}

Related | nfor mation:

» Write a Device Note, on page 8

*» Export a List of Devices and Services, on page 2

Create an External Link from your Device

Step 1
Step 2
Step 3
Step 4

Step 5

Procedure

In the left pane, click Security Devices.

Click the Devicestab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

Select a device or model.

You can use the filter and search functionalities to find the required device.

In the details pane, on the right, go to the External Links section.
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Create an External Link to .

Enter a name for the link.

Enter the URL for the link in the URL field. You need to specify the full URL, for example, for Cisco enter
http://www.cisco.com.

Click + to associate the link with the device.

Create an External Link to

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7
Step 8

Here is a convenient way to open , directly from Security Cloud Control.

Procedure

In the left pane, click Security Devices.
Click the Devicestab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

You can use the filter and search functionalities to find the required device.

Select a device or model.

In the details pane, on the right, go to the External Links section.

Enter a name for the link such as .

Enter https://{location} in the URL field. The {location} variable will be populated with the IP address of your device.
Click the + box.

Create an External Link for Multiple Devices

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Procedure

In the left pane, click Security Devices.
Click the Devicestab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

You can use the filter and search functionalities to find the required devices.
Select multiple devices or models.
In the details pane, on the right, go to the External Links section.

Enter a name for the link.

Enter the URL you want to reach using one of these methods:

* Enter

https://{location}
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in the URL field. The {location} variable will be populated with the IP address of your device. This creates an
automatic link to the ASDM for your device.

* Enter the URL for the link in the URL field. You need to specify the full URL, for example, for Cisco enter
http://www.cisco.com.

Step 8 Click + to associate the link with the device.

Edit or Delete External Links
Procedure

Step 1 In the left pane, click Security Devices.
Step 2 Click the Devicestab to locate the device or the Templatestab to locate the model device.
Step 3 Click the appropriate device type tab.

You can use the filter and search functionalities to find the required device.

Step 4 Select a device or model.

Step 5 In the details pane, on the right, go to the External Links section.

Step 6 Mouse-over the name of the link to reveal the edit and delete icons.

Step 7 Click the appropriate icon to edit or delete the external link and confirm your action.

Edit or Delete External Links for Multiple Devices
Procedure

Step 1 In the left pane, click Security Devices.
Step 2 Click the Devicestab to locate the device or the Templatestab to locate the model device.
Step 3 Click the appropriate device type tab.

You can use the filter and search functionalities to find the required devices.
Step 4 Select multiple devices or models.
Step 5 In the details pane, on the right, go to the External Links section.

Step 6 Mouse-over the name of the link to reveal the edit and delete icons.

Step 7 Click the appropriate icon to edit or delete the external link and confirm your action.
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Bulk Reconnect Devices to Security Cloud Control

Security Cloud Control allows an administrator to attempt to reconnect more than one managed device to
Security Cloud Control at the same time. When a device Security Cloud Control manages is marked
"unreachable," Security Cloud Control can no longer detect out of band configuration changes or manage the
device. There could be many different reasons for the disconnect. Attempting to reconnect the devices is a
simple first step in restoring Security Cloud Control's management of the device.

\)

Note If you are reconnecting devices having new certificates, Security Cloud Control automatically reviews and
accepts the new certificates on the devices and continues to reconnect with them. However, if you are
reconnecting with only one device, Security Cloud Control prompts you to review and accept the certificate
manually to continue to reconnect with it.

Procedure

Step 1 In the left pane, click Security Devices.
Step 2 Click the Devicestab to locate devices.
Step 3 Click the appropriate device type tab.

Use the filter to look for devices whose connectivity status is "unreachable."

Step 4 From the filtered results, select the devices you want to attempt to reconnect.

Step 5 Click Reconnect # . Notice that Security Cloud Control only provides command buttons for actions that can be applied
to all the selected devices.

Step 6 Look at the notifications tab for the progress of the bulk device reconnect action. If you want more information about
how the actions in the bulk device reconnect job succeeded or failed, click the blue Review link and you will be directed
to the Monitor Jobs in Security Cloud Control.

Tip
If a reconnect failure was caused because the device's certificate or credentials have changed, you will have to reconnect
to those devices individually to add the new credentials and accept the new certificate.

Moving Devices Between Tenants

Once you have onboarded devices to a Security Cloud Control tenant, you cannot migrate the devices from
one Security Cloud Control tenant to another. If you want to move your devices to a new tenant, you need to
remove the devices from the old tenant and re-onboard them to the new tenant.
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Device Certificate Expiry Detection

The management certificate is used for accessing FDM-managed and ASA devices from Security Cloud
Control, while the Cisco Secure Client (formerly AnyConnect) is necessary for using virtual private network
features on ASA, FDM-managed, and FTD devices from Security Cloud Control.

Security Cloud Control actively monitors the expiration status of these certificates and notifies the user when
these certificates are nearing their expiration date or have expired. This prevents any disruptions in device
operations due to certificate expiry. You should renew the corresponding certificate to address this issue.

The management certificate expiry check applies to ASA and FDM-managed devices, while the Secure Client
certificate expiry check applies to ASA, FDM-managed, and FTD devices.

View Certificate Expiry Notification

In the top right corner, click the Notifications ( E) icon to view the most recent alerts that have occurred
or affected the devices you have onboarded to your tenant. The High Priority section displays the certificate
expiration notifications.

These notifications are sent 30, 14, and 7 days before the certificate expiration date and then every day thereafter
until the certificate either expires or is renewed with a valid certificate. You can also subscribe to receive
these notifications by email on the Notification Settings section of the user preferences page. For more
information, see User Notification Preferences.

Write a Device Note

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8

Use this procedure to create a single, plain-text, note file for a device.

Procedure

In the left pane, click Security Devices.

Click the Devicestab to locate the device or the Templates tab to locate the model device.
Click the appropriate device type tab.

Select the device or model you want to create a note for.

In the Management pane on the right, click Notes. I totes,
Click the editor button on the right and select the Default text editor, Vim, or Emacs text editors.
Edit the Notes page.

Click Save.
The note is saved in the tab.
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Delete a Device from Security Cloud Control

Use the following procedure to delete a device from Security Cloud Control:

Procedure

Step 1 Log into Security Cloud Control.
Step 2 In the left pane, click Security Devices.

Step 3 Locate the device you want to delete and check the device in the device row to select it.
Step 4 In the Device Actions panel located to the right, select Remove.
Step 5 When prompted, select OK to confirm the removal of the selected device. Select Cancel to keep the device onboarded.

Manage Security Devices

Security Cloud Control provides the ability to view, manage, filter, and evaluate your onboarded devices on
the Security Devices page. From the Security Devices page you can:

* Onboard devices and services for Security Cloud Control management.
* View the configuration state and connectivity state of managed devices and services.

* View onboarded devices and templates categorized in separate tabs. See Security Devices Overview, on
page 11.

+ Evaluate and take action on individual devices and services.
* View device and service specific information and resolve issues.

* View device health status for threat defense devices managed by:

* Cloud-Delivered Firewall Management Center

* on-premises management center

For threat defense devices managed by the cloud-delivered Firewall Management Center, you can also
see the node status for devices in a cluster.

* Search for a device or template by name, type, IP address, model name, serial number, or labels. Search
is not case-sensitive. Providing multiple search terms brings up devices and services that match at least
one of the terms. See Page Level Search, on page 13.

» Filter for a device or template filter by device type, hardware and software versions, snort version,
configuration status, connection states, conflict detection, and secure device connectors, and labels. See
Filters.

* Delete a device
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Back Up Firewall Threat Defense Devices Managed by Security
Cloud Control

To know how to back up Security Cloud Control-managed Firewall Threat Defense device types, use the
following references:

Back Up Firewall Threat Defense Devices Managed by Cloud-Delivered Firewall Management Center

* In the Security Cloud Control left pane, choose Administration > Firewall Management Center.

* Choose Cloud-delivered FM C under the FM C tab.
» Click Devices on the right pane to navigate to the Cloud-Delivered Firewall Management Center.

* Continue to follow the steps in Back Up a Threat Defense Device from Cloud-delivered Firewall
Management Center.

Back Up Firewall Threat Defense Devices Managed by On-Premises Firewall Management Center Onboarded
to Security Cloud Control

* In the Security Cloud Control left pane, choose Administration > Firewall Management Center.
* Choose the On-Premises Firewall Management Center whose Firewall Threat Defense devices you want

to back up.

* Click FMC Cross Launch URL on the right pane to navigate to the on-premises management center
or manually log in to the on-premises management center.

+ Continue to follow the steps in Back up a Device from the Management Center in the Cisco Secure
Firewall Management Center Administration Guide.

Back Up Firewall Threat Defense Devices Managed by Firewall Device Managers Onboarded to Security
Cloud Control

Follow the steps in Back up an FDM-managed Device.

Manage Firewall Threat Defense Devices Through Security
Cloud Control

Before you begin

Security Cloud Control provides a unified interface to manage Firewall Threat Defense devices, both in
hardware and virtual formats.

Firewall Threat Defense devices associated with these three management applications can be managed on the
Security Cloud Control platform:

* Secure Firewall Device Manager
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Security Devices Overview .

* Firepower Management Center

* Secure Cloud-Delivered Firewall Management Center

Procedure

Log in to the Security Cloud Control platform.
In the left pane, click Security Devices.
Click the FTD tab.

Click Y at the top-left corner.

Under Devices/Services, the filter pane provides filters that display Firewall Threat Defense devices based on the
management application through which they are accessed from Security Cloud Control.

* FDM: Firewall Threat Defense device managed by Firewall Device Manager
* FMC-FTD: Firewall Threat Defense devices managed by Firewall Management Center
* FTD: Firewall Threat Defense devices managed by Cloud-Delivered Firewall Management Center

To view the Firewall Threat Defense devices under a management application, check the corresponding check box.

Security Devices Overview

The Security Devices page shows all the physical and virtual onboarded devices and the templates created
from the onboarded devices. The page classifies devices and templates based on their type and displays them
in the corresponding tabs dedicated to each device type. You can use the search functionality or apply a filter
to find devices within the selected device type tab.

You can view the following details on the Security Devices page:
* The Devices tab shows all the live devices that are onboarded to Security Cloud Control.

 The Templatestab shows all the template devices created from live devices or configuration files imported
to Security Cloud Control.

Security Cloud Control Labels and Filtering

Labels are used for grouping devices or objects. You can apply labels to one or more devices during onboarding
or any time after onboarding. You can apply labels to objects after creating them. Once you apply labels to
devices and objects, you can filter the contents of the device table or objects table using the corresponding
label.

)

Note A label that is applied to a device is not extended to its associated objects, and a label applied to a shared
object is not extended to its associated objects.
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You can create a label group by using the syntax group name:label, for example, Region:East or Region: West.
If you create these two labels, the group label would be Region and you could choose from East or West in
that group.

Apply Labels to Devices and Objects

To apply a label to devices, perform these steps:

Procedure

Step 1 In the left pane, click Security Devices.

Step 2 In the left pane, click Objects.

Step 3 Click the Devicestab to locate a device or the Templatestab to locate the model device.
Step 4 Click the appropriate device type tab.

Step 5 Select one or more devices.

Step 6 In the Add Groups and L abels field on the right, specify a label for the devices.

Step 7 Click the icon.

Filters

You can use many different filters on the Security Devicesand Objects pages to find the devices and objects
you are looking for.

To filter, click Y in the left-hand pane of the Security Devices, Policies, and Objects tabs:

The Security Devices filter allows you to filter by device type, hardware and software versions, snort version,
configuration status, connection states, conflict detection, and secure device connectors, and labels. You can
apply filters to find devices within a selected device type tab. You can use filters to find devices within the
selected device type tab.

The object filter allows you to filter by device, issue type, shared objects, unassociated objects, and object
type. You can include system objects in your results or not. You can also use the search field to search for
objects in the filter results that contain a certain name, IP address, or port number.

The object type filter allows you to filter objects by type, such as network object, network group, URL object,
URL group, service object, and service group. The shared objects filter allows filtering objects having default
values or override values.

When filtering devices and objects, you can combine your search terms to create several potential search
strategies to find relevant results.

In the following example, filters are applied to search for objects that are "Issues (Unused OR Inconsistent)
AND Shared Objects (with Default Values OR Additional Values) AND Unassociated Objects."
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Unused [ 4754 ]
() Duplicate
Inconsistent [ 61)

(0 Ignored

Default Values

() override Values

Additional Values
O das0Cldled _J!__-_'._ L

Unassociated

O MNetwork
() Protocol

(J service

Use Security Cloud Control Search Functionality

The Security Cloud Control platform has a highly efficient search function that makes it easy to find anything
you need. The search bar on each page is tailored to the content of that page, while the global search allows
for a comprehensive search across the entire tenant. This saves time and effort, as you can quickly locate the
necessary information.

Page Level Search

The page-level search enables you to search specific items on the Security Devices, Policies, Objects, VPN,
Change Log, and Jobs pages.

* In the Security Devices space, you can simply start typing in the search bar, and devices that fit the
search criteria will be displayed. You can type any partial part name of the device, IP address, or the
serial number of the physical device to find the device.

« In the Policies space, you can search policies by their name, components or objects used in them.

Manage Onboarded Device Settings .
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« In the Objects space, you can search for an object by typing any partial part of the name of the object,
or partial IP Address, port, or protocols.

* In the VPN space, you can search by tunnel name, device name, and IP address used in the VPN policies.

» In the Change log space, you can search logs based on events, device names, or actions.

Procedure

Step 1 Navigate to the search bar near the top of the interface.
Step 2 Type the search criteria into the Search Bar and the corresponding results will be displayed.
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