Use the Security Cloud Control Command Line
Interface Tool

You can use the Command Line Interface tool for managing or troubleshooting devices. The commands
supported with this tool depend on the type of device. For the ASA, for example, you can use the full CLIL
But for the Firewall Threat Defense, command support is limited to select sShow commands.

You can send commands to a single device or to multiple devices simultaneously.
See the following supported device types:
* ASA

Commands are entered directly in global configuration mode. For detailed ASA CLI documentation, see
ASA Command Line Interface Documentation.

* Cisco I0OS

Commands are entered in user EXEC mode. You need to enter enable followed by configure terminal
to execute them in Global Configuration mode. For Cisco IOS CLI documentation, see Networking
Software (I0S & NX-0OS) for your IOS version.

» SSH

* Use the Command Line Interface on a Single Device, on page 1
* Use the Bulk Command Line Interface, on page 4

* Run a CLI Macro, on page 6

* Export Command Line Interface Results, on page 9

Use the Command Line Interface on a Single Device

When you select a single device, you can enter one or more commands. You can also view and use command
history to re-run a set of commands. To enter commands on multiple devices, see .

Procedure

Step 1 In the left pane, click Security Devices.
Step 2 Click the Devicestab.
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. Use the Command Line Interface on a Single Device

Step 3 Select the device, and in the Device Actions pane on the right, click >_Command Line I nterface.

Figure 1: Open the Command Line Interface
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Step 4 Enter one or more commands in the command pane, and click Send.
Figure 2: Command Line Interface
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Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.11 (Build 141)
UUID : efal@fea-79b3-11f0-a433-ba236d909428

LSP version : 1sp-rel-20250813-2052

VDB version s am

Cisco Adaptive Security Appliance Software Version 9.23(1)4
SSP Operating System Version 2.17(@.521)

Compiled on Thu 15-May-25 ©3:08 GMT by fpbesprd
System image file is "boot:/asa9231-4-smp-k8.bin"
Config file at boot was "startup-config”

firepower up 12 days 18 hours
Start-up time 4 secs

Hardware: NGFWv, 8192 MB RAM, CPU Xeon E5 series 2180 MHz, 1 CPU (4 cores)
Internal ATA Compact Flash, 58176MB
Slot 1: ATA Compact Flash, 50176MB
BIOS Flash Firmware Hub @ ©x1, OKB

0: Int: Internal-Data@/e : address is 0050.568e.2dfa, irq 7
1: Ext: GigabitEthernet®/@ : address is 0050.568e.74ea, irq 9
2: Ext: GigabitEthernet®/1 : address is 0050.568e.e6da, irq 11
3: Ext: GigabitEthernet8/2 : address is 0050.568e.bf83, irq 10
4: Ext: GigabitEthernet®/3 : address is 0050.568e.6ca7, irq 7
5: Ext: GigabitEthernet®/4 : address is 0050.568e.3079, irq 9
6: Ext: GigabitEthernet®/5 : address is 0@050.568e.a6b9, irq 11
7: Ext: GigabitEthernet8/6 : address is 0050.568e.4df2, irq 10
8: Ext: GigabitEthernet®/7 : address is 0050.568e.3186, irq 7
9: Int: Internal-Control®/@ : address is ©000.0001.0001, irq @
10: Int: Internal-Datad/@ : address is 0000.0000.0008, irq @
11: Ext: Management/@ : address is 0050.568e.2dfa, irq @
12: Int: Internal-Datad/1 : address is 0000.0100.0001, irq @
13: Int: Internal-Data®/2 : address is 0000.0000.0008, irq @
14: Int: Internal-Control@/1 : address is 0000.0001.0001, irq @
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Use the Command Line Interface on a Single Device .

If there are limitations on the commands you can run, those limitations are listed above the command pane.

The device's response to the command(s) are displayed below in the response pane. If there is no output for a command
(either it was executed successfully, or there was no output to show), you will see pone! in the results pane.

Note

If you enter a very long list of commands, you may exceed the limitations of Security Cloud Control's interface with the
device. If you see an error, you can add extra blank lines between groups of commands so Security Cloud Control can
send the commands in batches.

Example:

The following ASA example sends a batch of commands that creates three network objects and a network object group
that contains those network objects.

> object network email_server_north
host 192.168.10.2
object network email_server_south
host 192.168.20.2
object network email_server_headquarters
host 192.168.30.2
object-group network email_servers_all
network-object object email_server_north
network-object object email_server_south
network-object object email_server_headquarters

Clear

Step 5 After you send commands, Security Cloud Control records that command in the History pane. You can rerun the commands
saved in the History pane or use the commands as a macro.

a) Click the clock icon Oto open the History pane.

Figure 3: History Pane
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A Limited Functionality
Command Line Interface for FTD only supports read-only commands such as the following:

<:) 8/27/2025, 1:05:43 PM show version show failover show dhcpd state show ip show aaa-server show logg
sl versan show banner show snort3 status

8/15/2025, 11:56:32 AM
show network

>

8/15/2025, 11:47:36 AM
show version

8/15/2025, 11:29:29 AM
show version

b) Select the command in the History pane that you want to modify or resend.
¢) Reuse the command as it is or edit it in the command pane and click Send.
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. Use the Bulk Command Line Interface

Use the Bulk Command Line Interface

Send CLI commands to multiple devices of the same type at once.

Procedure

Step 1 In the left pane, click Security Devices.
Step 2 Click the Devicestab.
Step 3 Select multiple devices of the same type, and in the Device Actionspane on the right, click > Command Linelnterface.

Figure 4: Open the Command Line Interface

Security Devices 2 selected
Clear selection
isplayin >
[Devices | Templates] [ Q| search by Device Name, IP Address, 0 ?egg‘%sy ? (1]
Device Actions v
Al FTD
I>_ Command Line Interface I
Name $ Configuration Status $ Connectivity
Management v
AR @ Not Synced ® Online
L) £ Cloud Events
Ak © Synced ® Online
AL Label Groups and Labels v
Step 4 Enter one or more commands in the command pane, check or uncheck devices you want to send the commands to in the

My List field, and click Send.

Figure 5: Command Line Interface
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Note

If you enter a very long list of commands, you may exceed the limitations of Security Cloud Control's interface with the
device. If you see an error, you can add extra blank lines between groups of commands so Security Cloud Control can
send the commands in batches.
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Step 5

Use the Bulk Command Line Interface .

Note

For the ASA, if any of the selected devices are not synced, only the following commands are allowed: show, ping,
traceroute, vpn-sessiondb, changeto, dir, write, and copy.

View the device output.

The Execution tab shows the devices where the commands were sent; this list should match the selected devices in My
List.

Figure 6: Command Line Interface
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If there is no output for a command (either it was executed successfully, or there was no output to show), you will see
Done! in the results pane.

The devices' response to the commands are displayed below in the response pane. If the response was the same for more
than one device, the response pane displays the message "Showing Responses for X devices." Click X Devicesto show
all the devices that returned the same response in a pane to the right. Click View Deviceto go to that device in Inventory.

On the By Response tab, devices with identical responses are consolidated in a single row. Click a different row to show
the response from other devices.

To re-run the command on the selected devices, click the prompt symbol to the right of the device row, and then click
Send. You can change the commands you want to send or check and uncheck devices in the My List tab.

Use the Security Cloud Control Command Line Interface Tool .



. Run a CLI Macro

Figure 7: Execute a Command
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Click the By Device tab, and select a device to show only that device's command response.

Step 6 After you send commands, Security Cloud Control records that command in the History pane. You can rerun the commands
saved in the history pane or use the commands as a macro. The commands in the history pane are associated with the

original devices on which they were run.

a) Click the clock icon (OF open the History pane.
Figure 8: History Pane
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b) Select the command in the History pane that you want to modify or resend.

Note that the command you pick is associated with specific devices (shown on the Execution tab) and not necessarily

the ones you chose in the first step.

¢) Click the My List tab to check or uncheck additional devices.

d) Reuse the command as it is or edit it in the command pane, and click Send.

Run a CLI Macro

A CLI macro is a fully-formed CLI command ready to use on one or more devices of the matching type.

For some device types, Security Cloud Control provides system-defined macros. System-defined macros

cannot be edited or deleted.
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Step 1
Step 2
Step 3

Step 4

Run a CLI Macro .

Procedure

In the left pane, click Security Devices
Click the Devicestab.

Select one or more devices of the same type, and in the Device Actions pane on the right, click > Command Line
Interface.

You cannot create macros without first choosing a device.

Create a macro for this device type if one does not already exist.
a) Add a macro in one of the following ways:

* New macro—On the M acros tab (*), create a new macro by clicking the Create Macro () button.

Figure 9: Create New Macro
Bulk Command Line Interf.

Create Macro
* Macros

FTD basic

* From an existing macro—On the M acr ostab (*), create a macro starting with the same commands by selecting

a macro and then clicking the Create Macro () button.

Figure 10: Create Macro from Existing

Command Line Interface

< FTD-NLN-1 [Command Line Interface v ]
FTDC
* i + A Limited Functionality
Macros i .
g Command Line Interface for FTD only supports read-only commands such as the following:
FTD int ip P show version show failover show dhcpd state show ip show aaa-server show logging show snmp-server
show ssl show firewall show route show vpn-sessiondb show crypto show rule show access-list
FTD basic S W show network show ntp show banner show snort3 status

% Using Macro: intip

> show ip address [EETI{IREITIS)

Create Macro

* From history—On the History tab (@), select a command you already ran, and then click Create M acro ()
button.

Use the Security Cloud Control Command Line Interface Tool .
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. Run a CLI Macro

Figure 11: Create Macro from History
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w History Command sent on 8/29/2025, 3:07:3ECECAVER

)

8/29/2025, 3:07:37 PM > show version
@ show version show network show network

8/29/2025, 2:04:09 PM

b) Give the macro a unique name and provide an optional description and notes.

Figure 12: Create Macro

Create Macro X

Name* Device Type

[ intip ] FTD >

Description

[ A short description ]

Notes

Notes, instructions, warnings, etc

Command*

Macros can be parameterized by adding {{ }} tags around the parameter names. e.g. object
network {{object_name}} When using this macro you will be able to fill in the parameters.

Note: Only alphanumeric characters and underscores are allowed for parameter names

show ip address [(EEINTIAEULES)

@ interface 1

*Indicates required field

¢) Enter the commands in the Command field. For variables, enter the parameter surrounded by double curly brackets:
{{parameter}}.

You will define the parameter before you run the macro.

> show running-config | grep EUECGELEES]

You can name your parameters anything you want.

d) Click Create.

Step 5 Click the star W to open the Macros tab, and select a macro from the list.

You can edit or delete a macro using the icons next to the macro name.

Step 6 Run the macro one of two ways:
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Export Command Line Interface Results .

« If the macro has no parameters to define, click Send. The response to the command appears in the response pane.
You're done.

« If the macro contains parameters, such as the Configure DNS macro below, click >_ View Parameters.

Configure DNS

> dns domain-lookup {m
dns server-group DefaultDNS
name-server

a) In the Parameterspane, fill in the values for the parameters in the Parameter s fields.

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

|P_ADDR name-server 208.67.220.228

208.67.220.220

b) Click Send.
Step 7 Save configuration changes if you made any.

After you send the command you may see the message, "Some commands may have made changes to the running config"
along with two links.

£ Some commands may have made changes to the running config Write to Disk  Dismiss

* Clicking Writeto Disk saves the changes made by this command, and any other change that in the running config,
to the device's startup config.

» Clicking Dismiss, dismisses the message and does not save the configuration. You may lose the configuration
changes if you reboot the device.

Export Command Line Interface Results

You can export the results of CLI commands to a comma separated value (.csv) file, so you can filter and sort
the information in it. The exported information contains the following categories:

* Device
* Date
» User

e Command

Use the Security Cloud Control Command Line Interface Tool .
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. Export Command Line Interface Results

* Output
Procedure
Step 1 Run your commands according to Use the Command Line Interface on a Single Device, on page 1, Use the Bulk
Command Line Interface, on page 4, or Run a CLI Macro, on page 6, or choose a command from the History pane
©).
Step 2 Click the Export results() button.
Step 3 Give the .csv file a descriptive name and save the file to your local file system.

When reading the command output in the .csv file, expand all the cells to see all the results of the command.
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