Use Dynamic Objects in Access Control Policies

The dynamic attributes connector enables you to configure dynamic filters, seen in the CDO as dynamic
objects, in access control rules.

* About Dynamic Objects in Access Control Rules, on page 1
* Create Access Control Rules Using Dynamic Attributes Filters, on page 1

About Dynamic Objects in Access Control Rules

A dynamic object is automatically pushed from the dynamic attributes connector to a defined On-Prem Firewall
Management Center or Cloud-Delivered Firewall Management Center adapter after you save a dynamic
attributes filter on the connector.

You can use these dynamic objects on the access control rule's Dynamic Attributes tab page, similarly to the
way you used Security Group Tags (SGTs). You can add dynamic objects as source or destination attributes;
for example, in an access control block rule, you can add a Finance dynamic object as a destination attribute
to block access to Finance servers by whatever objects match the other criteria in the rule.

)

Note  You cannot create dynamic attributes filters for GitHub, Office 365, or Azure Service Tags. These types of
cloud objects provide their own IP addresses.

Create Access Control Rules Using Dynamic Attributes Filters

This topic discusses how to create access control rules using dynamic objects (these dynamic objects are
named after the dynamic attributes filters you created previously).

Before you begin

Create dynamic attributes filters as discussed in Create Dynamic Attributes Filters.

\}

Note You cannot create dynamic attributes filters for GitHub, Office 365, or Azure Service Tags. These types of
cloud objects provide their own IP addresses.
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. Create Access Control Rules Using Dynamic Attributes Filters
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Procedure

Log in to CDO.
Click Policies> FTD Policies.

Click Edit (#") next to an access control policy.
Click Add Rule.
Click the Dynamic Attributes tab.
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In the Available Attributes section, from the list, click Dynamic Objects.

The following figure shows an example.

Add Rule
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v =] None +  +
Zanes Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes
Available Attributes (= + Selected Source Attributes (0)
@, Search by name or value any

| Dynamic Objects - | |7

FinanceNetwork || Add o Destnaton |

Inspection Logging Comments

Selected Destination Attributes (0)

any

The preceding example shows a dynamic object named FinanceNetwork that corresponds to the dynamic

attribute filter created in the Dynamic Attributes Connector.
Add the desired object to source or destination attributes.
Add other conditions to the rule if desired.

What to do next

Access Control chapter in the Cisco Secure Firewall Management Center Device Configuration Guide (link

to chapter)
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html

	Use Dynamic Objects in Access Control Policies
	About Dynamic Objects in Access Control Rules
	Create Access Control Rules Using Dynamic Attributes Filters


