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ASAv  KVM

ASAv  KVM

| Cisco.com ASAv qcow?2 Linux

http://www.cisco.com/go/asa-software
Cisco.com

[ ] Ubuntu 14.04 LTS Ubuntu 14.04 LTS
- gemu-kvm
— libvirt-bin
— bridge-utils
— virt-manager
— virtinst
— virsh tools
— genisoimage

] KVM ASAv
Linux Intel

B Ubuntu 14.04

— macvtap - Linux macvtap Linux
macvtap Linux

- (Transparent Huge Pages) - Ubuntu 14.04
- (Hyperthread disabled) - vCPU

txqueuelength - txqueuelength 4000

(pinning) - gemu  vhost CPU
RHEL Red Hat Enterprise Linux6
[ ] KVM ASA

Day O

ASAv Day O ASAv ASAv
“day0-config” day0.iso Day O
SSH ASA dayO.iso
dayO.iso dayO.iso
ASAv (ID) Day O
“idtoken”
ASAv ASA Day O
Day O
Linux Windows
1. “day0-config” ASAv  CLI
ASA day0-config ASA day0O-config ASA
ASAv day0-config show run
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://networkbuilders.intel.com/docs/network_builders_RA_NFV.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

KVM

ASAv

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

ID ID “idtoken”
ASAv day0-config
- P
- HTTP
- HTTP tools.cisco.com route
- tools.cisco.com IP DNS
- ASAv
- ASAv  CSSM
ISO CD-ROM

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso day0O-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmaAsa$

ASAv
1 5 IP ASAv

23

Day O



KVM ASAv
XML
ASAv KVM
KVM
KVM XML Day O 22
virbr1.xml virbr2.xml  virbr3.xml virbrO
MAC P
1. XML
virbr1.xml
<network>
<name>virbrl</name>
<bridge name='virbrl' stp='on' delay='0' />
<mac address='52:54:00:05:6e:00" />
<ip address='192.168.1.10' netmask='255.255.255.0" />
</network>
virbr2.xml
<network>
<name>virbr2</name>
<bridge name='virbr2' stp='on' delay='0' />
<mac address='52:54:00:05:6e:01" />
<ip address='10.1.1.10"' netmask='255.255.255.0"' />
</network>
virbr3.xml
<network>
<name>virbr3</name>
<bridge name='virbr3' stp='on' delay='0' />
<mac address='52:54:00:05:6e:02"' />
<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>
2. virt_network_setup.sh
virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml
3. KVM
stack@user-ubuntu:-/KvmAsa$ virt_network setup.sh
Linux virt_network_setup.sh
4.

stack@user-ubuntu:-/KvmAsas$

brctl show

bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 ves

virbrl 8000.5254000056eed ves virbl-nic
virbr2 8000.5254000056eee ves virb2-nic
virbr3 8000.5254000056eec ves virb3-nic

stack@user-ubuntu:-/KvmAsa$
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ASAv

virbr1 IP XML IP

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl
S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl
valid_1lft forever preferred 1lft forever

ASAvV

2.

virt-install ASAv

“virt_install_asav.sh” virt-install

ASAv VM KVM (VM) ASAv 10
ASAv (Management 0/0)
ASAv  GigabitEthernet 0/0 ASAv  GigabitEthernet 0/1 GigabitEthernet0/8
NIC Virtio

watchdog KVM ASAv
KVM

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio \
--network network=default,model=virtio \
--network network=default,model=virtio \
--name=asav \
--cpu host \
--arch=x86_64 \
--machine=pc-1.0 \
--vcpus=1 \
--ram=2048 \
--os-type=1linux \
--os-variant=generic26 \
--noacpi \
—--virt-type=kvm \
——import \
--watchdog 16300esb,action=reset
--disk path=/home/kvmperf/Images/desmo.gcow2, format=gcow2, device=disk,bus=ide, cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty, target_type=virtio \
--serial tcp,host=127.0.0.1:4554,mode=bind, protocol=telnet

virt_install

stack@user-ubuntu:-/KvmAsa$ ./virt_install_asav.sh

Starting install...
Creating domain.. .

VM VM VM VM
CLI
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ASAv ASAv ASAv
ASAv
1

[ ]
[ ]
[ | ASAv

- ASAv

ASAv

- ASAv
[

- ASAv

- ASAv ASAv
[ ] Virtio NIC
[ ] 10 10

(media_ethernet/port/id/10)
virsh KVM
1. virsh

[root@asav-kvmterm ~]# virsh

Welcome to virsh, the virtualization interactive terminal.

Type: ‘help’ for help with commands

‘quit’ to quit

2. attach-interface

virsh # attach-interface domain type source model mac live

virsh # attach-interface --domain asav-network --type bridge --source br_hpi --model virtio --mac
52:55:04:4b:59:2f --1live

Domain UUID type “network” “bridge”
source model NIC mac MAC
live
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ASAv ASA

3. detach-interface

virsh # detach-interface domain type mac live

virsh # detach-interface --domain asav-network --type bridge --mac 52:55:04:4b:59:2f --live
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http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
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KVM

ASAv
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