imir
CISCO.

Hyper-V ASAV

Microsoft Hyper-V ASAv

u Hyper-V  ASAv 43
H  ASAv  Hyper-V 44
B ASAv  Hyper-V 45
[ ] Day O 45
] Hyper-V ASAv 47
[ | Hyper-V Hyper-V ASAv 48
u Hyper-V 54
[ 55
[ MAC 55
[ ] SSH 56

Hyper-V  ASAvV

Hyper-V Hyper-V Hyper-V Powershell CLI
Hyper-V ASAv 47 Hyper-V Hyper-V
Hyper-V ASAv 48 Hyper-V SSH ASDM
Hyper-V SSH SSH 56
1 44 ASAv Hyper-V ASAv -

WWW.Cisco.com
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ASAv  Hyper-V

1 ASAv

—
m MR h"'i‘

EEFH

ASAv  Hyper-V

[ ]
- UCS B
- ucsc
— Hewilett Packard Proliant DL160 Gen8
m OS
— Windows Server 2012
- Hyper-V
ASAv 64
[ ]
VHDX Hyper-V ASAv
® DayO
ASA CLI
m DayO
“firewall transparent” Day O
Day 0 45

44

Day 0

orrELF
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ASAv  Hyper-V

[ |

Hyper-V ASAv / /

MAC MAC 55 ASAv

MAC /
B Hyper-V Management 0/0  GigabitEthernet 0/0  0/6 GigabitEthernet
E VLAN

Set-VMNetworkAdapterVLan Hyper-V Powershell VLAN

NativeVlanID VLAN “0” VLAN Hyper-V
[ |
[ ] 2
[ ] Microsoft Azure

ASAv  Hyper-V

[ ] MS Windows 2012 Hyper-V

[ ] Day O
ASAv Day O ASAv write erase Day O
Day 0 45

| Cisco.com ASAv VHDX

http://www.cisco.com/go/asa-software

Cisco.com
[ /VLAN  Hyper-V
[ | Hyper-V ASA
Day O
ASAv Day O ASAv ASAv
“day0-config” day0.iso Day O
SSH ASA dayO.iso
dayO.iso dayO.iso
ASAv Day O ASAv Day O
write erase Day O ASAv
ASAv (ID) Day O
“idtoken”
ASAv ASA Day O
Day O
Linux Windows
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Hyper-V ASAv

Day O

“day0-config” ASAv  CLI
ASA dayO-config ASA day0-config

ASAv day0-config show run
ASA Version 9.5.1
|
interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0

no shutdown
interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown
interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0

no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

ID ID
ASAv day0-config
- IP
- HTTP
- HTTP tools.cisco.com route
- tools.cisco.com 1P DNS
- ASAv
- ASAv CSSM
ISO CD-ROM

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso day0O-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252
Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)
stack@user-ubuntu:-/KvmAsas$

ASAv

1 5 IP ASAv
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Hyper-V Day O ASAv

Hyper-V Day O ASAV

Day 0 Day 0 45 Hyper-V
1.« ”(Server Manager) > ”(Tools) >“Hyper-V ”(Hyper-V Manager)
2.  Hyper-V (Settings) “ ”(Settings) “ ”(Hardware) IDE

1 (IDE Controller 1)

| ASA5-100-10-14-22-new | 4 » G

L _"'“""“ = | € DD oDwe

L Add Hardware

& Bios Select the controler and location on the condralier o attach the CODAD drive.
Boot from (D Controler: Lexcabon:

Mooy [me controler 1 | [0 gnuse) v
1024 MO

) Media

& Processor

. Speafy the meda to use with your viual CODVD drive.

1 Virtunl progcessor
= Wi IDE Controler 0 ) None
& s Hard Drrve @ Image fie:

AS A Hype ¥ vhde

4 OVD Drive |€:\sersiphensel CISCOWASAVHyperVidayl~30.50

ASAvtyper WidayD iso
= B IDE Controler 1
” DVD Drive Praca D000 drives
day0 v3liso E
B¥ SCS1 Controlier
® § Network Adapter
Met comnected To remove the vrtunl CO/ONVD drive from ths wrtusl machine, didk Remove.

¥ ol

More

" coM2

lore

1 Integration Services
Some serviced offered

3 Chedipont File Location
Co¥ProgramData Mareseitivnn,

43 Smart Pagng Fie Location
CiiProgramDataMicosaftivin.. | o

- Fe
[ [ cma J[ av | [
3. “ ”(Media) (Image file) Day 0 ISO
(Apply) ASAv Day O

Hyper-V ASAv

Windows Powershell Hyper-V ASAv Hyper-V
Hyper-V
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Hyper-V Hyper-V ASAv
1. Windows Powershell
2. ASAv

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

3. ASAv CPU (1)

set-vm -Name $fullVMName -ProcessorCount 4

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" Rename-vmNetworkAdapter -NewName
mgmt

5. VLAN ID
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
6. Hyper-V

Connect-VMNetworkAdapter -VMName S$fullVMName -Name "mgmt" -SwitchName 115Imgmtswitch

Add-VMNetworkAdapter -VMName S$fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -V1lanId 1552 -Access -VMNetworkAdapterName "inside"

Add-VMNetworkAdapter -VMName S$fullVMName -name "outside" -SwitchName 1151mgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -V1lanId 1553 -Access -VMNetworkAdapterName "outside"

Hyper-V Hyper-V ASAvV

Hyper-V Hyper-V ASAv

1. “ ”(Server Manager) >“ *(Tools) >“Hyper-V ”(Hyper-V Manager)

F Manage Toolt View Heldp

Bibwize S5H Server Control Panel

Component Services

Computer Management

Connection Mlanager Administration Kit
Defragment and Optimize Drives

Embedded Lockd own Manager
Event Viewer

Group Policy Managament

Health Registration Authanty
Hyper- Manager

wrELF

[

Intemet Information Seraces (I1S) Manager
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Hyper-V Hyper-V ASAv
2 Hyper-V
_
9 airl 8@
B Hype-V Mansger i
3 UGt e - bt gt | Anigpadiioneey | Uptina*
.'mc' e 1 pstracsn Rereg 0% E= T ma | .
bl Akt 1 113 Theynard Furreg [ 43 Rl gty | Iemeoet Vietud Machme..
ARt 100 110 Wolophard o |' T Hypr g
I sasonns o L et s Manage
§ AN yhard W al Vortunl SAN Manuges
I?[muuun - . b EdeDaa
S et Diske.
| Chockpolnts [} () Siop Sewvice
The seseciad wwa machvs e s SRR 75 Rarmavn Sere
4 Raivesh
Wi 1]
B e
| ASAVS-100-10-14-220ew &
il Commen
i [ .
:m!@_-l}ll_-ﬂ! @ e
Cested LUEM DRI Chatered  t B Chectpont
Verses 50 P o
et | =
Mot fore < l-“_'
B Delete
P— I Ersbie Repheson.. =
i ' r | H v &
i3 - I T E
3. “ ”(NeW) N ”(Virtual
Machine)

File Action View Help

|
33 Hyper-V Manager

II uUTiCco1 | Virtiaal Rachi

II u7icom Hp\"ﬂ?ﬂ[ Mew » Virtual Machine... j
I| U71COTHPYO3D Import Virtual Machine... Hard Disk...
Ba u71C02HPVORD P Floppy Disk...
Virtual Switch Manager... nand Off
Virtual SAN Manager... Ot
e — W Off
Edit Disk... hand off
Inspect Disk... e
THR
Stbp Senvice
Rernowve Server
Refresh
The selected virtual machine has r
Wiew b
Help -%
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Hyper-V Hyper-V ASAv
4. “ ”(New Virtual Machine Wizard)
y Before You Begin

Installation Options

ASAv
ASAv
ASAv

ASAv

This wizard helps you create 3 virtual machine. You can use virtual machines in place of physical
computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
you can change the configurabion later using Hyper -V Manager.

To eate 2 virtual machine, do one of the folowng:

+ Click Finish o create a virtual machine that is configured with default values.
» Chick Next to oreate a virtual machine with a custom configuration.

[] Do not show this page again

1 (Generation 1)

ASAV5 1024 MB  ASAv 10 2048 MB  ASAv30 8192 MB

(Use an existing virtual hard disk) VHDX
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Hyper-V Hyper-V ASAv

6. (Finish) ASAv

Completing the New Virtual Machine Wizard

Before You Begn You have successfully completed the New Virtual Machine Wizard. You are about to oeate the
F Nancad following vir tual machine.
Specify Generation eI
Assign Memory Name: ASAV30-100-14-10-22
conf tworh Generabon: Generation 1
e Memary: 8192 MB
0 Y it e ek Network:  115Imgmtswitch

IV | focDsk  Cilsersidhensel.CISCOVASAvHyperViasavi0-14-10-22+30.vhdx (VHDX, dynamically

<] [ ; [=

To create the virtual machine and dose the wizard, dick Finish,

7. ASAv vCPU ASAv vCPU Hyper-V (Settings) *
”(Settings) “ ”(Hardware) (Processor) “
”(Processor) (Number of virtual processors) 4
ASAV5  ASAv10 vCPU ASAv 30 vCPU 1
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Hyper-V Hyper-V ASAv

M ASAV30-100-14-10-22 v 4 b G
% Hardware * | B Processor
¥ Add Hardware
& BIOS You can modify the number of virtual processors based on the number of processarns on
oot from CD the physical computer. You can also madify other resource control settings.
8192MB ,
# [ Processor Resource control
4 Virtual processors You can use resource controls to balance resources among virtual machines.
= B IDE Controllar 0
Virtual machine reserve (percentage):
BERv 100- 14- 10- 22430, vhdx Percent of total system resources: l ol
= i DE Controler 1
4 O Dve Virtual machme imit (percentage):
Hone |
Percent of total system resources: 12

@ § Network Adapter
115 impmiwwitch
T com
None
T com2
Mo
b Disketie Drive
None

ASAVID-100-14-10-22
7-  Integration Services
Some services offered
@ Chedpomt Fie Location
C: Wrogr amData Mcrosoftiinan..

5 Smart Paging File Locabon

C:\ProgramDataMicrosoftiin.,. 1=

& Relative weight:

IPFELF

8. - ”(Virtual Machines) ASAv ASAv
(Connect) ASAv

: Virtual Machines
Mame & State CPU Usage Assigned Memory Upt_imei_'
"3 ASAVE100-14-10-16 off '
5 ASAYE100-10-14-22new off
‘5 ASAVADID410-16byhand  OF
I Connect... :
‘5 ASAVIDIDD-14-10-16
{3 ASAVID-I00-14-10-16byh Settings... L
fll_n.:.n.mq.nn_u_mL T i 3t
; 3 Checkpoint
: Checkpoints i 6
; Mowve...

Export... eckpoints.

Rename...

Delete...

Enable Replication...

Help E
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Hyper-V Hyper-V

9. =~ ”(Virtual Machine Connection) “ ”(Start) ASAv

& ASAv30-100-14-10-22 on U71COTHPV0307 - Virtual Machine Connection ILm
File Action Media View Help

o)

The virtual machine "ASAv30-100-14-10-22" is turned off

To start the virtual machine, select 'Start’ from the Aclion menu

Status: Off ™
10. ASAv

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection | =18 | x

el

ng 1 pr col sunepc_udp 1117 to MPF commands
ting ) ¢ 0l tftp 69" to HPFF commands
muert ing rotocol sip udp 5 to HPF commands
'0: conuverting wrotocol x 77" to HPF comma

: Pouwer-{n

: Pouwer-On Self-Te

: Starting SW-DRBG health tes
: SU-DRBG health test pa i

rti SW-DRBG healt
DRBG health st

ne_ServerCA" and installing certificate...

ustpoint '_SmartCallHome_ServerCA’ is a subordinate CA and holds a non self-si
] I'II-!I" l"'_!':l-'i. i i— i

accepted .
list of available commands.

w platform 1ice tate is Unl icensed.
v platforn license for fu unctionality.

Status: Running iu{
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Hyper-V

Hyper-V

ASAv
m  ASAv
1.  Hyper-V (Settings) “ ”(Settings) “ ”(Hardware)
(Add Hardware) (Network Adapter)

“

”(Legacy Network Adapter)

£ Hardware ~ ‘11 Add Harcware
¥ Add Hardware
& BI0S You can use this setting to add devices to your wirtual maching.
Boeat frem CD Select the devices you want to add and dick the Add button.
. vemory

B132MB
. Processor
1 Vrtual processor

= Wl IDE Controller 0 RemoteFy 30 Video Adspiter
# —a Hard Drive '
asay 100 14-10-22-v 30, whdx
= [ 1D Controller 1
{4 DVD Drive A network adapter requires drivers that are installed when you install integration
None services in the guest operating system,

@ sCsIController
# Y Metwork Adapter
115 Imgmiteaitch
oML 2
Tone
Fcoma
hone
I Diskette Drive
Hone
#® Management
L] Mame
ASAV3D-100-14-10-22
IZ Integration Services
Some services offered
#.| Chedpont Fie Location
1 \Programiata Whooco ftWin, .
23 smart Paging File Location
C:'\ProgramData WMoosoftWin..
Automatc Start Action
Festart if previowsly runming =

% Automati Stop Action vl

R

&

!
LarElyr
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ASAv

VLAN ID

# Hardware

4 Add Hardware
& Eos
Boat Ffram CD
. Memary
B152 MB
& 'Hm
1 ¥irtual proscessor
= B IDE Controller 0
® (=3 Hard Drive

= B IDE Controller 1
&* CVD Drive
MNona
@0 sCs1 Contraller
@ § Metwork Adapter
115 imgmiswitch
# § Metwork Adapter
1151 mgotswitch
T eomt
Fors
F comz
Pone
[ oiskette Drive
hons
£ Management

asav 100- 14-10-22-v 30, whdx

ASAYI0-100-14-10-22
[ Integration Services

Come services offered
. Chedkpont File Location

i Smart Pagng File Location

[ Automate start Action

Ci\Programfa Mo esoft Win..

C:'\ProgramTata aosoftivin.,

§ Network Adapter
Spedfy the configuration of the network adapter or remove: the network adapter.
Virtual switch:
| 115 mgmtswiteh v|

YLANID

[+ Enable wirtual LAN identification

The VLAN identifier spedifies the virtual LAN that this virtual machine will use for all
network communications through this netwerk adapter.

[ 5]

Bandwidth Management
[] Enable bandwidth management

Cpenfy how the matwork sdanter ytloes netsark bandutdth. Sath Mirumum
Bandhwidth =nd Mawmum Bandwidth are messured n Megabils g second

Pl baerychand thy 3] Mo
Faormum bandwicth; Q) pbos
o Toleawe the minimum or maxmeen unrestncied, specfy 0 23 te value,

To remowe the network adapter from this wirtual machine, dick Remave.

[(Remove ]

P Use alegacy network adapter nstead of this netwark adapter to perform a
network-based inctallation of the guest operating system or when integration
services are not installed in the guest operating system.

i
i

Hyper-V
Hyper-V

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM'
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[O]
rename-VMNetworkAdapter -VMNetworkAdapter SNICRENAME[1]

MAC

ASAv
Hyper-V

“ ”(Network Adapter)

Windows Powershell

-Name "Network Adapter"
-newname inside
-newname outside

/ MAC

Powershell

55



Hyper-V ASAv

SSH
Hyper-V
1.  Hyper-V (Settings) “ ”(Settings) “ ”(Hardware)
(Inside) (Advanced Features) “MAC ”(MAC address)
MAC (Enable MAC address spoofing)
2. 1
Powershell

Set-VMNetworkAdapter -VMName S$Svm_name\
-ComputerName S$Scomputer_name -MacAddressSpoofing On\
-VMNetworkAdapterName $network_adapter\r"

SSH

Hyper-V “ ”(Virtual Machine Connection) ASAv SSH
Day O SSH Day 0 45

1. RSA
asav# show crypto key mypubkey rsa

2. RSA RSA

asav(conf t)# crypto key generate rsa modulus 2048

asav((conf t)#

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

3. PC SSH ASAv
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