	CLI Book 1: Cisco ASA Series General Operations CLI Configuration Guide, 9.16
	Contents
	About This Guide
	Document Objectives
	Related Documentation
	Document Conventions
	Communications, Services, and Additional Information

	Getting Started with the ASA
	Introduction to the ASA
	Hardware and Software Compatibility
	VPN Compatibility
	New Features
	New Features in ASA 9.16(4)
	New Features in ASA 9.16(3)
	New Features in ASA 9.16(2)
	New Features in ASA 9.16(1)

	Firewall Functional Overview
	Security Policy Overview
	Permitting or Denying Traffic with Access Rules
	Applying NAT
	Protecting from IP Fragments
	Applying HTTP, HTTPS, or FTP Filtering
	Applying Application Inspection
	Sending Traffic to Supported Hardware or Software Modules
	Applying QoS Policies
	Applying Connection Limits and TCP Normalization
	Enabling Threat Detection

	Firewall Mode Overview
	Stateful Inspection Overview

	VPN Functional Overview
	Security Context Overview
	ASA Clustering Overview
	Special and Legacy Services

	Getting Started
	Access the Console for the Command-Line Interface
	Access the ASA Hardware or ISA 3000 Console
	Access the Firepower 2100 Platform Mode Console
	Access the Firepower 1000, 2100 Appliance Mode Console
	Access the ASA Console on the Firepower 4100/9300 Chassis
	Access the Software Module Console
	Access the ASA 5506W-X Wireless Access Point Console

	Enable FIPS Mode
	Configure ASDM Access
	Use the Factory Default Configuration for ASDM Access
	Customize ASDM Access

	Start ASDM
	Factory Default Configurations
	Restore the Factory Default Configuration
	Restore the ASAv Deployment Configuration
	ASA 5506-X Series Default Configuration
	ASA 5508-X and 5516-X Default Configuration
	Firepower 1010 Default Configuration
	Firepower 1100 Default Configuration
	Firepower 2100 Platform Mode Default Configuration
	Firepower 2100 Appliance Mode Default Configuration
	Firepower 4100/9300 Chassis Default Configuration
	ISA 3000 Default Configuration
	ASAv Deployment Configuration

	Set the Firepower 2100 to Appliance or Platform Mode
	Work with the Configuration
	About the Startup Configuration and the Running Configuration
	Save Configuration Changes
	Save Configuration Changes in Single Context Mode
	Save Configuration Changes in Multiple Context Mode
	Save Each Context and System Separately
	Save All Context Configurations at the Same Time


	Copy the Startup Configuration to the Running Configuration
	View the Configuration
	Clear and Remove Configuration Settings
	Create Text Configuration Files Offline

	Apply Configuration Changes to Connections
	Reload the ASA

	Licenses: Product Authorization Key Licensing
	About PAK Licenses
	Preinstalled License
	Permanent License
	Time-Based Licenses
	Time-Based License Activation Guidelines
	How the Time-Based License Timer Works

	How Permanent and Time-Based Licenses Combine
	Stacking Time-Based Licenses
	Time-Based License Expiration
	License Notes
	AnyConnect Plus, AnyConnect Apex, and AnyConnect VPN Only Licenses
	Other VPN License
	Total VPN Sessions Combined, All Types
	VPN Load Balancing
	Legacy VPN Licenses
	Encryption License
	Total TLS Proxy Sessions
	VLANs, Maximum

	Shared AnyConnect Client Premium Licenses (AnyConnect 3 and Earlier)
	Failover or ASA Cluster Licenses
	Failover License Requirements and Exceptions
	ASA Cluster License Requirements and Exceptions
	How Failover or ASA Cluster Licenses Combine
	Loss of Communication Between Failover or ASA Cluster Units
	Upgrading Failover Pairs

	No Payload Encryption Models
	Licenses FAQ

	Guidelines for PAK Licenses
	Configure PAK Licenses
	Order License PAKs and Obtain an Activation Key
	Obtain a Strong Encryption License
	Activate or Deactivate Keys

	Configure a Shared License (AnyConnect Client 3 and Earlier)
	About Shared Licenses
	About the Shared Licensing Server and Participants
	Communication Issues Between Participant and Server
	About the Shared Licensing Backup Server
	Failover and Shared Licenses
	Failover and Shared License Servers
	Failover and Shared License Participants

	Maximum Number of Participants

	Configure the Shared Licensing Server
	Configure the Shared Licensing Backup Server (Optional)
	Configure the Shared Licensing Participant

	Supported Feature Licenses Per Model
	Licenses Per Model
	ASA 5506-X and ASA 5506W-X License Features
	ASA 5506H-X License Features
	ASA 5508-X License Features
	ASA 5516-X License Features
	ISA 3000 License Features


	Monitoring PAK Licenses
	Viewing Your Current License
	Monitoring the Shared License

	History for PAK Licenses

	Licenses: Smart Software Licensing
	About Smart Software Licensing
	Smart Software Licensing for the ASA on the Firepower 4100/9300 Chassis
	Smart Software Manager and Accounts
	Offline Management
	Permanent License Reservation
	ASA Virtual Permanent License Reservation
	Firepower 1010 Permanent License Reservation
	Firepower 1100 Permanent License Reservation
	Firepower 2100 Permanent License Reservation
	Firepower 4100/9300 Chassis Permanent License Reservation

	Smart Software Manager On-Prem

	Licenses and Devices Managed per Virtual Account
	Evaluation License
	About Licenses by Type
	AnyConnect Plus, AnyConnect Apex, and AnyConnect VPN Only Licenses
	Other VPN Peers
	Total VPN Peers Combined, All Types
	Encryption License
	Carrier License
	Total TLS Proxy Sessions
	VLANs, Maximum
	Botnet Traffic Filter License

	Failover or ASA Cluster Licenses
	Failover Licenses for the ASAv
	Failover Licenses for the Firepower 1010
	Failover Licenses for the Firepower 1100
	Failover Licenses for the Firepower 2100
	Failover Licenses for the Firepower 4100/9300
	ASA Cluster Licenses for the Firepower 4100/9300


	Prerequisites for Smart Software Licensing
	Smart Software Manager Regular and On-Prem Prerequisites
	Permanent License Reservation Prerequisites

	Guidelines for Smart Software Licensing
	Defaults for Smart Software Licensing
	ASAv: Configure Smart Software Licensing
	ASAv: Configure Regular Smart Software Licensing
	ASAv: Configure Smart Software Manager On-Prem Licensing
	ASAv: Configure Utility (MSLA) Smart Software Licensing
	ASAv: Configure Permanent License Reservation
	Install the ASAv Permanent License
	(Optional) Return the ASAv Permanent License

	(Optional) Deregister the ASAv (Regular and On-Prem)
	(Optional) Renew the ASAv ID Certificate or License Entitlement (Regular and On-Prem)

	Firepower 4100/9300: Configure Smart Software Licensing
	Other Models: Configure Smart Software Licensing
	Other Models: Configure Regular Smart Software Licensing
	Other Models: Configure Smart Software Manager On-Prem Licensing
	Other Models: Configure Permanent License Reservation
	Install the 1000/2100 Permanent License
	(Optional) Other Models: Return the Permanent License

	(Optional) Other Models: Deregister the ASA (Regular and On-Prem)
	(Optional) Other Models: Renew the ASA ID Certificate or License Entitlement (Regular and On-Prem)

	Licenses Per Model
	ASAv
	Firepower 1010
	Firepower 1100 Series
	Firepower 2100 Series
	Firepower 4100
	Firepower 9300

	Monitoring Smart Software Licensing
	Viewing Your Current License
	Viewing Smart License Status
	Viewing the UDI
	Debugging Smart Software Licensing

	Smart Software Manager Communication
	Device Registration and Tokens
	Periodic Communication with the Smart Software Manager
	Out-of-Compliance State
	Smart Call Home Infrastructure
	Smart License Certificate Management

	History for Smart Software Licensing

	Logical Devices for the Firepower 4100/9300
	About Interfaces
	Chassis Management Interface
	Interface Types
	FXOS Interfaces vs. Application Interfaces

	About Logical Devices
	Standalone and Clustered Logical Devices

	Requirements and Prerequisites for Hardware and Software Combinations
	Guidelines and Limitations for Logical Devices
	Guidelines and Limitations for Interfaces
	General Guidelines and Limitations
	Requirements and Prerequisites for High Availability

	Configure Interfaces
	Configure a Physical Interface
	Add an EtherChannel (Port Channel)

	Configure Logical Devices
	Add a Standalone ASA
	Add a High Availability Pair
	Change an Interface on an ASA Logical Device
	Connect to the Console of the Application

	History for Logical Devices

	Transparent or Routed Firewall Mode
	About the Firewall Mode
	About Routed Firewall Mode
	About Transparent Firewall Mode
	Using the Transparent Firewall in Your Network
	Management Interface
	Passing Traffic For Routed-Mode Features

	About Bridge Groups
	Bridge Virtual Interface (BVI)
	Bridge Groups in Transparent Firewall Mode
	Bridge Groups in Routed Firewall Mode
	Passing Traffic Not Allowed in Routed Mode
	Allowing Layer 3 Traffic
	Allowed MAC Addresses
	BPDU Handling
	MAC Address vs. Route Lookups
	Unsupported Features for Bridge Groups in Transparent Mode
	Unsupported Features for Bridge Groups in Routed Mode


	Default Settings
	Guidelines for Firewall Mode
	Set the Firewall Mode
	Examples for Firewall Mode
	How Data Moves Through the ASA in Routed Firewall Mode
	An Inside User Visits a Web Server
	An Outside User Visits a Web Server on the DMZ
	An Inside User Visits a Web Server on the DMZ
	An Outside User Attempts to Access an Inside Host
	A DMZ User Attempts to Access an Inside Host

	How Data Moves Through the Transparent Firewall
	An Inside User Visits a Web Server
	An Inside User Visits a Web Server Using NAT
	An Outside User Visits a Web Server on the Inside Network
	An Outside User Attempts to Access an Inside Host


	History for the Firewall Mode


	High Availability and Scalability
	Multiple Context Mode
	About Security Contexts
	Common Uses for Security Contexts
	Context Configuration Files
	Context Configurations
	System Configuration
	Admin Context Configuration

	How the ASA Classifies Packets
	Valid Classifier Criteria
	Unique Interfaces
	Unique MAC Addresses
	NAT Configuration

	Classification Examples

	Cascading Security Contexts
	Management Access to Security Contexts
	System Administrator Access
	Context Administrator Access
	Management Interface Usage

	About Resource Management
	Resource Classes
	Resource Limits
	Default Class
	Use Oversubscribed Resources
	Use Unlimited Resources

	About MAC Addresses
	MAC Addresses in Multiple Context Mode
	Automatic MAC Addresses

	VPN Support

	Licensing for Multiple Context Mode
	Prerequisites for Multiple Context Mode
	Guidelines for Multiple Context Mode
	Defaults for Multiple Context Mode
	Configure Multiple Contexts
	Enable or Disable Multiple Context Mode
	Enable Multiple Context Mode
	Restore Single Context Mode

	Configure a Class for Resource Management
	Configure a Security Context
	Assign MAC Addresses to Context Interfaces Automatically

	Change Between Contexts and the System Execution Space
	Manage Security Contexts
	Remove a Security Context
	Change the Admin Context
	Change the Security Context URL
	Reload a Security Context
	Reload by Clearing the Configuration
	Reload by Removing and Re-adding the Context


	Monitoring Security Contexts
	View Context Information
	View Resource Allocation
	View Resource Usage
	Monitor SYN Attacks in Contexts
	View Assigned MAC Addresses
	View MAC Addresses in the System Configuration
	View MAC Addresses Within a Context


	Examples for Multiple Context Mode
	History for Multiple Context Mode

	Failover for High Availability
	About Failover
	Failover Modes
	Failover System Requirements
	Hardware Requirements
	Software Requirements
	License Requirements

	Failover and Stateful Failover Links
	Failover Link
	Failover Link Data
	Interface for the Failover Link
	Connecting the Failover Link

	Stateful Failover Link
	Shared with the Failover Link
	Dedicated Interface

	Avoiding Interrupted Failover and Data Links

	MAC Addresses and IP Addresses in Failover
	Stateless and Stateful Failover
	Stateless Failover
	Stateful Failover
	Supported Features
	Unsupported Features


	Bridge Group Requirements for Failover
	Bridge Group Requirements for Appliances, ASAv

	Failover Health Monitoring
	Unit Health Monitoring
	Interface Monitoring
	Interface Tests
	Interface Status


	Failover Times
	Configuration Synchronization
	Running Configuration Replication
	File Replication
	Command Replication

	About Active/Standby Failover
	Primary/Secondary Roles and Active/Standby Status
	Active Unit Determination at Startup
	Failover Events

	About Active/Active Failover
	Active/Active Failover Overview
	Primary/Secondary Roles and Active/Standby Status for a Failover Group
	Active Unit Determination for Failover Groups at Startup
	Failover Events


	Licensing for Failover
	Guidelines for Failover
	Defaults for Failover
	Configure Active/Standby Failover
	Configure the Primary Unit for Active/Standby Failover
	Configure the Secondary Unit for Active/Standby Failover

	Configure Active/Active Failover
	Configure the Primary Unit for Active/Active Failover
	Configure the Secondary Unit for Active/Active Failover

	Configure Optional Failover Parameters
	Configure Failover Criteria and Other Settings
	Configure Interface Monitoring
	Configure Support for Asymmetrically Routed Packets (Active/Active Mode)

	Manage Failover
	Force Failover
	Disable Failover
	Restore a Failed Unit
	Re-Sync the Configuration
	Test the Failover Functionality
	Remote Command Execution
	Send a Command
	Change Command Modes
	Security Considerations
	Limitations of Remote Command Execution


	Monitoring Failover
	Failover Messages
	Failover Syslog Messages
	Failover Debug Messages
	SNMP Failover Traps

	Monitoring Failover Status

	History for Failover

	Failover for High Availability in the Public Cloud
	About Failover in the Public Cloud
	About Active/Backup Failover
	Primary/Secondary Roles and Active/Backup Status
	Failover Connection
	Polling and Hello Messages
	Active Unit Determination at Startup
	Failover Events
	Guidelines and Limitations

	Licensing for Failover in the Public Cloud
	Defaults for Failover in the Public Cloud
	About ASAv High Availability in Microsoft Azure
	About the Azure Service Principal
	Configuration Requirements for ASAv High Availability in Azure

	Configure Active/Backup Failover
	Configure the Primary Unit for Active/Backup Failover
	Configure the Secondary Unit for Active/Backup Failover

	Configure Optional Failover Parameters
	Configure Failover Criteria and Other Settings
	Configure Authentication Credentials for an Azure Service Principal
	Configure Azure Route Tables

	Enable Active/Backup Failover
	Enable the Primary Unit for Active/Backup Failover
	Enable the Secondary Unit for Active/Backup Failover

	Manage Failover in the Public Cloud
	Force Failover
	Update Routes
	Validate Azure Authentication

	Monitor Failover in the Public Cloud
	Failover Status
	Failover Messages

	History for Failover in the Public Cloud

	ASA Cluster
	About ASA Clustering
	How the Cluster Fits into Your Network
	Cluster Members
	Bootstrap Configuration
	Control and Data Node Roles

	Cluster Interfaces
	Cluster Control Link
	Configuration Replication
	ASA Cluster Management
	Management Network
	Management Interface
	Control Unit Management Vs. Data Unit Management
	Crypto Key Replication
	ASDM Connection Certificate IP Address Mismatch

	Inter-Site Clustering

	Licenses for ASA Clustering
	Requirements and Prerequisites for ASA Clustering
	Guidelines for Clustering
	Configure ASA Clustering
	Cable the Units and Configure Interfaces
	About Cluster Interfaces
	Cluster Control Link
	Cluster Control Link Traffic Overview
	Cluster Control Link Interfaces and Network
	Size the Cluster Control Link
	Cluster control link MTU ping testing
	Cluster Control Link Redundancy
	Cluster Control Link Reliability
	Cluster Control Link Failure

	Spanned EtherChannels (Recommended)
	Spanned EtherChannel Benefits
	Guidelines for Maximum Throughput
	Load Balancing
	EtherChannel Redundancy
	Connecting to a Redundant Switch System

	Individual Interfaces (Routed Firewall Mode Only)
	Policy-Based Routing (Routed Firewall Mode Only)
	Equal-Cost Multi-Path Routing (Routed Firewall Mode Only)
	Cisco Intelligent Traffic Director (Routed Firewall Mode Only)


	Cable the Cluster Units and Configure Upstream and Downstream Equipment
	Configure the Cluster Interface Mode on Each Unit
	Configure Interfaces on the Control Node
	Configure Individual Interfaces (Recommended for the Management Interface)
	Configure Spanned EtherChannels


	Create the Bootstrap Configuration
	Configure the Control Node Bootstrap Settings
	Configure Data Node Bootstrap Settings

	Customize the Clustering Operation
	Configure Basic ASA Cluster Parameters
	Configure Health Monitoring and Auto-Rejoin Settings
	Configure Connection Rebalancing and the Cluster TCP Replication Delay
	Configure Inter-Site Features
	Enable Director Localization
	Enable Site Redundancy
	Configure Per-Site Gratuitous ARP
	Configure Cluster Flow Mobility
	About LISP Inspection
	About LISP
	ASA LISP Support
	LISP Guidelines
	ASA LISP Implementation

	Configure LISP Inspection




	Manage Cluster Nodes
	Become an Inactive Node
	Deactivate a Node
	Rejoin the Cluster
	Leave the Cluster
	Change the Control Node
	Execute a Command Cluster-Wide

	Monitoring the ASA Cluster
	Monitoring Cluster Status
	Capturing Packets Cluster-Wide
	Monitoring Cluster Resources
	Monitoring Cluster Traffic
	Monitoring Cluster Routing
	Configuring Logging for Clustering
	Monitoring Cluster Interfaces
	Debugging Clustering

	Examples for ASA Clustering
	Sample ASA and Switch Configuration
	ASA Configuration
	Cisco IOS Switch Configuration

	Firewall on a Stick
	Traffic Segregation
	Spanned EtherChannel with Backup Links (Traditional 8 Active/8 Standby)
	OTV Configuration for Routed Mode Inter-Site Clustering
	Examples for Inter-Site Clustering
	Individual Interface Routed Mode North-South Inter-Site Example
	Spanned EtherChannel Routed Mode Example with Site-Specific MAC and IP Addresses
	Spanned EtherChannel Transparent Mode North-South Inter-Site Example
	Spanned EtherChannel Transparent Mode East-West Inter-Site Example


	Reference for Clustering
	ASA Features and Clustering
	Unsupported Features with Clustering
	Centralized Features for Clustering
	Features Applied to Individual Nodes
	AAA for Network Access and Clustering
	Connection Settings and Clustering
	FTP and Clustering
	ICMP Inspection and Clustering
	Multicast Routing and Clustering
	Multicast Routing in Spanned EtherChannel Mode
	Multicast Routing in Individual Interface Mode

	NAT and Clustering
	Dynamic Routing and Clustering
	Dynamic Routing in Spanned EtherChannel Mode
	Dynamic Routing in Individual Interface Mode

	SCTP and Clustering
	SIP Inspection and Clustering
	SNMP and Clustering
	STUN and Clustering
	Syslog and NetFlow and Clustering
	Cisco TrustSec and Clustering
	VPN and Clustering

	Performance Scaling Factor
	Control Node Election
	High Availability Within the Cluster
	Node Health Monitoring
	Interface Monitoring
	Status After Failure
	Rejoining the Cluster
	Data Path Connection State Replication

	How the Cluster Manages Connections
	Connection Roles
	New Connection Ownership
	Sample Data Flow for TCP
	Sample Data Flow for ICMP and UDP
	Rebalancing New TCP Connections Across the Cluster


	History for ASA Clustering

	ASA Cluster for the Firepower 4100/9300
	About Clustering on the Firepower 4100/9300 Chassis
	Bootstrap Configuration
	Cluster Members
	Cluster Control Link
	Size the Cluster Control Link
	Cluster Control Link Redundancy
	Cluster Control Link Reliability
	Cluster Control Link Network
	Cluster control link MTU ping testing

	Cluster Interfaces
	Connecting to a Redundant Switch System
	Configuration Replication
	ASA Cluster Management
	Management Network
	Management Interface
	Control Unit Management Vs. Data Unit Management
	Crypto Key Replication
	ASDM Connection Certificate IP Address Mismatch

	Spanned EtherChannels (Recommended)
	Inter-Site Clustering

	Requirements and Prerequisites for Clustering on the Firepower 4100/9300 Chassis
	Licenses for Clustering on the Firepower 4100/9300 Chassis
	Clustering Guidelines and Limitations
	Configure Clustering on the Firepower 4100/9300 Chassis
	FXOS: Add an ASA Cluster
	Create an ASA Cluster
	Add More Cluster Members

	ASA: Change the Firewall Mode and Context Mode
	ASA: Configure Data Interfaces
	ASA: Customize the Cluster Configuration
	Configure Basic ASA Cluster Parameters
	Configure Health Monitoring and Auto-Rejoin Settings
	Configure Connection Rebalancing and the Cluster TCP Replication Delay
	Configure Inter-Site Features
	Enable Director Localization
	Enable Site Redundancy
	Configure Per-Site Gratuitous ARP
	Configure Cluster Flow Mobility
	About LISP Inspection
	About LISP
	ASA LISP Support
	LISP Guidelines
	ASA LISP Implementation

	Configure LISP Inspection


	Configure Distributed Site-to-Site VPN
	About Distributed Site-to-Site VPN
	Distributed VPN Connection Roles
	Distributed VPN Session Characteristics
	Distributed VPN Handling of Cluster Events
	IPsec IKEv2 Modifications
	High Availability for Distributed Site-to-Site VPN Within the Cluster
	CMPv2

	Licenses for Distributed Site-to-Site VPN
	Prerequisites for Distributed Site-to-Site VPN
	Guidelines for Distributed Site-to-Site VPN
	Enable Distributed Site-to-Site VPN
	Redistribute Distributed S2S VPN Sessions



	FXOS: Remove a Cluster Node
	ASA: Manage Cluster Members
	Become an Inactive Member
	Deactivate a Unit
	Rejoin the Cluster
	Change the Control Unit
	Execute a Command Cluster-Wide

	ASA: Monitoring the ASA Cluster on the Firepower 4100/9300 chassis
	Monitoring Cluster Status
	Capturing Packets Cluster-Wide
	Monitoring Cluster Resources
	Monitoring Cluster Traffic
	Monitoring Cluster Routing
	Monitoring Distributed S2S VPN
	Configuring Logging for Clustering
	Debugging Clustering

	Troubleshooting Distributed S2S VPN
	Examples for ASA Clustering
	Firewall on a Stick
	Traffic Segregation
	OTV Configuration for Routed Mode Inter-Site Clustering
	Examples for Inter-Site Clustering
	Spanned EtherChannel Routed Mode Example with Site-Specific MAC and IP Addresses
	Spanned EtherChannel Transparent Mode North-South Inter-Site Example
	Spanned EtherChannel Transparent Mode East-West Inter-Site Example


	Reference for Clustering
	ASA Features and Clustering
	Unsupported Features with Clustering
	Centralized Features for Clustering
	Features Applied to Individual Units
	AAA for Network Access and Clustering
	Connection Settings
	FTP and Clustering
	ICMP Inspection
	Multicast Routing and Clustering
	NAT and Clustering
	Dynamic Routing and Clustering
	SCTP and Clustering
	SIP Inspection and Clustering
	SNMP and Clustering
	STUN and Clustering
	Syslog and NetFlow and Clustering
	Cisco TrustSec and Clustering
	VPN and Clustering on the Secure Firewall eXtensible Operating System (FXOS) Chassis

	Performance Scaling Factor
	Control Unit Election
	High Availability Within the Cluster
	Chassis-Application Monitoring
	Unit Health Monitoring
	Interface Monitoring
	Decorator Application Monitoring
	Status After Failure
	Rejoining the Cluster
	Data Path Connection State Replication

	How the Cluster Manages Connections
	Connection Roles
	New Connection Ownership
	Sample Data Flow for TCP
	Sample Data Flow for ICMP and UDP
	Rebalancing New TCP Connections Across the Cluster


	History for ASA Clustering on the Firepower 4100/9300


	Interfaces
	Basic Interface Configuration
	About Basic Interface Configuration
	Auto-MDI/MDIX Feature
	Management Interface
	Management Interface Overview
	Management Slot/Port Interface
	Use Any Interface for Management-Only Traffic
	Management Interface for Transparent Mode
	No Support for Redundant Management Interfaces
	Management Interface Characteristics for ASA Models


	Guidelines for Basic Interface Configuration
	Default Settings for Basic Interface Configuration
	Enable the Physical Interface and Configure Ethernet Parameters
	Enable Jumbo Frame Support (ASA Models, ASAv, ISA 3000)
	Monitoring Interfaces
	Examples for Basic Interfaces
	Physical Interface Parameters Example
	Multiple Context Mode Example

	History for Basic Interface Configuration

	Basic Interface Configuration for Firepower 1010 Switch Ports
	About switch ports
	Understanding switch ports and interfaces
	Auto-MDI/MDIX feature

	Prerequisites for switch ports
	Guidelines for switch ports
	Configure switch ports and Power Over Ethernet
	Enable or disable switch port mode
	Configure a VLAN interface
	Configure switch ports as access ports
	Configure switch ports as trunk ports
	Configure Power Over Ethernet

	Monitoring switch ports
	Examples for Switch Ports
	Routed Mode Example
	Transparent Mode Example
	Mixed Firewall Interface/Switch Port Example
	Integrated Routing and Bridging Example
	Failover Example

	History for switch ports

	EtherChannel and Redundant Interfaces
	About EtherChannels and Redundant Interfaces
	About Redundant Interfaces (ASA Platform Only)
	Redundant Interface MAC Address

	About EtherChannels
	Channel Group Interfaces
	Connecting to an EtherChannel on Another Device
	Link Aggregation Control Protocol
	Load Balancing
	EtherChannel MAC Address


	Guidelines for EtherChannels and Redundant Interfaces
	Default Settings for EtherChannels and Redundant Interfaces Interfaces
	Configure a Redundant Interface
	Configure a Redundant Interface
	Change the Active Interface

	Configure an EtherChannel
	Add Interfaces to the EtherChannel
	Customize the EtherChannel (ASA 5500-X and ISA 3000)

	Monitoring EtherChannels and Redundant Interfaces
	Examples for EtherChannels
	History for EtherChannels and Redundant Interfaces

	VLAN Subinterfaces
	About VLAN Subinterfaces
	Licensing for VLAN Subinterfaces
	Guidelines and Limitations for VLAN Subinterfaces
	Default Settings for VLAN Subinterfaces
	Configure VLAN Subinterfaces and 802.1Q Trunking
	Monitoring VLAN Subinterfaces
	Examples for VLAN Subinterfaces
	History for VLAN subinterfaces

	VXLAN Interfaces
	About VXLAN Interfaces
	VXLAN Encapsulation
	VXLAN Tunnel Endpoint
	VTEP Source Interface
	VNI Interfaces
	VXLAN Packet Processing
	Peer VTEP
	VXLAN Use Cases
	VXLAN Bridge or Gateway Overview
	VXLAN Bridge
	VXLAN Gateway (Routed Mode)
	Router Between VXLAN Domains


	Requirements and Prerequisites for VXLAN Interfaces
	Guidelines for VXLAN Interfaces
	Default Settings for VXLAN Interfaces
	Configure VXLAN Interfaces
	Configure the VTEP Source Interface
	Configure the VNI Interface
	(Optional) Change the VXLAN UDP Port

	Allow Gateway Load Balancer Health Checks
	Monitoring VXLAN Interfaces
	Examples for VXLAN Interfaces
	Transparent VXLAN Gateway Example
	VXLAN Routing Example

	History for VXLAN Interfaces

	Routed and Transparent Mode Interfaces
	About Routed and Transparent Mode Interfaces
	Security Levels
	Dual IP Stack (IPv4 and IPv6)
	31-Bit Subnet Mask
	31-Bit Subnet and Clustering
	31-Bit Subnet and Failover
	31-Bit Subnet and Management
	31-Bit Subnet Unsupported Features


	Guidelines and Limitations for Routed and Transparent Mode Interfaces
	Configure Routed Mode Interfaces
	Configure General Routed Mode Interface Parameters
	Configure PPPoE

	Configure Bridge Group Interfaces
	Configure the Bridge Virtual Interface (BVI)
	Configure General Bridge Group Member Interface Parameters
	Configure a Management Interface for Transparent Mode

	Configure IPv6 Addressing
	About IPv6
	IPv6 Addressing
	Modified EUI-64 Interface IDs

	Configure the IPv6 Prefix Delegation Client
	About IPv6 Prefix Delegation
	IPv6 Prefix Delegation /64 Subnet Example
	IPv6 Prefix Delegation /62 Subnet Example

	Enable the IPv6 Prefix Delegation Client

	Configure a Global IPv6 Address
	Configure IPv6 Neighbor Discovery

	Monitoring Routed and Transparent Mode Interfaces
	Interface Statistics and Information
	DHCP Information
	PPPoE
	IPv6 Neighbor Discovery

	Examples for Routed and Transparent Mode Interfaces
	Transparent Mode Example with 2 Bridge Groups
	Switched LAN Segment Example with 2 Bridge Groups

	History for Routed and Transparent Mode Interfaces

	Advanced Interface Configuration
	About Advanced Interface Configuration
	About MAC Addresses
	Default MAC Addresses
	Automatic MAC Addresses

	About the MTU
	Path MTU Discovery
	Default MTU
	MTU and Fragmentation
	MTU and Jumbo Frames

	About the TCP MSS
	Default TCP MSS
	Suggested Maximum TCP MSS Setting

	Inter-Interface Communication
	Intra-Interface Communication (Routed Firewall Mode)

	Manually Configure the MAC Address
	Automatically Assign MAC Addresses
	Configure the MTU and TCP MSS
	Allow Same Security Level Communication
	History for Advanced Interface Configuration

	Traffic Zones
	About Traffic Zones
	Non-Zoned Behavior
	Why Use Zones?
	Asymmetric Routing
	Lost Route
	Load Balancing

	Per-Zone Connection and Routing Tables
	ECMP Routing
	Non-Zoned ECMP Support
	Zoned ECMP Support
	How Connections Are Load-Balanced
	Falling Back to a Route in Another Zone

	Interface-Based Security Policy
	Supported Services for Traffic Zones
	Security Levels
	Primary and Current Interface for the Flow
	Joining or Leaving a Zone
	Intra-Zone Traffic
	To- and From-the-Box Traffic
	Overlapping IP Addresses Within a Zone

	Prerequisites for Traffic Zones
	Guidelines for Traffic Zones
	Configure a Traffic Zone
	Monitoring Traffic Zones
	Zone Information
	Zone Connections
	Zone Routing

	Example for Traffic Zones
	History for Traffic Zones


	Basic Settings
	Basic Settings
	Set the Hostname, Domain Name, and the Enable and Telnet Passwords
	Set the Date and Time
	Set the Time Zone and Daylight Saving Dates
	Set the Date and Time Using an NTP Server
	Set the Date and Time Manually
	Configure Precision Time Protocol (ISA 3000)

	Configure the Master Passphrase
	Add or Change the Master Passphrase
	Disable the Master Passphrase
	Remove the Master Passphrase

	Configure the DNS Server
	Configure the Hardware Bypass and Dual Power Supply (Cisco ISA 3000)
	Adjust ASP (Accelerated Security Path) Performance and Behavior
	Choose a Rule Engine Transactional Commit Model
	Enable ASP Load Balancing

	Monitoring the DNS Cache
	History for Basic Settings

	DHCP and DDNS Services
	About DHCP and DDNS Services
	About the DHCPv4 Server
	DHCP Options

	About the DHCPv6 Stateless Server
	About the DHCP Relay Agent
	DHCP Relay Server Support on VTI


	Guidelines for DHCP and DDNS Services
	Configure the DHCP Server
	Enable the DHCPv4 Server
	Configure Advanced DHCPv4 Options
	Configure the DHCPv6 Stateless Server

	Configure the DHCP Relay Agent
	Configure the DHCPv4 Relay Agent
	Configure the DHCPv6 Relay Agent

	Configure Dynamic DNS
	Monitoring DHCP and DDNS Services
	Monitoring DHCP Services
	Troubleshooting DHCP Relay over VTI

	Monitoring DDNS Status

	History for DHCP and DDNS Services

	Digital Certificates
	About Digital Certificates
	Public Key Cryptography
	Certificate Scalability
	Key Pairs
	Trustpoints
	Certificate Enrollment
	Proxy for SCEP Requests

	Revocation Checking
	Supported CA Servers
	CRLs
	OCSP

	Certificates and User Login Credentials
	User Login Credentials
	Certificates


	Guidelines for Digital Certificates
	Configure Digital Certificates
	Configure Key Pairs
	Configure Trustpoints
	Configure CRLs for a Trustpoint
	Export or Import a Trustpoint Configuration
	Configure CA Certificate Map Rules
	Configure Reference Identities
	Obtain Certificates Manually
	Obtain Certificates Automatically with SCEP
	Configure Proxy Support for SCEP Requests
	Configure CAs
	Configure Auto-Import of Trustpool Certificates
	Show the State of the Trustpool Policy
	Clear CA Trustpool



	Set a Certificate Expiration Alert (for Identity or CA Certificates)
	Monitoring Digital Certificates
	History for Certificate Management

	ARP Inspection and the MAC Address Table
	About ARP Inspection and the MAC Address Table
	ARP Inspection for Bridge Group Traffic
	MAC Address Table

	Default Settings
	Guidelines for ARP Inspection and the MAC Address Table
	Configure ARP Inspection and Other ARP Parameters
	Add a Static ARP Entry and Customize Other ARP Parameters
	Enable ARP Inspection

	Customize the MAC Address Table for Bridge Groups
	Add a Static MAC Address for Bridge Groups
	Set the MAC Address Timeout
	Configure MAC Address Learning

	Monitoring ARP Inspection and the MAC Address Table
	History for ARP Inspection and the MAC Address Table


	IP Routing
	Routing Overview
	Path Determination
	Supported Route Types
	Static Versus Dynamic
	Single-Path Versus Multipath
	Flat Versus Hierarchical
	Link-State Versus Distance Vector

	Supported Internet Protocols for Routing
	Routing GRE Traffic

	Routing Table
	How the Routing Table Is Populated
	Administrative Distances for Routes
	Backup Dynamic and Floating Static Routes

	How Forwarding Decisions Are Made
	Dynamic Routing and Failover
	Dynamic Routing and Clustering
	Dynamic Routing in Spanned EtherChannel Mode
	Dynamic Routing in Individual Interface Mode

	Dynamic Routing in Multiple Context Mode
	Route Resource Management


	Routing Table for Management Traffic
	Management Interface Identification

	Equal-Cost Multi-Path (ECMP) Routing
	Disable Proxy ARP Requests
	Display the Routing Table
	History for Route Overview

	Static and Default Routes
	About Static and Default Routes
	Default Route
	Static Routes
	Route to null0 Interface to Drop Unwanted Traffic
	Route Priorities
	Transparent Firewall Mode and Bridge Group Routes
	Static Route Tracking

	Guidelines for Static and Default Routes
	Configure Default and Static Routes
	Configure a Default Route
	Configure a Static Route
	Configure Static Route Tracking

	Monitoring a Static or Default Route
	Examples for Static or Default Routes
	History for Static and Default Routes

	Policy Based Routing
	About Policy Based Routing
	Why Use Policy Based Routing?
	Equal-Access and Source-Sensitive Routing
	Quality of Service
	Cost Saving
	Load Sharing

	Implementation of PBR

	Guidelines for Policy Based Routing
	Configure Policy Based Routing
	Examples for Policy Based Routing
	Examples for Route Map Configuration
	Example Configuration for PBR
	Policy Based Routing in Action

	History for Policy Based Routing

	Route Maps
	About Route Maps
	Permit and Deny Clauses
	Match and Set Clause Values

	Guidelines for Route Maps
	Define a Route Map
	Customize a Route Map
	Define a Route to Match a Specific Destination Address
	Configure the Metric Values for a Route Action

	Example for Route Maps
	History for Route Maps

	Bidirectional Forwarding Detection Routing
	About BFD Routing
	BFD Asynchronous Mode and Echo Function
	BFD Session Establishment
	BFD Timer Negotiation
	BFD Failure Detection
	BFD Deployment Scenarios

	Guidelines for BFD Routing
	Configure BFD
	Create the BFD Template
	Configure BFD Interfaces
	Configure BFD Maps

	Monitoring for BFD
	History for BFD Routing

	BGP
	About BGP
	When to Use BGP
	Routing Table Changes
	BGP Path Selection
	BGP Multipath


	Guidelines for BGP
	Configure BGP
	Enable BGP
	Define the Best Path for a BGP Routing Process
	Configure Policy Lists
	Configure AS Path Filters
	Configure Community Rules
	Configure IPv4 Address Family Settings
	Configure IPv4 Family General Settings
	Configure IPv4 Family Aggregate Address Settings
	Configure IPv4 Family Filtering Settings
	Configure IPv4 Family BGP Neighbor Settings
	Configure IPv4 Network Settings
	Configure IPv4 Redistribution Settings
	Configure IPv4 Route Injection Settings

	Configure IPv6 Address Family Settings
	Configure IPv6 Family General Settings
	Configure IPv6 Family Aggregate Address Settings
	Configure IPv6 Family BGP Neighbor Settings
	Configure IPv6 Network Settings
	Configure IPv6 Redistribution Settings
	Configure IPv6 Route Injection Settings


	Monitoring BGP
	Example for BGP
	History for BGP

	OSPF
	About OSPF
	OSPF Support for Fast Hello Packets
	Prerequisites for OSPF Support for Fast Hello Packets
	About OSPF Support for Fast Hello Packets
	OSPF Hello Interval and Dead Interval
	OSPF Fast Hello Packets
	Benefits of OSPF Fast Hello Packets


	Implementation Differences Between OSPFv2 and OSPFv3

	Guidelines for OSPF
	Configure OSPFv2
	Configure a Key Chain for Authentication

	Configure OSPFv2 Router ID
	Manually Configure OSPF Router-ID
	Router ID Behaviour while Migrating

	Configure OSPF Fast Hello Packets
	Customize OSPFv2
	Redistribute Routes Into OSPFv2
	Configure Route Summarization When Redistributing Routes Into OSPFv2
	Add a Route Summary Address

	Configure Route Summarization Between OSPFv2 Areas
	Configure OSPFv2 Interface Parameters
	Configure OSPFv2 Area Parameters
	Configure OSPFv2 Filter Rules
	Configure an OSPFv2 NSSA
	Configure an IP Address Pool for Clustering (OSPFv2 and OSPFv3)
	Define Static OSPFv2 Neighbors
	Configure Route Calculation Timers
	Log Neighbors Going Up or Down
	Configure a Key Chain for Authentication

	Configure OSPFv3
	Enable OSPFv3
	Configure OSPFv3 Interface Parameters
	Configure OSPFv3 Router Parameters
	Configure OSPFv3 Area Parameters
	Configure OSPFv3 Passive Interfaces
	Configure OSPFv3 Administrative Distance
	Configure OSPFv3 Timers
	Define Static OSPFv3 Neighbors
	Reset OSPFv3 Default Parameters
	Send Syslog Messages
	Suppress Syslog Messages
	Calculate Summary Route Costs
	Generate a Default External Route into an OSPFv3 Routing Domain
	Configure an IPv6 Summary Prefix
	Redistribute IPv6 Routes

	Configure Graceful Restart
	Configure Capabilities
	Configuring Graceful Restart for OSPFv2
	Configure Cisco NSF Graceful Restart for OSPFv2
	Configure IETF NSF Graceful Restart for OSPFv2

	Configuring Graceful Restart for OSPFv3
	Configuring Graceful Restart Wait Timer for OSPF
	Remove the OSPFv2 Configuration
	Remove the OSPFv3 Configuration

	Example for OSPFv2
	Examples for OSPFv3
	Monitoring OSPF
	History for OSPF

	IS-IS
	About IS-IS
	About NET
	IS-IS Dynamic Hostname
	IS-IS PDU Types
	Operation of IS-IS on Multiaccess Circuits
	IS-IS Election of the Designated IS
	IS-IS LSPDB Synchronization
	IS-IS Shortest Path Calculation
	IS-IS Shutdown Protocol

	Prerequisites for IS-IS
	Guidelines for IS-IS
	Configure IS-IS
	Enable IS-IS Routing Globally
	Enable IS-IS Authentication
	Configure IS-IS LSP
	Configure IS-IS Summary Addresses
	Configure IS-IS Passive Interfaces
	Configure IS-IS Interfaces
	Configure IS-IS Interface Hello Padding
	Configure IS-IS IPv4 Address Family
	Configure IS-IS IPv6 Address Family

	Monitoring IS-IS
	History for IS-IS
	Examples for IS-IS

	EIGRP
	About EIGRP
	Guidelines for EIGRP
	Configure EIGRP
	Enable EIGRP
	Enable EIGRP Stub Routing

	Customize EIGRP
	Define a Network for an EIGRP Routing Process
	Configure Interfaces for EIGRP
	Configure Passive Interfaces
	Configure the Summary Aggregate Addresses on Interfaces
	Change the Interface Delay Value
	Enable EIGRP Authentication on an Interface
	Define an EIGRP Neighbor
	Redistribute Routes Into EIGRP
	Filter Networks in EIGRP
	Customize the EIGRP Hello Interval and Hold Time
	Disable Automatic Route Summarization
	Configure Default Information in EIGRP
	Disable EIGRP Split Horizon
	Restart the EIGRP Process

	Monitoring for EIGRP
	Example for EIGRP
	History for EIGRP

	Multicast Routing
	About Multicast Routing
	Stub Multicast Routing
	PIM Multicast Routing
	PIM Sparse Mode
	PIM Source Specific Multicast Support
	PIM Bootstrap Router (BSR)
	PIM Bootstrap Router (BSR) Terminology

	Multicast Group Concept
	Multicast Addresses

	Clustering

	Guidelines for Multicast Routing
	Enable Multicast Routing
	Customize Multicast Routing
	Configure Stub Multicast Routing and Forward IGMP Messages
	Configure a Static Multicast Route
	Configure IGMP Features
	Disable IGMP on an Interface
	Configure IGMP Group Membership
	Configure a Statically Joined IGMP Group
	Control Access to Multicast Groups
	Limit the Number of IGMP States on an Interface
	Modify the Query Messages to Multicast Groups
	Change the IGMP Version

	Configure PIM Features
	Enable and Disable PIM on an Interface
	Configure a Static Rendezvous Point Address
	Configure the Designated Router Priority
	Configure and Filter PIM Register Messages
	Configure PIM Message Intervals
	Filter PIM Neighbors
	Configure a Bidirectional Neighbor Filter
	Configure the ASA as a Candidate BSR

	Configure a Multicast Boundary

	Monitoring for PIM
	Example for Multicast Routing
	History for Multicast Routing


	AAA Servers and the Local Database
	AAA and the Local Database
	About AAA and the Local Database
	Authentication
	Authorization
	Accounting
	Interaction Between Authentication, Authorization, and Accounting
	AAA Servers and Server Groups
	About the Local Database
	Fallback Support
	How Fallback Works with Multiple Servers in a Group

	Guidelines for the Local Database
	Add a User Account to the Local Database
	Monitoring the Local Database
	History for the Local Database

	RADIUS Servers for AAA
	About RADIUS Servers for AAA
	Supported Authentication Methods
	User Authorization of VPN Connections
	Supported Sets of RADIUS Attributes
	Supported RADIUS Authorization Attributes
	Supported IETF RADIUS Authorization Attributes
	RADIUS Accounting Disconnect Reason Codes

	Guidelines for RADIUS Servers for AAA
	Configure RADIUS Servers for AAA
	Configure RADIUS Server Groups
	Add a RADIUS Server to a Group

	Monitoring RADIUS Servers for AAA
	History for RADIUS Servers for AAA

	TACACS+ Servers for AAA
	About TACACS+ Servers for AAA
	TACACS+ Attributes

	Guidelines for TACACS+ Servers for AAA
	Configure TACACS+ Servers
	Configure TACACS+ Server Groups
	Add a TACACS+ Server to a Group

	Monitoring TACACS+ Servers for AAA
	History for TACACS+ Servers for AAA

	LDAP Servers for AAA
	About LDAP and the ASA
	How Authentication Works with LDAP
	LDAP Hierarchy
	Search the LDAP Hierarchy

	Bind to an LDAP Server
	LDAP Attribute Maps

	Guidelines for LDAP Servers for AAA
	Configure LDAP Servers for AAA
	Configure LDAP Attribute Maps
	Configure LDAP Server Groups
	Configure Authorization with LDAP for VPN

	Monitoring LDAP Servers for AAA
	History for LDAP Servers for AAA

	Kerberos Servers for AAA
	Guidelines for Kerberos Servers for AAA
	Configure Kerberos Servers for AAA
	Configure Kerberos AAA Server Groups
	Add Kerberos Servers to a Kerberos Server Group
	Configure Kerberos Key Distribution Center Validation

	Monitor Kerberos Servers for AAA
	History for Kerberos Servers for AAA

	RSA SecurID Servers for AAA
	About RSA SecurID Servers
	Guidelines for RSA SecurID Servers for AAA
	Configure RSA SecurID Servers for AAA
	Configure RSA SecurID AAA Server Groups
	Add RSA SecurID Servers to an SDI Server Group
	Import the SDI Node Secret File

	Monitor RSA SecurID Servers for AAA
	History for RSA SecurID Servers for AAA


	System Administration
	Management Access
	Configure Management Remote Access
	Configure SSH Access
	Enable the SSH Server
	Configure SSH for Password Access
	Configure SSH for Public Key Access

	Configure Telnet Access
	Configure HTTPS Access for ASDM, Other Clients
	Configure HTTP Redirect for ASDM Access or Clientless SSL VPN
	Configure Management Access Over a VPN Tunnel
	Configure Management Access for FXOS on Firepower 2100 Platform Mode Data Interfaces
	Change the Console Timeout
	Customize a CLI Prompt
	Configure a Login Banner
	Set a Management Session Quota

	Configure AAA for System Administrators
	Configure Management Authentication
	About Management Authentication
	About SSH Authentication
	About Telnet Authentication
	About ASDM Authentication
	About Serial Authentication
	About Enable Authentication
	Sessions from the Host Operating System to the ASA

	Configure Authentication for CLI and ASDM Access
	Configure Enable Authentication (Privileged EXEC Mode)
	Configure ASDM Certificate Authentication (Java Web Start)

	Control CLI and ASDM Access with Management Authorization
	Configure Command Authorization
	About Command Authorization
	Supported Command Authorization Methods
	Security Contexts and Command Authorization
	Command Privilege Levels

	Configure Local Command Authorization
	Configure Commands on the TACACS+ Server
	Configure TACACS+ Command Authorization

	Configure a Password Policy for Local Database Users
	Change Your Password

	Enable and View the Login History
	Configure Management Access Accounting
	Recover from a Lockout

	Monitoring Device Access
	History for Management Access

	Software and Configurations
	Upgrade the Software
	Load an Image Using ROMMON (ASA 5500-X, ISA 3000)
	Upgrade the ROMMON Image: ASA 5506-X, 5508-X, and 5516-X, ISA 3000
	Recover and Load an Image for the ASA 5506W-X Wireless Access Point
	Downgrade Your Software
	Guidelines and Limitations for Downgrading
	Incompatible Configuration Removed After Downgrading
	Downgrade the ASA Appliance
	Downgrade the Firepower 2100 in Platform Mode
	Downgrade the Firepower 4100/9300
	Downgrade the ISA 3000 or ASA 5500-X

	Manage Files
	View Files in Flash Memory
	Delete Files from Flash Memory
	Erase the Flash File System
	Configure File Access
	Configure the FTP Client Mode
	Configure the ASA Secure Copy Client
	Configure the ASA TFTP Client Path

	Copy a File to the ASA
	Copy a File to the Startup or Running Configuration

	Set the ASA Image, ASDM, and Startup Configuration
	Back Up and Restore Configurations or Other Files
	Perform a Complete System Backup or Restoration
	Before You Begin Backup or Restore
	Back Up the System
	Restore the Backup

	Configure Automatic Backup and Restore (ISA 3000)
	Configure Automatic Backup (ISA 3000)
	Configure Automatic Restore (ISA 3000)

	Back up the Single Mode Configuration or Multiple Mode System Configuration
	Back Up a Context Configuration or Other File in Flash Memory
	Back Up a Context Configuration within a Context
	Copy the Configuration from the Terminal Display
	Back Up Additional Files Using the Export and Import Commands
	Use a Script to Back Up and Restore Files
	Before You Begin Using Backup and Restore Scripts
	Run the Script
	Sample Script


	History for Software and Configurations

	Response Automation for System Events
	About the EEM
	Supported Events
	Actions on Event Manager Applets
	Output Destinations

	Guidelines for the EEM
	Configure the EEM
	Create an Event Manager Applet and Configure Events
	Configure an Action and Destinations for Output from an Action
	Run an Event Manager Applet
	Track Memory Allocation and Memory Usage

	Examples for the EEM
	Monitoring the EEM
	History for the EEM

	Testing and Troubleshooting
	Recover Enable and Telnet Passwords
	Recover Passwords on the ASA 5506-X, ASA 5508-X, ASA 5516-X, and ISA 3000
	Recover Passwords or Images on the ASAv
	Disable Password Recovery for ASA or ISA 3000 Hardware

	View Debugging Messages
	Packet Capture
	Guidelines for Packet Capture
	Capture Packets
	View a Packet Capture

	View the Crash Dump
	View the Coredump
	CPU Usage and Reporting
	vCPU Usage in the ASAv
	CPU Usage Example
	VMware CPU Usage Reporting
	ASAv and vCenter Graphs
	Amazon CloudWatch CPU Usage Reporting
	ASAv and Amazon CloudWatch Graphs
	Azure CPU Usage Reporting
	ASAv and Azure Graphs
	Hyper-V CPU Usage Reporting
	ASA Virtual and Hyper-V Graphs
	OCI CPU Usage Reporting
	ASAv and OCI Graphs

	Test Your Configuration
	Test Basic Connectivity: Pinging Addresses
	What You Can Test Using Ping
	Choosing Between ICMP and TCP Ping
	Enable ICMP
	Ping Hosts
	Test ASA Connectivity Systematically

	Trace Routes to Hosts
	Make the ASA Visible on Trace Routes
	Determine Packet Routes

	Using the Packet Tracer to Test Policy Configuration

	Monitoring Connections
	History for Testing and Troubleshooting


	Monitoring
	Logging
	About Logging
	Logging in Multiple Context Mode
	Syslog Message Analysis
	Syslog Message Format
	Severity Levels
	Syslog Message Filtering
	Syslog Message Classes
	Custom Message Lists
	Clustering

	Guidelines for Logging
	Configure Logging
	Enable Logging
	Configure an Output Destination
	Send Syslog Messages to an External Syslog Server
	Enable Secure Logging
	Generate Syslog Messages in EMBLEM Format to a Syslog Server
	Generate Syslog Messages in EMBLEM Format to Other Output Destinations

	Send Syslog Messages to the Internal Log Buffer
	Change the Amount of Internal Flash Memory Available for Logs

	Send Syslog Messages to an E-mail Address
	Send Syslog Messages to ASDM
	Configure the Logging Queue

	Send Syslog Messages to the Console Port
	Send Syslog Messages to an SNMP Server
	Send Syslog Messages to a Telnet or SSH Session

	Configure Syslog Messages
	Show or Hide Invalid Usernames in Syslogs
	Include the Date and Time in Syslog Messages
	Disable a Syslog Message
	Change the Severity Level of a Syslog Message
	Block Syslog Messages on a Standby Unit
	Include the Device ID in Non-EMBLEM Format Syslog Messages

	Create a Custom Event List
	Configure Logging Filters
	Send All Syslog Messages in a Class to a Specified Output Destination

	Limit the Rate of Syslog Message Generation

	Monitoring the Logs
	Examples for Logging
	History for Logging

	SNMP
	About SNMP
	SNMP Terminology
	MIBs and Traps
	SNMP Object Identifiers
	Physical Vendor Type Values
	Supported Tables and Objects in MIBs
	Supported Traps (Notifications)
	Interface Types and Examples
	SNMP Version 3 Overview
	Security Models
	SNMP Groups
	SNMP Users
	SNMP Hosts
	Implementation Differences Between the ASA and Cisco IOS Software

	SNMP Syslog Messaging
	Application Services and Third-Party Tools

	Guidelines for SNMP
	Configure SNMP
	Enable the SNMP Agent and SNMP Server
	Configure SNMP Traps
	Configure a CPU Usage Threshold
	Configure a Physical Interface Threshold
	Configure Parameters for SNMP Version 1 or 2c
	Configure Parameters for SNMP Version 3
	Configure a Group of Users
	Associate Users with a Network Object

	Monitoring SNMP
	Examples for SNMP
	History for SNMP

	Cisco Success Network and Telemetry Data
	About Cisco Success Network
	Supported Platforms and Required Configurations
	How Does ASA Telemetry Data Reach the SSE Cloud

	Enable or Disable Cisco Success Network
	View ASA Telemetry Data
	Cisco Success Network - Telemetry Data
	Debug Telemetry Data

	Alarms for the Cisco ISA 3000
	About alarms
	Alarm input interfaces
	Alarm output interface

	Defaults for alarms
	Configure Alarms
	Monitoring Alarms
	History for Alarms

	Anonymous Reporting and Smart Call Home
	About Anonymous Reporting
	DNS Requirement

	About Smart Call Home
	Subscribe to Alert Groups
	Attributes of Alert Groups
	Messages Sent to Cisco by Alert Groups
	Message Severity Threshold
	Subscription Profiles


	Guidelines for Anonymous Reporting and Smart Call Home
	Configure Anonymous Reporting and Smart Call Home
	Configure Anonymous Reporting
	Configure Smart Call Home
	Enable Smart Call Home
	Declare and Authenticate a Certificate Authority Trust Point
	Configure the Environment and Snapshot Alert Groups
	Configure Alert Group Subscription
	Configure Customer Contact Information
	Configure the Mail Server
	Configure Traffic Rate Limiting
	Send Smart Call Home Communications
	Configure a Destination Profile
	Copy a Destination Profile
	Rename a Destination Profile


	Monitoring Anonymous Reporting and Smart Call Home
	Examples for Smart Call Home
	History for Anonymous Reporting and Smart Call Home


	Reference
	Using the Command-Line Interface
	Firewall Mode and Security Context Mode
	Command Modes and Prompts
	Syntax Formatting
	Abbreviate Commands
	Command-Line Editing
	Command Completion
	Command Help
	View the Running Configuration
	Filter show and more Command Output
	Redirecting and Appending show Command Output
	Getting a Line Count for show Command Output
	Command Output Paging
	Add Comments
	Text Configuration Files
	How Commands Correspond with Lines in the Text File
	Command-Specific Configuration Mode Commands
	Automatic Text Entries
	Line Order
	Commands Not Included in the Text Configuration
	Passwords
	Multiple Security Context Files

	Supported Character Sets

	Addresses, Protocols, and Ports
	IPv4 Addresses and Subnet Masks
	Classes
	Private Networks
	Subnet Masks
	Determine the Subnet Mask
	Determine the Address to Use with the Subnet Mask
	Class C-Size Network Address
	Class B-Size Network Address



	IPv6 Addresses
	IPv6 Address Format
	IPv6 Address Types
	Unicast Addresses
	Global Address
	Site-Local Address
	Link-Local Address
	IPv4-Compatible IPv6 Addresses
	Unspecified Address
	Loopback Address
	Interface Identifiers

	Multicast Address
	Anycast Address
	Required Addresses

	IPv6 Address Prefixes

	Protocols and Applications
	TCP and UDP Ports
	Local Ports and Protocols
	ICMP Types



