afran]n
CISCO.

]
g
=
z
=
=
.
(-
[+
(+
=
it
]

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS I1S" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

CONTENTS

PREFACE About ThisGuide xix
Document Objectives  xix

Related Documentation  xix
Document Conventions  xix

Communications, Services, and Additional Information  xxi

CHAPTER 1 Introduction to Cisco ASA Firewall Services 1
How to Implement Firewall Services 1
Basic Access Control 2
Application Filtering 2
URL Filtering 3
Threat Protection 3
Firewall Services for Virtual Environments 4
Network Address Translation 4
Application Inspection 5

Use Case: Expose a Server to the Public 5

PART | Access Control 7

CHAPTER 2 Objectsfor Access Control 9
Guidelines for Objects 9
Configure Objects 10
Configure Network Objects and Groups 10
Configure a Network Object 10
Configure a Network Object Group 11

Configure Service Objects and Service Groups 12

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

Configure a Service Object 12
Configure a Service Group 13
Configure Local User Groups 15
Configure Security Group Object Groups 16
Configure Time Ranges 17
Monitoring Objects 18
History for Objects 19

CHAPTER 3 Access Control Lists 21
About ACLs 21
ACL Types 21
ACL Names 23
Access Control Entry Order 23
Permit/Deny vs. Match/Do Not Match 23
Access Control Implicit Deny 23
IP Addresses Used for Extended ACLs When You Use NAT 24
Time-Based ACEs 25
Licensing for Access Control Lists 25
Guidelines for ACLs 25
Configure ACLs 26
Basic ACL Configuration and Management Options 26
Configure Extended ACLs 28
Add an Extended ACE for IP Address or Fully-Qualified Domain Name-Based Matching 28
Add an Extended ACE for Port-Based Matching 29
Add an Extended ACE for ICMP-Based Matching 30
Add an Extended ACE for User-Based Matching (ldentity Firewall) 31
Add an Extended ACE for Security Group-Based Matching (Cisco TrustSec) 32
Examples for Extended ACLs 33
Example of Converting Addresses to Objects for Extended ACLs 34
Configure Standard ACLs 34
Configure Webtype ACLs 35
Add a Webtype ACE for URL Matching 35
Add a Webtype ACE for IP Address Matching 36
Examples for Webtype ACLs 37

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



CHAPTER 4

Contents .

Configure EtherType ACLs 38
Examples for EtherType ACLs 40
Edit ACLs in an Isolated Configuration Session 40
Monitoring ACLs 42
History for ACLs 42

AccessRules 45

Controlling Network Access 45
General Information About Rules 46
Interface Access Rules and Global Access Rules 46
Inbound and Outbound Rules 46
Rule Order 47
Implicit Permits 47
Implicit Deny 48
NAT and Access Rules 48
Same Security Level Interfaces and Access Rules 48
Extended Access Rules 49
Extended Access Rules for Returning Traffic 49
Allowing Broadcast and Multicast Traffic 49
Management Access Rules 50
EtherType Rules 50
Supported EtherTypes and Other Traffic 50
EtherType Rules for Returning Traffic 50
Allowing MPLS 51
Licensing for Access Rules 51
Guidelines for Access Control 51
Configure Access Control 52
Configure an Access Group 52
Configure ICMP Access Rules 53
Monitoring Access Rules 55
Evaluating Syslog Messages for Access Rules 55
Configuration Examples for Permitting or Denying Network Access 56

History for Access Rules 57

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

CHAPTER 5 I dentity Firewall 61
About the Identity Firewall 61
Architecture for Identity Firewall Deployments 62
Features of the Identity Firewall 63
Deployment Scenarios 65
Guidelines for the Identity Firewall 67
Prerequisites for the Identity Firewall 69
Configure the Identity Firewall 70
Configure the Active Directory Domain 70
Configure Active Directory Agents 73
Configure ldentity Options 74
Configure ldentity-Based Security Policy 78
Collect User Statistics 79
Examples for the Identity Firewall 80
AAA Rule and Access Rule Example 1 80
AAA Rule and Access Rule Example 2 80
VPN Filter Examples 81
Applying Interface Access Rules to VPN Traffic Example 81
Applying VPN Filters with User Specifications Example 81
Monitoring the Identity Firewall 82
History for the Identity Firewall 83

CHAPTER 6 ASA and Cisco TrustSec 85
About Cisco TrustSec 85
About SGT and SXP Support in Cisco TrustSec 86
Roles in the Cisco TrustSec Feature 86
Security Group Policy Enforcement 87
How the ASA Enforces Security Group-Based Policies 88
Effects of Changes to Security Groups on the ISE 89
Speaker and Listener Roles on the ASA 90
Register the ASA with the ISE 91
Create a Security Group on the ISE 92
Generate the PAC File 92

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



Contents .

Guidelines for Cisco TrustSec 92
Configure the ASA to Integrate with Cisco Trustsec 95
Configure the AAA Server for Cisco TrustSec Integration 96
Import a PAC File 98
Configure the Security Exchange Protocol 99
Add an SXP Connection Peer 102
Refresh Environment Data 103
Configure the Security Policy 103
Configure Layer 2 Security Group Tagging Imposition 105
Usage Scenarios 105
Configure a Security Group Tag on an Interface 107
Configure IP-SGT Bindings Manually 108
Troubleshooting Tips 108
Example for Cisco TrustSec 109
AnyConnect VPN Support for Cisco TrustSec 110
Add an SGT to Remote Access VPN Group Policies and Local Users 110
Monitoring Cisco TrustSec 111
History for Cisco TrustSec 112

CHAPTER 7 ASA FirePOWER Module 115
About the ASA FirePOWER Module 115
How the ASA FirePOWER Module Works with the ASA 115
ASA FirePOWER Inline Mode 116
ASA FirePOWER Inline Tap Monitor-Only Mode 117
ASA FirePOWER Passive Monitor-Only Traffic Forwarding Mode 117
ASA FirePOWER Management 118
Compatibility with ASA Features 118
What to Do if the ASA FirePOWER Module Cannot Filter URLs 118
Licensing Requirements for the ASA FirePOWER Module 119
Guidelines for ASA FirePOWER 119
Defaults for ASA FirePOWER 121
Perform Initial ASA FirePOWER Setup 121
Deploy the ASA FirePOWER Module in Your Network 121
Routed Mode 121

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

Transparent Mode 124

Register the ASA FirePOWER Module with a Management Center 126

Access the ASA FirePOWER CLI 126
Configure ASA FirePOWER Basic Settings 127

Configure the ASA FirePOWER Module for ASDM Management 128

Configure the ASA FirePOWER Module 130

Configure the Security Policy on the ASA FirePOWER Module 130

Redirect Traffic to the ASA FirePOWER Module 130
Configure Inline or Inline Tap Monitor-Only Modes 130
Configure Passive Traffic Forwarding 132

Enable Captive Portal for Active Authentication 133

Managing the ASA FirePOWER Module 134

Install or Reimage the Module 134
Install or Reimage the Software Module 134
Reimage the 5585-X ASA FirePOWER Hardware Module

Reset the Password 139

Reload or Reset the Module 140

Shut Down the Module 140

Uninstall a Software Module Image 141

Session to the Software Module From the ASA 141

Upgrade the System Software 142

Monitoring the ASA FirePOWER Module 142

Showing Module Status 142

Showing Module Statistics 144

Monitoring Module Connections 144

Examples for the ASA FirePOWER Module 145
History for the ASA FirePOWER Module 146

CHAPTER 8 Cisco Umbrella 149
About Cisco Umbrella Connector 149
Cisco Umbrella Enterprise Security Policy 149
Cisco Umbrella Registration 150
Licensing Requirements for Cisco Umbrella Connector 150

Guidelines and Limitations for Cisco Umbrella 150

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12

137



PART Il

CHAPTER 9

PART I11

CHAPTER 10

Configure Cisco Umbrella Connector 152
Install the CA Certificate from the Cisco Umbrella Registration Server 153
Configure the Umbrella Connector Global Settings 155
Enable Umbrella in the DNS Inspection Policy Map 157
Verify the Umbrella Registration 158

Examples for the Umbrella Connector 159
Example: Enabling Umbrella on the Global DNS Inspection Policy 159
Example: Enabling Umbrella on an Interface with a Custom Inspection Policy 160
Command Page 162

Monitoring the Umbrella Connector 162
Monitoring the Umbrella Service Policy Statistics 162
Monitoring Umbrella Syslog Messages 164

History for Cisco Umbrella Connector 165

Firewall Servicesfor Virtual Environments 167

Attribute-Based Access Control 169
Guidelines for Attribute-Based Network Objects 169
Configure Attribute-Based Access Control 170
Configure Attributes for vCenter Virtual Machines 170
Configure a VM Attribute Agent 172
Configure Attribute-Based Network Objects 174
Configure Access Control Using Attribute-Based Network Objects 175
Monitoring Attribute-Based Network Objects 177
History for Attribute-Based Access Control 178

Network Address Trandlation 179

Network Address Trandation (NAT) 181
Why Use NAT? 181
NAT Basics 182
NAT Terminology 182
NAT Types 182
Network Object NAT and Twice NAT 183

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

Network Object NAT 183
Twice NAT 183
Comparing Network Object NAT and Twice NAT 184
NAT Rule Order 184
NAT Interfaces 186
Guidelines for NAT 187
Firewall Mode Guidelines for NAT 187
IPv6 NAT Guidelines 187
IPv6 NAT Best Practices 187
Additional Guidelines for NAT 188
Network Object NAT Guidelines for Mapped Address Objects 190
Twice NAT Guidelines for Real and Mapped Address Objects 191
Twice NAT Guidelines for Service Objects for Real and Mapped Ports 192
Dynamic NAT 193
About Dynamic NAT 193
Dynamic NAT Disadvantages and Advantages 194
Configure Dynamic Network Object NAT 194
Configure Dynamic Twice NAT 197
Dynamic PAT 199
About Dynamic PAT 200
Dynamic PAT Disadvantages and Advantages 200
PAT Pool Object Guidelines 201
Configure Dynamic Network Object PAT 202
Configure Dynamic Twice PAT 204
Configure PAT with Port Block Allocation 207
Configure Per-Session PAT or Multi-Session PAT 209
Static NAT 211
About Static NAT 211
Static NAT with Port Translation 212
One-to-Many Static NAT 213
Other Mapping Scenarios (Not Recommended) 214
Configure Static Network Object NAT or Static NAT-with-Port-Translation
Configure Static Twice NAT or Static NAT-with-Port-Translation 218
Identity NAT 221

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12

215



Contents .

Configure ldentity Network Object NAT 221
Configure ldentity Twice NAT 223
Monitoring NAT 225
History for NAT 225

CHAPTER 11 NAT Examplesand Reference 231
Examples for Network Object NAT 231
Providing Access to an Inside Web Server (Static NAT) 231
NAT for Inside Hosts (Dynamic NAT) and NAT for an Outside Web Server (Static NAT) 232
Inside Load Balancer with Multiple Mapped Addresses (Static NAT, One-to-Many) 234
Single Address for FTP, HTTP, and SMTP (Static NAT-with-Port-Translation) 235
Examples for Twice NAT 236
Different Translation Depending on the Destination (Dynamic Twice PAT) 236
Different Translation Depending on the Destination Address and Port (Dynamic PAT) 238
NAT in Routed and Transparent Mode 240
NAT in Routed Mode 240
NAT in Transparent Mode or Within a Bridge Group 240
Routing NAT Packets 242
Mapped Addresses and Routing 242
Addresses on the Same Network as the Mapped Interface 242
Addresses on a Unique Network 242
The Same Address as the Real Address (Identity NAT) 243
Transparent Mode Routing Requirements for Remote Networks 244
Determining the Egress Interface 244
NAT for VPN 245
NAT and Remote Access VPN 245
NAT and Site-to-Site VPN 247
NAT and VPN Management Access 250
Troubleshooting NAT and VPN 251
Translating IPv6 Networks 251
NAT64/46: Translating IPv6 Addresses to IPv4 252
NAT64/46 Example: Inside IPv6 Network with Outside IPv4 Internet 252
NAT64/46 Example: Inside IPv6 Network with Outside IPv4 Internet and DNS Translation 253
NAT66: Translating IPv6 Addresses to Different IPv6 Addresses 255

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

NAT66 Example, Static Translation between Networks 255
NAT66 Example, Simple IPv6 Interface PAT 256
Rewriting DNS Queries and Responses Using NAT 257
DNS Reply Modification, DNS Server on Outside 257
DNS Reply Modification, DNS Server, Host, and Server on Separate Networks
DNS Reply Modification, DNS Server on Host Network 259
DNS64 Reply Modification 260
PTR Modification, DNS Server on Host Network 262

PART 1V Service Policiesand Application Inspection 263

CHAPTER 12 Service Policy 265
About Service Policies 265
The Components of a Service Policy 265
Features Configured with Service Policies 267
Feature Directionality 268
Feature Matching Within a Service Policy 269
Order in Which Multiple Feature Actions are Applied 269
Incompatibility of Certain Feature Actions 270
Feature Matching for Multiple Service Policies 271
Guidelines for Service Policies 271
Defaults for Service Policies 273
Default Service Policy Configuration 273
Default Class Maps (Traffic Classes) 274
Configure Service Policies 275
Identify Traffic (Layer 3/4 Class Maps) 276
Create a Layer 3/4 Class Map for Through Traffic 276
Create a Layer 3/4 Class Map for Management Traffic 279
Define Actions (Layer 3/4 Policy Map) 280
Apply Actions to an Interface (Service Policy) 281
Monitoring Service Policies 282
Examples for Service Policies (Modular Policy Framework) 282
Applying Inspection and QoS Policing to HTTP Traffic 282
Applying Inspection to HTTP Traffic Globally 283

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12

259



Applying Inspection and Connection Limits to HTTP Traffic to Specific Servers 284
Applying Inspection to HTTP Traffic with NAT 285

History for Service Policies 285

CHAPTER 13 Getting Started with Application Layer Protocol Inspection 287
Application Layer Protocol Inspection 287
When to Use Application Protocol Inspection 287
Inspection Policy Maps 288
Replacing an In-Use Inspection Policy Map 288
How Multiple Traffic Classes are Handled 288
Guidelines for Application Inspection 289
Defaults for Application Inspection 291
Default Inspections and NAT Limitations 291
Default Inspection Policy Maps 295
Configure Application Layer Protocol Inspection 295
Choosing the Right Traffic Class for Inspection 301
Configure Regular Expressions 302
Create a Regular Expression 302
Create a Regular Expression Class Map 305
Monitoring Inspection Policies 305

History for Application Inspection 307

CHAPTER 14 I nspection of Basic Internet Protocols 309

DCERPC Inspection 309

DCERPC Overview 310

Configure a DCERPC Inspection Policy Map 310
DNS Inspection 312

Defaults for DNS Inspection 312

Configure DNS Inspection Policy Map 313
FTP Inspection 317

FTP Inspection Overview 317

Strict FTP 318

Configure an FTP Inspection Policy Map 319
HTTP Inspection 321

Contents .

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

CHAPTER 15

HTTP Inspection Overview 322
Configure an HTTP Inspection Policy Map 322
ICMP Inspection 326
ICMP Error Inspection 326
ILS Inspection 327
Instant Messaging Inspection 327
IP Options Inspection 330
Defaults for IP Options Inspection 330
Configure an IP Options Inspection Policy Map 331
IPsec Pass Through Inspection 332
IPsec Pass Through Inspection Overview 332
Configure an IPsec Pass Through Inspection Policy Map
IPv6 Inspection 334
Defaults for IPv6 Inspection 334
Configure an IPv6 Inspection Policy Map 334
NetBIOS Inspection 336
PPTP Inspection 337
RSH Inspection 337
SMTP and Extended SMTP Inspection 337
SMTP and ESMTP Inspection Overview 338
Defaults for ESMTP Inspection 338
Configure an ESMTP Inspection Policy Map 339
SNMP Inspection 342
SQL*Net Inspection 343
Sun RPC Inspection 343
Sun RPC Inspection Overview 343
Manage Sun RPC Services 343
TFTP Inspection 344
XDMCP Inspection 345
VXLAN Inspection 345

History for Basic Internet Protocol Inspection 346

I nspection for Voice and Video Protocols 349

CTIQBE Inspection 349

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12

333



Contents .

Limitations for CTIQBE Inspection 349
H.323 Inspection 350

H.323 Inspection Overview 350

How H.323 Works 350

H.239 Support in H.245 Messages 351

Limitations for H.323 Inspection 352

Configure H.323 Inspection Policy Map 352
MGCP Inspection 355

MGCP Inspection Overview 355

Configure an MGCP Inspection Policy Map 356
RTSP Inspection 358

RTSP Inspection Overview 358

RealPlayer Configuration Requirements 358

Limitations for RSTP Inspection 358

Configure RTSP Inspection Policy Map 359
SIP Inspection 361

SIP Inspection Overview 361

Limitations for SIP Inspection 362

Default SIP Inspection 363

Configure SIP Inspection Policy Map 363
Skinny (SCCP) Inspection 366

SCCP Inspection Overview 366

Supporting Cisco IP Phones 367

Limitations for SCCP Inspection 367

Default SCCP Inspection 367

Configure a Skinny (SCCP) Inspection Policy Map 368
STUN Inspection 369

History for Voice and Video Protocol Inspection 370

CHAPTER 16 I nspection for Mobile Networks 373
Mobile Network Inspection Overview 373
GTP Inspection Overview 373
GTP Inspection Limitations 374

Stream Control Transmission Protocol (SCTP) Inspection and Access Control 374

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

SCTP Stateful Inspection 375
SCTP Access Control 375
SCTP NAT 375
SCTP Application Layer Inspection 376
SCTP Limitations 376
Diameter Inspection 377
M3UA Inspection 377
M3UA Protocol Conformance 378
M3UA Inspection Limitations 378
RADIUS Accounting Inspection Overview 379
Licensing for Mobile Network Protocol Inspection 379
Defaults for GTP Inspection 380
Configure Mobile Network Inspection 380
Configure a GTP Inspection Policy Map 381
Configure an SCTP Inspection Policy Map 385
Configure a Diameter Inspection Policy Map 386
Create a Custom Diameter Attribute-Value Pair (AVP) 390
Inspecting Encrypted Diameter Sessions 391
Configure Server Trust Relationship with Diameter Clients 393
Configure Full TLS Proxy with Static Client Certificate for Diameter Inspection 394
Configure Full TLS Proxy with Local Dynamic Certificates for Diameter Inspection 397
Configure TLS Proxy with TLS Offload for Diameter Inspection 400
Configure an M3UA Inspection Policy Map 402
Configure the Mobile Network Inspection Service Policy 405
Configure RADIUS Accounting Inspection 407
Configure a RADIUS Accounting Inspection Policy Map 407
Configure the RADIUS Accounting Inspection Service Policy 409
Monitoring Mobile Network Inspection 410
Monitoring GTP Inspection 410
Monitoring SCTP 411
Monitoring Diameter 412
Monitoring M3UA 413
History for Mobile Network Inspection 414

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



PART V Connection Management and Threat Detection 417

CHAPTER 17 Connection Settings 419
What Are Connection Settings? 419
Configure Connection Settings 420
Configure Global Timeouts 421
Protect Servers from a SYN Flood DoS Attack (TCP Intercept) 423
Customize Abnormal TCP Packet Handling (TCP Maps, TCP Normalizer) 425
Bypass TCP State Checks for Asynchronous Routing (TCP State Bypass) 429
The Asynchronous Routing Problem 429
Guidelines and Limitations for TCP State Bypass 430
Configure TCP State Bypass 431
Disable TCP Sequence Randomization 432
Offload Large Flows 434
Flow Offload Limitations 434
Configure Flow Offload 435
Configure Connection Settings for Specific Traffic Classes (All Services) 437
Monitoring Connections 442

History for Connection Settings 442

CHAPTER 18 Quality of Service 447
About QoS 447
Supported QoS Features 447
What is a Token Bucket? 448
Policing 448
Priority Queuing 448
How QoS Features Interact 449
DSCP (DiffServ) Preservation 449
Guidelines for QoS 449
Configure QoS 450
Determine the Queue and TX Ring Limits for a Priority Queue 450
Queue Limit Worksheet 450
TX Ring Limit Worksheet 451

Contents .

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



. Contents

Configure the Priority Queue for an Interface 451
Configure a Service Rule for Priority Queuing and Policing 453
Monitor QoS 455
QoS Police Statistics 455
QoS Priority Statistics 456
QoS Priority Queue Statistics 456
Configuration Examples for Priority Queuing and Policing 457
Class Map Examples for VPN Traffic 457
Priority and Policing Example 458
History for QoS 459

CHAPTER 19 Threat Detection 461

Detecting Threats 461
Basic Threat Detection Statistics 462
Advanced Threat Detection Statistics 462
Scanning Threat Detection 463

Guidelines for Threat Detection 463

Defaults for Threat Detection 464

Configure Threat Detection 465
Configure Basic Threat Detection Statistics 465
Configure Advanced Threat Detection Statistics 466
Configure Scanning Threat Detection 467

Monitoring Threat Detection 468
Monitoring Basic Threat Detection Statistics 468
Monitoring Advanced Threat Detection Statistics 469
Evaluating Host Threat Detection Statistics 471
Monitoring Shunned Hosts, Attackers, and Targets 473

Examples for Threat Detection 474

History for Threat Detection 475

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



About This Guide

The following topics explain how to use this guide.

» Document Objectives, on page xix

* Related Documentation, on page Xix

» Document Conventions, on page Xix

« Communications, Services, and Additional Information, on page xxi

Document Objectives

The purpose of this guide is to help you configure the firewall features for the Cisco ASA series using the
command-line interface. This guide does not cover every feature, but describes only the most common
configuration scenarios.

You can also configure and monitor the ASA by using the Adaptive Security Device Manager (ASDM), a
web-based GUI application. ASDM includes configuration wizards to guide you through some common
configuration scenarios, and online help for less common scenarios.

Throughout this guide, the term “ASA” applies generically to supported models, unless specified otherwise.

Related Documentation

For more information, see Navigating the Cisco ASA Series Documentation at http://www.cisco.com/go/asadocs.

Document Conventions

This document adheres to the following text, display, and alert conventions.

Text Conventions

Convention Indication

boldface Commands, keywords, button labels, field names, and user-entered text appear
in boldface. For menu-based commands, the full path to the command is shown.
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Convention Indication

italic Variables, for which you supply values, are presented in an italic typeface.
Italic type is also used for document titles, and for general emphasis.

monospace Terminal sessions and information that the system displays appear in monospace
type.

{x|y|z} Required alternative keywords are grouped in braces and separated by vertical
bars.

[1 Elements in square brackets are optional.

xly]|z] Optional alternative keywords are grouped in square brackets and separated by
vertical bars.

[1 Default responses to system prompts are also in square brackets.

<> Non-printing characters such as passwords are in angle brackets.

L# An exclamation point (!) or a number sign (#) at the beginning of a line of code

indicates a comment line.

Reader Alerts

This document uses the following for reader alerts:

Note

Je

Tip

A

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage or

loss of data.

Timesaver

A

Means the described action savestime. You can save time by performing the action described in the paragraph.

Warning

Meansreader be warned. I n thissituation, you might perform an action that could result in bodily

injury.
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Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
« To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
« To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

« To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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CHAPTER 1

Introduction to Cisco ASA Firewall Services

Firewall services are those ASA features that are focused on controlling access to the network, including
services that block traffic and services that enable traffic flow between internal and external networks. These
services include those that protect the network against threats, such as Denial of Service (DoS) and other
attacks.

The following topics provide an overview of firewall services.

* How to Implement Firewall Services, on page 1

* Basic Access Control, on page 2

« Application Filtering, on page 2

« URL Filtering, on page 3

« Threat Protection, on page 3

« Firewall Services for Virtual Environments, on page 4
 Network Address Translation, on page 4

« Application Inspection, on page 5

« Use Case: Expose a Server to the Public, on page 5

How to Implement Firewall Services

Step 1
Step 2
Step 3
Step 4

The following procedure provides a general sequence for implementing firewall services. However, each step
is optional, needed only if you want to provide the service to your network.

Before you begin

Configure the ASA according to the general operations configuration guide, including at minimum basic
settings, interface configuration, routing, and management access.

Procedure
Implement access control for the network. See Basic Access Control, on page 2.
Implement application filtering. See Application Filtering, on page 2.

Implement URL filtering. See URL Filtering, on page 3.
Implement threat protection. See Threat Protection, on page 3.
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Step 5

Step 6
Step 7

Introduction to Cisco ASA Firewall Services |

Implement firewall services that are tailored to virtual environments. See Firewall Services for Virtual
Environments, on page 4.

Implement Network Address Translation (NAT). See Network Address Translation, on page 4.

Implement application inspection if the default settings are insufficient for your network. See Application
Inspection, on page 5.

Basic Access Control

Access rules, applied per interface or globally, are your first line of defense. You can drop, upon entry, specific
types of traffic, or traffic from (or to) specific hosts or networks. By default, the ASA allows traffic to flow
freely from an inside network (higher security level) to an outside network (lower security level).

You can apply an access rule to limit traffic from inside to outside, or allow traffic from outside to inside.

Basic access rules control traffic using a “5-tuple” of source address and port, destination address and port,
and protocol. See Access Rules, on page 45 and Access Control Lists, on page 21.

You can augment your rules by making them identity aware. This lets you configure rules based on user
identity or group membership. To implement identity control, do any combination of the following:

« Install Cisco Context Directory Agent (CDA), also known as AD agent, on a separate server to collect
user and group information already defined in your Active Directory (AD) server. Then, configure the
ASA to get this information, and add user or group criteria to your access rules. See Identity Firewall,
on page 61.

« Install Cisco ldentity Services Engine (ISE) on a separate server to implement Cisco Trustsec. You can
then add security group criteria to your access rules. See ASA and Cisco TrustSec, on page 85.

« Install the ASA FirePOWER module on the ASA and implement identity policies in the module. The
identity-aware access policies in ASA FirePOWER would apply to any traffic that you redirect to the
module. See ASA FirePOWER Module, on page 115.

Application Filtering

The wide-spread use of web-based applications means that a lot of traffic runs over the HTTP or HTTPS
protocols. With traditional 5-tuple access rules, you either allow or disallow all HTTP/HTTPS traffic. You
might require more granular control of web traffic.

You can install a module on the ASA to provide application filtering to selectively allow HTTP or other traffic
based on the application being used. Thus, you do not have to make a blanket permit for HTTP. You can look
inside the traffic and prevent applications that are unacceptable for your network (for example, inappropriate
file sharing). When you add a module for application filtering, do not configure HTTP inspection on the ASA.

To implement application filtering, install the ASA FirePOWER module on the ASA and use application
filtering criteria in your ASA FirePOWER access rules. These policies apply to any traffic that you redirect
to the module. See ASA FirePOWER Module, on page 115.
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URL Filtering

URL filtering denies or allows traffic based on the URL of the destination site.

The purpose of URL filtering is primarily to completely block or allow access to a web site. Although you
can target individual pages, you typically specify a host name (such as www.example.com) or a URL category,
which defines a list of host names that provide a particular type of service (such as Gambling).

When trying to decide whether to use URL filtering or application filtering for HTTP/HTTPS traffic, consider
whether your intention is to create a policy that applies to all traffic directed at a web site. If your intention
is to treat all such traffic the same way (denying it or allowing it), use URL filtering. If your intention is to
selectively block or allow traffic to the site, use application filtering.

To implement URL filtering, do one of the following:

* Install the ASA FirePOWER module on the ASA and use URL filtering criteria in your ASA FirePOWER
access rules. These policies apply to any traffic that you redirect to the module. See ASA FirePOWER
Module, on page 115.

« Subscribe to the Cisco Umbrella service, where you configure the Enterprise Security policy to block
malicious sites based on the fully-qualified domain name (FQDN). For FQDNSs that are considered
suspicious, you can redirect user connections to the Cisco Umbrella intelligent proxy, which performs
URL filtering. The Umbrella service works by handling users' DNS lookup requests, returning the IP
address for a block page or the IP address of the intelligent proxy. The service returns the real IP address
for an FQDN for allowed domains. See Cisco Umbrella, on page 149.

Threat Protection

You can implement a number of measures to protect against scanning, denial of service (DoS), and other
attacks. A number of ASA features help protect against attacks by applying connection limits and dropping
abnormal TCP packets. Some features are automatic, others are configurable but have defaults appropriate in
most cases, while others are completely optional and you must configure them if you want them.

Following are the threat protection services available with the ASA.

* IP packet fragmentation protection—The ASA performs full reassembly of all ICMP error messages and
virtual reassembly of the remaining IP fragments that are routed through the ASA, and drops fragments
that fail the security check. No configuration is necessary.

« Connection limits, TCP normalization, and other connection-related features—Configure
connection-related services such as TCP and UDP connection limits and timeouts, TCP sequence number
randomization, TCP normalization, and TCP state bypass. TCP normalization is designed to drop packets
that do not appear normal. See Connection Settings, on page 419.

For example, you can limit TCP and UDP connections and embryonic connections (a connection request
that has not finished the necessary handshake between source and destination). Limiting the number of
connections and embryonic connections protects you from a DoS attack. The ASA uses the embryonic
limit to trigger TCP Intercept, which protects inside systems from a DoS attack perpetrated by flooding
an interface with TCP SYN packets.

* Threat detection—Implement threat detection on the ASA to collect statistics to help identify attacks.
Basic threat detection is enabled by default, but you can implement advanced statistics and scanning
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threat detection. You can shun hosts that are identified as a scanning threat. See Threat Detection, on
page 461.

« Next-Generation IPS—Install the ASA FirePOWER module on the ASA and implement Next Generation
IPS intrusion rules in your ASA FirePOWER. These policies would apply to any traffic that you redirect
to ASA FirePOWER. See ASA FirePOWER Module, on page 115.

Firewall Services for Virtual Environments

Virtual environments deploy servers as virtual machines, for example, in VMware ESXi. The firewalls in a
virtual environment can be traditional hardware devices, or they can also be virtual machine firewalls, such
as the ASAwv.

Traditional and next-generation firewall services apply to virtual environments in the same way that they
apply to environments that do not use virtual machine servers. However, virtual environments can provide
additional challenges, because it is easy to create and tear down servers.

Additionally, traffic between servers within the data center might require as much protection as traffic between
the data center and external users. For example, if an attacker gains control of a server within the data center,
that could open up attacks on other servers in the data center.

Firewall services for virtual environments add capabilities to apply firewall protection specifically to virtual
machines. Following are the firewall services available for virtual environments:

« Attribute-based access control—You can configure network objects to match traffic based on attributes,
and use those objects in access control rules. This lets you decouple firewall rules from network topology.
For example, you can allow all hosts with the Engineering attribute to access hosts with the Lab Server
attribute. You could then add/remove hosts with these attributes and the firewall policy would be applied
automatically without the need for updating access rules. For more information, see Attribute-Based
Access Control, on page 169.

Network Address Translation

One of the main functions of Network Address Translation (NAT) is to enable private IP networks to connect
to the Internet. NAT replaces a private IP address with a public IP address, translating the private addresses
in the internal private network into legal, routable addresses that can be used on the public Internet. In this
way, NAT conserves public addresses because you can advertise at a minimum only one public address for
the entire network to the outside world.

Other functions of NAT include:
« Security—Keeping internal 1P addresses hidden discourages direct attacks.
« IP routing solutions—Overlapping IP addresses are not a problem when you use NAT.

« Flexibility—You can change internal IP addressing schemes without affecting the public addresses
available externally; for example, for a server accessible to the Internet, you can maintain a fixed IP
address for Internet use, but internally, you can change the server address.

« Translating between IPv4 and IPv6 (Routed mode only)—If you want to connect an IPv6 network to an
IPv4 network, NAT lets you translate between the two types of addresses.
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NAT is not required. If you do not configure NAT for a given set of traffic, that traffic will not be translated,
but will have all of the security policies applied as normal.

See:
» Network Address Translation (NAT), on page 181

« NAT Examples and Reference, on page 231

Application Inspection

Application inspection engines are required for services that embed IP addressing information in the user data
packet or that open secondary channels on dynamically assigned ports. These protocols require the ASA to
do a deep packet inspection, to open the required pinholes and to apply network address translation (NAT).

The default ASA policy already applies inspection globally for many popular protocols, such as DNS, FTP,
SIP, ESMTP, TFTP, and others. The default inspections might be all you require for your network.

However, you might need to enable inspection for other protocols, or fine-tune an inspection. Many inspections
include detailed options that let you control packets based on their contents. If you know a protocol well, you
can apply fine-grained control on that traffic.

You use service policies to configure application inspection. You can configure a global service policy, or
apply a service policy to each interface, or both.

See:
« Service Policy, on page 265
« Getting Started with Application Layer Protocol Inspection, on page 287
« Inspection of Basic Internet Protocols, on page 309
« Inspection for Voice and Video Protocols, on page 349

« Inspection for Mobile Networks, on page 373.

Use Case: Expose a Server to the Public

You can make certain application services on a server available to the public. For example, you could expose
a web server, so that users can connect to the web pages but not make any other connections to the server.

To expose a server to the public, you typically need to create access rules that allow the connection and NAT
rules to translate between the server’s internal IP address and an external address that the public can use. In
addition, you can use port address translation (PAT) to map an internal port to an external port, if you do not
want the externally exposed service to use the same port as the internal server. For example, if the internal
web server is not running on TCP/80, you can map it to TCP/80 to make connections easier for external users.

The following example makes a web server on the inside private network available for public access.
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Figure 1: Static NAT for an Inside Web Server
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Procedure

Step 1 Create a network object for the internal web server.

hostname(config)# object network myWebServ
hostname(config-network-object)# host 10.1.2.27

Step 2 Configure static NAT for the object:

hostname(config-network-object)# nat (inside,outside) static 209.165.201.10

Step 3 Add an access rule to the access group attached to the outside interface to permit web access to the server.

hostname(config)# access-list outside_access_in line 1 extended
permit tcp any4 object myWebServ eq http

Step 4 If you do not already have an access group on the outside interface, apply it using the access-group command:

hostname(config)# access-group outside_access_in in interface outside
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PART I

Access Control

* Objects for Access Control, on page 9

* Access Control Lists, on page 21

« Access Rules, on page 45

« Identity Firewall, on page 61

» ASA and Cisco TrustSec, on page 85

» ASA FirePOWER Module, on page 115
« Cisco Umbrella, on page 149






CHAPTER 2

Objects for Access Control

Objects are reusable components for use in your configuration. You can define and use them in Cisco ASA
configurations in the place of inline IP addresses, services, names, and so on. Objects make it easy to maintain
your configurations because you can modify an object in one place and have it be reflected in all other places
that are referencing it. Without objects you would have to modify the parameters for every feature when
required, instead of just once. For example, if a network object defines an IP address and subnet mask, and
you want to change the address, you only need to change it in the object definition, not in every feature that
refers to that IP address.

« Guidelines for Objects, on page 9
« Configure Objects, on page 10

« Monitoring Objects, on page 18

« History for Objects, on page 19

Guidelines for Objects

IPv6 Guidelines
Supports IPv6 with the following restrictions:

« You can mix IPv4 and IPv6 entries in a network object group, but you cannot use a mixed object group
for NAT.

Additional Guidelines and Limitations

« Objects must have unique names, because objects and object groups share the same name space. While
you might want to create a network object group named “Engineering” and a service object group named
“Engineering,” you need to add an identifier (or “tag”) to the end of at least one object group name to
make it unique. For example, you can use the names “Engineering_admins” and “Engineering_hosts”
to make the object group names unique and to aid in identification.

* Object names are limited to 64 characters, including letters, numbers, and these characters:
1@#$%"&()-_{}. Object names are case-sensitive.

* You cannot remove an object or make an object empty if it is used in a command, unless you enable
forward referencing (the forwar d-reference enable command).
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Configure Objects

The following sections describe how to configure objects that are primarily used on access control.

Configure Network Objects and Groups

Network objects and groups identify IP addresses or host names. Use these objects in access control lists to
simplify your rules.

Configure a Network Object

A network object can contain a host, a network IP address, a range of IP addresses, or a fully qualified domain
name (FQDN).

You can also enable NAT rules on the object (excepting FQDN objects). For more information about
configuring object NAT, see Network Address Translation (NAT), on page 181.

Procedure

Step 1 Create or edit a network object using the object name: object network object_name

Example;

hostname(config)# object network email-server

Step 2 Add an address to the object using one of the following commands. Use the no form of the command to
remove the object.

* host {IPv4_address | IPv6_address}—The IPv4 or IPv6 address of a single host. For example, 10.1.1.1
or 2001:DB8::0DB8:800:200C:417A.

* subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix}—The address of a network. For IPv4
subnets, include the mask after a space, for example, 10.0.0.0 255.0.0.0. For IPv6, include the address
and prefix as a single unit (no spaces), such as 2001:DB8:0:CD30::/60.

* range start_address end_address—A range of addresses. You can specify IPv4 or IPv6 ranges. Do not
include masks or prefixes.

« fgdn [v4 | v6] fully_qualified_domain_name—A fully-qualified domain name, that is, the name of a
host, such as www.example.com. Specify v4 to limit the address to IPv4, and v6 for IPv6. If you do not
specify an address type, IPv4 is assumed.

Example:

hostname(config-network-object)# host 10.2.2.2

Step 3 (Optional) Add a description: description string
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Configure a Network Object Group

Step 1

Step 2

Step 3

Network object groups can contain multiple network objects as well as inline networks or hosts. Network
object groups can include a mix of both IPv4 and IPv6 addresses.

However, you cannot use a mixed IPv4 and IPv6 object group for NAT, or object groups that include FQDN
objects.

Procedure

Create or edit a network object group using the object name: object-group network group_name

Example:

hostname(config)# object-group network admin

Add objects and addresses to the network object group using one or more of the following commands. Use
the no form of the command to remove an object.

* networ k-object host {IPv4_address | IPv6_address}—The IPv4 or IPv6 address of a single host. For
example, 10.1.1.1 or 2001:DB8::0DB8:800:200C:417A.

* networ k-object {IPv4_address IPv4_mask | IPv6_address/|Pv6_prefix}—The address of a network or
host. For IPv4 subnets, include the mask after a space, for example, 10.0.0.0 255.0.0.0. For IPv6, include
the address and prefix as a single unit (no spaces), such as 2001:DB8:0:CD30::/60.

* networ k-obj ect object object_name—The name of an existing network object.

* group-object object_group_name—The name of an existing network object group.
Example:

hostname(config-network-object-group)# network-object 10.1.1.0 255.255.255.0
hostname(config-network-object-group)# network-object 2001:db8:0:cd30::/60
hostname(config-network-object-group)# network-object host 10.1.1.1
hostname(config-network-object-group)# network-object host 2001:DB8::0DB8:800:200C:417A
hostname(config-network-object-group)# network-object object existing-object-1
hostname(config-network-object-group)# group-object existing-network-object-group

(Optional) Add a description: description string

Examples

To create a network group that includes the IP addresses of three administrators, enter the following
commands:

hostname (config)# object-group network admins

hostname (config-protocol)# description Administrator Addresses
hostname (config-protocol)# network-object host 10.2.2.4
hostname (config-protocol)# network-object host 10.2.2.78
hostname (config-protocol)# network-object host 10.2.2.34
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Create network object groups for privileged users from various departments by entering the following
commands:

hostname
hostname
hostname
hostname

hostname
hostname
hostname

hostname
hostname
hostname

(config)# object-group network eng

(config-network)# network-object host 10.
(config-network)# network-object host 10.
(config-network)# network-object host 10.

(config)# object-group network hr

(config-network)# network-object host 10.
(config-network)# network-object host 10.

(config)# object-group network finance

(config-network)# network-object host 10.
(config-network)# network-object host 10.

You then nest all three groups together as follows:

hostname
hostname
hostname
hostname

(config)# object-group network admin
(config-network)# group-object eng
(config-network)# group-object hr
(config-network)# group-object finance

Configure Service Objects and Service Groups

Service objects and groups identify protocols and ports. Use these objects in access control lists to simplify

your rules.

Configure a Service Object

A service object can contain a single protocol specification.

Procedure

ENNN

-89
-100

Step 1 Create or edit a service object using the object name: object service object_name

Example:

hostname(config)# object service web

Step 2 Add a service to the object using one of the following commands. Use the no form of the command to remove

an object.

* service protocol—The name or number (0-255) of an IP protocol. Specify ip to apply to all protocols.

* service {icmp | icmp6} [icmp-type [icmp_code]]—For ICMP or ICMP version 6 messages. You can
optionally specify the ICMP type by name or number (0-255) to limit the object to that message type. If
you specify a type, you can optionally specify an ICMP code for that type (1-255). If you do not specify
the code, then all codes are used.
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« service{tcp | udp | sctp} [source operator port] [destination operator port]—For TCP, UDP or SCTP.
You can optionally specify ports for the source, destination, or both. You can specify the port by name
or number. The operator can be one of the following:

* [t—TIess than.

* gt—qreater than.

» eq—equal to.

* neg—not equal to.

 range—an inclusive range of values. When you use this operator, specify two port numbers, for
example, range 100 200.

Example:

hostname(config-service-object)# service tcp destination eq http

(Optional) Add a description: description string

Configure a Service Group

Step 1

Step 2

A service object group includes a mix of protocols, if desired, including optional source and destination ports
for protocols that use them, and ICMP type and code.

Before you begin

You can model all services using the generic service object group, which is explained here. However, you
can still configure the types of service group objects that were available prior to ASA 8.3(1). These legacy
objects include TCP/UDP/TCP-UDP port groups, protocol groups, and ICMP groups. The contents of these
groups are equivalent to the associated configuration in the generic service object group, with the exception
of ICMP groups, which do not support ICMP6 or ICMP codes. If you still want to use these legacy objects,
for detailed instructions, see the obj ect-service command description in the command reference on Cisco.com.

Procedure

Create or edit a service object group using the object name: object-group service object_name

Example:

hostname(config)# object-group service general-services

Add objects and services to the service object group using one or more of the following commands. Use the
no form of the command to remove an object.

* service-object protocol—The name or number (0-255) of an IP protocol. Specify ip to apply to all
protocols.

* service-object {icmp | icmp6} [icmp-type [icmp_code]]—For ICMP or ICMP version 6 messages. You
can optionally specify the ICMP type by name or number (0-255) to limit the object to that message
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type. If you specify a type, you can optionally specify an ICMP code for that type (1-255). If you do not
specify the code, then all codes are used.

* service-object {tcp | udp | tcp-udp | sctp} [sour ce operator port] [destination operator port]—For
TCP, UDP, or both, or for SCTP. You can optionally specify ports for the source, destination, or both.
You can specify the port by name or number. The operator can be one of the following:

* [t—Iess than.

* gt—qreater than.

» eq—equal to.

* neg—not equal to.

 range—an inclusive range of values. When you use this operator, specify two port numbers, for
example, range 100 200.

* service-object object object name—The name of an existing service object.

* group-object object_group_name—The name of an existing service object group.

Example:

hostname(config-service-object-group)# service-object ipsec
hostname(config-service-object-group)# service-object tcp destination eq domain
hostname(config-service-object-group)# service-object icmp echo
hostname(config-service-object-group)# service-object object my-service
hostname(config-service-object-group)# group-object Engineering_groups

Step 3 (Optional) Add a description: description string

Examples

The following example shows how to add both TCP and UDP services to a service object group:

hostname(config)# object-group service CommonApps
hostname(config-service-object-group)# service-object tcp destination eq ftp
hostname(config-service-object-group)# service-object tcp-udp destination eq www
hostname(config-service-object-group)# service-object tcp destination eq h323
hostname(config-service-object-group)# service-object tcp destination eq https
hostname(config-service-object-group)# service-object udp destination eq ntp

The following example shows how to add multiple service objects to a service object group:

hostname(config)# object service SSH

hostname(config-service-object)# service tcp destination eq ssh

hostname(config)# object service EIGRP

hostname(config-service-object)# service eigrp

hostname(config)# object service HTTPS

hostname(config-service-object)# service tcp source range 1 1024 destination eq https
hostname(config)# object-group service Groupl

hostname(config-service-object-group)# service-object object SSH
hostname(config-service-object-group)# service-object object EIGRP
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hostname(config-service-object-group)# service-object object HTTPS

Configure Local User Groups

Step 1

Step 2

You can create local user groups for use in features that support the identity firewall by including the group
in an extended ACL, which in turn can be used in an access rule, for example.

The ASA sends an LDAP query to the Active Directory server for user groups globally defined in the Active
Directory domain controller. The ASA imports these groups for identity-based rules. However, the ASA might
have localized network resources that are not defined globally that require local user groups with localized
security policies. Local user groups can contain nested groups and user groups that are imported from Active
Directory. The ASA consolidates local and Active Directory groups.

A user can belong to local user groups and user groups imported from Active Directory.

Because you can use usernames and user group names directly in an ACL, you need to configure local user
groups only if:

* You want to create a group of users defined in the LOCAL database.

* You want to create a group of users or user groups that are not captured in a single user group defined
on the AD server.

Procedure

Create or edit a user object group using the object name: object-group user group_name

Example:

hostname(config)# object-group user admins

Add users and groups to the user object group using one or more of the following commands. Use the no form
of the command to remove an object.

e user [domain_NETBIOS name\Jusername—A username. If there is a space in the domain name or
username, you must enclose the domain name and user name in quotation marks. The domain name can
be LOCAL (for users defined in the local database) or an Active Directory (AD) domain name as specified
in the user-identity domain domain_NetBIOS name aaa-server aaa_server_group_tag command.
When adding users defined in an AD domain, the user_name must be the Active Directory
sAMAccountName, which is unique, instead of the common name (cn), which might not be unique. If
you do not specify a domain name, the default is used, which is either LOCAL or the one defined on the
user-identity default-domain command.

* user-group [domain_NETBIOS name\\Jusername—A user group. If there is a space in the domain name
or group name, you must enclose the domain name and group name in quotation marks. Note the double
\\ that separates the domain and group names.

* group-object object_group_name—The name of an existing user object group.

Example:
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hostname(config-user-object-group)# user EXAMPLE\admin
hostname(config-user-object-group)# user-group EXAMPLE\\managers
hostname(config-user-object-group)# group-object local-admins

(Optional) Add a description: description string

Configure Security Group Object Groups

RS

Step 1

Step 2

Tip

You can create security group object groups for use in features that support Cisco TrustSec by including the
group in an extended ACL, which in turn can be used in an access rule, for example.

When integrated with Cisco TrustSec, the ASA downloads security group information from the ISE. The ISE
acts as an identity repository, by providing Cisco TrustSec tag-to-user identity mapping and Cisco TrustSec
tag-to-server resource mapping. You provision and manage security group ACLs centrally on the ISE.

However, the ASA might have localized network resources that are not defined globally that require local
security groups with localized security policies. Local security groups can contain nested security groups that
are downloaded from the ISE. The ASA consolidates local and central security groups.

To create local security groups on the ASA, you create a local security object group. A local security object
group can contain one or more nested security object groups or Security IDs or security group names. You
can also create a new Security ID or security group name that does not exist on the ASA.

You can use the security object groups you create on the ASA to control access to network resources. You
can use the security object group as part of an access group or service policy.

If you create a group with tags or names that are not known to the ASA, any rules that use the group will be
inactive until the tags or names are resolved with ISE.

Procedure

Create or edit a security group object group using the object name: object-group security group_name

Example:

hostname(config)# object-group security mktg-sg

Add objects to the service group object group using one or more of the following commands. Use the no form
of the command to remove an object.

* security-group {tag sgt_number | name sg_name}—A security group tag (SGT) or name. A tag is a
number from 1 to 65533 and is assigned to a device through IEEE 802.1X authentication, web
authentication, or MAC authentication bypass (MAB) by the ISE. Security group names are created on
the ISE and provide user-friendly names for security groups. The security group table maps SGTs to
security group names. Consult your ISE configuration for the valid tags and names.

* group-object object_group_name—The name of an existing security group object group.
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Example:

hostname(config-security-object-group)# security-group tag 1
hostname(config-security-object-group)# security-group name mgkt
hostname(config-security-object-group)# group-object local-sg

(Optional) Add a description: description string

Configure Time Ranges

\}

A time range object defines a specific time consisting of a start time, an end time, and optional recurring
entries. You use these objects on ACL rules to provide time-based access to certain features or assets. For
example, you could create an access rule that allows access to a particular server during working hours only.

Note

Step 1
Step 2

Step 3

You can include multiple periodic entries in a time range object. If a time range has both absolute and periodic
values specified, then the periodic values are evaluated only after the absolute start time is reached, and they
are not further evaluated after the absolute end time is reached.

Creating a time range does not restrict access to the device. This procedure defines the time range only. You
must then use the object in an access control rule.

Procedure

Create the time range: time-range name
(Optional.) Add a start or end time (or both) to the time range.

absolute [start time date] [end time date]

If you do not specify a start time, the default start time is now.

The time s in the 24-hour format hh:mm. For example, 8:00 is 8:00 a.m. and 20:00 is 8:00 p.m.
The date is in the format day month year; for example, 1 January 2014.

(Optional.) Add recurring time periods.

periodic days-of-the-week time to [days-of-the-week] time

You can specify the following values for days-of-the-week. Note that you can specify a second day of the
week only if you specify a single day for the first argument.

« Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, or Sunday. You can specify more than
one of these, separated by spaces, for the first days-of-the-week argument.

« daily
» weekdays
» weekend

The timeiis in the 24-hour format hh:mm. For example, 8:00 is 8:00 a.m. and 20:00 is 8:00 p.m.
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You can repeat this command to configure more than one recurring period.

Examples

The following is an example of an absolute time range beginning at 8:00 a.m. on January 1, 2006.
Because no end time and date are specified, the time range is in effect indefinitely.

hostname(config)# time-range for2006
hostname(config-time-range)# absolute start 8:00 1 january 2006

The following is an example of a weekly periodic time range from 8:00 a.m. to 6:00 p.m on weekdays:

hostname(config)# time-range workinghours
hostname(config-time-range)# periodic weekdays 8:00 to 18:00

The following example establishes an end date for the time range, and sets a weekday period from
8 a.m. to 5 p.m., plus different hours after 5 for Monday, Wednesday, Friday compared to Tuesday,
Thursday.

asa4(config)# time-range contract-A-access

asa4(config-time-range)# absolute end 12:00 1 September 2025
asa4(config-time-range)# periodic weekdays 08:00 to 17:00
asa4(config-time-range)# periodic Monday Wednesday Friday 18:00 to 20:00
asa4(config-time-range)# periodic Tuesday Thursday 17:30 to 18:30

Monitoring Objects

To monitor objects and groups, enter the following commands:
* show accesslist

Displays the access list entries. Entries that include objects are also expanded out into individual entries
based on the object contents.

« show running-config object [id object_id]
Displays all current objects. Use the id keyword to view a single object by name.
« show running-config object object_type
Displays the current objects by their type, network or service.
« show running-config object-group [id group_id]
Displays all current object groups. Use the id keyword to view a single object group by name.
« show running-config object-group grp_type

Displays the current object groups by their group type.
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Platform

Feature Name Releases Description

Obiject groups 7.0(1) Obiject groups simplify ACL creation and maintenance.

We introduced or modified the following commands: object-group
protocol, object-group network, object-group service, object-group
icmp_type.

Regular expressions and policy maps | 7.2(1) Regular expressions and policy maps were introduced to be used under
inspection policy maps. The following commands were introduced:
class-map typeregex, regex, match regex.

Objects 8.3(1) Object support was introduced.

We introduced or modified the following commands: obj ect-network,
object-service, object-group network, object-group service, networ k
object, access-list extended, access-list webtype, access-list remark.

User Object Groups for Identity 8.4(2) User object groups for identity firewall were introduced.

Firewall We introduced the following commands: object-network user, user.

Security Group Object Groups for Cisco | 8.4(2) Security group object groups for Cisco TrustSec were introduced.

TrustSec We introduced the following commands: object-network security,
Security.

Mixed IPv4 and IPv6 network object |9.0(1) Previously, network object groups could only contain all IPv4 addresses

groups or all IPv6 addresses. Now network object groups can support a mix
of both IPv4 and IPv6 addresses.

Note You cannot use a mixed object group for NAT.
We modified the following commands: object-group network.

Extended ACL and object enhancement | 9.0(1) ICMP traffic can now be permitted/denied based on ICMP code.

to filter ICMP traffic by ICMP code We introduced or modified the following commands: access-list
extended, service-object, service.

Service object support for Stream 9.5(2) You can now create service objects and groups that specific SCTP

Control Transmission Protocol (SCTP)

ports.

We modified the following commands: service-object, service.
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CHAPTER 3

Access Control Lists

Access control lists (ACLs) are used by many different features. When applied to interfaces or globally as
access rules, they permit or deny traffic that flows through the appliance. For other features, the ACL selects
the traffic to which the feature will apply, performing a matching service rather than a control service.

The following sections explain the basics of ACLs and how to configure and monitor them. Access rules,
ACLs applied globally or to interfaces, are explained in more detail in Access Rules, on page 45.

» About ACLs, on page 21

« Licensing for Access Control Lists, on page 25

* Guidelines for ACLs, on page 25

« Configure ACLs, on page 26

« Edit ACLs in an Isolated Configuration Session, on page 40
* Monitoring ACLSs, on page 42

« History for ACLs, on page 42

About ACLs

Access control lists (ACLs) identify traffic flows by one or more characteristics, including source and destination
IP address, IP protocol, ports, EtherType, and other parameters, depending on the type of ACL. ACLs are
used in a variety of features. ACLs are made up of one or more access control entries (ACES).

ACL Types

The ASA uses the following types of ACLs:

« Extended ACLs—Extended ACLs are the main type that you will use. These ACLs are used for access
rules to permit and deny traffic through the device, and for traffic matching by many features, including
service policies, AAA rules, WCCP, Botnet Traffic Filter, and VPN group and DAP policies. See
Configure Extended ACLs, on page 28.

« EtherType ACLs—EtherType ACLs apply to non-IP layer-2 traffic on bridge group member interfaces
only. You can use these rules to permit or drop traffic based on the EtherType value in the layer-2 packet.
With EtherType ACLs, you can control the flow of non-IP traffic across the device. See Configure
EtherType ACLs, on page 38.

» Webtype ACLs—Webtype ACLs are used for filtering clientless SSL VPN traffic. These ACLs can deny
access based on URLSs or destination addresses. See Configure Webtype ACLs, on page 35.
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« Standard ACLs—Standard ACLs identify traffic by destination address only. There are few features that
use them: route maps and VPN filters. Because VPN filters also allow extended access lists, limit standard
ACL use to route maps. See Configure Standard ACLs, on page 34.

The following table lists some common uses for ACLs and the type to use.

Table 1: ACL Types and Common Uses

ACL Use

ACL Type

Description

Control network access for IP traffic (routed
and transparent mode)

Extended

The ASA does not allow any traffic from a lower security
interface to a higher security interface unless it is explicitly
permitted by an extended ACL. In routed mode, you must use
an ACL to permit traffic between a bridge group member
interface and an interface outside same the bridge group.

Note To access the ASA interface for management
access, you do not also need an ACL allowing the
host IP address. You only need to configure
management access according to the general

operations configuration guide.

Identify traffic for AAA rules

Extended

AAA rules use ACLs to identify traffic.

Augment network access control for IP traffic

Extended, downloaded

You can configure the RADIUS server to download a dynamic

for a given user from a AAA server per | ACL to be applied to the user, or the server can send the name
user of an ACL that you already configured on the ASA.
VPN access and filtering Extended Group policies for remote access and site to site VPNSs use
Standard standard or extended ACLs for filtering. Remote access VPNs
also use extended ACLs for client firewall configurations and
dynamic access policies.
Identify traffic in a traffic class map for Extended ACLs can be used to identify traffic in a class map, which is
Modular Policy Framework used for features that support Modular Policy Framework.
Features that support Modular Policy Framework include TCP
and general connection settings, and inspection.
For bridge group member interfaces, control | EtherType You can configure an ACL that controls traffic based on its
network access for non-IP traffic EtherType for any interface that is a member of a bridge group.
Identify route filtering and redistribution Standard Various routing protocols use standard ACLs for route filtering
Extended and redistribution (through route maps) for IPv4 addresses,
and extended ACLs for IPv6.
Filtering for clientless SSL VPN Webtype You can configure a webtype ACL to filter URLs and

destinations.
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Each ACL has a name or numeric ID, such as outside_in, OUTSIDE_IN, or 101. Limit the names to 241
characters or fewer.Consider using all uppercase letters to make it easier to find the name when viewing a
running configuration.

Develop a haming convention that will help you identify the intended purpose of the ACL. For example,
ASDM uses the convention interface-name_purpose_direction, such as “outside_access_in”, for an ACL
applied to the “outside” interface in the inbound direction.

Traditionally, ACL IDs were numbers. Standard ACLs were in the range 1-99 or 1300-1999. Extended ACLs
were in the range 100-199 or 2000-2699. The ASA does not enforce these ranges, but if you want to use
numbers, you might want to stick to these conventions to maintain consistency with routers running 10S
Software.

Access Control Entry Order

An ACL is made up of one or more ACEs. Unless you explicitly insert an ACE at a given line, each ACE
that you enter for a given ACL name is appended to the end of the ACL.

The order of ACEs is important. When the ASA decides whether to forward or drop a packet, the ASA tests
the packet against each ACE in the order in which the entries are listed. After a match is found, no more ACEs
are checked.

Thus, if you place a more specific rule after a more general rule, the more specific rule might never be hit.
For example, if you want to permit network 10.1.1.0/24, but drop traffic from host 10.1.1.15 on that subnet,
the ACE that denies 10.1.1.15 must come before the one that permits 10.1.1.0/24. If the permit 10.1.1.0/24
ACE comes first, 10.1.1.15 will be allowed, and the deny ACE will never be matched.

In an extended ACL, use the line number parameter on the access-list command to insert rules at the right
location. Use the show access-list name command to view the ACL entries and their line numbers to help
determine the right number to use. For other types of ACL, you must rebuild the ACL (or better, use ASDM)
to change the order of ACEs.

Permit/Deny vs. Match/Do Not Match

Access control entries either “permit” or “deny” traffic that matches the rule. When you apply an ACL to a
feature that determines whether traffic is allowed through the ASA or is dropped, such as global and interface
access rules, “permit” and “deny” mean what they say.

For other features, such as service policy rules, “permit” and “deny” actually mean “match” or “do not match.”
In these cases, the ACL is selecting the traffic that should receive the services of that feature, such as application
inspection or redirection to a service module. “Denied” traffic is simply traffic that does not match the ACL,
and thus will not receive the service.

Access Control Implicit Deny

ACLs that are used for through-the-box access rules have an implicit deny statement at the end. Thus, for
traffic controlling ACLs such as those applied to interfaces, if you do not explicitly permit a type of traffic,
that traffic is dropped. For example, if you want to allow all users to access a network through the ASA except
for one or more particular addresses, then you need to deny those particular addresses and then permit all
others.
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For management (control plane) ACLs, which control to-the-box traffic, there is no implicit deny at the end
of a set of management rules for an interface. Instead, any connection that does not match a management
access rule is then evaluated by regular access control rules.

For ACLs used to select traffic for a service, you must explicitly “permit” the traffic; any traffic not “permitted”
will not be matched for the service; “denied” traffic bypasses the service.

For EtherType ACLs, the implicit deny at the end of the ACL does not affect IP traffic or ARPs; for example,
if you allow EtherType 8037, the implicit deny at the end of the ACL does not now block any IP traffic that
you previously allowed with an extended ACL (or implicitly allowed from a high security interface to a low
security interface). However, if you explicitly deny all traffic with an EtherType ACE, then IP and ARP traffic
is denied; only physical protocol traffic, such as auto-negotiation, is still allowed.

IP Addresses Used for Extended ACLs When You Use NAT

When you use NAT or PAT, you are translating addresses or ports, typically mapping between internal and
external addresses. If you need to create an extended ACL that applies to addresses or ports that have been
translated, you need to determine whether to use the real (untranslated) addresses or ports or the mapped ones.
The requirement differs by feature.

Using the real address and port means that if the NAT configuration changes, you do not need to change the
ACLs.

Features That Use Real IP Addresses

The following commands and features use real IP addresses in the ACLs, even if the address as seen on an
interface is the mapped address:

* Access Rules (extended ACLs referenced by the access-group command)

« Service Policy Rules (Modular Policy Framework match access-list command)

« Botnet Traffic Filter traffic classification (dynamic-filter enable classify-list command)
* AAA Rules (aaa ... match commands)

* WCCP (wccp redirect-list group-list command)

For example, if you configure NAT for an inside server, 10.1.1.5, so that it has a publicly routable IP address
on the outside, 209.165.201.5, then the access rule to allow the outside traffic to access the inside server needs
to reference the server’s real IP address (10.1.1.5), and not the mapped address (209.165.201.5).

hostname(config)# object network serverl
hostname(config-network-object)# host 10.1.1.5
hostname(config-network-object)# nat (inside,outside) static 209.165.201.5

hostname(config)# access-list OUTSIDE extended permit tcp any host 10.1.1.5 eq www
hostname(config)# access-group OUTSIDE in interface outside

Features That Use Mapped IP Addresses
The following features use ACLs, but these ACLs use the mapped values as seen on an interface:

* |Psec ACLs

« capture command ACLs
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* Per-user ACLs
« Routing protocol ACLs
« All other feature ACLs.

Time-Based ACEs

You can apply time range objects to extended and webtype ACEs so that the rules are active for specific time
periods only. These types of rules let you differentiate between activity that is acceptable at certain times of
the day but that is unacceptable at other times. For example, you could provide additional restrictions during
working hours, and relax them after work hours or at lunch. Conversely, you could essentially shut your
network down during non-work hours.

You cannot create time-based rules that have the exact same protocol, source, destination, and service criteria
of a rule that does not include a time range object. The non-time-based rule always overrides the duplicate
time-based rule, as they are redundant.

Note

Users could experience a delay of approximately 80 to 100 seconds after the specified end time for the ACL
to become inactive. For example, if the specified end time is 3:50, because the end time is inclusive, the
command is picked up anywhere between 3:51:00 and 3:51:59. After the command is picked up, the ASA
finishes any currently running task and then services the command to deactivate the ACL.

Licensing for Access Control Lists

Access control lists do not require a special license.

However, to use sctp as the protocol in an entry, you must have a Carrier license.

Guidelines for ACLs

Firewall Mode
« Extended and standard ACLs are supported in routed and transparent firewall modes.
« Webtype ACLs are supported in routed mode only.

« EtherType ACLs are supported for bridge group member interfaces only, in routed and transparent modes.

Failover and Clustering

Configuration sessions are not synchronized across failover or clustered units. When you commit the changes
in a session, they are made in all failover and cluster units as normal.

IPv6

« Extended and webtype ACLs allow a mix of IPv4 and IPv6 addresses.
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« Standard ACLs do not allow IPv6 addresses.

« EtherType ACLs do not contain IP addresses.

Additional Guidelines

» When you specify a network mask, the method is different from the Cisco 10S software access-list
command. The ASA uses a network mask (for example, 255.255.255.0 for a Class C mask). The Cisco
10S mask uses wildcard bits (for example, 0.0.0.255).

« Normally, you cannot reference an object or object group that does not exist in an ACL or object group,
or delete one that is currently referenced. You also cannot reference an ACL that does not exist in an
access-group command (to apply access rules). However, you can change this default behavior so that
you can “forward reference” objects or ACLs before you create them. Until you create the objects or
ACLs, any rules or access groups that reference them are ignored. To enable forward referencing, use
the forwar d-reference enable command.

* (Extended ACL only) The following features use ACLSs, but cannot accept an ACL with identity firewall
(specifying user or group names), FQDN (fully-qualified domain names), or Cisco TrustSec values:

* VPN crypto map command

* VPN group-policy command, except for vpn-filter
* WCCP

* DAP

Configure ACLs

The following sections explain how to configure the various types of ACL, Read the section on ACL basics
to get the big picture, then the sections on specific types of ACL for the details.

Basic ACL Configuration and Management Options

An ACL is made up of one or more access control entries (ACEs) with the same ACL ID or name. To create
anew ACL, you simply create an ACE with a new ACL name, and it becomes the first rule in the new ACL.

Working with an ACL, you can do the following things:
Examinethe ACL contents and determine line numbersand hit counts

Use the show access-list name command to view the contents of the ACL. Each row is an ACE, and
includes the line number, which you will need to know if you want to insert new entries into an extended
ACL. The information also includes a hit count for each ACE, which is how many times the rule was
matched by traffic. For example:

hostname# show access-list outside_access_in

access-list outside_access_in; 3 elements; name hash: 0x6892a938

access-list outside_access_in line 1 extended permit ip 10.2.2.0 255.255.255.0 any
(hitcnt=0) 0Oxcc48b55c

access-list outside_access_in line 2 extended permit ip host
2001:DB8::0DB8:800:200C:417A any (hitcnt=0) 0x79797f94
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access-list outside_access_in line 3 extended permit ip user-group
LOCAL\\usergroup any any (hitcnt=0) Oxb0f5blel

Add an ACE

The command for adding an ACE is access-list name [line line-num] type parameters. The line number
argument works for extended ACLs only. If you include the line number, the ACE is inserted at that
location in the ACL, and the ACE that was at that location is moved down, along with the remainder of
the ACEs (that is, inserting an ACE at a line number does not replace the old ACE at that line). If you
do not include a line number, the ACE is added to the end of the ACL. The parameters available differ
based on the ACL type; see the specific topics on each ACL type for details.

Add commentsto an ACL (all types except webtype)

Use the access-list name [line line-num] remark text command to add remarks into an ACL to help
explain the purpose of an ACE. Best practice is to insert the remark before the ACE; if you view the
configuration in ASDM, remarks will be associated with the ACE that follows the remarks. You can
enter multiple remarks before an ACE to include an expanded comment. Each remark is limited to 100
characters. You can include leading spaces to help set off the remarks. If you do not include a line number,
the remark is added to the end of the ACL. For example, you could add remarks before adding each
ACE:

hostname(config)# access-list OUT remark - this is the inside admin address
hostname(config)# access-list OUT extended permit ip host 209.168.200.3 any
hostname(config)# access-list OUT remark - this is the hr admin address

hostname(config)# access-list OUT extended permit ip host 209.168.200.4 any

Edit or move an ACE or remark

You cannot edit or move an ACE or remark. Instead, you must create a new ACE or remark with the
desired values at the right location (using the line number), then delete the old ACE or remark. Because
you can insert ACEs in extended ACLs only, you need to rebuild standard, webtype, or EtherType ACLS
if you need to edit or move ACEs. It is far easier to reorganize a long ACL using ASDM.

Deletean ACE or remark

Use the no access-list parameters command to remove an ACE or remark. Use the show access-list
command to view the parameter string that you must enter: the string must exactly match an ACE or
remark to delete it, with the exception of the lineline-numargument, which is optional on the no access-list
command.

Deletean entire ACL, including remarks

Use the clear configure access-list name command. USE CAUTION! The command does not ask you
for confirmation. If you do not include a name, every access list on the ASA is removed.

Renamean ACL
Use the access-list name rename new_name command.
Apply the ACL to a policy

Creating an ACL in and of itself does nothing to traffic. You must apply the ACL to a policy. For example,
you can use the access-group command to apply an extended ACL to an interface, thus denying or
permitting traffic that goes through the interface.
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Configure Extended ACLs

An extended ACL is composed of all ACEs with the same ACL ID or name. Extended ACLs are the most
complex and feature-rich type of ACL, and you can use them for many features. The most noteworthy use of
extended ACLs is as access groups applied globally or to interfaces, which determine the traffic that will be
denied or permitted to flow through the box. But extended ACLSs are also used to determine the traffic to
which other services will be provided.

Because extended ACLs are complex, the following sections focus on creating ACEs to provide specific types
of traffic matching. The first sections, on basic address-based ACEs and on TCP/UDP ACEs, build the
foundation for the remaining sections.

Add an Extended ACE for IP Address or Fully-Qualified Domain Name-Based Matching

The basic extended ACE matches traffic based on source and destination addresses, including IPv4 and IPv6
addresses and fully-qualified domain names (FQDN), such as www.example.com. In fact, every type of
extended ACE must include some specification for source and destination address, so this topic explains the
minimum extended ACE.

P

Tip  Tip If you want to match traffic based on FQDN, you must create a network object for each FQDN.

To add an ACE for IP address or FQDN matching, use the following command:

access-list access list_name [lineline_number] extended {deny | permit} protocol _argument
source_address_argument dest_address argument [log [[level] [interval secs] | disable| default]] [time-range
time_range_name] [inactive]

Example:

hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-list ACL_IN extended permit object service-obj-http any any

The options are:
* access _list_ name—The name of the new or existing ACL.

« Line number—The lineline_number option specifies the line number at which insert the ACE; otherwise,
the ACE is added to the end of the ACL.

* Permit or Deny—The deny keyword denies or exempts a packet if the conditions are matched. The
permit keyword permits or includes a packet if the conditions are matched.

* Protocol—The protocol _argument specifies the IP protocol:
* name or number—Specifies the protocol name or number. Specify ip to apply to all protocols.

» obj ect-group protocol_grp_id—Specifies a protocol object group created using the object-group
protocol command.

* object service_obj_id—Specifies a service object created using the object service command. The
object can include port or ICMP type and code specifications if desired.

* object-group service _grp_id—Specifies a service object group created using the object-group
service command.
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« Source Address, Destination Address—The source_address_argument specifies the IP address or FQDN
from which the packet is being sent, and the dest_address argument specifies the IP address or FQDN
to which the packet is being sent:

* host ip_address—Specifies an IPv4 host address.

* ip_address mask—Specifies an 1Pv4 network address and subnet mask, such as 10.100.10.0
255.255.255.0.

* ipv6-address/prefix-length—Specifies an IPv6 host or network address and prefix.

* any, any4, and any6—any specifies both IPv4 and IPv6 traffic; any4 specifies IPv4 traffic only;
and any®6 specifies IPv6 traffic only.

« interfaceinterface_name—Specifies the name of an ASA interface. Use the interface name rather
than IP address to match traffic based on which interface is the source or destination of the traffic.

« object nw_obj_id—Specifies a network object created using the object network command.

* object-group nw_grp_id—Specifies a network object group created using the object-group networ k
command.

« Logging—Iog arguments set logging options when an ACE matches a connection for network access
(an ACL applied with the access-group command). If you enter the log option without any arguments,
you enable syslog message 106100 at the default level (6) and for the default interval (300 seconds). Log
options are:

* level—A severity level between 0 and 7. The default is 6 (informational). If you change this level
for an active ACE, the new level applies to new connections; existing connections continue to be
logged at the previous level.

* interval secs—The time interval in seconds between syslog messages, from 1 to 600. The default
is 300. This value is also used as the timeout value for deleting an inactive flow from the cache used
to collect drop statistics.

» disable—Disables all ACE logging.
« default—Enables logging to message 106023 for denied packets. This setting is the same as not
including the log option.

 Time Range—The time-rangetime_range_name option specifies a time range object, which determines
the times of day and days of the week in which the ACE is active. If you do not include a time range,
the ACE is always active.

« Activation—Use the inactive option to disable the ACE without deleting it. To reenable it, enter the
entire ACE without the inactive keyword.

Add an Extended ACE for Port-Based Matching

If you specify service objects in an ACE, the service objects can include protocols with port specifications,
such as TCP/80. Alternatively, you can specify the ports directly in the ACE. With port-based matching, you
can target certain types of traffic for port-based protocols rather than all traffic for the protocol.

The port-based extended ACE is just the basic address-matching ACE where the protocol is tcp, udp, or sctp.
To add port specifications, use the following command:
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access-list access list_name [lineline_number] extended {deny | permit} {tcp | udp | sctp}
source_address argument [port_argument] dest_address argument [port_argument] [log [[level] [interval
secs] | disable | default] [time-range time-range-name] [inactive]

Example:

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www

The port_argument option specifies the source or destination port. If you do not specify ports, all ports are
matched. Available arguments include:

« operator port—The port can be the integer or name of a port. The operator can be one of the following:
* [t—Iess than
* gt—qreater than
» eq—equal to
* neg—not equal to

 range—an inclusive range of values. When you use this operator, specify two port numbers, for
example, range 100 200.

A\

Note DNS, Discard, Echo, Ident, NTP, RPC, SUNRPC, and Talk each require one
definition for TCP and one for UDP. TACACS+ requires one definition for port
49 on TCP.

* object-group service_grp_id—Specifies a service object group created using the object-group service
{tcp | udp | tep-udp} command. Note that these object types are no longer recommended.

You cannot specify the recommended generic service objects, where the protocol and port are defined
within the object, as the port argument. You specify these objects as part of the protocol argument, as
explained in Add an Extended ACE for IP Address or Fully-Qualified Domain Name-Based Matching,
on page 28.

For an explanation of the other keywords, and how to use service objects to specify protocols and ports, see
Add an Extended ACE for IP Address or Fully-Qualified Domain Name-Based Matching, on page 28.

Add an Extended ACE for ICMP-Based Matching

If you specify service objects in an ACE, the service objects can include the ICMP/ICMP6 protocols ICMP
type and code specifications. Alternatively, you can specify the ICMP type and code directly in the ACE. For
example, you can target ICMP Echo Request traffic (pings).

The ICMP extended ACE is just the basic address-matching ACE where the protocol is icmp or icmp6.
Because these protocols have type and code values, you can add type and code specifications to the ACE.

To add an ACE for IP address or FQDN matching, where the protocol is ICMP or ICMP86, use the following
command:
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access-list access list_name [lineline_number] extended {deny | permit} {icmp | icmp6}
source _address argument dest_address_argument [icmp_argument] [log [[level] [interval secs] | disable |
default]] [time-rangetime _range name] [inactive]

Example:
hostname(config)# access-list abc extended permit icmp any any object-group obj_icmp_1
hostname(config)# access-list abc extended permit icmp any any echo

The icmp_argument option specifies the ICMP type and code.

* icmp_type [icmp_code]—Specifies the ICMP type by name or number, and the optional ICMP code for
that type. If you do not specify the code, then all codes are used.

« object-group icmp_grp_id—Specifies an object group for ICMP/ICMP6 created using the (deprecated)
obj ect-group icmp-type command.

You cannot specify the recommended generic service objects, where the protocol and type are defined
within the object, as the ICMP argument. You specify these objects as part of the protocol argument, as
explained in Add an Extended ACE for IP Address or Fully-Qualified Domain Name-Based Matching,
on page 28.

For an explanation of the other keywords, see Add an Extended ACE for IP Address or Fully-Qualified Domain
Name-Based Matching, on page 28.

Add an Extended ACE for User-Based Matching (Identity Firewall)

The user-based extended ACE is just the basic address-matching ACE where you include username or user
group to the source matching criteria. By creating rules based on user identity, you can avoid tying rules to
static host or network addresses. For example, if you define a rule for userl, and the identity firewall feature
maps that user to a host assigned 10.100.10.3 one day, but 192.168.1.5 the next day, the user-based rule still
applies.

Because you must still supply source and destination addresses, broaden the source address to include the
likely addresses that will be assigned to the user (normally through DHCP). For example, user “LOCAL\userl
any” will match the LOCAL\user1 user no matter what address is assigned, whereas “LOCAL\user1 10.100.1.0
255.255.255.0” matches the user only if the address is on the 10.100.1.0/24 network.

By using group names, you can define rules based on entire classes of users, such as students, teachers,
managers, engineers, and so forth.

To add an ACE for user or group matching, use the following command:

access-ist access list_ name[lineline_number] extended {deny | per mit} protocol _argument [user_argument]
source_address argument [port_argument] dest_address argument [port_argument] [log [[level] [interval
secs] | disable | default]] [time-rangetime_range _name] [inactive]

Example:

hostname(config)# access-list vl extended permit ip user LOCAL\idfw
any 10.0.0.0 255.255.255.0

The user_argument option specifies the user or group for which to match traffic in addition to the source
address. Available arguments include the following:
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Tip

« object-group-user user_obj_grp_id—Specifies a user object group created using the object-group user
command.

* user {[domain_nickname\]lname | any | none}—Specifies a username. Specify any to match all users
with user credentials, or none to match addresses that are not mapped to usernames. These options are
especially useful for combining access-group and aaa authentication match policies.

* user-group [domain_nickname\\Juser_group_name—Specifies a user group name. Note the double \\
separating the domain and group name.

For an explanation of the other keywords, see Add an Extended ACE for IP Address or Fully-Qualified Domain
Name-Based Matching, on page 28.

You can include both user and Cisco Trustsec security groups in a given ACE.

Add an Extended ACE for Security Group-Based Matching (Cisco TrustSec)

RS

Tip

The security group (Cisco TrustSec) extended ACE is just the basic address-matching ACE where you include
security groups or tags to the source or destination matching criteria. By creating rules based on security
groups, you can avoid tying rules to static host or network addresses. Because you must still supply source
and destination addresses, broaden the addresses to include the likely addresses that will be assigned to users
(normally through DHCP).

Before adding this type of ACE, configure Cisco TrustSec.

To add an ACE for security group matching, use the following command:

access-list access list_name [lineline_number] extended {deny | permit} protocol_argument

[security _group_argument] source_address argument [port_argument] [security_group_argument]
dest_address_argument [port_argument] [log [[level] [interval secs] | disable| default]] [inactive|time-range
time_range_name]

Example:

hostname(config)# access-list INSIDE_IN extended permit ip
security-group name my-group any any

The security_group_argument option specifies the security group for which to match traffic in addition to the
source or destination address. Available arguments include the following:

« object-group-security security obj_grp_id—Specifies a security object group created using the
object-group security command.

* security-group {name security_grp_id | tag security_grp_tag}—Specifies a security group name or
tag.

For an explanation of the other keywords, see Add an Extended ACE for IP Address or Fully-Qualified Domain
Name-Based Matching, on page 28.
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Tip  You can include both user and Cisco Trustsec security groups in a given ACE.

Examples for Extended ACLs
The following ACL allows all hosts (on the interface to which you apply the ACL) to go through the ASA:

hostname(config)# access-list ACL_IN extended permit ip any any

The following ACL prevents hosts on 192.168.1.0/24 from accessing the 209.165.201.0/27 network for
TCP-based traffic. All other addresses are permitted.

hostname(config)# access-list ACL_IN extended deny tcp 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224
hostname(config)# access-list ACL_IN extended permit ip any any

If you want to restrict access to selected hosts only, then enter a limited permit ACE. By default, all other
traffic is denied unless explicitly permitted.

hostname(config)# access-list ACL_IN extended permit ip 192.168.1.0 255.255.255.0
209.165.201.0 255.255.255.224

The following ACL restricts all hosts (on the interface to which you apply the ACL) from accessing a website
at address 209.165.201.29. All other traffic is allowed.

hostname(config)# access-list ACL_IN extended deny tcp any host 209.165.201.29 eq www
hostname(config)# access-list ACL_IN extended permit ip any any

The following ACL that uses object groups restricts several hosts on the inside network from accessing several
web servers. All other traffic is allowed.

hostname(config-network)# access-list ACL_IN extended deny tcp object-group denied
object-group web eq www

hostname(config)# access-list ACL_IN extended permit ip any any

hostname(config)# access-group ACL_IN in interface inside

The following example temporarily disables an ACL that permits traffic from one group of network objects
(A) to another group of network objects (B):

hostname(config)# access-list 104 permit ip host object-group A object-group B inactive

To implement a time-based ACE, use the time-range command to define specific times of the day and week.
Then use the access-list extended command to bind the time range to an ACE. The following example binds
an ACE in the “Sales” ACL to a time range named “New_York_Minute.”

hostname(config)# access-list Sales line 1 extended deny tcp host 209.165.200.225 host
209.165.201.1 time-range New_York Minute

The following example shows a mixed 1Pv4/IPv6 ACL:
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hostname(config)# access-list demoacl extended permit ip 2001:DB8:1::/64 10.2.2.0
255.255.255.0

hostname(config)# access-list demoacl extended permit ip 2001:DB8:1::/64 2001:DB8:2::/64
hostname(config)# access-list demoacl extended permit ip host 10.3.3.3 host 10.4.4.4

Example of Converting Addresses to Objects for Extended ACLs

The following normal ACL that does not use object groups restricts several hosts on the inside network from
accessing several web servers. All other traffic is allowed.

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.4 host 209.165.201.29

eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.78 host 209.165.201.29
eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.89 host 209.165.201.29
eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.4 host 209.165.201.16

eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.78 host 209.165.201.16
eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.89 host 209.165.201.16
eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.4 host 209.165.201.78

eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.78 host 209.165.201.78
eq www

hostname(config)# access-list ACL_IN extended deny tcp host 10.1.1.89 host 209.165.201.78
eq www

hostname(config)# access-list ACL_IN extended permit ip any any

hostname(config)# access-group ACL_IN in interface inside

If you make two network object groups, one for the inside hosts, and one for the web servers, then the
configuration can be simplified and can be easily modified to add more hosts:

hostname(config)# object-group network denied

hostname(config-network)# network-object host 10.1.1.4
hostname(config-network)# network-object host 10.1.1.78
hostname(config-network)# network-object host 10.1.1.89

hostname(config-network)# object-group network web

hostname(config-network)# network-object host 209.165.201.29
hostname(config-network)# network-object host 209.165.201.16
hostname(config-network)# network-object host 209.165.201.78

hostname(config)# access-list ACL_IN extended deny tcp object-group denied object-group
web eq www

hostname(config)# access-list ACL_IN extended permit ip any any
hostname(config)# access-group ACL_IN in interface inside

Configure Standard ACLs

A standard ACL is composed of all ACEs with the same ACL ID or name. Standard ACLs are used for a
limited number of features, such as route maps or VPN filters. A standard ACL uses IPv4 addresses only, and
defines destination addresses only.

To add a standard access list entry, use the following command:
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access-list access list_name standard {deny | permit} {any4 | host ip_address| ip_address mask}

Example:
hostname(config)# access-list OSPF standard permit 192.168.1.0 255.255.255.0

The options are:

» Name—The access _list_name argument specifies the name of number of an ACL. Traditional numbers
for standard ACLs are 1-99 or 1300-1999, but you can use any name or number. You create a new ACL
if the ACL does not already exist, otherwise, you are adding the entry to the end of the ACL.

« Permit or Deny—The deny keyword denies or exempts a packet if the conditions are matched. The
per mit keyword permits or includes a packet if the conditions are matched.

* Destination Address—The any4 keyword matches all IPv4 addresses. The host ip_address argument
matches a host IPv4 address. The ip_addressip_mask argument matches an IPv4 subnet, for example,
10.1.1.0 255.255.255.0.

Configure Webtype ACLs

Webtype ACLs are used for filtering clientless SSL VPN traffic, constraining user access to specific networks,
subnets, hosts, and Web servers. If you do not define a filter, all connections are allowed. A webtype ACL is
composed of all ACEs with the same ACL ID or hame.

With webtype ACLs, you can match traffic based on URLSs or destination addresses. A single ACE cannot
mix these specifications. The following sections explain each type of ACE.

Add a Webtype ACE for URL Matching

To match traffic based on the URL the user is trying to access, use the following command;

access-list access list_name webtype {deny | permit} url {url_string | any} [log [[level] [interval secs] |
disable| default]] [time_range time_range_name] [inactive]

Example:
hostname(config)# access-list acl_company webtype deny url http://*.example.com

The options are:

« access list_name—The name of the new or existing ACL. If the ACL already exists, you are adding the
ACE to the end of the ACL.

* Permit or Deny—The deny keyword denies or exempts a packet if the conditions are matched. The
permit keyword permits or includes a packet if the conditions are matched.

* URL—The url keyword specifies the URL to match. Use url any to match all URL-based traffic.
Otherwise, enter a URL string, which can include wildcards. Following are some tips and limitations on
specifying URLSs:

* Specify any to match all URLSs.

« ‘Permit url any' will allow all the URLSs that have the format protocol://server-ip/path and will block
traffic that does not match this pattern, such as port-forwarding. There should be an ACE to allow
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connections to the required port (port 1494 in the case of Citrix) so that an implicit deny does not
occur.

» Smart tunnel and ica plug-ins are not affected by an ACL with “‘permit url any’ because they match
smart-tunnel:// and ica:// types only.

* You can use these protocols: cifs://, citrix://, citrixs://, ftp://, http://, https://, imap4.://, nfs://, pop3://,
smart-tunnel://, and smtp://. You can also use wildcards in the protocol; for example, htt* matches
http and https, and an asterisk * matches all protocols. For example, *://*.example.com matches
any type URL-based traffic to the example.com network.

« If you specify a smart-tunnel:// URL, you can include the server name only. The URL cannot contain
a path. For example, smart-tunnel://www.example.com is acceptable, but
smart-tunnel://www.example.com/index.html is not.

* An asterisk * matches none or any number of characters. To match any http URL, enter http://*/*.
* A question mark ? matches any one character exactly.
« Square brackets [] are range operators, matching any character in the range. For example, to match

both http://www.cisco.com:80/ and http://www.cisco.com:81/, enter http://www.cisco.com:8[01]/.

* Logging—Ilog arguments set logging options when an ACE matches a packet. If you enter the log option
without any arguments, you enable syslog message 106102 at the default level (6) and for the default
interval (300 seconds). Log options are:

* level—A severity level between 0 and 7. The default is 6.

* interval secs—The time interval in seconds between syslog messages, from 1 to 600. The default
is 300.

» disable—Disables all ACL logging.
» default—Enables logging to message 106103. This setting is the same as not including the log
option.

« Time Range—The time-rangetime_range_name option specifies a time range object, which determines
the times of day and days of the week in which the ACE is active. If you do not include a time range,
the ACE is always active.

« Activation—Use the inactive option to disable the ACE without deleting it. To reenable it, enter the
entire ACE without the inactive keyword.

Add a Webtype ACE for IP Address Matching

You can match traffic based on the destination address the user is trying to access. The webtype ACL can
include a mix of IPv4 and IPv6 addresses in addition to URL specifications.

To add a webtype ACE for IP address matching, use the following command:

access-list access list_name webtype {deny | permit} tcp dest_address_argument [operator port] [log
[[level] [interval secs] | disable | default]] [time_rangetime_range name]] [inactive]]

Example:

hostname(config)# access-list acl_company webtype permit tcp any
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For an explanation of keywords not explained here, see Add a Webtype ACE for URL Matching, on page
35. Keywords and arguments specific to this type of ACE include the following:

* tcp—The TCP protocol. Webtype ACLs match TCP traffic only.

« Destination Address—The dest_address_argument specifies the IP address to which the packet is being
sent:

* host ip_address—Specifies an IPv4 host address.

» dest_ip_address mask—Specifies an IPv4 network address and subnet mask, such as 10.100.10.0
255.255.255.0.

* ipv6-address/prefix-length—Specifies an 1Pv6 host or network address and prefix.

« any, any4, and any6—any specifies both IPv4 and IPv6 traffic; any4 specifies IPv4 traffic only;
and any®6 specifies IPv6 traffic only.

« operator port—The destination port. If you do not specify ports, all ports are matched. The port can be
the integer or name of a TCP port. The operator can be one of the following:

* [t—Iless than

* gt—qreater than

» eq—equal to

* neg—not equal to

 range—an inclusive range of values. When you use this operator, specify two port numbers, for
example, range 100 200.

Examples for Webtype ACLs

The following example shows how to deny access to a specific company URL:

hostname(config)# access-list acl_company webtype deny url http://*.example.com

The following example shows how to deny access to a specific web page:

hostname(config)# access-list acl_file webtype deny url https://www._example.com/dir/file_html
The following example shows how to deny HTTP access to any URL on a specific server through port 8080:
hostname(config)# access-list acl_company webtype deny url http://my-server:8080/*

The following examples show how to use wildcards in webtype ACLSs.

« The following example matches URLS such as http://www.example.com/layouts/1033:

access-list VPN-Group webtype permit url http://www.example.com/*

« The following example matches URLSs such as http://www.example.com/ and http://www.example.net/:
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access-list test webtype permit url http://www.example.*

The following example matches URLS such as http://www.example.com and ftp://wwz.example.com:

access-list test webtype permit url *://ww?.e*co*/

The following example matches URLS such as http://www.cisco.com:80 and https://www.cisco.com:81:

access-list test webtype permit url *://ww?._.c*co*:8[01]/

The range operator “[]” in the preceding example specifies that either character O or 1 can occur at that
location.

The following example matches URLS such as http://www.example.com and http://www.example.net:
access-list test webtype permit url http://www.[a-z]xample?*/

The range operator “[]” in the preceding example specifies that any character in the range from ato z
can occur.

The following example matches http or https URLSs that include “cgi” somewhere in the file name or
path.

access-list test webtype permit url htt*://*/*cgi?*

Note  To match any http URL, you must enter http://*/* instead of http://*.

The following example shows how to enforce a webtype ACL to disable access to specific CIFS shares.

In this scenario we have a root folder named “shares” that contains two sub-folders named “Marketing_Reports”
and “Sales_Reports.” We want to specifically deny access to the “shares/Marketing_Reports” folder.

access-list CIFS_Avoid webtype deny url cifs://172.16.10.40/shares/Marketing_Reports.

However, due to the implicit “deny all” at the end of the ACL, the above ACL makes all of the sub-folders
inaccessible (“shares/Sales_Reports” and “shares/Marketing_Reports™), including the root folder (“shares™).

To fix the problem, add a new ACL to allow access to the root folder and the remaining sub-folders:

access-list CIFS_Allow webtype permit url cifs://172.16.10.40/shares*

Configure EtherType ACLs

EtherType ACLs apply to non-1P layer-2 traffic on bridge group member interfaces. You can use these rules
to permit or drop traffic based on the EtherType value in the layer-2 packet. With EtherType ACLs, you can
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control the flow of non-IP traffic across the bridge group. Note that 802.3-formatted frames are not handled
by the ACL because they use a length field as opposed to a type field.

To add an EtherType ACE, use the following command:

access-list access list_name ethertype {deny | permit} {any | bpdu | dsap {hex_address| bpdu | ipx | isis
| raw-ipx} | eii-ipx | ipx | isis| mpls-multicast | mpls-unicast | hex_number}

Example:

hostname(config)# access-list ETHER ethertype deny mpls-multicast

The options are:

« access _list_name—The name of the new or existing ACL. If the ACL already exists, you are adding the
ACE to the end of the ACL.

* Permit or Deny—The deny keyword denies a packet if the conditions are matched. The per mit keyword
permits a packet if the conditions are matched.

« Traffic Matching Criteria—You can match traffic using the following options:

» any—Matches all layer 2 traffic.

» bpdu—bridge protocol data units (dsap 0x42), which are allowed by default. This keyword is
converted to dsap bpdu.

* dsap {hex_address| bpdu | ipx | isis| raw-ipx}—The IEEE 802.2 Logical Link Control (LLC)
packet's Destination Service Access Point address. Include the address you want to permit or deny
in hexadecimal, from 0x01 to Oxff. You can also use the following keywords to create rules for
common values:

* bpdu for 0x42, bridge protocol data units.
« ipx for Oxe0, Internet Packet Exchange (IPX) 802.2 LLC.
« isisfor Oxfe, Intermediate System to Intermediate System (IS-1S).

* raw-ipx for Oxff, raw IPX 802.3 format.

* eii-ipx—Ethernet 1l IPX format, EtherType 0x8137.

* ipx—Internet Packet Exchange (IPX). This keyword is a shortcut for configuring three separate
rules, for dsap ipx, dsap raw-ipx, and eii-ipx.

* isis—Intermediate System to Intermediate System (I1S-IS). This keyword is converted to dsap isis.
» mpls-multicast— MPLS multicast.
* mpls-unicast—MPLS unicast.

* hex_number—Any EtherType that can be identified by a 16-bit hexadecimal humber 0x600 to
Oxffff. See RFC 1700, “Assigned Numbers,” at http://www.ietf.org/rfc/rfc1700.txt for a list of
EtherTypes.
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Examples for EtherType ACLs
The following examples shows how to configure EtherType ACLSs, including how to apply them to an interface.

For example, the following sample ACL allows common EtherTypes originating on the inside interface:

hostname(config)# access-list ETHER ethertype permit ipx

INFO: ethertype ipx is saved to config as ethertype eii-ipx

INFO: ethertype ipx is saved to config as ethertype dsap iIpx
INFO: ethertype ipx is saved to config as ethertype dsap raw-ipx
hostname(config)# access-list ETHER ethertype permit mpls-unicast
hostname(config)# access-group ETHER in interface inside

The following example allows some EtherTypes through the ASA, but it denies all others:

hostname(config)# access-list ETHER ethertype permit 0x1234
hostname(config)# access-list ETHER ethertype permit mpls-unicast
hostname(config)# access-group ETHER in interface inside
hostname(config)# access-group ETHER in interface outside

The following example denies traffic with EtherType 0x1256 but allows all others on both interfaces:

hostname(config)# access-list nonlP ethertype deny 1256

hostname(config)# access-list nonlP ethertype permit any
hostname(config)# access-group nonlP in interface inside
hostname(config)# access-group nonlP in interface outside

Edit ACLs in an Isolated Configuration Session

When you edit an ACL used for access rules or any other purpose, the change is immediately implemented
and impacts traffic. With access rules, you can enable the transactional commit model to ensure that new rules
become active only after rule compilation is complete, but the compilation happens after each ACE you edit.

If you want to further isolate the impact of editing ACLs, you can make your changes in a “configuration
session,” which is an isolated mode that allows you to edit several ACEs and objects before explicitly
committing your changes. Thus, you can ensure that all of your intended changes are complete before you
change device behavior.

Before you begin

* You can edit ACLs that are referenced by an access-group command, but you cannot edit ACLs that are
referenced by any other command. You can also edit unreferenced ACLS or create new ones.

* You can create or edit objects and object groups, but if you create one in a session, you cannot edit it in
the same session. If the object is not defined as desired, you must commit your changes and then edit the
object, or discard the entire session and start over.

» When you edit an ACL that is referenced by an access-group command (access rules), the transactional
commit model is used when you commit the session. Thus, the ACL is completely compiled before the
new ACL replaces the old version.

« If you enable forward referencing of ACL and object names (the forwar d-r efer ence enable command),
you can delete an ACL that is referenced by an access-group command (access rules), and then recreate
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Edit ACLs in an Isolated Configuration Session .

the ACL. When you commit changes, the new version of the ACL will be used after compilation is
complete. You can also create rules that refer to objects that do not exist, or delete objects that are in use
by access rules. However, you will get a commit error if you delete an object used by other rules, such
as NAT.

Procedure

Start the session.

hostname#configure session session_name
hostname(config-s)#

If the session_name already exists, you open that session. Otherwise, you are creating a new session.

Use the show configur ation session command to view the existing sessions. You can have at most 3 sessions
active at atime. If you need to delete an old unused session, use the clear configuration session session_name
command.

If you cannot open an existing session because someone else is editing it, you can clear the flag that indicates
the session is being edited. Do this only if you are certain the session is not actually being edited. Use the
clear session session_name access command to reset the flag.

(Uncommitted sessions only.) Make your changes. You can use the following basic commands with any of
their parameters:

*» access-list
* object

« object-group

Decide what to do with the session. The commands available depend on whether you have previously committed
the session. Possible commands are:

* exit—To simply exit the session without committing or discarding changes, so that you can return later.

« commit [noconfirm [revert-save | config-save]]—(Uncommitted sessions only.) To commit your
changes. You are asked if you want to save the session. You can save the revert session (revert-save),
which lets you undo your changes using the revert command, or the configuration session (config-save),
which includes all of the changes made in the session (allowing you to commit the same changes again
if you would like to). If you save the revert or configuration session, the changes are committed, but the
session remains active. You can open the session and revert or recommit the changes. You can avoid the
prompt by including the noconfirm option and optionally, the desired save option.

« abort—(Uncommitted sessions only.) To abandon your changes and delete the session. If you want to
keep the session, exit the session and use the clear session session_name configur ation command, which
empties the session without deleting it.

« revert—(Committed sessions only.) To undo your changes, returning the configuration back to what it
was before you committed the session, and delete the session.
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« show configuration session [session_name]—To show the changes made in the session.

Monitoring ACLs

To monitor ACLs, enter one of the following commands:

« show access-list [name]—Displays the access lists, including the line number for each ACE and hit
counts. Include an ACL name or you will see all access lists.

« show running-config access-list [name]—Displays the current running access-list configuration. Include
an ACL name or you will see all access lists.

History for ACLs

Feature Name Releases Description

Extended, standard, webtype ACLSs 7.0(1) ACLs are used to control network access or to specify traffic for many
features to act upon. An extended access control list is used for
through-the-box access control and several other features. Standard
ACLs are used in route maps and VPN filters. Webtype ACLSs are used
in clientless SSL VPN filtering. EtherType ACLs control non-IP layer
2 traffic.

We introduced the following commands: access-list extended,
access-list standard, access-list webtype, access-list ethertype.

Real IP addresses in extended ACLs | 8.3(1) When using NAT or PAT, mapped addresses and ports are no longer

used in an ACL for several features. You must use the real, untranslated
addresses and ports for these features. Using the real address and port
means that if the NAT configuration changes, you do not need to change

the ACLs.
Support for Identity Firewall in 8.4(2) You can now use identity firewall users and groups for the source and
extended ACLs destination. You can use an identity firewall ACL with access rules,

AAA rules, and for VPN authentication.

We modified the following commands: access-list extended.

EtherType ACL support for I1S-1S traffic | 8.4(5), 9.1(2) In transparent firewall mode, the ASA can now control IS-IS traffic
using an EtherType ACL.

We modified the following command: access-list ethertype {per mit

| deny} isis.
Support for Cisco TrustSec in extended | 9.0(1) You can now use Cisco TrustSec security groups for the source and
ACLs destination. You can use an identity firewall ACL with access rules.

We modified the following commands: access-list extended.
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Feature Name

Releases

Description

Unified extended and webtype ACLs
for IPv4 and IPv6

9.0()

Extended and webtype ACLs now support IPv4 and IPv6 addresses.
You can even specify a mix of IPv4 and IPv6 addresses for the source
and destination. The any keyword was changed to represent IPv4 and
IPv6 traffic. The any4 and any6 keywords were added to represent
IPv4-only and IPv6-only traffic, respectively. The IPv6-specific ACLs
are deprecated. Existing IPv6 ACLs are migrated to extended ACLSs.
See the release notes for more information about migration.

We modified the following commands: access-list extended, access-list
webtype.

We removed the following commands: ipv6 access-list, ipv6 access-list
webtype, ipv6-vpn-filter.

Extended ACL and object enhancement
to filter ICMP traffic by ICMP code

9.0(1)

ICMP traffic can now be permitted/denied based on ICMP code.

We introduced or modified the following commands: access-list
extended , service-object, service.

Configuration session for editing ACLs
and objects.

Forward referencing of objects and
ACLs in access rules.

9.3(2)

You can now edit ACLs and objects in an isolated configuration session.
You can also forward reference objects and ACLs, that is, configure
rules and access groups for objects or ACLs that do not yet exist.

We introduced the clear configuration session, clear session,
configure session, forward-reference, and show configuration
session commands.

rules on bridge group member interfaces
and extended access rules on Bridge
Group Virtual Interfaces (BVI).

ACL support for Stream Control 9.5(2) You can now create ACL rules using the sctp protocol, including port
Transmission Protocol (SCTP) specifications.

We modified the following command: access-list extended .
Ethertype rule support for the IEEE 9.6(2) You can now write Ethertype access control rules for the IEEE 802.2
802.2 Logical Link Control packet's Logical Link Control packet's Destination Service Access Point address.
Destination Service Access Point Because of this addition, the bpdu keyword no longer matches the
address. intended traffic. Rewrite bpdu rules for dsap 0x42.

We modified the following commands: access-list ethertype
Support in routed mode for Ethertype |9.7(1) You can now create Ethertype ACLs and apply them to bridge group

member interfaces in routed mode. You can also apply extended access
rules to the Bridge Virtual Interface (BVI) in addition to the member
interfaces.

We modified the following commands: access-group, access-list
ethertype.
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Feature Name

Releases

Description

EtherType access control list changes.

9.9(1)

EtherType access control lists now support Ethernet 1 IPX (Ell IPX).
In addition, new keywords are added to the DSAP keyword to support
common DSAP values: BPDU (0x42), IPX (0xEQ), Raw IPX (OxFF),
and ISIS (OXFE). Consequently, existing EtherType access control
entries that use the BPDU or ISIS keywords will be converted
automatically to use the DSAP specification, and rules for IPX will be
converted to 3 rules (DSAP IPX, DSAP Raw IPX, and Ell IPX). In
addition, packet capture that uses IPX as an EtherType value has been
deprecated, because IPX corresponds to 3 separate EtherTypes.

We modified the following commands: access-list ethertype added
the new keywords eli-ipx and dsap {bpdu | ipx | isis| raw-ipx};
capture ethernet-type no longer supports the ipx keyword.
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CHAPTER 4

Access Rules

This chapter describes how to control network access through or to the ASA using access rules. You use
access rules to control network access in both routed and transparent firewall modes. In transparent mode,
you can use both access rules (for Layer 3 traffic) and EtherType rules (for Layer 2 traffic).

\}

Note  To access the ASA interface for management access, you do not also need an access rule allowing the host
IP address. You only need to configure management access according to the general operations configuration
guide.

« Controlling Network Access, on page 45

« Licensing for Access Rules, on page 51

« Guidelines for Access Control, on page 51

« Configure Access Control, on page 52

» Monitoring Access Rules, on page 55

« Configuration Examples for Permitting or Denying Network Access, on page 56
« History for Access Rules, on page 57

Controlling Network Access

Access rules determine which traffic is allowed through the ASA. There are several different layers of rules
that work together to implement your access control policy:

« Extended access rules (Layer 3+ traffic) assigned to interfaces—You can apply separate rule sets (ACLS)
in the inbound and outbound directions. An extended access rule permits or denies traffic based on the
source and destination traffic criteria.

« Extended access rules (Layer 3+ traffic) assigned to Bridge Virtual Interfaces (BVI; routed mode)—If
you name a BVI, you can apply separate rule sets in the inbound and outbound direction, and you can
also apply rule sets to the bridge group member interfaces. When both the BVI and member interface
have access rules, the order of processing depends on direction. Inbound, the member access rules are
evaluated first, then the BV access rules. Outbound, the BVI rules are considered first, then the member
interface rules.

« Extended access rules assigned globally—You can create a single global rule set, which serves as your
default access control. The global rules are applied after interface rules.
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. General Information About Rules

» Management access rules (Layer 3+ traffic)—You can apply a single rule set to cover traffic directed at
an interface, which would typically be management traffic. In the CLI, these are “control plane” access
groups. For ICMP traffic directed at the device, you can alternatively configure ICMP rules.

« EtherType rules (Layer 2 traffic) assigned to interfaces (bridge group member interfaces only)—You
can apply separate rule sets in the inbound and outbound directions. EtherType rules control network
access for non-IP traffic. An EtherType rule permits or denies traffic based on the EtherType. You can
also apply extended access rules to bridge group member interfaces to control Layer 3+ traffic.

General Information About Rules

The following topics provide general information about access rules and EtherType rules.

Interface Access Rules and Global Access Rules

You can apply an access rule to a specific interface, or you can apply an access rule globally to all interfaces.
You can configure global access rules in conjunction with interface access rules, in which case, the specific
inbound interface access rules are always processed before the general global access rules. Global access rules
apply only to inbound traffic.

Inbound and Outbound Rules

N

You can configure access rules based on the direction of traffic:

« Inbound—Inbound access rules apply to traffic as it enters an interface. Global and management access
rules are always inbound.

 Outbound—Outbound rules apply to traffic as it exits an interface.

Note

“Inbound” and “outbound” refer to the application of an ACL on an interface, either to traffic entering the
ASA on an interface or traffic exiting the ASA on an interface. These terms do not refer to the movement of
traffic from a lower security interface to a higher security interface, commonly known as inbound, or from a
higher to lower interface, commonly known as outbound.

An outbound ACL is useful, for example, if you want to allow only certain hosts on the inside networks to
access a web server on the outside network. Rather than creating multiple inbound ACLS to restrict access,
you can create a single outbound ACL that allows only the specified hosts. (See the following figure.) The
outbound ACL prevents any other hosts from reaching the outside network.
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Rule Order

Implicit Permits

Rule Order .

Figure 2: Outbound ACL
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See the following commands for this example:

hostname(config)# access-list OUTSIDE extended permit tcp host 10.1.1.14 host 209.165.200.225
higtggmé(config)# access-list OUTSIDE extended permit tcp host 10.1.2.67 host 209.165.200.225
higtggmé(config)# access-list OUTSIDE extended permit tcp host 10.1.3.34 host 209.165.200.225
higtxgge(config)# access-group OUTSIDE out interface outside

The order of rules is important. When the ASA decides whether to forward or drop a packet, the ASA tests
the packet against each rule in the order in which the rules are listed in the applied ACL. After a match is
found, no more rules are checked. For example, if you create an access rule at the beginning that explicitly
permits all traffic for an interface, no further rules are ever checked.

Unicast IPv4 and IPv6 traffic from a higher security interface to a lower security interface is allowed through
by default. This includes traffic between standard routed interfaces and Bridge Virtual Interfaces (BVI) in
routed mode.

For bridge group member interfaces, this implicit permit from a higher to a lower security interface applies
to interfaces within the same bridge group only. There are no implicit permits between a bridge group member
interface and a routed interface or a member of a different bridge group.
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Bridge group member interfaces (routed or transparent mode) also allow the following by default:

» ARPs in both directions. (You can control ARP traffic using ARP inspection, but you cannot control it
by access rule.)

« BPDUs in both directions. (You can control these using Ethertype rules.)

For other traffic, you need to use either an extended access rule (IPv4 and IPv6) or an EtherType rule (non-1P).

ACLs have an implicit deny at the end of the list, so unless you explicitly permit it, traffic cannot pass. For
example, if you want to allow all users to access a network through the ASA except for particular addresses,
then you need to deny the particular addresses and then permit all others.

For management (control plane) ACLs, which control to-the-box traffic, there is no implicit deny at the end
of a set of management rules for an interface. Instead, any connection that does not match a management
access rule is then evaluated by regular access control rules.

For EtherType ACLs, the implicit deny at the end of the ACL does not affect IP traffic or ARPs; for example,
if you allow EtherType 8037, the implicit deny at the end of the ACL does not now block any IP traffic that
you previously allowed with an extended ACL (or implicitly allowed from a high security interface to a low
security interface). However, if you explicitly deny all traffic with an EtherType rule, then IP and ARP traffic
is denied; only physical protocol traffic, such as auto-negotiation, is still allowed.

If you configure a global access rule, then the implicit deny comes after the global rule is processed. See the
following order of operations:

1. Interface access rule.

2. For bridge group member interfaces, the Bridge Virtual Interface (BVI) access rule.
3. Global access rule.
4

Implicit deny.

NAT and Access Rules

Access rules always use the real IP addresses when determining an access rule match, even if you configure
NAT. For example, if you configure NAT for an inside server, 10.1.1.5, so that it has a publicly routable IP
address on the outside, 209.165.201.5, then the access rule to allow the outside traffic to access the inside
server needs to reference the server’s real IP address (10.1.1.5), and not the mapped address (209.165.201.5).

Same Security Level Interfaces and Access Rules

Each interface has a security level, and security level checking is performed before access rules are considered.
Thus, even if you allow a connection in an access rule, it can be blocked due to same-security-level checking
at the interface level. You might want to ensure that your configuration allows same-security-level connections
so that your access rules are always considered for permit/deny decisions.

« Connections between the same security level ingress and egress interfaces are subject to the
same-security-traffic inter-interface check.

To allow these connections, enter the same-security-traffic per mit inter-interface command.
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To allow these connections, choose Configuration > Device Setup > I nterface Settings > Interfaces,
then select the Enable traffic between two or more interfaces which are configured with the same
security levels option.

« Connections with the same ingress and egress interfaces are subject to the same-security-traffic
intra-interface check.

To allow these connections, enter the same-security-traffic per mit intra-interface command.

To allow these connections, choose Configuration > Device Setup > I nterface Settings > Interfaces,
then select the Enable traffic between two or more hosts connected to the same interface option.

Extended Access Rules

This section describes information about extended access rules.

Extended Access Rules for Returning Traffic

For TCP, UDP, and SCTP connections for both routed and transparent mode, you do not need an access rule
to allow returning traffic because the ASA allows all returning traffic for established, bidirectional connections.

For connectionless protocols such as ICMP, however, the ASA establishes unidirectional sessions, so you
either need access rules to allow ICMP in both directions (by applying ACLs to the source and destination
interfaces), or you need to enable the ICMP inspection engine. The ICMP inspection engine treats ICMP
sessions as bidirectional connections. For example, to control ping, specify echo-reply (0) (ASA to host) or
echo (8) (host to ASA).

Allowing Broadcast and Multicast Traffic

\}

In routed firewall mode, broadcast and multicast traffic is blocked even if you allow it in an access rule,
including unsupported dynamic routing protocols and DHCP. You must configure the dynamic routing
protocols or DHCP relay to allow this traffic.

For interfaces that are members of the same bridge group in transparent or routed firewall mode, you can
allow any IP traffic through using access rules.

Note

Because these special types of traffic are connectionless, you need to apply an access rule to both the inbound
and outbound interfaces, so returning traffic is allowed through.

The following table lists common traffic types that you can allow using access rules between interfaces that
are members of the same bridge group.

Table 2: Special Traffic for Access Rules between Members of the Same Bridge Group

Traffic Type Protocol or Port Notes

DHCP UDP ports 67 and 68 If you enable the DHCP server, then the ASA does
not pass DHCP packets.

EIGRP Protocol 88 —

OSPF Protocol 89 —
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Traffic Type Protocol or Port Notes

Multicast streams | The UDP ports vary depending on | Multicast streams are always destined to a Class D
the application. address (224.0.0.0 to 239.x.x.X).

RIP (v1 or v2) UDP port 520 —

Management Access Rules

You can configure access rules that control management traffic destined to the ASA. Access control rules for
to-the-box management traffic (defined by such commands as http, ssh, or telnet) have higher precedence
than a management access rule applied with the control-planeoption. Therefore, such permitted management
traffic will be allowed to come in even if explicitly denied by the to-the-box ACL.

Unlike regular access rules, there is no implicit deny at the end of a set of management rules for an interface.
Instead, any connection that does not match a management access rule is then evaluated by regular access
control rules.

Alternatively, you can use ICMP rules to control ICMP traffic to the device. Use regular extended access
rules to control ICMP traffic through the device.

EtherType Rules

This section describes EtherType rules.

Supported EtherTypes and Other Traffic

An EtherType rule controls the following:

* EtherType identified by a 16-bit hexadecimal number, including common types IPX and MPLS unicast
or multicast.

« Ethernet V2 frames.

* BPDUSs, which are permitted by default. BPDUs are SNAP-encapsulated, and the ASA is designed to
specifically handle BPDUs.

* Trunk port (Cisco proprietary) BPDUs. Trunk BPDUs have VLAN information inside the payload, so
the ASA modifies the payload with the outgoing VLAN if you allow BPDUEs.

* Intermediate System to Intermediate System (IS-1S).

 The IEEE 802.2 Logical Link Control packet. You can control access based on the Destination Service
Access Point address.

The following types of traffic are not supported:

« 802.3-formatted frames—These frames are not handled by the rule because they use a length field as
opposed to a type field.

EtherType Rules for Returning Traffic

Because EtherTypes are connectionless, you need to apply the rule to both interfaces if you want traffic to
pass in both directions.
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Allowing MPLS [}

If you allow MPLS, ensure that Label Distribution Protocol and Tag Distribution Protocol TCP connections
are established through the ASA by configuring both MPLS routers connected to the ASA to use the IP address
on the ASA interface as the router-id for LDP or TDP sessions. (LDP and TDP allow MPLS routers to negotiate
the labels (addresses) used to forward packets.)

On Cisco 10S routers, enter the appropriate command for your protocol, LDP or TDP. The interface is the
interface connected to the ASA.

mplsldp router-id interface force
Or

tag-switching tdp router-id interface force

Licensing for Access Rules

Access control rules do not require a special license.

However, to use sctp as the protocol in a rule, you must have a Carrier license.

Guidelines for Access Control

IPv6 Guidelines

Supports IPv6. The source and destination addresses can include any mix of IPv4 and IPv6 addresses.

Per-User ACL Guidelines

* The per-user ACL uses the value in the timeout uauth command, but it can be overridden by the AAA
per-user session timeout value.

« If traffic is denied because of a per-user ACL, syslog message 109025 is logged. If traffic is permitted,
no syslog message is generated. The log option in the per-user ACL has no effect.

Additional Guidelines and Limitations

« Over time, your list of access rules can grow to include many obsolete rules. Eventually, the ACLs for
the access groups can become so large that they impact overall system performance. If you find that the
system is having issues sending syslog messages, communicating for failover synchronization, establishing
and maintaining SSH/HTTPS management access connections, and so forth, you might need to prune
your access rules. In general, you should actively maintain your rule lists to remove obsolete rules, rules
that are never hit, FQDN objects that can no longer be resolved, and so forth. Also consider implementing
object group search.

« You can reduce the memory required to search access rules by enabling object group search, but this is
at the expense rule of lookup performance and increased CPU utilization. When enabled, object group
search does not expand network or service objects, but instead searches access rules for matches based
on those group definitions. You can set this option using the obj ect-group-sear ch access-control
command.
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You can use the object-group-search threshold command to enable a threshold to help prevent
performance degradation. When operating with a threshold, for each connection, both the source and
destination IP addresses are matched against network objects. If the number of objects matched by the
source address times the number matched by the destination address exceeds 10,000, the connection is
dropped. Configure your rules to prevent an excessive number of matches.

N

Note  Object group search works with network and service objects only. It does not
work with security group or user objects. Do not enable this feature if the ACLs
include security groups. The result can be inactive ACLs or other unexpected
behavior.

* You can improve system performance and reliability by using the transactional commit model for access
groups. See the basic settings chapter in the general operations configuration guide for more information.
Use the asp rule-engine transactional-commit access-group command.

« In ASDM, rule descriptions are based on the access list remarks that come before the rule in the ACL;
for new rules you create in ASDM, any descriptions are also configured as remarks before the related
rule. However, the packet tracer in ASDM matches the remark that is configured after the matching rule
in the CLI.

» Normally, you cannot reference an object or object group that does not exist in an ACL or object group,
or delete one that is currently referenced. You also cannot reference an ACL that does not exist in an
access-group command (to apply access rules). However, you can change this default behavior so that
you can “forward reference” objects or ACLs before you create them. Until you create the objects or
ACLs, any rules or access groups that reference them are ignored. To enable forward referencing, use
the forwar d-refer ence enable command.

Configure Access Control

The following topics explain how to configure access control.

Configure an Access Group

Before you can create an access group, create the ACL.

To bind an ACL to an interface or to apply it globally, use the following command:

access-group access list{ {in|out} interfaceinterface name[per-user-override| control-plane] | global}
For an interface-specific access group:

« Specify the extended or EtherType ACL name. You can configure one access-group command per ACL
type per interface per direction, and one control plane ACL. The control plane ACL must be an extended
ACL. Ethertype ACLs are allowed on bridge group member interfaces only. For bridge groups in routed
mode, you can specify extended ACLs for each direction on both the Bridge Virtual Interface (BVI) and
each bridge group member interface.

« The in keyword applies the ACL to inbound traffic. The out keyword applies the ACL to the outbound
traffic.
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« Specify the interface name.

« The per-user-override keyword (for inbound extended ACLs only) allows dynamic user ACLSs that are
downloaded for user authorization to override the ACL assigned to the interface. For example, if the
interface ACL denies all traffic from 10.0.0.0, but the dynamic ACL permits all traffic from 10.0.0.0,
then the dynamic ACL overrides the interface ACL for that user.

By default, VPN remote access traffic is not matched against interface ACLs. However, if you use the
no sysopt connection per mit-vpn command to turn off this bypass, the behavior depends on whether
there is a vpn-filter applied in the group policy and whether you set the per-user-override option:

» No per-user-override, no vpn-filter—Traffic is matched against the interface ACL.

» No per-user-override, vpn-filter—Traffic is matched first against the interface ACL, then against
the VPN filter.

* per-user-override, vpn-filter—Traffic is matched against the VPN filter only.

« The control-plane keyword specifies if the extended ACL is for to-the-box traffic.

Unlike regular access rules, there is no implicit deny at the end of a set of management (control plane)
rules for an interface. Instead, any connection that does not match a management access rule is then
evaluated by regular access control rules.

For a global access group, specify the global keyword to apply the extended ACL to the inbound direction
of all interfaces.

Example

The following example shows how to use the access-group command:

hostname(config)# access-list outside_access permit tcp any host 209.165.201.3 eq 80
hostname(config)# access-group outside_access in interface outside

The access-list command lets any host access the host address using port 80. The access-group
command specifies that the access-list command applies to traffic entering the outside interface.

Configure ICMP Access Rules

By default, you can send ICMP packets to any interface using either IPv4 or IPv6, with these exceptions:

 The ASA does not respond to ICMP echo requests directed to a broadcast address.

» The ASA only responds to ICMP traffic sent to the interface that traffic comes in on; you cannot send
ICMP traffic through an interface to a far interface.

To protect the device from attacks, you can use ICMP rules to limit ICMP access to interfaces to particular
hosts, networks, or ICMP types. ICMP rules function like access rules, where the rules are ordered, and the
first rule that matches a packet defines the action.

If you configure any ICMP rule for an interface, an implicit deny ICMP rule is added to the end of the ICMP
rule list, changing the default behavior. Thus, if you want to simply deny a few message types, you must
include a permit any rule at the end of the ICMP rule list to allow the remaining message types.
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Step 1

Step 2

Step 3

We recommend that you always grant permission for the ICMP unreachable message type (type 3). Denying
ICMP unreachable messages disables ICMP path MTU discovery, which can halt IPsec and PPTP traffic.
Additionally ICMP packets in IPv6 are used in the IPv6 neighbor discovery process.

Procedure

Create rules for ICMP traffic.
icmp {permit | deny} {host ip_address| ip_address mask | any} [icmp_type] interface_name

If you do not specify an icmp_type, the rule applies to all types. You can enter the number or the name. To
control ping, specify echo-reply (0) (ASA-to-host) or echo (8) (host-to-ASA).

For the address, you can apply the rule to any address, to a single host, or to a network (ip_address mask).

Create rules for ICMPv6 (IPv6) traffic.

ipveicmp {permit | deny} {host ipv6_address| ipv6-networ k/prefix-length | any} [icmp_type] interface_name
If you do not specify an icmp_type, the rule applies to all types.

For the address, you can apply the rule to any address, to a single host, or to a network

(ipv6-networ k/prefix-length).

(Optional.) Set rate limits on ICMP Unreachable messages so that the ASA will appear on trace route output.
icmp unreachable rate-limit rate bur st-size size

The rate limit can be 1-100, with 1 being the default. The burst size is meaningless, but must be 1-10.

Example:

Increasing the rate limit, along with enabling the set connection decrement-ttl command in a service policy,
is required to allow a traceroute through the ASA that shows the ASA as one of the hops. For example, the
following policy increases the rate limit and decrements the time-to-live (TTL) value for all traffic through
the ASA.

icmp unreachable rate-limit 50 burst-size 1
class-map global-class

match any
policy-map global_policy

class global-class

set connection decrement-ttl

Examples

The following example shows how to allow all hosts except the one at 10.1.1.15 to use ICMP to the
inside interface:

hostname(config)# icmp deny host 10.1.1.15 inside
hostname(config)# icmp permit any inside
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The following example shows how to allow the host at 10.1.1.15 to use only ping to the inside
interface:

hostname(config)# icmp permit host 10.1.1.15 inside

The following example shows how to deny all ping requests and permit all packet-too-big messages
(to support path MTU discovery) at the outside interface:

hostname(config)# ipv6 icmp deny any echo-reply outside
hostname(config)# ipv6 icmp permit any packet-too-big outside

The following example shows how to permit host 2000:0:0:4::2 or hosts on prefix 2001::/64 to ping
the outside interface:

hostname(config)# ipv6 icmp permit host 2000:0:0:4::2 echo-reply outside
hostname(config)# ipv6 icmp permit 2001::/64 echo-reply outside
hostname(config)# ipv6 icmp permit any packet-too-big outside

Monitoring Access Rules

To monitor network access, enter the following commands:
* clear access-list id counters
Clear the hit counts for the access list.
« show access-list [name]

Displays the access lists, including the line number for each ACE and hit counts. Include an ACL name
or you will see all access lists.

* show running-config access-group

Displays the current ACL bound to the interfaces.

Evaluating Syslog Messages for Access Rules

Use a syslog event viewer, such as the one in ASDM, to view messages related to access rules.

If you use default logging, you see syslog message 106023 for explicitly denied flows only. Traffic that
matches the “implicit deny” entry that ends the rule list is not logged.

If the ASA is attacked, the number of syslog messages for denied packets can be very large. We recommend
that you instead enable logging using syslog message 106100, which provides statistics for each rule (including
permit rules) and enables you to limit the number of syslog messages produced. Alternatively, you can disable
all logging for a given rule.

When you enable logging for message 106100, if a packet matches an ACE, the ASA creates a flow entry to
track the number of packets received within a specific interval. The ASA generates a syslog message at the
first hit and at the end of each interval, identifying the total number of hits during the interval and the time
stamp for the last hit. At the end of each interval, the ASA resets the hit count to 0. If no packets match the
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Tip

ACE during an interval, the ASA deletes the flow entry. When you configure logging for a rule, you can
control the interval and even the severity level of the log message, per rule.

A flow is defined by the source and destination IP addresses, protocols, and ports. Because the source port
might differ for a new connection between the same two hosts, you might not see the same flow increment
because a new flow was created for the connection.

Permitted packets that belong to established connections do not need to be checked against ACLs; only the
initial packet is logged and included in the hit count. For connectionless protocols, such as ICMP, all packets
are logged, even if they are permitted, and all denied packets are logged.

See the syslog messages guide for detailed information about these messages.

When you enable logging for message 106100, if a packet matches an ACE, the ASA creates a flow entry to
track the number of packets received within a specific interval. The ASA has a maximum of 32 K logging
flows for ACEs. A large number of flows can exist concurrently at any point of time. To prevent unlimited
consumption of memory and CPU resources, the ASA places a limit on the number of concurrent deny flows;
the limit is placed on deny flows only (not on permit flows) because they can indicate an attack. \When the
limit is reached, the ASA does not create a new deny flow for logging until the existing flows expire, and
issues message 106101. You can control the frequency of this message using the access-list alert-interval
secscommand, and the maximum number of deny flows cached using the access-list deny-flow-max number
command.

Configuration Examples for Permitting or Denying Network

Access

Following are some typical configuration examples for permitting or denying network access.

Extended ACL Examples

The following example adds a network object for inside server 1, performs static NAT for the server, and
enables access from the outside for inside server 1.

hostname(config)# object network inside-serverl
hostname(config)# host 10.1.1.1
hostname(config)# nat (inside,outside) static 209.165.201.12

hostname(config)# access-list outside_access extended permit tcp any object inside-serverl
eq www
hostname(config)# access-group outside_access in interface outside

The following example allows all hosts to communicate between the inside and hr networks but only specific
hosts to access the outside network:

hostname(config)# access-list ANY extended permit ip any any
hostname(config)# access-list OUT extended permit ip host 209.168.200.3 any
hostname(config)# access-list OUT extended permit ip host 209.168.200.4 any

hostname(config)# access-group ANY in interface inside
hostname(config)# access-group ANY in interface hr

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



| Access Control
History for Access Rules .

hostname(config)# access-group OUT out interface outside

The following example uses object groups to permit specific traffic on the inside interface:

1

hostname (config)# object-group service myaclog

hostname (config-service)# service-object tcp source range 2000 3000

hostname (config-service)# service-object tcp source range 3000 3010 destinatio$
hostname (config-service)# service-object ipsec

hostname (config-service)# service-object udp destination range 1002 1006
hostname (config-service)# service-object icmp echo

hostname(config)# access-list outsideacl extended permit object-group myaclog interface
inside any

EtherType Examples

For example, the following sample ACL allows common EtherTypes originating on the inside interface:

hostname(config)# access-list ETHER ethertype permit ipx

INFO: ethertype ipx is saved to config as ethertype eii-ipx

INFO: ethertype ipx is saved to config as ethertype dsap Ipx
INFO: ethertype ipx is saved to config as ethertype dsap raw-ipx
hostname(config)# access-list ETHER ethertype permit mpls-unicast
hostname(config)# access-group ETHER in interface inside

The following example allows some EtherTypes through the ASA, but it denies all others:

hostname(config)# access-list ETHER ethertype permit 0x1234
hostname(config)# access-list ETHER ethertype permit mpls-unicast
hostname(config)# access-group ETHER in interface inside
hostname(config)# access-group ETHER in interface outside

The following example denies traffic with EtherType 0x1256 but allows all others on both interfaces:

hostname(config)# access-list nonlP ethertype deny 1256

hostname(config)# access-list nonlP ethertype permit any
hostname(config)# access-group nonlP in interface inside
hostname(config)# access-group nonlP in interface outside

History for Access Rules

Feature Name Platform Releases | Description

Interface access rules 7.0(1) Controlling network access through the ASA using ACLSs.

We introduced the following command: access-group.

Global access rules 8.3(1) Global access rules were introduced.

We modified the following command: access-group.
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Feature Name

Platform Releases

Description

Support for Identity Firewall

8.4(2)

You can now use identity firewall users and groups for the source and
destination. You can use an identity firewall ACL with access rules,
AAA rules, and for VPN authentication.

We modified the following commands: access-list extended.

EtherType ACL support for IS-1S traffic

8.4(5), 9.1(2)

In transparent firewall mode, the ASA can now pass IS-1S traffic using
an EtherType ACL.

We modified the following command: access-list ethertype {per mit
| deny} isis.

Support for TrustSec

9.0(1)

You can now use TrustSec security groups for the source and
destination. You can use an identity firewall ACL with access rules.

We modified the following commands: access-list extended.

Unified ACL for IPv4 and IPv6

9.0(1)

ACLs now support IPv4 and IPv6 addresses. You can even specify a
mix of IPv4 and IPv6 addresses for the source and destination. The
any keyword was changed to represent IPv4 and IPv6 traffic. The any4
and any6 keywords were added to represent IPv4-only and IPv6-only
traffic, respectively. The IPv6-specific ACLs are deprecated. Existing
IPv6 ACLs are migrated to extended ACLs. See the release notes for
more information about migration.

We modified the following commands: access-list extended, access-list
webtype.

We removed the following commands: ipv6 access-list, ipv6 access-list
webtype, ipv6-vpn-filter

Extended ACL and object enhancement
to filter ICMP traffic by ICMP code

9.0(1)

ICMP traffic can now be permitted/denied based on ICMP code.

We introduced or modified the following commands: access-list
extended , service-object, service.

Transactional Commit Model on Access
Group Rule Engine

9.1(5)

When enabled, a rule update is applied after the rule compilation is
completed; without affecting the rule matching performance.

We introduced the following commands: asp rule-engine
transactional-commit, show running-config asp rule-engine
transactional-commit, clear configure asp rule-engine
transactional-commit.

Configuration session for editing ACLS
and objects.

Forward referencing of objects and
ACLs in access rules.

9.3(2)

You can now edit ACLs and objects in an isolated configuration session.
You can also forward reference objects and ACLs, that is, configure
rules and access groups for objects or ACLs that do not yet exist.

We introduced the clear config-session, clear session, configure
session, forwar d-reference, and show config-session commands.

Access rule support for Stream Control
Transmission Protocol (SCTP)

9.5(2)

You can now create access rules using the sctp protocol, including
port specifications.

We modified the following command: access-list extended .
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Feature Name Platform Releases | Description

Ethertype rule support for the IEEE 9.6(2) You can now write Ethertype access control rules for the IEEE 802.2
802.2 Logical Link Control packet's Logical Link Control packet's Destination Service Access Point address.
Destination Service Access Point Because of this addition, the bpdu keyword no longer matches the
address. intended traffic. Rewrite bpdu rules for dsap 0x42.

We modified the following commands: access-list ethertype

Support in routed mode for Ethertype |9.7(1) You can now create Ethertype ACLs and apply them to bridge group
rules on bridge group member interfaces member interfaces in routed mode. You can also apply extended access
and extended access rules on Bridge rules to the Bridge Virtual Interface (BVI) in addition to the member
Group Virtual Interfaces (BVI). interfaces.
We modified the following commands: access-group, access-list
ethertype.
EtherType access control list changes. |9.9(1) EtherType access control lists now support Ethernet I1 IPX (Ell IPX).

In addition, new keywords are added to the DSAP keyword to support
common DSAP values: BPDU (0x42), IPX (OxEQ), Raw IPX (OxFF),
and ISIS (OxFE). Consequently, existing EtherType access control
entries that use the BPDU or ISIS keywords will be converted
automatically to use the DSAP specification, and rules for IPX will be
converted to 3 rules (DSAP IPX, DSAP Raw IPX, and Ell IPX). In
addition, packet capture that uses IPX as an EtherType value has been
deprecated, because IPX corresponds to 3 separate EtherTypes.

We modified the following commands: access-list ethertype added
the new keywords eii-ipx and dsap {bpdu | ipx | isis| raw-ipx};
capture ethernet-type no longer supports the ipx keyword.

The object group search threshold is  [9.12(1) If you enabled object group search, the feature was subject to a

now disabled by default. threshold to help prevent performance degradation. That threshold is
now disabled by default. You can enable it by using the

obj ect-group-search threshold command.

We added the following command: object-group-search threshold.
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CHAPTER 5

|dentity Firewall

This chapter describes how to configure the ASA for the Identity Firewall.

 About the Identity Firewall, on page 61

* Guidelines for the Identity Firewall, on page 67

« Prerequisites for the Identity Firewall, on page 69
« Configure the Identity Firewall, on page 70

* Collect User Statistics, on page 79

» Examples for the Identity Firewall, on page 80

* Monitoring the Identity Firewall, on page 82

« History for the Identity Firewall, on page 83

About the Identity Firewall

In an enterprise, users often need access to one or more server resources. Typically, a firewall is not aware of
the users’ identities and, therefore, cannot apply security policies based on identity. To configure per-user
access policies, you must configure a user authentication proxy, which requires user interaction (a
username/password query).

The Identity Firewall in the ASA provides more granular access control based on users’ identities. You can
configure access rules and security policies based on user names and user group names rather than through
source IP addresses. The ASA applies the security policies based on an association of IP addresses to Windows
Active Directory login information and reports events based on the mapped usernames instead of network 1P
addresses.

The Identity Firewall integrates with Microsoft Active Directory in conjunction with an external Active
Directory (AD) Agent that provides the actual identity mapping. The ASA uses Windows Active Directory
as the source to retrieve the current user identity information for specific IP addresses and allows transparent
authentication for Active Directory users.

Identity-based firewall services enhance the existing access control and security policy mechanisms by allowing
users or groups to be specified in place of source IP addresses. Identity-based security policies can be interleaved
without restriction between traditional IP address-based rules.

The key benefits of the Identity Firewall include:

« Decoupling network topology from security policies

« Simplifying the creation of security policies
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* Providing the ability to easily identify user activities on network resources

« Simplifying user activity monitoring

Architecture for Identity Firewall Deployments

The Identity Firewall integrates with Window Active Directory in conjunction with an external Active Directory
(AD) Agent that provides the actual identity mapping.

The identity firewall consists of three components:
*« ASA
« Microsoft Active Directory

Although Active Directory is part of the Identity Firewall on the ASA, Active Directory administrators
manage it. The reliability and accuracy of the data depends on data in Active Directory.

Supported versions include Windows Server 2003, Windows Server 2008, and Windows Server 2008
R2 servers.

« Active Directory (AD) Agent

The AD Agent runs on a Windows server. Supported Windows servers include Windows 2003, Windows
2008, and Windows 2008 R2.

N

Note  Windows 2003 R2 is not supported for the AD Agent server.

The following figure show the components of the Identity Firewall. The succeeding table describes the roles
of these components and how they communicate with one another.

Figure 3: Identity Firewall Components
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On the ASA: 4 Client <-> ASA: The

Administrators configure client logs into the

local user groups and network through

Identity Firewall policies. Microsoft Active
Directory. The AD Server
authenticates users and
generates user login
security logs.
Alternatively, the client
can log into the network
through a cut-through
proxy or VPN.

ASA <->AD Server: The |5 ASA <-> Client: Based

ASA sends an LDAP on the policies configured

query for the Active on the ASA, it grants or

Directory groups denies access to the client.

(S:(;?\tlegiured on the AD If configured, the ASA

' probes the NetBIOS of the

The ASA consolidates client to pass inactive and

local and Active Directory NO-response Users.

groups and applies access

rules and Modular Policy

Framework security

policies based on user

identity.

ASA <-> AD Agent: 6 AD Agent <-> AD

Depending on the Identity
Firewall configuration, the
ASA downloads the
IP-user database or sends
a RADIUS request to the
AD Agent that asks for
the user’s IP address.

The ASA forwards the
new mapped entries that
have been learned from
web authentication and
VPN sessions to the AD
Agent.

Server: The AD Agent
maintains a cache of user
ID and IP address mapped
entries. and notifies the
ASA of changes.

The AD Agent sends logs
to a syslog server.

Features of the Identity Firewall

The Identity Firewall includes the following key features.
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Flexibility

» The ASA can retrieve user identity and IP address mapping from the AD Agent by querying the AD
Agent for each new IP address or by maintaining a local copy of the entire user identity and IP address
database.

« Supports host group, subnet, or IP address for the destination of a user identity policy.
« Supports a fully qualified domain name (FQDN) for the source and destination of a user identity policy.

« Supports the combination of 5-tuple policies with ID-based policies. The identity-based feature works
in tandem with the existing 5-tuple solution.

« Supports use with application inspection policies.

« Retrieves user identity information from remote access VPN, AnyConnect VPN, L2TP VPN and
cut-through proxy. All retrieved users are populated to all ASAs that are connected to the AD Agent.

Scalability

» Each AD Agent supports 100 ASAs. Multiple ASAs are able to communicate with a single AD Agent
to provide scalability in larger network deployments.

« Supports 30 Active Directory servers provided the IP address is unique among all domains.
« Each user identity in a domain can have up to 8 IP addresses.

« Supports up to 64,000 user identity-IP address mapped entries in active policies for the ASA 5500 Series
models. This limit controls the maximum number of users who have policies applied. The total number
of users are the aggregate of all users configured in all different contexts.

* Supports up to 512 user groups in active ASA policies.
« A single access rule can contain one or more user groups or users.

« Supports multiple domains.

Availability

» The ASA retrieves group information from the Active Directory and falls back to web authentication for
IP addresses when the AD Agent cannot map a source IP address to a user identity.

» The AD Agent continues to function when any of the Active Directory servers or the ASA are not
responding.

« Supports configuring a primary AD Agent and a secondary AD Agent on the ASA. If the primary AD
Agent stops responding, the ASA can switch to the secondary AD Agent.

« If the AD Agent is unavailable, the ASA can fall back to existing identity sources such as cut-through
proxy and VPN authentication.

» The AD Agent runs a watchdog process that automatically restarts its services when they are down.

« Allows a distributed IP address/user mapping database for use among ASAS.
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Deployment Scenarios

You can deploy the components of the Identity Firewall in the following ways, depending on your environmental
requirements.

The following figure shows how you can deploy the components of the Identity Firewall to allow for
redundancy. Scenario 1 shows a simple installation without component redundancy. Scenario 2 also shows a
simple installation without redundancy. However, in this deployment scenario, the Active Directory server
and AD Agent are co-located on the same Windows server.

Figure 4: Deployment Scenario without Redundancy
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The following figure shows how you can deploy the Identity Firewall components to support redundancy.
Scenario 1 shows a deployment with multiple Active Directory servers and a single AD Agent installed on a
separate Windows server. Scenario 2 shows a deployment with multiple Active Directory servers and multiple
AD Agents installed on separate Windows servers.

Figure 5: Deployment Scenario with Redundant Components
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The following figure shows how all Identity Firewall components—Active Directory server, the AD Agent,
and the clients—are installed and communicate on the LAN.
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Figure 6: LAN -based Deployment
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The following figure shows a WAN-based deployment to support a remote site. The Active Directory server
and the AD Agent are installed on the main site LAN. The clients are located at a remote site and connect to
the Identity Firewall components over a WAN.

Figure 7: WAN-based Deployment
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The following figure also shows a WAN-based deployment to support a remote site. The Active Directory
server is installed on the main site LAN. However, the AD Agent is installed and accessed by the clients at
the remote site. The remote clients connect to the Active Directory servers at the main site over a WAN.
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Figure 8: WAN-based Deployment with Remote AD Agent
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The following figure shows an expanded remote site installation. An AD Agent and Active Directory servers
are installed at the remote site. The clients access these components locally when logging into network resources

located at the main site. The remote Active Directory server must synchronize its data with the central Active
Directory servers located at the main site.

Figure 9: WAN-based Deployment with Remote AD Agent and AD Servers
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Guidelines for the Identity Firewall

This section describes the guidelines and limitations that you should check before configuring the Identity
Firewall.

Failover

* The Identity Firewall supports user identity-IP address mapping and AD Agent status replication from
active to standby when Stateful Failover is enabled. However, only user identity-1P address mapping,

AD Agent status, and domain status are replicated. User and user group records are not replicated to the
standby ASA.

» When failover is configured, the standby ASA must also be configured to connect to the AD Agent

directly to retrieve user groups. The standby ASA does not send NetBIOS packets to clients even when
the NetBIOS probing options are configured for the Identity Firewall.
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» When a client is determined to be inactive by the active ASA, the information is propagated to the standby
ASA. User statistics are not propagated to the standby ASA.

» When you have failover configured, you must configure the AD Agent to communicate with both the
active and standby ASAs. See the Installation and Setup Guide for the Active Directory Agent for the
steps to configure the ASA on the AD Agent server.

IPv6

» The AD Agent supports endpoints with IPv6 addresses. It can receive IPv6 addresses in log events,
maintain them in its cache, and send them through RADIUS messages. The AAA server must use an
IPv4 address.

 NetBIOS over IPv6 is not supported.

Additional Guidelines

« A full URL as a destination address is not supported.

* For NetBIOS probing to function, the network between the ASA, AD Agent, and clients must support
UDP-encapsulated NetBIOS traffic.

« MAC address checking by the Identity Firewall does not work when intervening routers are present.
Users logged into clients that are behind the same router have the same MAC addresses. With this
implementation, all the packets from the same router are able to pass the check, because the ASA is
unable to ascertain the actual MAC addresses behind the router.

« Although you can use user specifications in VPN filter ACLs, the user-based rules are interpreted
uni-directionally rather than bi-directionally, which is how VPN filter usually works. That is, you can
filter based on user-initiated traffic, but the filter does not apply for going from the destination back to
the user. For example, you could include a rule that allows a specific user to ping a server, but that rule
will not allow the server to ping the user.

« The following ASA features do not support using the identity-based object and FQDN in an extended
ACL:

* Crypto maps
* WCCP
* NAT
* Group policy (except for VPN filters)
* DAP
* You can use the user-identity update active-user-database command to actively initiate a user-IP

address download from the AD agent.

By design, if a previous download session has finished, the ASA does not allow you to issue this command
again.

As a result, if the user-I1P database is very large, the previous download session is not finished yet, and
you issue another user-identity update active-user-database command, the following error message
appears:
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“ERROR: one update active-user-database is already in progress.”

You need to wait until the previous session is completely finished, then you can issue another user-identity
update active-user-database command.

Another example of this behavior occurs because of packet loss from the AD Agent to the ASA.

When you issue a user-identity update active-user-database command, the ASA requests the total
number of user-1P mapped entries to be downloaded. Then the AD Agent initiates a UDP connection to
the ASA and sends the change of authorization request packet.

If for some reason the packet is lost, there is no way for the ASA to discern this. As a result, the ASA
holds the session for 4-5 minutes, during which time this error message continues to appear if you have
issued the user-identity update active-user-database command.

« When you use the Cisco Context Directory Agent (CDA) in conjunction with the ASA or Cisco Ironport
Web Security Appliance (WSA), make sure that you open the following ports:

* Authentication port for UDP—1645
« Accounting port for UDP—1646
* Listening port for UDP—3799

The listening port is used to send change of authorization requests from the CDA to the ASA or to
the WSA.

« If the user-identity action domain-controller-down domain_name disable user-identity-rulecommand
is configured and the specified domain is down, or if the user-identity action ad-agent-down disable
user-identity-rule command is configured and the AD Agent is down, all the logged-in users have the
disabled status.

* For domain names, the following characters are not valid: \/:*?"<>|.
* For usernames, the following characters are not valid: V[]:;=,+*?"<>|@.
* For user group names, the following characters are not valid: V[]:;=,+*?"<>|.

» How you configure the Identity Firewall to retrieve user information from the AD Agent affects the
amount of memory used by the feature. You specify whether the ASA uses on-demand retrieval or full
download retrieval. Choosing on-demand retrieval has the benefit of using less memory, because only
users of received packets are queried and stored.

Prerequisites for the Identity Firewall

This section lists the prerequisites for configuring the Identity Firewall.

AD Agent

» The AD Agent must be installed on a Windows server that is accessible to the ASA. Additionally, you
must configure the AD Agent to obtain information from the Active Directory servers and to communicate
with the ASA.

« Supported Windows servers include Windows 2003, Windows 2008, and Windows 2008 R2.
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Note  Windows 2003 R2 is not supported for the AD Agent server.

« For the steps to install and configure the AD Agent, see the Installation and Setup Guide for the Active
Directory Agent.

« Before configuring the AD Agent in the ASA, obtain the secret key value that the AD Agent and the
ASA use to communicate. This value must match on both the AD Agent and the ASA.

Microsoft Active Directory

« Microsoft Active Directory must be installed on a Windows server and accessible by the ASA. Supported
versions include Windows 2003, 2008, and 2008 R2 servers.

* Before configuring the Active Directory server on the ASA, create a user account in Active Directory
for the ASA.

« Additionally, the ASA sends encrypted log-in information to the Active Directory server by using SSL
enabled over LDAP. SSL must be enabled on the Active Directory server. See the documentation for
Microsoft Active Directory for how to enable SSL for Active Directory.

Note

Before running the AD Agent Installer, you must install the patches listed in the README First for the Cisco
Active Directory Agent on each Microsoft Active Directory server that the AD Agent monitors. These patches
are required even when the AD Agent is installed directly on the domain controller server.

Configure the Identity Firewall

Step 1
Step 2
Step 3
Step 4

To configure the Identity Firewall, perform the following tasks:

Procedure

Configure the Active Directory domain in the ASA.
Configure the AD Agent in ASA.
Configure Identity Options.

Configure Identity-based Security Policy. After the AD domain and AD Agent are configured, you can create
identity-based object groups and ACLs for use in many features.

Configure the Active Directory Domain

Active Directory domain configuration on the ASA is required for the ASA to download Active Directory
groups and accept user identities from specific domains when receiving IP-user mapping from the AD Agent.
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Step 2

Step 3

Step 4

Step 5

Configure the Active Directory Domain .

Before you begin
« Active Directory server IP address
« Distinguished Name for LDAP base DN

« Distinguished Name and password for the Active Directory user that the Identity Firewall uses to connect
to the Active Directory domain controller

To configure the Active Directory domain, perform the following steps:

Procedure

Create the AAA server group and configure AAA server parameters for the Active Directory server.
aaa-server server-tag protocol ldap

Example:

ciscoasa(config)# aaa-server adserver protocol ldap

Configure the AAA server as part of a AAA server group and the AAA server parameters that are host-specific
for the Active Directory server.

aaa-server server-tag [(interface-name)] host{server-ip | name} [key] [timeoutseconds]

Example:

ciscoasa(config-aaa-server-group)# aaa-server adserver (mgmt) host 172.168.224.6

Specifies the location in the LDAP hierarchy where the server should begin searching when it receives an
authorization request.

Idap-base-dn string

Example:
ciscoasa(config-aaa-server-host)# ldap-base-dn DC=SAMPLE,DC=com

Specifying the ldap-base-dn command is optional. If you do not specify this command, the ASA retrieves
the defaultNamingContext from the Active Directory and uses it as the base DN.

Specify the extent of the search in the LDAP hierarchy that the server should make when it receives an
authorization request.

Idap-scope subtree

Example:

ciscoasa(config-aaa-server-host)# ldap-scope subtree

Specify the login password for the LDAP server.
Idap-login-password string

Example:

ciscoasa(config-aaa-server-host)# ldap-login-password obscurepassword
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Step 6

Step 7

Step 8

Step 9

Step 10

Specify the name of the directory object that the system should bind this as.
Idap-login-dn string

Example:

ciscoasa(config-aaa-server-host)# ldap-login-dn SAMPLE\userl

The ASA identifies itself for authenticated binding by attaching a Login DN field to the user authentication
request. The Login DN field describes the authentication characteristics of the ASA.

The string argument is a case-sensitive string of up to 128 characters that specifies the name of the directory
object in the LDAP hierarchy. Spaces are not permitted in the string, but other special characters are allowed.

You can specify the traditional or simplified format.

The typical Idap-login-dn command format includes: CN=username,OU=Employees,OU=Sample
Users,DC=sample,DC=com.

Configure the LDAP server model for the Microsoft Active Directory server.
server-type microsoft

Example;
ciscoasa(config-aaa-server-host)# server-type microsoft

Specify the location of the Active Directory groups configuration in the Active Directory domain controller.
Idap-group-base-dn string

Example:

ciscoasa(config-aaa-server-host)# ldap-group-base-dn OU=Sample Groups,DC=SAMPLE,DC=com

If not specified, the value in the Idap-group-base-dn command is used. Specifying this command is optional.

Allow the ASA to access the Active Directory domain controller over SSL.
Idap-over-sd enable

Example:

ciscoasa(config-aaa-server-host)# ldap-over-ssl enable

To support LDAP over SSL, Active Directory server needs to be configured to have this support.

By default, the Active Directory does not have SSL configured. If SSL is not configured in the Active Directory,
you do not need to configure it on the ASA for the Identity Firewall.

Specify the server port.
server-port port-number

Example;
ciscoasa(config-aaa-server-host)# server-port 389

ciscoasa(config-aaa-server-host)# server-port 636

By default, if the Idap-over-ssl command is not enabled, the default server port is 389; if the Idap-over-ssl
command is enabled, the default server port is 636.
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Configure Active Directory Agents .

Set the amount of time before LDAP queries time out.
group-sear ch-timeout seconds

Example:

ciscoasa(config-aaa-server-host)# group-search-timeout 300

Configure Active Directory Agents

Step 1

Step 2

Step 3

Step 4

Configure the primary and secondary AD Agents for the AD Agent Server Group. When the ASA detects
that the primary AD Agent is not responding and a secondary agent is specified, the ASA switches to the
secondary AD Agent. The Active Directory server for the AD agent uses RADIUS as the communication
protocol; therefore, you should specify a key attribute for the shared secret between the ASA and AD Agent.

Before you begin
» AD agent IP address
« Shared secret between the ASA and AD agent

To configure the AD Agents, perform the following steps:

Procedure

Create the AAA server group and configure AAA server parameters for the AD Agent.
aaa-server server-tag protocol radius

Example;

ciscoasa(config)# aaa-server adagent protocol radius

Enable the AD Agent mode.
ad-agent-mode

Example:

ciscoasa(config)# ad-agent-mode

Configure the AAA server as part of a AAA server group and the AAA server parameters that are host-specific
for the AD Agent.

aaa-server server-tag [(interface-name)] host {server-ip | name} [key] [timeoutseconds]

Example:

ciscoasa(config-aaa-server-group)# aaa-server adagent (inside) host 192.168.1.101

Specify the server secret value used to authenticate the ASA to the AD Agent server.

key key
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Step 5

Step 6

Example:

ciscoasa(config-aaa-server-host)# key mysecret

Define the server group of the AD Agent.
user-identity ad-agent aaa-server aaa_server_group_tag

Example:

ciscoasa(config-aaa-server-hostkey# user-identity ad-agent aaa-server adagent

The first server defined in the aaa_server_group_tagargument is the primary AD Agent and the second server
defined is the secondary AD Agent. The Identity Firewall supports defining only two AD Agent hosts.

When the ASA detects that the primary AD Agent is down and a secondary agent is specified, it switches to
the secondary AD Agent. The AAA server for the AD agent uses RADIUS as the communication protocol,
and should specify a key attribute for the shared secret between the ASA and AD Agent.

Test the communication between the ASA and the AD Agent server.
test aaa-server ad-agent

Example:

ciscoasa(config-aaa-server-host)# test aaa-server ad-agent

Configure Identity Options

Step 1

Step 2

To configure the Identity Options for the Identity Firewall, perform the following steps:

Procedure

Enable the Identity Firewall feature. By default, the Identity Firewall feature is disabled.
user-identity enable

Example:

ciscoasa(config)# user-identity enable

Specify the default domain for the Identity Firewall.
user-identity default-domain domain_NetBIOS name

Example:
ciscoasa(config)# user-identity default-domain SAMPLE

For the domain_NetBIOS name argument, enter a name of up to 32 characters that consists of [a-z], [A-Z],
[0-9], ['@#3%"&()-_=+[]{};,. ] except " and ' ' at the first character. If the domain name includes a space,
enclose the entire name in quotation marks. The domain name is not case sensitive.
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Step 3

Step 4

Configure Identity Options .

The default domain is used for all users and user groups when a domain has not been explicitly configured
for those users or groups. When a default domain is not specified, the default domain for users and groups is
LOCAL. For multiple context modes, you can set a default domain name for each context, as well as within
the system execution space.

Note The default domain name that you specify must match the NetBIOS domain hame configured on
the Active Directory domain controller. If the domain name does not match, the AD Agent incorrectly
associates the user identity-1P address mapped entries with the domain name that you enter when
configuring the ASA. To view the NetBIOS domain name, open the Active Directory user event
security log in any text editor.

The Identity Firewall uses the LOCAL domain for all locally defined user groups or locally defined
users. Users logging in through a web portal (cut-through proxy) are designated as belonging to the
Active Directory domain with which they authenticated. Users logging in through a VPN are
designated as belonging to the LOCAL domain unless the VPN is authenticated by LDAP with the
Active Directory. In this case, the ldentity Firewall can associate the users with their Active Directory
domain.

Associate the LDAP parameters defined for the AAA server for importing user group queries with the domain
name.

user-identity domain domain_nickname aaa-server aaa_server_group_tag

Example:

ciscoasa(config)# user-identity domain SAMPLE aaa-server ds

For the domain_nickname argument, enter a name of up to 32 characters consisting of [a-z], [A-Z], [0-9],
['@#3%"&()-_=+[I{};,. ] except'.'and ' ' at the first character. If the domain name includes a space, you must
enclose that space character in quotation marks. The domain name is not case sensitive.

Enable NetBIOS probing.

user-identity logout-probe netbios local-system probe-time minutes minutesretry-interval seconds
seconds retry-count times user-not-needed [user-not-needed | match-any | exact-match]

Example:

ciscoasa(config)# user-identity logout-probe netbios
local-system probe-time minutes 10 retry-interval seconds 10
retry-count 2 user-not-needed

Enabling this option configures how often the ASA probes the user client IP address to determine whether
the client is still active. By default, NetBIOS probing is disabled. To minimize the NetBIOS packets, the ASA
only sends a NetBIOS probe to a client when the user has been idle for more than the specified number of
minutes.

» Exact match-—The username of the user assigned to the IP address must be the only one in the NetBIOS
response. Otherwise, the user identity of that IP address is considered invalid.

 User-not-needed—As long as the ASA received a NetBIOS response from the client, the user identity
is considered valid.

The Identity Firewall only performs NetBIOS probing for those users identities that are in the active state and

exist in at least one security policy. The ASA does not perform NetBIOS probing for clients where the users
logged in through cut-through proxy or by using a VPN.
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Step 5

Step 6

Step 7

Step 8

Step 9

Specify the amount of time before a user is considered idle, meaning the ASA has not received traffic from
the user's IP address for the specified amount of time.

user-identity inactive-user-timer minutes minutes

Example:

ciscoasa(config)# user-identity inactive-user-timer minutes 120

When the timer expires, the user's IP address is marked as inactive and removed from the local cached user
identity-IP address mapping database, and the ASA no longer notifies the AD Agent about that IP address.
Existing traffic is still allowed to pass. When this command is specified, the ASA runs an inactive timer even
when the NetBIOS Logout Probe is configured.

By default, the idle timeout is set to 60 minutes. This option does not apply to VPN or cut-through proxy
users.

Specify the amount of time before the ASA queries the Active Directory server for user group information.
user-identity poll-import-user-group-timer hours hours

Example:

ciscoasa(config)# user-identity poll-import-user-group-timer hoursl

If a user is added to or deleted from an Active Directory group, the ASA received the updated user group after
the import group timer ran. By default, the poll-import user-group-timer hoursvalue is 8 hours.

To immediately update user group information, enter the user-identity update import-user command.

Specify the action when a client does not respond to a NetBIOS probe.
user-identity action netbios-response-fail remove-user-ip

Example:

ciscoasa(config)# user-identity action netbios-response-fail remove-user-ip

For example, the network connection might be blocked to that client or the client is not active.
When this command is configured, the ASA removes the user identity-1P address mapping for that client.

By default, this command is disabled.

Specify the action when the domain is down, because the Active Directory domain controller is not responding.
user-identity action domain-controller-down domain_nickname disable-user-identity-rule

Example:

ciscoasa(config)# user-identity action domain-controller-down SAMPLE
disable-user-identity-rule

When the domain is down and the disable-user-identity-rule keyword is configured, the ASA disables the
user identity-1P address mapping for that domain. Additionally, the status of all user IP addresses in that
domain are marked as disabled in the output displayed by the show user-identity user command.

By default, this command is disabled.

Enable user-not-found tracking. By default, this command is disabled.

user-identity user-not-found enable
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Step 11

Step 12

Step 13

Configure Identity Options .

Example:

ciscoasa(config)# user-identity user-not-found enable

Only the last 1024 IP addresses are tracked.

Specify the action when the AD Agent is not responding.
user-identity action ad-agent-down disable-user-identity-rule

Example:

ciscoasa(config)# user-identity action ad-agent-down disable-user-identity-rule

When the AD Agent is down and this command is configured, the ASA disables the user identity rules
associated with the users in that domain. Additionally, the status of all user IP addresses in that domain is
marked as disabled in the output displayed by the show user-identity user command.

By default, this command is disabled.

Specify the action when a user's MAC address is found to be inconsistent with the ASA IP address currently
mapped to that MAC address.

user-identity actionmac-address-mismatch remove-user-ip

Example:

ciscoasa(config)# user-identity actionmac-address-mismatch remove-user-ip

When this command is configured, the ASA removes the user identity-1P address mapping for that client.
By default, the ASA uses the remove-user-ip keyword when this command is specified.

Define how the ASA retrieves the user identity-IP address mapping information from the AD Agent.
user-identity ad-agent active-user-database {on-demand | full-download}

Example:

ciscoasa(config)# user-identity ad-agent active-user-database full-download

By default, the ASA uses the full-download option.

« Full-download—Specifies that the ASA send a request to the AD Agent to download the entire IP-user
mapping table when the ASA starts and then to receive incremental IP-user mapping information when
users log in and log out. Full downloads are event driven, meaning that when there are subsequent requests
to download the database, just the updates to the user identity-IP address mapping database are sent.

* On-demand—Specifies that the ASA retrieve the user mapping information of an IP address from the
AD Agent when the ASA receives a packet that requires a new connection, and the user of its source IP
address is not in the user-identity database.

When the ASA registers a change request with the AD Agent, the AD Agent sends a new event to the ASA.
Define the hello timer between the ASA and the AD Agent.

user-identity ad-agent hello-timer seconds seconds retry-times number

Example;

ciscoasa(config)# user-identity ad-agent hello-timer seconds 20 retry-times 3
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Step 14

Step 15

The hello timer between the ASA and the AD Agent defines how frequently the ASA exchanges hello packets.
The ASA uses the hello packet to obtain ASA replication status (in-sync or out-of-sync) and domain status
(up or down). If the ASA does not receive a response from the AD Agent, it resends a hello packet after the
specified interval.

By default, the hello timer is set to 30 seconds and 5 retries.

Enable the ASA to keep track of the last event time stamp that it receives for each identifier and to discard
any message if the event time stamp is at least 5 minutes older than the ASA’s clock, or if its time stamp is
earlier than the last event’s time stamp.

user-identity ad-agent event-timestamp-check

Example:

ciscoasa(config)# user-identity ad-agent event-timestamp-check

For a newly booted ASA that does not have knowledge of the last event time stamp, the ASA compares the
event time stamp with its own clock. If the event is at least 5 minutes older, the ASA does not accept the
message.

We recommend that you configure the ASA, Active Directory, and Active Directory agent to synchronize
their clocks among themselves using NTP.

Define the server group of the AD Agent.
user-identity ad-agent aaa-server aaa_server_group_tag

Example;
ciscoasa(config)# user-identity ad-agent aaa-server ad-agent

For the aaa_server_group_tag argument, enter the value defined by the aaa-server command.

Configure Identity-Based Security Policy

You can incorporate identity-based policy in many ASA features. Any feature that uses extended ACLs (other
than those listed as unsupported in the Guidelines section) can take advantage of an identity firewall. You can
now add user identity arguments to extended ACLs, as well as network-based parameters.

Features that can use identity include the following:

« Access rules—An access rule permits or denies traffic on an interface using network information. With
an identity firewall, you can control access based on user identity.

» AAA rules—An authentication rule (also known as cut-through proxy) controls network access based
on the user. Because this function is very similar to an access rule plus an identity firewall, AAA rules
can now be used as a backup method of authentication if a user’s AD login expires. For example, for
any user without a valid login, you can trigger a AAA rule. To ensure that the AAA rule is only triggered
for users that do not have valid logins, you can specify special usernames in the extended ACL used for
the access rule and for the AAA rule: None (users without a valid login) and Any (users with a valid
login). In the access rule, configure your policy as usual for users and groups, but then include a AAA
rule that permits all None users; you must permit these users so they can later trigger a AAA rule. Then,
configure a AAA rule that denies Any users (these users are not subject to the AAA rule, and were
handled already by the access rule), but permits all None users. For example:
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Collect User Statistics .

access-list 100 ex permit ip user CISCO\xyz any any
access-list 100 ex deny ip user CISCO\abc any any
access-list 100 ex permit ip user NONE any any
access-list 100 ex deny any any

access-group 100 in interface inside

access-list 200 ex deny ip user ANY any any

access-list 200 ex permit user NONE any any
aaa authenticate match 200 inside user-identity

For more information, see the legacy feature guide.

VPN filter—Although a VPN does not support identity firewall ACLs in general, you can configure the
ASA to enforce identity-based access rules on VPN traffic. By default, VPN traffic is not subject to
access rules. You can force VPN clients to abide by access rules that use an identity firewall ACL (with
the no sysopt connection per mit-vpn command). You can also use an identity firewall ACL with the
VPN filter feature; a VPN filter accomplishes a similar effect by allowing access rules in general.

Collect User Statistics

To activate the collection of user statistics by the Modular Policy Framework and match lookup actions for
the Identify Firewall, perform the following steps:

Procedure

Activate the collection of user statistics by the Modular Policy Framework and matches lookup actions for
the Identify Firewall.

user-statistics [accounting | scanning]

Example:

ciscoasa(config)# class-map c-identity-example-1
ciscoasa(config-cmap)# match access-list identity-example-1
ciscoasa(config-cmap)# exit

ciscoasa(config)# policy-mapp-identity-example-1
ciscoasa(config-pmap)# class c-identity-example-1
ciscoasa(config-pmap)# user-statistics accounting
ciscoasa(config-pmap)# exit

ciscoasa(config)# service-policy p-identity-example-1 interface outside

The accounting keyword specifies that the ASA collect the sent packet count, sent drop count, and received
packet count. The scanning keyword specifies that the ASA collect only the sent drop count.

When you configure a policy map to collect user statistics, the ASA collects detailed statistics for selected
users. When you specify the user-statistics command without the accounting or scanning keywords, the
ASA collects both accounting and scanning statistics.
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Examples for the Identity Firewall

This section provides examples for the Identity Firewall.

AAA Rule and Access Rule Example 1

This example shows a typical cut-through proxy configuration to allow a user to log in through the ASA. In
this example, the following conditions apply:

» The ASA IP address is 172.1.1.118.

« The Active Directory domain controller has the IP address 71.1.2.93.

« The end-user client has the IP address 172.1.1.118 and uses HTTPS to log in through a web portal.
« The user is authenticated by the Active Directory domain controller via LDAP.

» The ASA uses the inside interface to connect to the Active Directory domain controller on the corporate
network.

ciscoasa(config)# access-list AUTH extended permit tcp any 172.1.1.118 255.255.255.255 eq
http

ciscoasa(config)# access-list AUTH extended permit tcp any 172.1.1.118 255.255.255.255 eq
https

ciscoasa(config)# aaa-server LDAP protocol Idap
ciscoasa(config-aaa-server-group)# aaa-server LDAP (inside) host 171.1.2.93
ciscoasa(config-aaa-server-host)# ldap-base-dn DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-group-base-dn DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-scope subtree
ciscoasa(config-aaa-server-host)# ldap-login-dn
cn=kao,0OU=Employees,OU=CiscoUsers,DC=cisco,DC=com
ciscoasa(config-aaa-server-host)# ldap-login-password *****
ciscoasa(config-aaa-server-host)# ldap-over-ssl enable
ciscoasa(config-aaa-server-host)# server-type microsoft
ciscoasa(config-aaa-server-host)# aaa authentication match AUTH inside LDAP
ciscoasa(config)#

ciscoasa(config)# http server enable

ciscoasa(config)# http 0.0.0.0 0.0.0.0 inside

ciscoasa(config)#

ciscoasa(config)# auth-prompt prompt Enter Your Authentication
ciscoasa(config)# auth-prompt accept You are Good

ciscoasa(config)# auth-prompt reject Goodbye

AAA Rule and Access Rule Example 2

In this example, the following guidelines apply:

* In access-list commands, permit user NONE rules should be written before entering the access-list 100
ex deny any any command to allow unauthenticated incoming users to trigger AAA cut-through proxy.

« In the auth access-list command, permit user NONE rules guarantee only unauthenticated trigger
cut-through proxy. Ideally, they should be the last lines.

ciscoasa(config)# access-list listenerAuth extended permit tcp any any
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ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#
ciscoasa(config)#

aaa authentication
aaa authentication
access-list 100 ex
access-list 100 ex

match listenerAuth inside ldap
listener http inside port 8888
permit ip user SAMPLE\userl any any
deny ip user SAMPLE\user2 any any

VPN Filter Examples .

ciscoasa(config)# access-list 100 ex permit ip user NONE any any
ciscoasa(config)# access-list 100 ex deny any any
ciscoasa(config)# access-group 100 in interface inside
ciscoasa(config)# aaa authenticate match 200 inside user-identity

VPN Filter Examples

The ASA reports users logging in through VPN authentication or a web portal (cut-through proxy) to the AD
Agent, which distributes the user information to all registered ASA devices. Specifically, the IP-user mapping
of authenticated users is forwarded to all ASA contexts that include the input interface where HTTP/HTTPS
packets are received and authenticated. The ASA designates users logging in through a VPN as belonging
the LOCAL domain.

There are two different ways to apply identity firewall rules to VPN users:

« Ensure that interface access rules, which can include identity firewall rules, are applied to VPN users.

* Bypass interface access rules, but apply a VPN filter to VPN traffic. VPN filters can include identity
firewall rules.

The following topics provide examples.

Applying Interface Access Rules to VPN Traffic Example

By default, the sysopt connection per mit-vpn command is enabled and VPN traffic is exempted from an
access list check. To apply interface-based ACL rules for VPN traffic, you need to disable VPN traffic access
list bypass.

In this example, if the user logs in from the outside interface, the identity firewall rules control which network
resources are accessible. All VPN users are to be stored under the LOCAL domain. Therefore, it is only
meaningful to apply the rules for LOCAL users or object groups that include LOCAL users.

1 Apply VPN-Filter with bypassing access-list check disabled
no sysopt connection permit-vpn
access-list vl extended deny ip user LOCAL\idfw any 10.0.0.0 2
access-list vl extended permit ip user LOCAL\idfw any 20.0.0.0
access-group v1 in interface outside

55.255.255.0
255.255.255.0

Applying VPN Filters with User Specifications Example

By default, the sysopt connection per mit-vpn command is enabled and VPN traffic is exempted from an
access list check. You can use a VPN filter to apply the identity firewall rules to the VPN traffic. You can
define a VPN filter with identity firewall rules in the username and group policy.

In the example, when user idfw logs in, the user can access network resources in the 10.0.00/24 subnet.
However, when user userl logs in, access to network resources in 10.0.00/24 subnet is denied. Note that all
VPN users are stored under the LOCAL domain. Therefore, it is only meaningful to apply the rules for LOCAL
users or object groups that include LOCAL users.
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\}

Note

Although you can use user specifications in VPN filter ACLs, the user-based rules are interpreted
uni-directionally rather than bi-directionally, which is how VPN filter usually works. That is, you can filter
based on user-initiated traffic, but the filter does not apply for going from the destination back to the user.
For example, you could include a rule that allows a specific user to ping a server, but that rule will not allow
the server to ping the user.

1 Apply VPN-Filter with bypassing access-list check enabled
sysopt connection permit-vpn
access-list vl extended permit ip user LOCAL\idfw any 10.0.0.0 255.255.255.0
access-list v2 extended deny ip user LOCAL\userl any 10.0.0.0 255.255.255.0
username userl password QkBIIYVi6IFLESYv encrypted privilege O
username userl attributes

vpn-group-policy groupl vpn-filter value v2
username idfw password eEm2dmjMaopcGozT encrypted
username idfw attributes

vpn-group-policy testgroup vpn-filter value vl
sysopt connection permit-vpn
access-list vl extended permit ip user LOCAL\idfw any 10.0.0.0 255.255.255.0
access-list vl extended deny ip user LOCAL\userl any 10.0.0.0 255.255.255.0
group-policy groupl internal
group-policy groupl attributes

vpn-filter value vl

vpn-tunnel-protocol ikevl 12tp-ipsec ssl-client ssl-clientless

Monitoring the ldentity Firewall

See the following commands for monitoring the Identity Firewall status:
« show user-identity ad-agent
This command shows the status of the AD Agent and the domains.
* show user-identity ad-agent statistics
This command shows the statistics for the AD Agent.
* show user-identity memory
This command shows the memory usage of various modules in the Identity Firewall.
* show user-identity user all list

This command shows information about all users contained in the IP-user mapping database used by the
Identity Firewall.

* show user-identity user active user domainuser-namellist detail
This command shows additional information about an active user.
* show user-identity group

This command shows the list of user groups configured for the Identity Firewall.
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Table 3: History for the Identity Firewall

History for the Identity Firewall .

Feature Name

Releases

Description

Identity Firewall

8.4(2)

The Identity Firewall feature was
introduced.

We introduced or modified the following
commands: user-identity enable,
user-identity default-domain,
user-identity domain, user-identity
logout-probe, user-identity
inactive-user-timer, user-identity
poll-import-user-group-timer,
user-identity action netbios-response-fail,
user-identity user-not-found,
user-identity action ad-agent-down,
user-identity action
mac-address-mismatch, user-identity
action domain-controller-down,
user-identity ad-agent
active-user-database, user-identity
ad-agent hello-timer, user-identity
ad-agent aaa-server, user-identity update
import-user, dns domain-lookup, dns
poll-timer, dns expire-entry-timer,
object-group user, show user-identity,
show dns, clear configure user-identity,
clear dns, debug user-identity.
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ASA and Cisco TrustSec

This chapter describes how to implement Cisco TrustSec for the ASA.

 About Cisco TrustSec, on page 85

* Guidelines for Cisco TrustSec, on page 92

« Configure the ASA to Integrate with Cisco Trustsec, on page 95
« Example for Cisco TrustSec, on page 109

» AnyConnect VPN Support for Cisco TrustSec, on page 110

* Monitoring Cisco TrustSec, on page 111

« History for Cisco TrustSec, on page 112

About Cisco TrustSec

Traditionally, security features such as firewalls performed access control based on predefined IP addresses,
subnets, and protocols. However, with enterprises transitioning to borderless networks, both the technology
used to connect people and organizations and the security requirements for protecting data and networks have
evolved significantly. Endpoints are becoming increasingly nomadic and users often employ a variety of
endpoints (for example, laptop versus desktop, smart phone, or tablet), which means that a combination of
user attributes plus endpoint attributes provide the key characteristics (in addition to existing 6-tuple based
rules), that enforcement devices such as switches and routers with firewall features or dedicated firewalls can
reliably use for making access control decisions.

As a result, the availability and propagation of endpoint attributes or client identity attributes have become
increasingly important requirements to enable security across the customers’ networks, at the access,
distribution, and core layers of the network, and in the data center.

Cisco TrustSec provides access control that builds upon an existing identity-aware infrastructure to ensure
data confidentiality between network devices and integrate security access services on one platform. In the
Cisco TrustSec feature, enforcement devices use a combination of user attributes and endpoint attributes to
make role-based and identity-based access control decisions. The availability and propagation of this information
enables security across networks at the access, distribution, and core layers of the network.

Implementing Cisco TrustSec into your environment has the following advantages:

« Provides a growing mobile and complex workforce with appropriate and more secure access from any
device

« Lowers security risks by providing comprehensive visibility of who and what is connecting to the wired
or wireless network
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« Offers exceptional control over activity of network users accessing physical or cloud-based IT resources

« Reduces total cost of ownership through centralized, highly secure access policy management and scalable
enforcement mechanisms

« For more information, see the following URLSs:

Reference Description

hipsanasoocomicntssoluionsienieprise netnorkstiusssoindexhiml | Describes the Cisco TrustSec system and architecture

for the enterprise.

Provides instructions for deploying the Cisco TrustSec
solution in the enterprise, including links to
component design guides.

Provides an overview of the Cisco TrustSec solution
when used with the ASA, switches, wireless LAN
(WLAN) controllers, and routers.

Provides the Cisco TrustSec Platform Support Matrix,
which lists the Cisco products that support the Cisco
TrustSec solution.

About SGT and SXP Support in Cisco TrustSec

In the Cisco TrustSec feature, security group access transforms a topology-aware network into a role-based
network, which enables end-to-end policies enforced on the basis of role-based access control (RBAC). Device
and user credentials acquired during authentication are used to classify packets by security groups. Every
packet entering the Cisco TrustSec cloud is tagged with a security group tag (SGT). The tagging helps trusted
intermediaries identify the source identity of the packet and enforce security policies along the data path. An
SGT can indicate a privilege level across the domain when the SGT is used to define a security group ACL.

An SGT is assigned to a device through IEEE 802.1X authentication, web authentication, or MAC authentication
bypass (MAB), which occurs with a RADIUS vendor-specific attribute. An SGT can be assigned statically
to a particular IP address or to a switch interface. An SGT is passed along dynamically to a switch or access
point after successful authentication.

The Security-group eXchange Protocol (SXP) is a protocol developed for Cisco TrustSec to propagate the
IP-to-SGT mapping database across network devices that do not have SGT-capable hardware support to
hardware that supports SGTs and security group ACLs. SXP, a control plane protocol, passes IP-SGT mapping
from authentication points (such as legacy access layer switches) to upstream devices in the network.

The SXP connections are point-to-point and use TCP as the underlying transport protocol. SXP uses TCP
port 64999 to initiate a connection. Additionally, an SXP connection is uniquely identified by the source and
destination IP addresses.

Roles in the Cisco TrustSec Feature

To provide identity and policy-based access enforcement, the Cisco TrustSec feature includes the following
roles:
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« Access Requester (AR)—Access requesters are endpoint devices that request access to protected resources
in the network. They are primary subjects of the architecture and their access privilege depends on their
Identity credentials.

Access requesters include endpoint devices such PCs, laptops, mobile phones, printers, cameras, and
MACsec-capable IP phones.

« Policy Decision Point (PDP)—A policy decision point is responsible for making access control decisions.
The PDP provides features such as 802.1x, MAB, and web authentication. The PDP supports authorization
and enforcement through VLAN, DACL, and security group access (SGACL/SXP/SGT).

In the Cisco TrustSec feature, the Cisco Identity Services Engine (ISE) acts as the PDP. The Cisco ISE
provides identity and access control policy functionality.

« Policy Information Point (PIP)—A policy information point is a source that provides external information
(for example, reputation, location, and LDAP attributes) to policy decision points.

Policy information points include devices such as Session Directory, Sensor IPS, and Communication
Manager.

* Policy Administration Point (PAP)—A policy administration point defines and inserts policies into the
authorization system. The PAP acts as an identity repository by providing Cisco TrustSec tag-to-user
identity mapping and Cisco TrustSec tag-to-server resource mapping.

In the Cisco TrustSec feature, the Cisco Secure Access Control System (a policy server with integrated
802.1x and SGT support) acts as the PAP.

« Policy Enforcement Point (PEP)—A policy enforcement point is the entity that carries out the decisions
(policy rules and actions) made by the PDP for each AR. PEP devices learn identity information through
the primary communication path that exists across networks. PEP devices learn the identity attributes of
each AR from many sources, such as endpoint agents, authorization servers, peer enforcement devices,
and network flows. In turn, PEP devices use SXP to propagate IP-SGT mapping to mutually trusted peer
devices across the network.

Policy enforcement points include network devices such as Catalyst switches, routers, firewalls
(specifically the ASA), servers, VPN devices, and SAN devices.

The Cisco ASA serves the PEP role in the identity architecture. Using SXP, the ASA learns identity information
directly from authentication points and uses it to enforce identity-based policies.

Security Group Policy Enforcement

Security policy enforcement is based on security group hame. An endpoint device attempts to access a resource
in the data center. Compared to traditional IP-based policies configured on firewalls, identity-based policies
are configured based on user and device identities. For example, mktg-contractor is allowed to access
mktg-servers; mktg-corp-users are allowed to access mktg-server and corp-servers.

The benefits of this type of deployment include the following:

* User group and resource are defined and enforced using single object (SGT) simplified policy management.

« User identity and resource identity are retained throughout the Cisco TrustSec-capable switch
infrastructure.

The following figure shows a deployment for security group hame-based policy enforcement.
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Figure 10: Security Group Name-Based Policy Enforcement Deployment
Mkl servers

&S

===l ;ﬁ-’.ri_i
d AN e\ g
Eng Baints T =

(Access Requestors) Corp servers

304015

Implementing Cisco TrustSec allows you to configure security policies that support server segmentation and
includes the following features:

* A pool of servers can be assigned an SGT for simplified policy management.
» The SGT information is retained within the infrastructure of Cisco TrustSec-capable switches.
» The ASA can use the IP-SGT mapping for policy enforcement across the Cisco TrustSec domain.

« Deployment simplification is possible because 802.1x authorization for servers is mandatory.

How the ASA Enforces Security Group-Based Policies
A\

Note  User-based security policies and security-group based policies can coexist on the ASA. Any combination of
network, user-based, and security-group based attributes can be configured in a security policy.

To configure the ASA to function with Cisco TrustSec, you must import a Protected Access Credential (PAC)
file from the ISE.

Importing the PAC file to the ASA establishes a secure communication channel with the ISE. After the channel
is established, the ASA initiates a PAC secure RADIUS transaction with the ISE and downloads Cisco TrustSec
environment data (that is, the security group table). The security group table maps SGTs to security group
names. Security group names are created on the ISE and provide user-friendly names for security groups.

The first time that the ASA downloads the security group table, it walks through all entries in the table and
resolves all the security group names included in security policies that have been configured on it; then the
ASA activates those security policies locally. If the ASA cannot resolve a security group name, it generates
a syslog message for the unknown security group name.

The following figure shows how a security policy is enforced in Cisco TrustSec.
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Figure 11: Security Policy Enforcement

AD (PIP)

ISE (POP/PAP) |<—»

Auhentication ser - [ag
“"'-}ﬁr. ]
. ﬁ — % Metwork
; - SXP # SKP_ 4 Data Flow
End-Point il Sw.mh Firewall e
PEP
(AR) (PEP) {PEF) (PEP)
[ Tag-» Policy | [ Tag— Policy g

1. An endpoint device connects to an access layer device directly or via remote access and authenticates
with Cisco TrustSec.

2. The access layer device authenticates the endpoint device with the ISE by using authentication methods
such as 802.1X or web authentication. The endpoint device passes role and group membership information
to classify the device into the appropriate security group.

3. The access layer device uses SXP to propagate the IP-SGT mapping to the upstream devices.

4. The ASA receives the packet and looks up the SGTs for the source and destination IP addresses using the
IP-SGT mapping passed by SXP.

If the mapping is new, the ASA records it in its local IP-SGT Manager database. The IP-SGT Manager
database, which runs in the control plane, tracks IP-SGT mapping for each IPv4 or IPv6 address. The
database records the source from which the mapping was learned. The peer IP address of the SXP
connection is used as the source of the mapping. Multiple sources can exist for each IP-SGT mapped
entry.

If the ASA is configured as a Speaker, the ASA transmits all IP-SGT mapping entries to its SXP peers.

5. Ifasecurity policy is configured on the ASA with that SGT or security group name, the ASA enforces
the policy. (You can create security policies on the ASA that include SGTs or security group names. To
enforce policies based on security group names, the ASA needs the security group table to map security
group names to SGTs.)

If the ASA cannot find a security group name in the security group table and it is included in a security
policy, the ASA considers the security group name to be unknown and generates a syslog message. After
the ASA refreshes the security group table from the ISE and learns the security group name, the ASA
generates a syslog message indicating that the security group name is known.

Effects of Changes to Security Groups on the ISE

The ASA periodically refreshes the security group table by downloading an updated table from the ISE.
Security groups can change on the ISE between downloads. These changes are not reflected on the ASA until
it refreshes the security group table.
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Tip

We recommend that you schedule policy configuration changes on the ISE during a maintenance window,
then manually refresh the security group table on the ASA to make sure the security group changes have been
incorporated.

Handling policy configuration changes in this way maximizes the chances of security group name resolution
and immediate activation of security policies.

The security group table is automatically refreshed when the environment data timer expires. You can also
trigger a security group table refresh on demand.

If a security group changes on the ISE, the following events occur when the ASA refreshes the security group
table:

* Only security group policies that have been configured using security group names need to be resolved
with the security group table. Policies that include security group tags are always active.

» When the security group table is available for the first time, all policies with security group names are
walked through, security group names are resolved, and policies are activated. All policies with tags are
walked through, and syslogs are generated for unknown tags.

« If the security group table has expired, policies continue to be enforced according to the most recently
downloaded security group table until you clear it, or a new table becomes available.

* When a resolved security group name becomes unknown on the ASA, it deactivates the security policy;
however, the security policy persists in the ASA running configuration.

« If an existing security group is deleted on the PAP, a previously known security group tag can become
unknown, but no change in policy status occurs on the ASA. A previously known security group name
can become unresolved, and the policy is then inactivated. If the security group name is reused, the policy
is recompiled using the new tag.

« If anew security group is added on the PAP, a previously unknown security group tag can become known,
a syslog message is generated, but no change in policy status occurs. A previously unknown security
group name can become resolved, and associated policies are then activated.

« If a tag has been renamed on the PAP, policies that were configured using tags display the new name,
and no change in policy status occurs. Policies that were configured with security group names are
recompiled using the new tag value.

Speaker and Listener Roles on the ASA

The ASA supports SXP to send and receive IP-SGT mapping entries to and from other network devices. Using
SXP allows security devices and firewalls to learn identity information from access switches without the need
for hardware upgrades or changes. SXP can also be used to pass IP-SGT mapping entries from upstream
devices (such as data center devices) back to downstream devices. The ASA can receive information from
both upstream and downstream directions.

When configuring an SXP connection on the ASA to an SXP peer, you must designate the ASA as a Speaker
or a Listener for that connection so that it can exchange Identity information:

« Speaker mode—Configures the ASA so that it can forward all active IP-SGT mapping entries collected
on the ASA to upstream devices for policy enforcement.
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« Listener mode—Configures the ASA so that it can receive IP-SGT mapping entries from downstream
devices (SGT-capable switches) and use that information to create policy definitions.

If one end of an SXP connection is configured as a Speaker, then the other end must be configured as a
Listener, and vice versa. If both devices on each end of an SXP connection are configured with the same role
(either both as Speakers or both as Listeners), the SXP connection fails and the ASA generates a syslog
message.

Multiple SXP connections can learn IP-SGT mapping entries that have been downloaded from the IP-SGT
mapping database. After an SXP connection to an SXP peer is established on the ASA, the Listener downloads
the entire IP-SGT mapping database from the Speaker. All changes that occur after this are sent only when a
new device appears on the network. As a result, the rate of SXP information flow is proportional to the rate
at which end hosts authenticate to the network.

IP-SGT mapping entries that have been learned through SXP connections are maintained in the SXP IP-SGT
mapping database. The same mapping entries may be learned through different SXP connections. The mapping
database maintains one copy for each mapping entry learned. Multiple mapping entries of the same IP-SGT
mapping value are identified by the peer IP address of the connection from which the mapping was learned.
SXP requests that the IP-SGT Manager add a mapping entry when a new mapping is learned the first time
and remove a mapping entry when the last copy in the SXP database is removed.

Whenever an SXP connection is configured as a Speaker, SXP requests that the IP-SGT Manager forward all
the mapping entries collected on the device to the peer. When a new mapping is learned locally, the IP-SGT
Manager requests that SXP forward it through connections that are configured as Speakers.

Configuring the ASA to be both a Speaker and a Listener for an SXP connection can cause SXP looping,
which means that SXP data can be received by an SXP peer that originally transmitted it.

Register the ASA with the ISE

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

The ASA must be configured as a recognized Cisco TrustSec network device in the ISE before the ASA can
successfully import a PAC file. To register the ASA with the ISE, perform the following steps:

Procedure

Log into the ISE.

Choose Administration > Network Devices > Network Devices.

Click Add.

Enter the IP address of the ASA.

When the ISE is being used for user authentication, enter a shared secret in the Authentication Settings area.

When you configure the AAA sever on the ASA, provide the shared secret that you create here on the ISE.
The AAA server on the ASA uses this shared secret to communicate with the ISE.

Specify adevice name, device ID, password, and a download interval for the ASA. See the ISE documentation
for how to perform these tasks.
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Create a Security Group on the ISE

Step 1
Step 2
Step 3

Step 4

Generate the

\)

When configuring the ASA to communicate with the ISE, you specify a AAA server. When configuring the
AAA server on the ASA, you must specify a server group. The security group must be configured to use the
RADIUS protocol. To create a security group on the ISE, perform the following steps:

Procedure

Log into the ISE.
Choose Policy > Policy Elements > Results > Security Group Access > Security Group.
Add a security group for the ASA. (Security groups are global and not ASA specific.)

The ISE creates an entry under Security Groups with a tag.

In the Security Group Access area, configure device ID credentials and a password for the ASA.

PAC File

To generate the PAC file, perform the following steps.

Note

Step 1
Step 2
Step 3
Step 4
Step 5

The PAC file includes a shared key that allows the ASA and ISE to secure the RADIUS transactions that
occur between them. For this reason, make sure that you store it securely on the ASA.

Procedure

Log into the ISE.

Choose Administration > Network Resources > Network Devices.
From the list of devices, choose the ASA.

Under the Security Group Access (SGA), click Generate PAC.

To encrypt the PAC file, enter a password.

The password (or encryption key) that you enter to encrypt the PAC file is independent of the password that
was configured on the ISE as part of the device credentials.

The ISE generates the PAC file. The ASA can import the PAC file from flash or from a remote server via
TFTP, FTP, HTTP, HTTPS, or SMB. (The PAC file does not have to reside on the ASA flash before you can
import it.)

Guidelines for Cisco TrustSec

This section includes the guidelines and limitations that you should review before configuring Cisco TrustSec.
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Failover

« You can configure security group-based policies on the ASA in both the Active/Active and Active/Standby
configurations.

» When the ASA is part of a failover configuration, you must import the PAC file to the primary ASA
device. You must also refresh the environment data on the primary device.

« The ASA can communicate with the ISE configured for high availability (HA).

« You can configure multiple ISE servers on the ASA and if the first server is unreachable, it continues to
the next server, and so on. However, if the server list is downloaded as part of the Cisco TrustSec
environment data, it is ignored.

« If the PAC file downloaded from the ISE expires on the ASA and it cannot download an updated security
group table, the ASA continues to enforce security policies based on the last downloaded security group
table until the ASA downloads an updated table.

Clustering

* When the ASA is part of a clustering configuration, you must import the PAC file to the control unit.

» When the ASA is part of a clustering configuration, you must refresh the environment data on the control
unit.

IPv6

The ASA supports SXP for IPv6 and IPv6-capable network devices. The AAA server must use an IPv4
address.

Layer 2 SGT Imposition

« Supported only on physical interfaces, subinterfaces, EtherChannel interfaces, and redundant interfaces.
« Not supported on logical interfaces or virtual interfaces, such as a BVI.

« Does not support link encryption using SAP negotiation and MACsec.

« Not supported on failover links.

« Not supported on cluster control links.

» The ASA does not reclassify existing flows if the SGT is changed. Any policy decisions that were made
based on the previous SGT remain in force for the life of the flow. However, the ASA can immediately
reflect SGT changes on egress packets, even if the packets belong to a flow whose classification was
based on a previous SGT.

« The hardware architecture of the ASA 5585-X is designed to load balance regular packets in an optimal
way, but this is not the case for inline tagged packets with Layer 2 Security Group Tagging Imposition.
Significant performance degradation on the ASA 5585-X may occur when it processes incoming inline
tagged packets. This issue does not occur with inline tagged packets on other ASA platforms, as well as
with untagged packets on the ASA 5585-X. One workaround is to offload access policies so that minimal
inline tagged packets go to the ASA 5585-X, which allows the switches to handle tagged policy
enforcement. Another workaround is to use SXP so that the ASA 5585-X can map the IP address to the
security group tag without the need to receive tagged packets.
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The ASASM does not support Layer 2 Security Group Tagging Imposition.

Additional Guidelines

The ASA supports SXP Version 3. The ASA negotiates SXP versions with different SXP-capable network
devices.

You can configure the ASA to refresh the security group table when the SXP reconcile timer expires and
you can download the security group table on demand. When the security group table on the ASA is
updated from the ISE, changes are reflected in the appropriate security policies.

Cisco TrustSec supports the Smart Call Home feature in single context and multi-context mode, but not
in the system context.

The ASA can only be configured to interoperate in a single Cisco TrustSec domain.
The ASA does not support static configuration of SGT-name mapping on the device.
NAT is not supported in SXP messages.

SXP conveys IP-SGT mapping to enforcement points in the network. If an access layer switch belongs
to a different NAT domain than the enforcing point, the IP-SGT map that it uploads is invalid, and an
IP-SGT mapping database lookup on the enforcement device does not yield valid results. As a result,
the ASA cannot apply security group-aware security policy on the enforcement device.

You can configure a default password for the ASA to use for SXP connections, or you can choose not
to use a password; however, connection-specific passwords are not supported for SXP peers. The
configured default SXP password should be consistent across the deployment network. If you configure
a connection-specific password, connections may fail and a warning message appears. If you configure
the connection with the default password, but it is not configured, the result is the same as when you
have configured the connection with no password.

The ASA can be configured as an SXP Speaker or Listener, or both. However, SXP connection loops
can form when a device has bidirectional connections to a peer or is part of a unidirectionally connected
chain of devices. (The ASA can learn IP-SGT mapping for resources from the access layer in the data
center. The ASA might need to propagate these tags to downstream devices.) SXP connection loops can
cause unexpected behavior of SXP message transport. In cases where the ASA is configured to be a
Speaker and Listener, an SXP connection loop can occur, causing SXP data to be received by the peer
that originally transmitted it.

When changing the ASA local IP address, you must ensure that all SXP peers have updated their peer
list. In addition, if SXP peers changes its IP addresses, you must ensure those changes are reflected on
the ASA.

Automatic PAC file provisioning is not supported. The ASA administrator must request the PAC file
from the ISE administrative interface and import it into the ASA.

PAC files have expiration dates. You must import the updated PAC file before the current PAC file
expires; otherwise, the ASA cannot retrieve environment data updates. If the PAC file downloaded from
the ISE expires on the ASA and it cannot download an updated security group table, the ASA continues
to enforce security policies based on the last downloaded security group table until the ASA downloads
an updated table.

When a security group changes on the ISE (for example, it is renamed or deleted), the ASA does not
change the status of any ASA security policies that contain an SGT or security group name associated
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with the changed security group; however, the ASA generates a syslog message to indicate that those
security policies changed.

The multi-cast types are not supported in ISE 1.0.

An SXP connection stays in the initializing state among two SXP peers interconnected by the ASA; as
shown in the following example:

(SXP peer A) - - - - (ASA) - - - (SXP peer B)

Therefore, when configuring the ASA to integrate with Cisco TrustSec, you must enable the no-NAT,
no-SEQ-RAND, and MD5-AUTHENTICATION TCP options on the ASA to configure SXP connections.
Create a TCP state bypass policy for traffic destined to SXP port TCP 64999 among the SXP peers. Then
apply the policy on the appropriate interfaces.

For example, the following set of commands shows how to configure the ASA for a TCP state bypass
policy:

access-list SXP-MD5-ACL extended permit tcp host peerA host peerB eq 64999
access-list SXP-MD5-ACL extended permit tcp host peerB host peerA eq 64999

tcp-map SXP-MD5-OPTION-ALLOW
tcp-options range 19 19 allow

class-map SXP-MD5-CLASSMAP
match access-list SXP-MD5-ACL

policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class SXP-MD5-CLASSMAP
set connection random-sequence-number disable
set connection advanced-options SXP-MD5-OPTION-ALLOW
set connection advanced-options tcp-state-bypass
service-policy global_policy global

Configure the ASA to Integrate with Cisco Trustsec

To configure the ASA to integrate with Cisco TrustSec, perform the following tasks.

Before you begin

Before configuring the ASA to integrate with Cisco TrustSec, you must complete the following tasks in ISE:
* Register the ASA with the ISE, on page 91
* Create a Security Group on the ISE, on page 92
« Generate the PAC File, on page 92
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Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

Procedure

Configure the AAA Server for Cisco TrustSec Integration, on page 96
Import a PAC File, on page 98
Configure the Security Exchange Protocol, on page 99

This task enables and sets the default values for SXP.
Add an SXP Connection Peer, on page 102

Refresh Environment Data, on page 103

Do this as needed.

Configure the Security Policy, on page 103
Configure Layer 2 Security Group Tagging Imposition, on page 105

Configure the AAA Server for Cisco TrustSec Integration

Step 1

Step 2

This section describes how to integrate the AAA server for Cisco TrustSec. To configure the AAA server
group to communicate with the ISE on the ASA, perform the following steps.
Before you begin

« The referenced server group must be configured to use the RADIUS protocol. If you add a non-RADIUS
server group to the ASA, the configuration fails.

« If the ISE is also used for user authentication, obtain the shared secret that was entered on the ISE when
you registered the ASA with the ISE. Contact your ISE administrator to obtain this information.

Procedure

Create the AAA server group and configure the AAA server parameters for the ASA to communicate with
the ISE server.

aaa-server server-tag protocol radius

Example:
ciscoasa(config)# aaa-server ISEserver protocol radius

The server-tag argument specifies the server group name.

Exit from the aaa server group configuration mode.
exit

Example;

ciscoasa(config-aaa-server-group)# exit
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Step 3

Step 4

Step 5

Step 6

Configure the AAA Server for Cisco TrustSec Integration .

Configure a AAA server as part of a AAA server group and set host-specific connection data.

ciscoasa(config)# aaa-server server-tag(interface-name) host server-ip

Example:

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1

The interface-name argument specifies the network interface where the ISE server resides. The parentheses
are required in this parameter. The server-tag argument is the name of the AAA server group. The server-ip
argument specifies the IP address of the ISE server.

Specify the server secret value used to authenticate the ASA with the ISE server.

key key

Example:

ciscoasa(config-aaa-server-host)# key myexclusivekey

The key argument is an alphanumeric keyword up to 127 characters long.

If the ISE is also used for user authentication, enter the shared secret that was entered on the ISE when you
registered the ASA with the ISE.

Exit from the aaa server host configuration mode.
exit

Example;
ciscoasa(config-aaa-server-host)# exit

Identify the AAA server group that is used by Cisco TrustSec for environment data retrieval.

cts server-group AAA-server-group-name

Example:

ciscoasa(config)# cts server-group ISEserver

The AAA-server-group-name argument is the name of the AAA server group that you specified in Step 1 in
the server-tag argument.

Note You may configure only one instance of the server group on the ASA for Cisco TrustSec.

The following example shows how to configure the ASA to communicate with the ISE server for Cisco
TrustSec integration:

ciscoasa(config)#aaa-server ISEserver protocol radius
ciscoasa(config-aaa-server-group)# exit

ciscoasa(config)# aaa-server ISEserver (inside) host 192.0.2.1
ciscoasa(config-aaa-server-host)# key myexclusivemumblekey
ciscoasa(config-aaa-server-host)# exit
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ciscoasa(config)# cts server-group ISEserver

Import a PAC File

This section describes how to import a PAC file.

Before you begin

» The ASA must be configured as a recognized Cisco TrustSec network device in the ISE before the ASA
can generate a PAC file.

« Obtain the password used to encrypt the PAC file when generating it on the ISE. The ASA requires this
password to import and decrypt the PAC file.

» The ASA requires access to the PAC file generated by the ISE. The ASA can import the PAC file from
flash or from a remote server via TFTP, FTP, HTTP, HTTPS, or SMB. (The PAC file does not need to
reside on the ASA flash before you can import it.)

« The server group has been configured for the ASA.

To import a PAC file, perform the following steps:

Procedure

Import a Cisco TrustSec PAC file.
ctsimport-pac filepath password value

Example:

ciscoasa(config)# cts import-pac disk0:/xyz._pac password IDFW-pac99

The value argument specifies the password used to encrypt the PAC file. The password is independent of the
password that was configured on the ISE as part of the device credentials. The filepath argument is entered
as one of the following options:

Single Mode
« diskO: Path and filename on disk0

« disk1: Path and filename on disk1

« flash: Path and filename on flash

« ftp: Path and filename on FTP

« http: Path and filename on HTTP

* https: Path and filename on HTTPS
* smb: Path and filename on SMB

« tftp: Path and filename on TFTP
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Multi-mode

« http: Path and filename on HTTP

« https: Path and filename on HTTPS

* smb: Path and filename on SMB

« tftp: Path and filename on TFTP

Configure the Security Exchange Protocol .

The following example shows how to import a PAC file into the ASA:

ciscoasa(config)# cts import pac disk0:/pacl23.pac password hideme
PAC file successfully imported

The following example shows how to use the terminal to import a PAC file into the ASA:

ciscoasa(config)# cts import-pac terminal password A9875Za551

Enter the PAC file data

End with the word "quit"

ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#
ciscoasa(exec_pac_hex)#

in ASCII hex format

on a line by itself.
01002904050000010000000000000000
000000000000000011111111112211111
111111111121111112222222222222222
222222222222222276d7d64b6be4804b
Ob4fdca3aeeell1950ecd0e47c34157e5
2514964ed75835cdeOadb7e198e0bcdb
6aa8e363b0e4f9b4ac241be9ab576d0b
alfcd34e5dd05dbel312cbfea072fdb9
ee356fb61Fe987d2d8f0ac3ef0467627
7t8b137da2b840e16da520468b039bae
36a4d844acc85cdefd7chb2cc58787590
ef123882a69b6c37bdbc9320e403024F
354d42f404ec2d67ef3606575014584b
2796e65ccd6e6c8d14d92448a8b24f6e
47015a21f4f66cf6129d352bdfd4520F
3f0c6¥340a80715d14498956efel5dec
c08bb9a58ch6ch83ac91a3c40ce61del
284b743e52fd68e848685e2d78c33633
f2b4c5824138fc7bac9d9b83ac58FFof
1dbc84c416322F1F3c5951cf2132994a
a7cf20409df1d0d6621eba2b3af83252
70d0130650122bdb13a83b2dae55533a
4a394121b441el64
quit

PAC Imported Successfully

ciscoasa(config)#

Configure the Security Exchange Protocol

You need to enable and configure the Security Exchange Protocol (SXP) to use Cisco Trustsec.

Before you begin

At least one interface must be in the UP/UP state. If you enable SXP with all interfaces down, the ASA does
not display a message indicating that SXP is not working or it could not be enabled. If you check the
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. Configure the Security Exchange Protocol

Step 1

Step 2

Step 3

Step 4

configuration by entering the show running-config command, the command output displays the following
message:

“WARNING: SXP configuration in process, please wait for a few moments and try again.”

Procedure

Enable SXP on the ASA. By default, SXP is disabled.
ctssxp enable

Example:

ciscoasa(config)# cts sxp enable

(Optional; not recommended.) Configure the default source IP address for SXP connections.
cts sxp default source-ip ipaddress

Example:

ciscoasa(config)# cts sxp default source-ip 192.168.1.100

The ipaddress argument is an IPv4 or IPv6 address.

When you configure a default source IP address for SXP connections, you must specify the same address as
the ASA outbound interface. If the source IP address does not match the address of the outbound interface,
SXP connections fail.

When a source IP address for an SXP connection is not configured, the ASA performs a route/ARP lookup
to determine the outbound interface for the SXP connection. We recommend that you do not configure a
default source IP address for SXP connections and allow the ASA to perform a route/ARP lookup to determine
the source IP address for an SXP connection.

(Optional.) Configure the default password for TCP MD5 authentication with SXP peers. By default, SXP
connections do not have a password.

cts sxp default password [0 | 8] password

Example;

ciscoasa(config)# cts sxp default password 8 IDFW-TrustSec-99

Configure a default password if and only if you configure the SXP connection peers to use the default password.
The length of the password depends on the decryption level, which defaults to 0 if you do not specify it:

« 0—Unencrypted cleartext. The password can be up to 80 characters.

» 8—Encrypted text. The password can be up to 162 characters.

(Optional.) Specify the time interval between ASA attempts to set up new SXP connections between SXP
peers.
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Step 5

Step 6

Step 7

Configure the Security Exchange Protocol .

ctssxp retry period timervalue

Example:

ciscoasa(config)# cts sxp retry period 60

The ASA continues to make connection attempts until a successful connection is made, waiting the retry
interval before trying again after a failed attempt. You can specify a retry period from 0 to 64000 seconds.
The default is 120 seconds. If you specify 0 seconds, the ASA does not try to connect to SXP peers.

We recommend that you configure the retry timer to a different value from its SXP peer devices.

(Optional.) Specify the value of the reconciliation timer.
ctssxp reconciliation period timervalue

Example:

ciscoasa(config)# cts sxp reconciliation period 60

After an SXP peer terminates its SXP connection, the ASA starts a hold down timer. If an SXP peer connects
while the hold down timer is running, the ASA starts the reconciliation timer; then, the ASA updates the SXP
mapping database to learn the latest mappings.

When the reconciliation timer expires, the ASA scans the SXP mapping database to identify stale mapping
entries (which were learned in a previous connection session). The ASA marks these connections as obsolete.
When the reconciliation timer expires, the ASA removes the obsolete entries from the SXP mapping database.

You can specify a reconciliation period from 1 to 64000 seconds. The default is 120 seconds.

(Optional.) Configure the delete-hold-down timer for the IP-SGT mappings learned from a peer after an SXP
peer terminates its SXP connection.

cts sxp delete-hold-down period timervalue

The timer value specifies the number of seconds, 120-64000, that IP-SGT mappings learned from a torn-down
SXP connection are held before being deleted.

Example:

ciscoasa(config)# cts sxp delete-hold-down period 240

Each SXP connection is associated with a delete hold down timer. This timer is triggered when an SXP
connection on the listener side is torn down. The IP-SGT mappings learned from this SXP connection are not
deleted immediately. Instead, they are held until the delete hold down timer expires. The mappings are deleted
upon the expiry of this timer.

(Optional.) Configure the depth of IPv4 subnet expansion when acting as a speaker to peers that use SXPv2
or lower.

cts sxp mapping networ k-map maximum_hosts

If a peer uses SXPv2 or lower, the peer cannot understand SGT to subnet bindings. The ASA can expand the
IPv4 subnet bindings to individual host bindings (IPv6 bindings are not expanded). This command specifies
the maximum number of host bindings that can be generated from a subnet binding.
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You can specify the maximum number to be from 0 to 65535. The default is 0, which means that subnet
bindings are not expanded to host bindings.

Add an SXP Connection Peer

To add an SXP connection peer, perform the following steps:

Procedure

Set up an SXP connection to an SXP peer.

cts sxp connection peer peer_ip_address [source source_ip_address] password {default | none} [mode
{local | peer}] {speaker | listener}

Example:

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default mode peer speaker

SXP connections are set per IP address; a single device pair can service multiple SXP connections.

The peer_ip_address argument is the IPv4 or IPv6 address of the SXP peer. The peer IP address must be
reachable from the ASA outgoing interface.

The source_ip_address argument is the local IPv4 or IPv6 address of the SXP connection. The source IP
address must be the same as the ASA outbound interface or the connection fails.

We recommend that you do not configure a source IP address for an SXP connection and allow the ASA to
perform a route/ARP lookup to determine the source IP address for the SXP connection.

Indicate whether or not to use the authentication key for the SXP connection:

« default—Use the default password configured for SXP connections.
» none—Do not use a password for the SXP connection.
Indicate the mode of the SXP connection:
« local—Use the local SXP device.
« peer—Use the peer SXP device.
Indicate whether the ASA functions as a Speaker or Listener for the SXP connection.
« speaker— The ASA can forward IP-SGT mapping to upstream devices.

* listener—The ASA can receive IP-SGT mapping from downstream devices.

The following example shows how to configure SXP peers on the ASA:

ciscoasa(config)# cts sxp connection peer 192.168.1.100 password default
mode peer speaker
ciscoasa(config)# cts sxp connection peer 192.168.1.101 password default
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Refresh Environment Data .

mode peer speaker

Refresh Environment Data

The ASA downloads environment data from the ISE, which includes the Security Group Tag (SGT) name
table. The ASA automatically refreshes its environment data that is obtained from the ISE when you complete
the following tasks on the ASA:

« Configure a AAA server to communicate with the ISE.
« Import a PAC file from the ISE.

« Identify the AAA server group that the ASA will use to retrieve Cisco TrustSec environment data.

Normally, you do not need to manually refresh the environment data from the ISE; however, security groups
can change on the ISE. These changes are not reflected on the ASA until you refresh the data in the ASA
security group table, so refresh the data on the ASA to make sure that any security group changes made on
the ISE are reflected on the ASA.

Note

We recommend that you schedule policy configuration changes on the ISE and the manual data refresh on
the ASA during a maintenance window. Handling policy configuration changes in this way maximizes the
chances of security group names getting resolved and security policies becoming active immediately on the
ASA.

To refresh the environment data, perform the following steps:

Procedure

Refresh the environment data from the ISE and reset the reconcile timer to the configured default value.

cts refresh environment-data

Example:

ciscoasa(config)# cts refresh environment-data

Configure the Security Policy

You can incorporate Cisco TrustSec policy in many ASA features. Any feature that uses extended ACLs
(unless listed in this chapter as unsupported) can take advantage of Cisco TrustSec. You can add security
group arguments to extended ACLs, as well as traditional network-based parameters.

« To configure an extended ACL, see Add an Extended ACE for Security Group-Based Matching (Cisco
TrustSec), on page 32.

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



Access Control |
. Configure the Security Policy

« To configure security group object groups that can be used in the ACL, see Configure Security Group
Object Groups, on page 16.

For example, an access rule permits or denies traffic on an interface using network information. With Cisco
TrustSec, you can control access based on security group. For example, you could create an access rule for

sample_securitygroupl 10.0.0.0 255.0.0.0, meaning the security group could have any IP address on subnet
10.0.0.0/8.

You can configure security policies based on combinations of security group names (servers, users, unmanaged
devices, and so on), user-based attributes, and traditional IP-address-based objects (IP address, Active Directory
object, and FQDN). Security group membership can extend beyond roles to include device and location
attributes and is independent of user group membership.

The following example shows how to create an ACL that uses a locally defined security object group:

object-group security objgrp-it-admin
security-group name it-admin-sg-name
security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name // single sg_name
group-object it-admin // locally defined object-group as nested object
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
object-group security objgrp-hr-network
security-group tag 2
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers

The ACL configured in the previous example can be activated by configuring an access group or the Modular
Policy Framework.

Additional examples:

Imatch src hr-admin-sg-name from any network to dst host 172.23.59.53
access-list idw-acl permit ip security-group name hr-admin-sg-name any host 172.23.59.53

Imatch src hr-admin-sg-name from host 10.1.1.1 to dst any
access-list idfw-acl permit ip security-group name hr-admin-sg-name host 10.1.1.1 any

Imatch src tag 22 from any network to dst hr-servers-sg-name any network
access-list idfw-acl permit ip security-group tag 22 any security-group
name hr-servers-sg-name any

Imatch src user mary from any host to dst hr-servers-sg-name any network
access-list idfw-acl permit ip user CSCO\mary any security-group
name hr-servers-sg-name any

Imatch src objgrp-hr-admin from any network to dst objgrp-hr-servers any network
access-list idfw-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers any

Imatch src user Jack from objgrp-hr-network and ip subnet 10.1.1.0/24

! to dst objgrp-hr-servers any network

access-list idfw-acl permit ip user CSCO\Jack object-group-security
objgrp-hr-network 10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

Imatch src user Tom from security-group mktg any google.com
object network net-google

fqdn google.com

access-list sgacl permit ip sec name mktg any object net-google
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1 If user Tom or object_group security objgrp-hr-admin needs to be matched,

I multiple ACEs can be defined as follows:

access-list idfw-acl2 permit ip user CSCO\Tom 10.1.1.0 255.255.255.0
object-group-security objgrp-hr-servers any

access-list idfw-acl2 permit ip object-group-security objgrp-hr-admin
10.1.1.0 255.255.255.0 object-group-security objgrp-hr-servers any

Configure Layer 2 Security Group Tagging Imposition

Cisco TrustSec identifies and authenticates each network user and resource and assigns a 16-bit number called
a Security Group Tag (SGT). This identifier is in turn propagated between network hops, which allows any
intermediary devices such as ASAs, switches, and routers to enforce polices based on this identity tag.

SGT plus Ethernet Tagging, also called Layer 2 SGT Imposition, enables the ASA to send and receive security
group tags on Ethernet interfaces using Cisco proprietary Ethernet framing (EtherType 0x8909), which allows
the insertion of source security group tags into plain-text Ethernet frames. The ASA inserts security group
tags on the outgoing packet and processes security group tags on the incoming packet, based on a manual
per-interface configuration. This feature allows inline hop-by-hop propagation of endpoint identity across
network devices and provides seamless Layer 2 SGT Imposition between each hop.

The following figure shows a typical example of Layer 2 SGT Imposition.

Figure 12: Layer 2 SGT Imposition
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Usage Scenarios

The following table describes the expected behavior for ingress traffic when configuring this feature.
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Table 4: Ingress Traffic

Access Control |

Interface Configuration

Tagged Packet Received

Untagged Packet Received

No command is issued.

Packet is dropped.

SGT value is from the IP-SGT Manager.

The cts manual command is issued.

SGT value is from the IP-SGT Manager.

SGT value is from the IP-SGT Manager.

The cts manual command and the policy
static sgt sgt_number command are both
issued.

SGT value is from the policy static sgt
sgt_number command.

SGT value is from the policy static sgt
sgt_number command.

The cts manual command and the policy
static sgt sgt_number trusted command

SGT value is from the inline SGT in the

SGT value is from the policy static sgt

are both issued.

packet.

sgt_number command.

\}

Note

If there is no matched IP-SGT mapping from the IP-SGT Manager, then a reserved SGT value of “0x0” for

“Unknown” is used.

The following table describes the expected behavior for egress traffic when configuring this feature.

Table 5: Egress Traffic

Interface Configuration Tagged or Untagged Packet Sent
No command is issued. Untagged

The ctsmanual command is issued. Tagged

The ctsmanual command and the propagatesgt | Tagged

command are both issued.

The ctsmanual command and the no propagate sgt | Untagged

command are both issued.

The following table describes the expected behavior for to-the-box and from-the-box traffic when configuring

this feature.

Table 6: To-the-box and From-the-box Traffic

Interface Configuration

Tagged or Untagged Packet Received

No command is issued on the ingress interface for
to-the-box traffic.

Packet is dropped.

The ctsmanual command is issued on the ingress
interface for to-the-box traffic.

Packet is accepted, but there is no policy enforcement
or SGT propagation.
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\}

Configure a Security Group Tag on an Interface .

Interface Configuration Tagged or Untagged Packet Received

The ctsmanual command is not issued or the cts | Untagged packet is sent, but there is no policy
manual command and no propagate sgt command | enforcement. The SGT number is from the IP-SGT
are both issued on the egress interface for Manager.

from-the-box traffic.

The ctsmanual command is issued or the ctsmanual | Tagged packet is sent. The SGT number is from the
command and the propagate sgt command are both | IP-SGT Manager.
issued on the egress interface for from-the-box traffic.

Note

If there is no matched IP-SGT mapping from the IP-SGT Manager, then a reserved SGT value of “0x0” for
“Unknown” is used.

Configure a Security Group Tag on an Interface

Step 1

Step 2

Step 3

Step 4

To configure a security group tag on an interface, perform the following steps:

Procedure

Specify an interface and enter interface configuration mode.
interfaceid

Example;
ciscoasa(config)# interface gigabitethernet 0/0

Enable Layer 2 SGT Imposition and enter cts manual interface configuration mode.

cts manual

Example:
ciscoasa(config-if)# cts manual
Enable propagation of a security group tag on an interface. Propagation is enabled by default.

propagate sgt

Example:

ciscoasa(config-if-cts-manual)# propagate sgt

Apply a policy to a manually configured CTS link.
policy static sgt sgt_number [trusted]

Example:
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ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

The static keyword specifies an SGT policy to incoming traffic on the link.

The sgt sgt_number keyword-argument pair specifies the SGT number to apply to incoming traffic from the
peer. Valid values are from 2-65519.

The trusted keyword indicates that ingress traffic on the interface with the SGT specified in the command
should not have its SGT overwritten. Untrusted is the default.

The following example enables an interface for Layer 2 SGT imposition and defines whether or not the
interface is trusted:

ciscoasa(config)# interface gi0/0

ciscoasa(config-if)# cts manual
ciscoasa(config-if-cts-manual)# propagate sgt
ciscoasa(config-if-cts-manual)# policy static sgt 50 trusted

Configure IP-SGT Bindings Manually

To configure IP-SGT bindings manually, perform the following steps:

Procedure

Configure IP-SGT bindings manually.
ctsrole-based sgt-map {IPv4_addr[/mask] | IPv6_addr[/prefix]} sgt sgt_value

Example:

ciscoasa(config)# cts role-based sgt-map 10.2.1.2 sgt 50

You can specify an IPv4 or IPv6 host address. You can also specify network addresses by including a subnet
mask or prefix value (for IPv6), such as 10.100.10.0/24. The sgt_value is the SGT number, from 2 to 65519.

Troubleshooting Tips

Use the packet-tracer command to determine why a particular session was allowed or denied, which SGT
value is being used (from the SGT in the packet, from the IP-SGT manager, or from the policy static sgt
command configured on the interface), and which security group-based security policies were applied.

The following example displays output from the packet-tracer command to show security group tag mapping
to an IP address:

ciscoasa# packet-tracer input inside tcp inline-tag 100
security-group name alpha 30 security-group tag 31 300
Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.
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Example for Cisco TrustSec .

Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....

Use the capture capture-nametypeinline-tag tag command to capture only the Cisco CMD packets (EtherType

0x8909) with or without a specific SGT value.

The following example displays output from the show capture command for a specified SGT value:

ciscoasa# show capture my-inside-capture

: 11:34:42.931012 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo
11:34:42.931470 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo
11:34:43.932553 INLINE-TAG 36 10.0.101.22 > 10.0.101.100: icmp: echo
11.34.43.933164 INLINE-TAG 48 10.0.101.100 > 10.0.101.22: icmp: echo

A WNBE

Example for Cisco TrustSec

The following example shows how to configure the ASA to use Cisco TrustSec:

// Import an encrypted CTS PAC file
cts import-pac asa.pac password Cisco
// Configure ISE for environment data download
aaa-server cts-server-list protocol radius
aaa-server cts-server-list host 10.1.1.100 ciscol23
cts server-group cts-server-list
// Configure SXP peers
cts sxp enable
cts sxp connection peer 192.168.1.100 password default mode peer speaker
//Configure security-group based policies
object-group security objgrp-it-admin

security-group name it-admin-sg-name

security-group tag 1
object-group security objgrp-hr-admin
security-group name hr-admin-sg-name
group-object it-admin
object-group security objgrp-hr-servers
security-group name hr-servers-sg-name
access-list hr-acl permit ip object-group-security objgrp-hr-admin any
object-group-security objgrp-hr-servers
//Configure security group tagging plus Ethernet tagging

interface gi0/1

cts manual

propagate sgt

policy static sgt 100 trusted

cts role-based sgt-map 10.1.1.100 sgt 50

request
reply
request
reply
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AnyConnect VPN Support for Cisco TrustSec

\}

ASA supports security group tagging of VPN sessions. You can assign a Security Group Tag (SGT) toa VPN
session using an external AAA server, or by configuring a security group tag for a local user or for a VPN
group policy. This tag can then be propagated through the Cisco TrustSec system over Layer 2 Ethernet.
Security group tags are useful on group policies and for local users when the AAA server cannot provide an
SGT.

Following is the typical process for assigning an SGT to a VPN user:
1. A user connects to a remote access VPN that uses a AAA server group containing ISE servers.

2. The ASA requests AAA information from ISE, which might include an SGT. The ASA also assigns an
IP address for the user’s tunneled traffic.

3. The ASA uses AAA information to authenticate the user and creates a tunnel.

4. The ASA uses the SGT from AAA information and the assigned IP address to add an SGT in the Layer
2 header.

5. Packets that include the SGT are passed to the next peer device in the Cisco TrustSec network.

If there is no SGT in the attributes from the AAA server to assign to a VPN user, then the ASA uses the SGT
in the group policy. If there is no SGT in the group policy, then tag 0x0 is assigned.

Note

You can also use ISE for policy enforcement using ISE Change of Authorization (CoA). For information on
how to configure policy enforcement, see the VPN configuration guide.

Add an SGT to Remote Access VPN Group Policies and Local Users

Step 1

To configure an SGT attribute on remote access VPN group policies, or on the VPN policy for a user defined
in the LOCAL user database, perform the following steps.

There is no default SGT for group policies or local users.

Procedure

To configure an SGT on a remote access VPN group policy:
a) Enter group-policy configuration mode:

group-policy name

Example:

ciscoasa(config)# group policy Grpolicyl

b) Configure the SGT for the group policy.
security-group-tag {none| value sgt}
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If you set a tag using value, the tag can be from 2 to 65519. Specify noneto set no SGT.

Example:

ciscoasa(config-group-policy# security-group-tag value 101

Step 2 To configure an SGT on for a user in the LOCAL database:
a) If necessary, create the user.

username name {nopassword | passwor d password [encrypted]} [privilege priv_level]}

Example:

ciscoasa(config)# username newuser password changeme encrypted privilege 15

b) Enter username configuration mode.
username name attributes

Example:

asa3(config)# username newuser attributes
asa3(config-username)#
c) Configure the SGT for the user.
security-group-tag {none| value sgt}
If you set a tag using value, the tag can be from 2 to 65519. Specify noneto set no SGT.

Example:

ciscoasa(config-username)# security-group-tag value 101

Monitoring Cisco TrustSec

See the following commands for monitoring Cisco TrustSec:
* show running-config cts
« show running-config [all] ctsrole-based [sgt-map]
This command shows the user-defined IP-SGT binding table entries.
* show cts sxp connections

This command shows the SXP connections on the ASA for a particular user context when multiple
context mode is used.

« show conn security-group

Shows data for all SXP connections.
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* show cts environment-data

Shows the Cisco TrustSec environment information contained in the security group table on the ASA.
« show cts sgt-map

Shows the IP address-security group table manager entries in the control path.
* show asp table cts sgt-map

This command shows the IP address-security group table mapping entries from the IP address-security
group table mapping database maintained in the datapath.

« show ctspac

Shows information about the PAC file imported into the ASA from the ISE and includes a warning
message when the PAC file has expired or is within 30 days of expiration.

History for Cisco TrustSec

Table 7: History for Cisco TrustSec

Platform
Feature Name Releases Description
Cisco TrustSec 9.0(1) Cisco TrustSec provides access control that builds on an existing

identity-aware infrastructure to ensure data confidentiality between network
devices and integrate security access services on one platform. In the Cisco
TrustSec feature, enforcement devices use a combination of user attributes
and endpoint attributes to make role-based and identity-based access
control decisions.

In this release, the ASA integrates with Cisco TrustSec to provide security
group-based policy enforcement. Access policies within the Cisco TrustSec
domain are topology-independent, based on the roles of source and
destination devices rather than on network IP addresses.

The ASA can use Cisco TrustSec for other types of security group-based
policies, such as application inspection; for example, you can configure
a class map that includes an access policy based on a security group.

We introduced or modified the following commands: access-list extended,
cts sxp enable, cts server-group, cts sxp default, ctssxp retry period,
ctssxp reconciliation period, cts sxp connection peer, ctsimport-pac,
ctsrefresh environment-data, object-group security, security-group,
show running-config cts, show running-config object-group, clear
configure cts, clear configure object-group, show cts pac, show cts
environment-data, show cts environment-data sg-table, show cts sxp
connections, show object-group, show configur e security-group, clear
cts environment-data, debug cts, and packet-tracer.
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Feature Name

Platform
Releases

Description

Layer 2 Security Group Tag
Imposition

9.3(1)

You can now use security group tagging combined with Ethernet tagging
to enforce policies. SGT plus Ethernet Tagging, also called Layer 2 SGT
Imposition, enables the ASA to send and receive security group tags on
Ethernet interfaces using Cisco proprietary Ethernet framing (EtherType
0x8909), which allows the insertion of source security group tags into
plain-text Ethernet frames.

We introduced or modified the following commands: cts manual, policy
static sgt, propagate sgt, cts role-based sgt-map, show cts sgt-map,

packet-tracer, capture, show capture, show asp drop, show asp table
classify, show running-config all, clear configureall, and writememory.

Cisco Trustsec support for Security
Exchange Protocol (SXP) version 3.

9.6(1)

Cisco Trustsec on ASA now implements SXPv3, which enables
SGT-to-subnet bindings, which are more efficient than host bindings.

We introduced or modified the following commands: cts sxp mapping
networ k-map, ctsrole-based sgt-map, show cts sgt-map, show cts sxp
sgt-map, show asp table cts sgt-map.

Trustsec SXP connection
configurable delete hold down timer

9.8(3)

The default SXP connection hold down timer is 120 seconds. You can
now configure this timer, between 120 to 64000 seconds.

New/Modified commands: cts sxp delete-hold-down period, show cts
sxp connection brief, show cts sxp connections
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CHAPTER 7

ASA FirePOWER Module

The following topics describe how to configure the ASA FirePOWER module that runs on the ASA.

 About the ASA FirePOWER Module, on page 115

* Licensing Requirements for the ASA FirePOWER Module, on page 119
* Guidelines for ASA FirePOWER, on page 119

« Defaults for ASA FirePOWER, on page 121

* Perform Initial ASA FirePOWER Setup, on page 121

* Configure the ASA FirePOWER Module, on page 130

* Managing the ASA FirePOWER Module, on page 134

« Monitoring the ASA FirePOWER Module, on page 142

» Examples for the ASA FirePOWER Module, on page 145

« History for the ASA FirePOWER Module, on page 146

About the ASA FirePOWER Module

The ASA FirePOWER module supplies next-generation firewall services, including Next-Generation Intrusion
Prevention System (NGIPS), Application Visibility and Control (AVC), URL filtering, and Advanced Malware
Protection (AMP).

The ASA FirePOWER module runs a separate application from the ASA. The module can be a hardware
module (on the ASA 5585-X only) or a software module (all other models).

How the ASA FirePOWER Module Works with the ASA

You can configure your ASA FirePOWER module using one of the following deployment models:

* Inline mode—In an inline deployment, the actual traffic is sent to the ASA FirePOWER module, and
the module’s policy affects what happens to the traffic. After dropping undesired traffic and taking any
other actions applied by policy, the traffic is returned to the ASA for further processing and ultimate
transmission.

« Inline tap monitor-only mode (ASA inline)—In an inline tap monitor-only deployment, a copy of the
traffic is sent to the ASA FirePOWER module, but it is not returned to the ASA. Inline tap mode lets
you see what the ASA FirePOWER module would have done to traffic, and lets you evaluate the content
of the traffic, without impacting the network. However, in this mode, the ASA does apply its policies to
the traffic, so traffic can be dropped due to access rules, TCP normalization, and so forth.
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I AsAFirePOWER Inline Mode

* Passive monitor-only (traffic forwarding) mode—If you want to prevent any possibility of the ASA with
FirePOWER Services device impacting traffic, you can configure a traffic-forwarding interface and
connect it to a SPAN port on a switch. In this mode, traffic is sent directly to the ASA FirePOWER
module without ASA processing. The traffic is dropped, and nothing is returned from the module, nor
does the ASA send the traffic out any interface. You must operate the ASA in single context transparent
mode to configure traffic forwarding.

Be sure to configure consistent policies on the ASA and the ASA FirePOWER. Both policies should reflect
the inline or monitor-only mode of the traffic.

The following sections explain these modes in more detail.

ASA FirePOWER Inline Mode

In inline mode, traffic goes through the firewall checks before being forwarded to the ASA FirePOWER
module. When you identify traffic for ASA FirePOWER inspection on the ASA, traffic flows through the
ASA and the module as follows:

1
2
3
4,
5
6

7.
8.

Traffic enters the ASA.

Incoming VPN traffic is decrypted.

Firewall policies are applied.

Traffic is sent to the ASA FirePOWER module.

The ASA FirePOWER module applies its security policy to the traffic, and takes appropriate actions.

Valid traffic is sent back to the ASA,; the ASA FirePOWER module might block some traffic according
to its security policy, and that traffic is not passed on.

Outgoing VPN traffic is encrypted.
Traffic exits the ASA.

The following figure shows the traffic flow when using the ASA FirePOWER module in inline mode. In this
example, the module blocks traffic that is not allowed for a certain application. All other traffic is forwarded
through the ASA.

Figure 13: ASA FirePOWER Module Traffic Flow in the ASA
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ASA FirePOWER Inline Tap Monitor-Only Mode .

Note

If you have a connection between hosts on two ASA interfaces, and the ASA FirePOWER service policy is
only configured for one of the interfaces, then all traffic between these hosts is sent to the ASA FirePOWER
module, including traffic originating on the non-ASA FirePOWER interface (because the feature is
bidirectional).

ASA FirePOWER Inline Tap Monitor-Only Mode

\}

This mode sends a duplicate stream of traffic to the ASA FirePOWER module for monitoring purposes only.
The module applies the security policy to the traffic and lets you know what it would have done if it were
operating in inline mode; for example, traffic might be marked “would have dropped” in events. You can use
this information for traffic analysis and to help you decide if inline mode is desirable.

Note

You cannot configure both inline tap monitor-only mode and normal inline mode at the same time on the
ASA. Only one type of service policy rule is allowed. In multiple context mode, you cannot configure inline
tap monitor-only mode for some contexts, and regular inline mode for others.

The following figure shows the traffic flow when operating in inline tap mode.
Figure 14: ASA FirePOWER Inline Tap Monitor-Only Mode
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ASA FirePOWER Passive Monitor-Only Traffic Forwarding Mode

If you want to operate the ASA FirePOWER module as a pure Intrusion Detection System (IDS), where there
is no impact on the traffic at all, you can configure a traffic forwarding interface. A traffic forwarding interface
sends all received traffic directly to the ASA FirePOWER module without any ASA processing.

The module applies the security policy to the traffic and lets you know what it would have done if it were
operating in inline mode; for example, traffic might be marked “would have dropped” in events. You can use
this information for traffic analysis and to help you decide if inline mode is desirable.

Traffic in this setup is never forwarded: neither the module nor the ASA sends the traffic on to its ultimate
destination. You must operate the ASA in single context and transparent modes to use this configuration.

The following figure shows an interface configured for traffic-forwarding. That interface is connected to a
switch SPAN port so the ASA FirePOWER module can inspect all of the network traffic. Another interface
sends traffic normally through the firewall.

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



Access Control |
. ASA FirePOWER Management

Figure 15: ASA FirePOWER Passive Monitor-Only, Traffic-Forwarding Mode
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ASA FirePOWER Management

The module has a basic command line interface (CLI) for initial configuration and troubleshooting only. You
configure the security policy on the ASA FirePOWER module using one of the following methods:

« Firepower/FireSIGHT Management Center—Can be hosted on a separate Management Center appliance
or as a virtual appliance. The Management Center application is called Firepower beginning in version
6.0. Previous versions are called FireSIGHT.

* ASDM (check for compatibility with your model/version)—You can manage both the ASA and the
module using the on-box ASDM.

Compatibility with ASA Features

The ASA includes many advanced application inspection features, including HTTP inspection. However, the
ASA FirePOWER module provides more advanced HTTP inspection than the ASA provides, as well as
additional features for other applications, including monitoring and controlling application usage.

You must follow these configuration restrictions on the ASA:
« Do not configure ASA inspection on HTTP traffic that you send to the ASA FirePOWER module.
« Do not enable the Mobile User Security (MUS) server; it is not compatible with the ASA FirePOWER
module.

Other application inspections on the ASA are compatible with the ASA FirePOWER module, including the
default inspections.

What to Do if the ASA FirePOWER Module Cannot Filter URLs

The ASA FirePOWER module obtains its URL filtering data from the managing Firepower Management
Center, over HTTP. The module cannot perform URL filtering if it cannot download this database.

If there is a device between the ASA FirePOWER module and Firepower Management Center that is performing
ASA HTTP inspection, the inspections can block the ASA FirePOWER module's HTTP GET requests to the
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Firepower Management Center. This problem also occurs if you configure HTTP inspection on the ASA that
hosts the ASA FirePOWER module (which is a misconfiguration).

To resolve the issues, do any of the following that apply to your situation:

* If you configured HTTP inspection on the ASA that hosts the ASA FirePOWER module, remove the
HTTP inspection configuration. ASA FirePOWER inspection and ASA HTTP inspection are incompatible.

« If there is an intervening device doing ASA HTTP inspection, remove the drop protocol violations action
from the HTTP inspection policy map:

policy-map type inspect http http_inspection_policy
parameters
no protocol-violation action drop-connection

Licensing Requirements for the ASA FirePOWER Module

Certain areas of ASA FirePOWER module functionality may require additional licenses.

For an ASA FirePOWER module managed by a Firepower/FireSIGHT Management Center, enable licenses
on the module using the Management Center. See the licensing chapter of the FireSIGHT System User Guide
5.4, Firepower Management Center Configuration Guide 6.0, or the online help on the FireSIGHT Management
Center for more information.

For the ASA FirePOWER module managed using ASDM, enable licenses on the module using the FirePOWER
module configuration in ASDM. See the licensing chapter of the ASA FirePOWER Module User Guide 5.4,
ASA FirePOWER Services Local Management Configuration Guide 6.0, or the online help for the module in
ASDM for more information.

The ASA itself does not require any additional licenses.

Guidelines for ASA FirePOWER

Failover Guidelines

Does not support failover directly; when the ASA fails over, any existing ASA FirePOWER flows are
transferred to the new ASA. The ASA FirePOWER module in the new ASA begins inspecting the traffic from
that point forward; old inspection states are not transferred.

You are responsible for maintaining consistent policies on the ASA FirePOWER modules in the high-availability
ASA pair to ensure consistent failover behavior.

Note

Create the failover pair before you configure the ASA FirePOWER modules. If the modules are already
configured on both devices, clear the interface configuration on the standby device before creating the
high-availability pair. From the CLI on the standby device, enter the clear configure interface command.
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ASA Clustering Guidelines

Does not support clustering directly, but you can use these modules in a cluster. You are responsible for
maintaining consistent policies on the ASA FirePOWER modules in the cluster.

Note  Create the cluster before you configure the ASA FirePOWER modules. If the modules are already configured
on the data units, clear the interface configuration on the devices before adding them to the cluster. From the
CLI, enter the clear configure interface command.

Model Guidelines

* For ASA model software and hardware compatibility with the ASA FirePOWER module, see the Cisco
ASA Compatibility.

« For the ASA 5515-X through ASA 5555-X, you must install a Cisco solid state drive (SSD). For more
information, see the ASA 5500-X hardware guide. (The SSD is standard on the 5508-X, and 5516-X.)

* You cannot change the software type installed on the ASA 5585-X hardware module. If you purchase
an ASA FirePOWER module, you cannot later install other software on it.

« The interfaces on the ASA 5585-X ASA FirePOWER hardware module drop traffic for up to 30 seconds
during a module reboot, including reboots that occur during a software upgrade.

ASDM Guidelines for Managing ASA FirePOWER

e The ASA, ASDM, and ASA FirePOWER versions supported for ASDM management differ by model.
For supported combinations, see Cisco ASA Compatibility.

« If you enable command authorization on the ASA that hosts the module, you must log in with a user
name that has privilege level 15 to see the ASA FirePOWER home, configuration, and monitoring
pages. Read-only or monitor-only access to ASA FirePOWER pages other than the status page is not
supported.

« If you are using Java 7 update 51 up to Java 8, you need to configure identity certificates for both the
ASA and the ASA FirePOWER module. See Install an Identity Certificate for ASDM.

« You can never use both ASDM and Firepower Management Center, you must choose one or the other.

Additional Guidelines and Limitations

 See Compatibility with ASA Features, on page 118.

* You cannot configure both normal inline mode and inline tap monitor-only mode at the same time on
the ASA. Only one type of service policy rule is allowed. In multiple context mode, you cannot configure
inline tap monitor-only mode for some contexts, and regular inline mode for others.

« If you configure NetFlow on the ASA and include the flow-export delay flow-create command, even
if your ASA FirePOWER access control policy blocks the connection with reset, the connection will
remain on the ASA until the connection timeout is reached. If you cannot tolerate this behavior, you need
to remove the command from the NetFlow configuration.
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« If the module is stuck in recover/init mode, you cannot reload the ASA gracefully. Instead, use the reload
quick command, so the ASA does not wait for the module to shut down gracefully prior to the system
reload. If quick reload does not work, you will have to force-crash the ASA to reload it.

» On the ASA 5500-X series, particularly the smaller models, you can see very intermittent latency,
30-60ms, on .02% of the traffic. If you have applications that cannot tolerate this small latency, ensure
that you configure your redirection service policy so that these latency-sensitive applications are not
redirected to the ASA FirePOWER module.

Defaults for ASA FirePOWER

The following table lists the default settings for the ASA FirePOWER module.

Table 8: ASA FirePOWER Default Network Parameters

Parameters Default

Management IP address System software image: 192.168.45.45/24
Boot image: 192.168.8.8/24

Gateway System software image: none
Boot image: 192.168.8.1/24

SSH or session Username admin

Password System software image:

* Release 6.0 and following: Admin123

« Releases prior to 6.0: Sourcefire

Boot image: Admin123

Perform Initial ASA FirePOWER Setup

Deploy the ASA FirePOWER module in your network, and then choose your management method.

Deploy the ASA FirePOWER Module in Your Network

See the section for your firewall mode and ASA model to determine how to connect the ASA FirePOWER
module management interface to your network.

Routed Mode

ASA 5585-X (Hardware Module) in Routed Mode
The ASA FirePOWER module includes separate management interfaces from the ASA.
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ASA 55B5-X  ASA FirePOWER SSP  ASA FirePOWER Management 1/0

Teaueana] )| »

T 0] e o, 7 724
T [ |

1
ASA Management 0/0
Default IP: 192.168.1.1

ATadE

All management traffic to and from the ASA FirePOWER module must enter and exit the Management 1/0
or 1/1 interface. The ASA FirePOWER module also needs Internet access. Because the Management 1/x
interface is not an ASA data interface, traffic cannot pass through the ASA over the backplane; therefore you
need to physically cable the management interface to an ASA interface. See the following typical cabling
setup to allow ASA FirePOWER access to the Internet through the ASA management interface (or you could
use a data interface). Other options are possible, depending on how you want to connect your network; for
example, you can make the Management 1/0 interface outside facing; or you can route between it and a
different ASA interface if you have an inside router.

Module Gateway
to Internet
Layer2 =2 management Internet
Switch ASA Management 040 -

i Module Management 1/0
F . Sel [P Io be on same network as MO
—

Management PC

ASA 5508-X through ASA 5555-X (Software Module) in Routed Mode

These models run the ASA FirePOWER module as a software module, and the ASA FirePOWER module
shares the Management 0/0 or Management 1/1 interface (depending on your model) with the ASA.

All management traffic to and from the ASA FirePOWER module must enter and exit the Management
interface. The ASA FirePOWER module also needs Internet access. Management traffic cannot pass through
the ASA over the backplane; therefore you need to physically cable the management interface to an ASA
interface to reach the Internet.

If you do not configure a name and IP address in the ASA configuration for Management, then the interface
belongs exclusively to the module. In this case, the Management interface is not a regular ASA interface, and
you can:

1. Configure the ASA FirePOWER IP address to be on the same network as a regular ASA data interface.
2. Specify the data interface as the ASA FirePOWER gateway.

3. Directly connect the Management interface to the data interface (using a Layer2 switch).

See the following typical cabling setup to allow ASA FirePOWER access to the Internet through the ASA
inside interface.
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Internet

GigabitEthernet 11
DHCP from outside nw
outside Management 1/1

No ASA IP address

A
ASA ASA FirePOWER IP address:
@-.3 set 10 192.168.1.2

(Optional)
Firepower
inside 'éanrf Management
_ GigabitEthernet 1/2 il Center:
ASA FirePOWER |192.168.1.1 . DHCP from inside ifc
Gateway P

Management
Computer:
DHCP from inside ifc

For the ASA 5508-X, and 5516- X, the default configuration enables the above network deployment; the only
change you need to make is to set the module IP address to be on the same network as the ASA inside interface
and to configure the module gateway IP address.

For other models, you must remove the ASA-configured name and IP address for Management 0/0 or 1/1,
and then configure the other interfaces as indicated above.

Note

You can avoid using an external switch if you have extra interfaces that you can assign to an inside bridge
group to configure a “soft switch”. Be sure to set all bridge group interfaces to the same security level, allow
same security communication, and configure NAT for each bridge group member. See the ASA interfaces
configuration guide chapter for more information.

Note

If you want to deploy a separate router on the inside network, then you can route between management and
inside. In this case, you can manage both the ASA and ASA FirePOWER module on the Management interface
with the appropriate configuration changes, including configuring the ASA name and IP address for the
Management interface (on the same network as the ASA FirePOWER module address).
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Transparent Mode

ASA 5585-X (Hardware Module) in Transparent Mode
The ASA FirePOWER module includes separate management interfaces from the ASA.

ASA 5585-X ASA FirePOWER SSP  ASA FirePOWER Management 1/0

| ]I_IIIIII ._|0

4
gop ASA Management 0/0
Default IP: 192.168.1.1

AT 248

All management traffic to and from the ASA FirePOWER module must enter and exit the Management 1/0
or 1/1 interface. The ASA FirePOWER module also needs Internet access. Because this interface is not an
ASA data interface, traffic cannot pass through the ASA over the backplane; therefore you need to physically
cable the management interface to an ASA interface. See the following typical cabling setup to allow ASA
FirePOWER access to the Internet through the ASA inside interface.

ASA FirePOWER Default Gateway

Managemem Rauter ASA 5585-X
Computer o

A v -|.\
Internat

Module Management 1/0
Sel IP fo be on same nebwork as MO

Firepower
Management Center

If you do not use an inside router, you can manage the ASA over the inside interface (using the BVI IP address)
and not use the Management 0/0 interface:

ASAFirePOWER Default Gateway

ASA 55B5-X
Management BVI IP Address for management

Computer . Router

inside [ =V Ml outside ' e

_

Layer 2
Switeh

Module Management 140
Sel [P o be on same network as BYY

Firepower
Management Center
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\}

Note  You can avoid using an external switch if you have extra interfaces that you can assign to the inside bridge
group to configure a “soft switch”. Be sure to set all bridge group interfaces to the same security level, allow
same security communication, and configure NAT for each bridge group member. See the ASA interfaces
configuration guide chapter for more information.

ASA 5508-X through ASA 5555-X, ISA 3000 (Software Module) in Transparent Mode

These models run the ASA FirePOWER module as a software module, and the ASA FirePOWER module
shares the Management 0/0 or Management 1/1 interface (depending on your model) with the ASA.

All management traffic to and from the ASA FirePOWER module must enter and exit the Management
interface. The ASA FirePOWER module also needs Internet access.

The following figure shows the recommended network deployment for the ASA 5500-X or ISA 3000 with
the ASA FirePOWER module:

ASA FirePOWER Default Gateway

Management
Computer

management

§ Management 1/1
—— ASA IP address: 182.168.1.1
Firepower ASA FirePOWER IP address: 182.168.1.2

Management Center

If you do not use an inside router, you can manage the ASA over the inside interface (using the BVI IP address)
and not use the Management interface for ASA management:

Management

Computer ASA FirePOWER Default Gateway
ASA 192.168.1 %

BV IP Address: 192.168.1 1 \
outside

GigahitEthernet 11

Router

Interr

(May be required)
Firepower Management 14
Management Center No ASA IP address
ASAFirePOWER IP address: 192.168.1.2
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Note  You can avoid using an external switch if you have extra interfaces that you can assign to the inside bridge
group to configure a “soft switch”. Be sure to set all bridge group interfaces to the same security level, allow
same security communication, and configure NAT for each bridge group member. See the ASA interfaces
configuration guide chapter for more information.

Register the ASA FirePOWER Module with a Management Center

To register the module with a Firepower/FireSIGHT Management Center, you must access the ASA
FirePOWER module CLI. The first time you access the CLI, you are prompted for basic configuration
parameters. You must also add the module to the Management Center.

Notes.

« If you want to use ASDM to manage the module, skip this section and see Configure the ASA FirePOWER
Module for ASDM Management, on page 128.

« If you need to move the module’s management from one management center to another, first remove
the device from the management center’s inventory. Then, use the configure manager add command
to point to the new management center. You can then complete the registration from the new management
center. This process ensures a clean hand-over.

Access the ASA FirePOWER CLI
To access the ASA FirePOWER CLI, you can use one of the following methods.

Procedure

Step 1 Console Port:

» ASA 5585-X—This model includes a dedicated console port for the ASA FirePOWER module. Use the
supplied DB-9 to RJ-45 serial cable and/or your own USB serial adapter.

« All other models—Connect to the ASA console port using the supplied DB-9 to RJ-45 serial cable and/or
your own USB serial adapter. The ASA 5508-X/5516-X also has a mini-USB console port. See the
hardware guide for instructions on using the USB console port.

At the ASA CLlI, session to the ASA FirePOWER module:
session sfr

See also Session to the Software Module From the ASA, on page 141.

Step 2 SSH:

You can connect to the module default IP address (see Defaults for ASA FirePOWER, on page 121) or you
can use the following ASA command to change the management IP address, and then connect using SSH:

session {1 | sfr} do setup host ip ip_address/mask,gateway _ip

Use 1 for a hardware module, sfr for a software module.
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Configure ASA FirePOWER Basic Settings

Step 1

Step 2

The first time you access the ASA FirePOWER module CLI, you are prompted for basic configuration
parameters. You must also add the module to the Firepower/FireSIGHT Management Center if you are not
using ASDM.

Before you begin
Access the module CLI according to Access the ASA FirePOWER CLI, on page 126.

Procedure

At the ASA FirePOWER CLlI, log in with the username admin.

If this is the first time you are logging in, use the default password. See Defaults for ASA FirePOWER, on
page 121.

Complete the system configuration as prompted.

Use the following network settings for the ASA FirePOWER module for the recommended network deployment
(Deploy the ASA FirePOWER Module in Your Network, on page 121):

« Management interface: 192.168.1.2
» Management subnet mask: 255.255.255.0
» Gateway IP: 192.168.1.1

Example;

System initialization in progress. Please stand by.

You must change the password for "admin® to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPV6.

Do you want to configure 1Pv4? (y/n) [y]l: vy

Do you want to configure 1Pv6? (y/n) [n]:

Configure 1Pv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.86.118.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.252.0
Enter the IPv4 default gateway for the management interface []: 10.86.116.1

Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated list of DNS servers or "none® []: 10.100.10.15,
10.120.10.14

Enter a comma-separated list of search domains or "none® [example.net]: example.com
IT your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run "configure network http-proxy®

(Wait for the system to reconfigure itself.)

This sensor must be managed by a Defense Center. A unique alphanumeric
registration key is always required. In most cases, to register a sensor
to a Defense Center, you must provide the hostname or the IP address along
with the registration key.

“configure manager add [hostname | ip address ] [registration key ]°

However, if the sensor and the Defense Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
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Step 3

Step 4

“configure manager add DONTRESOLVE [registration key ] [ NAT ID ]*
Later, using the web interface on the Defense Center, you must use the same

registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

Register the ASA FirePOWER module to a Management Center:
> configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg key [nat_id]
where:

 {hostname | IPv4_address| IPv6_address| DONTRESOLVE} specifies either the fully qualified host
name or IP address of the Management Center. If the Management Center is not directly addressable,
use DONTRESOLVE.

* reg_key is the unique alphanumeric registration key required to register a ASA FirePOWER module to
the Management Center.

« nat_id is an optional alphanumeric string used during the registration process between the Management
Center and the ASA FirePOWER module. It is required if the hostname is set to DONTRESOLVE.

Close the console connection. For the software module, enter:

> exit

Configure the ASA FirePOWER Module for ASDM Management

Step 1
Step 2

Step 3
Step 4

Step 5

Not supported for all version/model combinations; check for compatibility with your model and version.

ASDM can change the ASA FirePOWER module IP address over the ASA backplane, but all further
management requires network access between the ASDM interface and the Management interface, where the
module is reachable.

To use ASDM to manage the module, launch ASDM and run the Startup Wizard.

Procedure

On the computer connected to the ASA, launch a web browser.

In the Address field, enter the following URL: https://192.168.1.1/admin. The Cisco ASDM web page
appears.

Click one of the available options: Install ASDM Launcher, Run ASDM, or Run Startup Wizard.
Follow the onscreen instructions to launch ASDM according to the option you chose. The Cisco ASDM-IDM
Launcher appears.

Note If you click Install ASDM Launcher, in some cases you need to install an identity certificate for the
ASA and a separate certificate for the ASA FirePOWER module according to Install an Identity
Certificate for ASDM.

Leave the username and password fields empty, and click OK. The main ASDM window appears.
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Configure the ASA FirePOWER Module for ASDM Management .

Step 6 If you are prompted to provide the IP address of the installed ASA Firepower module, cancel out of the dialog
box. You must first set the module IP address to the correct IP address using the Startup Wizard.

Step 7 Choose Wizards> Startup Wizard.

Step 8 Configure additional ASA settings as desired, or skip screens until you reach the ASA Firepower Basic

Configuration screen.

- T — X B E
[ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard [

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended For bootstrapping. Modifyving an
existing ASA FirePOWER. configuration may lead to undesired results,

[ Belect to Bypass ASA FirePOWER Configuration..

Metwork Settings
IP Address:  192.168.1.2 I

Subnet Mask: |255.255.255.0w

Gateway: 192.168.1.1 '

Please read the following license agreement. You must accept the terms of this agreement
before continuing the wizard.

|End User License Agresment -

| IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
|CAREFULLY. IT IS ¥ERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCO SOFTYWARE OR. EQUIPMENT FROM AN APPROYED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,

THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE 1]
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER. YOU HAYE NO LICENSE TO USE THE |

| SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
|AGREEMENT DOES NOT APPLY. ASSUMING YOU HAYE PURCHASED FROM AN
| APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

| AGREEMENT.
lcIsco SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF - N
[« an ] r
I
() I accept the agreement
[ < Back. ” Next > ” Finish J [Qancai E [ﬂalp J
| o

Set the following values to work with the default configuration:
* I[P Address—192.168.1.2

* Subnet M ask—255.255.255.0
» Gateway—192.168.1.1

Step 9 Click I accept the agreement, and click Next or Finish to complete the wizard.
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Step 10 Quit ASDM, and then relaunch. You should see ASA Firepower tabs on the Home page.

Configure the ASA FirePOWER Module

Configure the security policy in the ASA FirePOWER module, and then configure the ASA to send traffic to
the module.

Configure the Security Policy on the ASA FirePOWER Module

The security policy controls the services provided by the module, such as Next Generation IPS filtering and
application filtering. You configure the security policy on the ASA FirePOWER module using one of the
following methods.

FireSIGHT Management Center

Use a web browser to open https://DC_address, where DC_address is the DNS name or IP address of the
manager you defined in Configure ASA FirePOWER Basic Settings, on page 127. For example,
https://dc.example.com.

Alternatively, in ASDM, choose Home > ASA FirePOWER Statusand click the link at the bottom of the
dashboard.

For more information about ASA FirePOWER configuration, see the Management Center online help,
FireSGHT System User Guide 5.4, or Firepower Management Center Configuration Guide 6.0 (available at
http://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list.html).

ASDM
In ASDM, choose Configuration > ASA FirePOWER Configuration.

For more information about ASA FirePOWER configuration, see the module's online help in ASDM, ASA
FirePOWER Module User Guide 5.4, or ASA FirePOWER Services Local Management Configuration Guide
6.0 (available at http://www.cisco.com/c/en/us/support/security/asa-firepower-services/
products-installation-and-configuration-guides-list.ntml.

Redirect Traffic to the ASA FirePOWER Module

For inline and inline tap (monitor-only) modes, you configure a service policy to redirect traffic to the module.
If you want passive monitor-only mode, you configure a traffic redirection interface, which bypasses ASA
policies.

The following topics explain how to configure these modes.

Configure Inline or Inline Tap Monitor-Only Modes

Redirect traffic to the ASA FirePOWER module by creating a service policy that identifies specific traffic
that you want to send. In this mode, ASA policies, such as access rules, are applied to the traffic before it is
redirected to the module.
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Step 1

Step 2

Step 3

Step 4

Configure Inline or Inline Tap Monitor-Only Modes .

Before you begin

* Be sure to configure consistent policies on the ASA and the ASA FirePOWER module. Both policies
should reflect the inline or inline tap mode of the traffic.

« In multiple context mode, perform this procedure within each security context.

Procedure

Create an L3/L4 class map to identify the traffic that you want to send to the module.

class-map name
match parameter

Example:

hostname(config)# class-map firepower_class_map
hostname(config-cmap)# match access-list firepower

If you want to send multiple traffic classes to the module, you can create multiple class maps for use in the
service policy. For information on matching statements, see Identify Traffic (Layer 3/4 Class Maps), on page
276.

Add or edit a policy map that sets the actions to take with the class map traffic: policy-map name

Example:

hostname(config)# policy-map global_policy
In the default configuration, the global_policy policy map is assigned globally to all interfaces. If you want

to edit the global_policy, enter global_policy as the policy name.

Identify the class map you created at the start of this procedure: class name

Example:

hostname(config-pmap)# class firepower_class_map

Send the traffic to the ASA FirePOWER module.

sfr {fail-close| fail-open} [monitor-only]

Where:
* The fail-close keyword sets the ASA to block all traffic if the ASA FirePOWER module is unavailable.
« The fail-open keyword sets the ASA to allow all traffic through, uninspected, if the module is unavailable.

« Specify monitor-only to send a read-only copy of traffic to the module, i.e. inline tap mode. If you do
not include the keyword, the traffic is sent in inline mode. See ASA FirePOWER Inline Tap Monitor-Only
Mode, on page 117 for more information.

Example:
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Step 5

Step 6

hostname(config-pmap-c)# sfr fail-close

If you created multiple class maps for ASA FirePOWER traffic, you can specify another class for the policy
and apply the sfr redirect action.

See Feature Matching Within a Service Policy, on page 269 for detailed information about how the order of
classes matters within a policy map. Traffic cannot match more than one class map for the same action type.

If you are editing an existing service policy (such as the default global policy called global_policy), you are
done. Otherwise, activate the policy map on one or more interfaces.

service-policy policymap _name {global | interfaceinterface name}

Example:

hostname(config)# service-policy global_policy global

The global keyword applies the policy map to all interfaces, and interface applies the policy to one interface.
Only one global policy is allowed. You can override the global policy on an interface by applying a service
policy to that interface. You can only apply one policy map to each interface.

Configure Passive Traffic Forwarding

Step 1

If you want to operate the module in passive monitor-only mode, where the module gets a copy of the traffic
and neither it nor the ASA can affect the network, configure a traffic forwarding interface and connect the
interface to a SPAN port on a switch. For more details, see ASA FirePOWER Passive Monitor-Only Traffic
Forwarding Mode, on page 117.

The following guidelines explain the requirements for this deployment mode:
» The ASA must be in single-context and transparent mode.

* You can configure up to 4 interfaces as traffic-forwarding interfaces. Other ASA interfaces can be used
as normal.

« Traffic-forwarding interfaces must be physical interfaces, not VLANSs or BVIs. The physical interface
also cannot have any VLANS associated with it.

« Traffic-forwarding interfaces cannot be used for ASA traffic; you cannot name them or configure them
for ASA features, including failover or management-only.

* You cannot configure both a traffic-forwarding interface and a service policy for ASA FirePOWER
traffic.

Procedure

Enter interface configuration mode for the physical interface you want to use for traffic-forwarding.
interface physical_interface

Example:
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Enable Captive Portal for Active Authentication .

hostname(config)# interface gigabitethernet 0/5

Step 2 Remove any name configured for the interface. If this interface was used in any ASA configuration, that
configuration is removed. You cannot configure traffic-forwarding on a named interface.

no nameif
Step 3 Enable traffic-forwarding.
traffic-forward sfr monitor-only
Note You can ignore any warnings about traffic forwarding being for demonstration purposes only. This
is a supported production mode.
Step 4 Enable the interface.
no shutdown

Repeat for any additional interfaces.

Example

The following example makes GigabitEthernet 0/5 a traffic-forwarding interface:

interface gigabitethernet 0/5
no nameif
traffic-forward sfr monitor-only
no shutdown

Enable Captive Portal for Active Authentication

ASA FirePOWER includes identity policies that allow you to collect user identification information. By
collecting user identity information, you can tailor access control rules to specific users and user groups,

selectively allowing and disallowing access based on the user. You can also analyze traffic based on user
identity.

For HTTP/HTTPS connections, you can define identity rules that collect user identification through active
authentication. If you want to implement active authentication identity rules, you must enable captive portal
on the ASA to act as the authentication proxy port. When a connection matches an identity rule that requests
active authentication, the ASA FirePOWER module redirects the authentication request to the ASA interface
IP address/captive portal. The default port is 885, which you can change.

If you do not enable captive portal for the authentication proxy, only passive authentication is available.

Before you begin
* This feature is available in routed mode only for ASA FirePOWER 6.0+ only.

« In multiple context mode, perform this procedure within each security context.
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. Managing the ASA FirePOWER Module

Step 1

Step 2

Procedure

Enable captive portal.
captive-portal {global | interface name} [port number]
Where:

* global enables captive portal globally on all interfaces.

« interface nameenables captive portal on the specified interface only. You can enter the command multiple
times to enable it on more than one interface. You can use this approach if you are redirecting traffic for
only a subset of interfaces to the ASA FirePOWER module.

* port number optionally specifies the authentication port. If you do not include the keyword, port 885 is
used. If you do include the keyword, the port number must be 1025 or higher.

Example:
For example, to enable captive portal globally on port 885, enter the following:

ciscoasa(config)# captive-portal global
ciscoasa(config)#

In the ASA FirePOWER identity policy, ensure that the active authentication settings specify the same port
you configured for captive portal, and configure the other required settings to enable active authentication.

Managing the ASA FirePOWER Module

This section includes procedures that help you manage the module.

Install or Reimage the Module

This section describes how to install or reimage a software or hardware module.

Install or Reimage the Software Module

If you purchase the ASA with the ASA FirePOWER module, the module software and required solid state
drives (SSDs) come pre-installed and ready to configure. If you want to add the ASA FirePOWER software
module to an existing ASA, or need to replace the SSD, you need to install the ASA FirePOWER boot software,
partition the SSD, and install the system software according to this procedure.

Reimaging the module is the same procedure, except you should first uninstall the ASA FirePOWER module.
You would reimage a system if you replace an SSD.

For information on how to physically install the SSD, see the ASA hardware guide.

Before you begin

* The free space on flash (disk0) should be at least 3GB plus the size of the boot software.

« In multiple context mode, perform this procedure in the system execution space.
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Install or Reimage the Software Module .

* You must shut down any other software module that you might be running; the ASA can run a single
software module at a time. You must do this from the ASA CLI.

» When reimaging the ASA FirePOWER module, use the sw-module module shutdown and uninstall
commands to remove the old image. For example:

sw-module module sfr shutdown
sw-module module sfr uninstall
reload

« If you have an active service policy redirecting traffic to an IPS or CX module, you must remove that
policy. For example, if the policy is a global one, you could use no service-policy ips_policy global. If
the service policy includes other rules you want to maintain, simply remove the redirection command
from the relevant policy map, or the entire traffic class if redirection is the only action for the class. You
can remove the policies using CLI or ASDM.

« If you have an active service policy redirecting traffic to another module, you must remove that policy.
For example, if the policy is a global one, you could use no service-policy module_policy global.

* Obtain both the ASA FirePOWER Boot Image and System Software packages from Cisco.com.

Procedure

Step 1 Download the boot image to the ASA. Do not transfer the system software; it is downloaded later to the SSD.
You have the following options:

» ASDM—First, download the boot image to your workstation, or place it on an FTP, TFTP, HTTP,
HTTPS, SMB, or SCP server. Then, in ASDM, choose Tools > File Management, and then choose the
appropriate File Transfer command, either Between L ocal PC and Flash or Between Remote Server
and Flash. Transfer the boot software to diskO on the ASA.

» ASA CLI—First, place the boot image on a TFTP, FTP, HTTP, or HTTPS server, then use the copy
command to download it to flash. The following example uses TFTP.

ciscoasa# copy tftp://10.1.1.89/asasfr-5500x-boot-5.4.1-58.1img
disk0:/asasfr-5500x-boot-5.4_1-58.img

Step 2 Download the ASA FirePOWER system software from Cisco.com to an HTTP, HTTPS, or FTP server
accessible from the ASA FirePOWER management interface. Do not download it to disk0 on the ASA.

Step 3 Set the ASA FirePOWER module boot image location in ASA disk0 by entering the following command:
sw-module module sfr recover configureimage diskO: file_path

Example:

hostname# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-5.4_.1-58.1mg

If you see a message like “ERROR: Another service (cxsc) is running, only one service is allowed to run at
any time,” it means that you already have a different software module configured. You must shut it down and
remove it to install a new module as described in the prerequisites section above.
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. Install or Reimage the Software Module

Step 4

Step 5

Step 6

Step 7

Load the ASA FirePOWER boot image:

sw-module module sfr recover boot

Wait approximately 5-15 minutes for the ASA FirePOWER module to boot up, and then open a console
session to the now-running ASA FirePOWER boot image. You might need to press enter after opening the
session to get to the login prompt. The default username is admin and the default password is Admin123.

hostname# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is "CTRL-"X".

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

If the module boot has not completed, the session command will fail with a message about not being able to
connect over ttyS1. Wait and try again.

Configure the system so that you can install the system software package:
asasfr-boot> setup

Example;

asasfr-boot> setup

Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []

You are prompted for the following. Note that the management address and gateway, and DNS information,
are the key settings to configure.

» Host name—Up to 65 alphanumeric characters, no spaces. Hyphens are allowed.

» Network address—You can set static IPv4 or IPv6 addresses, or use DHCP (for IPv4) or IPv6 stateless
autoconfiguration.

« DNS information—You must identify at least one DNS server, and you can also set the domain name
and search domain.

* NTP information—You can enable NTP and configure the NTP servers, for setting system time.

Install the System Software image:
asasfr-boot> system install [noconfirm] url

Include the noconfirm option if you do not want to respond to confirmation messages. Use an HTTP, HTTPS,
or FTP URL,; if a username and password are required, you will be prompted to supply them.

When installation is complete, the system reboots. The time required for application component installation

and for the ASA FirePOWER services to start differs substantially: high-end platforms can take 10 or more

minutes, but low-end platforms can take 60-80 minutes or longer. (The show module sfr output should show
all processes as Up.)

For example:
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Step 8

Step 9

Reimage the 5585-X ASA FirePOWER Hardware Module .

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58._pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 5.4.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: vy
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press "Enter® to reboot the system.
(press Enter)
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2014):

The system is going down for reboot NOW!
Console session with module sfr terminated.

Open a session to the ASA FirePOWER module. You will see a different login prompt because you are logging
into the fully functional module.

ciscoasa# session sfr console

Example:

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is "CTRL-"X".

Sourcefire ASA5555 v5.4.1 (build 58)
Sourcefire3D login:

See Configure ASA FirePOWER Basic Settings, on page 127 to complete the setup.

Reimage the 5585-X ASA FirePOWER Hardware Module

If you need to reimage the ASA FirePOWER hardware module in an ASA 5585-X for any reason, you need
to install both the Boot Image and a System Software package, in that order. You must install both packages
to have a functioning system. Under normal circumstances, you do not need to reimage the system to install
upgrade packages.

To install the boot image, you need to TFTP boot the image from the Management-0 port on the ASA
FirePOWER SSP by logging into the module’s Console port. Because the Management-0 port is on an SSP
in the first slot, it is also known as Management1/0, but ROMMON recognizes it as Management-0 or
Management0/1.

Note

The interfaces on the ASA 5585-X ASA FirePOWER hardware module drop traffic for up to 30 seconds
during a module reboot, including reboots that occur during a module reimage.
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. Reimage the 5585-X ASA FirePOWER Hardware Module

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Before you begin
To accomplish a TFTP boot, you must:

« Place the Boot Image and a System Software package on a TFTP server that can be accessed through
the Management1/0 interface on the ASA FirePOWER module.

« Connect Management1/0 to the network. You must use this interface to TFTP boot the Boot Image.

Procedure

Connect to the module console port.
Reload the system:

system reboot

When prompted, break out of the boot by pressing Esc. If you see grub start to boot the system, you have
waited too long.

This will place you at the ROMMON prompt.

At the ROMMON prompt, enter:

set

Configure the following parameters:
* ADDRESS—The management IP address of the module.
* SERVER—The IP address of the TFTP server.

*« GATEWAY—The gateway address to the TFTP server. If the TFTP server is directly attached to
Management1/0, use the IP address of the TFTP server. If the TFTP server and management address are
on the same subnet, do not configure the gateway or TFTP boot will fail.

* IMAGE—The Boot Image path and image name on the TFTP server. For example, if you place the file
on the TFTP server in /tftpboot/images/filename.img, the IMAGE value is images/filename.img.

Example;

ADDRESS=10.5.190.199
SERVER=10.5.11.170
GATEWAY=10.5.1.1
IMAGE=asasfrboot-5.4.1-58.1img

Save the settings:
sync
Initiate the download and boot process:

tftp

You will see ! marks to indicate progress. When the boot completes after several minutes, you will see a login
prompt.

Log in as admin, with the password Admin123.
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Step 8

Step 9

Step 10

Step 11

Reset the Password .

Configure the system so that you can install the system software package:
setup

You are prompted for the following. Note that the management address and gateway, and DNS information,
are the key settings to configure.

» Host name—Up to 65 alphanumeric characters, no spaces. Hyphens are allowed.

« Network address—You can set static IPv4 or IPv6 addresses, or use DHCP (for IPv4) or IPv6 stateless
autoconfiguration.

» DNS information—You must identify at least one DNS server, and you can also set the domain name
and search domain.

* NTP information—You can enable NTP and configure the NTP servers, for setting system time.

Install the System Software image:
system install [noconfirm] url

Example:

asasfr-boot> system install http://upgrades.example.com/packages/asasfr-sys-5.4.1-58.pkg

Include the noconfirm option if you do not want to respond to confirmation messages.

When installation is complete, the system reboots. Allow 10 or more minutes for application component
installation and for the ASA FirePOWER services to start.

When the boot completes, log in as admin with the defautl password. See Defaults for ASA FirePOWER, on
page 121.

See Configure ASA FirePOWER Basic Settings, on page 127 to complete the setup.

Reset the Password

If you forget the password for the admin user, another user with CLI Configuration permissions can log in
and change the password.

If there are no other users with the required permissions, you can reset the admin password from the ASA.
The default password differs based on software release; see Defaults for ASA FirePOWER, on page 121.

Before you begin
« In multiple context mode, perform this procedure in the system execution space.

* The password-reset option on the ASA hw-module and sw-module commands does not work with ASA
FirePOWER.

Procedure

Reset the module password for the user admin to the default:
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session {1 | sfr} do password-reset

Use 1 for a hardware module, sfr for a software module.

Reload or Reset the Module

You can reload, or to reset and then reload, the module from the ASA.

Before you begin

In multiple context mode, perform this procedure in the system execution space.

Procedure

Enter one of the following commands:
 Hardware module (ASA 5585-X):
hw-module module 1 {reload | reset}
Note The interfaces on the ASA 5585-X ASA FirePOWER hardware module drop traffic for up to
30 seconds during a module reboot, including reboots that occur during a software upgrade.
* Software module (all other models):

sw-module module sfr {reload | reset}

Shut Down the Module

Shutting down the module software prepares the module to be safely powered off without losing configuration
data.

Before you begin
« In multiple context mode, perform this procedure in the system execution space.

« If you reload the ASA, the module is not automatically shut down, so we recommend shutting down the
module before reloading the ASA.

Procedure
Enter one of the following commands:

 Hardware module (ASA 5585-X):

hw-module module 1 shutdown

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



| Access Control

Uninstall a Software Module Image .

* Software module (all other models):

sw-module module sfr shutdown

Uninstall a Software Module Image

Step 1

Step 2

You can uninstall a software module image and its associated configuration.

Before you begin

In multiple context mode, perform this procedure in the system execution space.

Procedure

Uninstall the software module image and associated configuration.
sw-module module sfr uninstall

Example;

ciscoasa# sw-module module sfr uninstall

Module sfr will be uninstalled. This will completely remove the disk image
associated with the sw-module including any configuration that existed within it.

Uninstall module sfr? [confirm]

Reload the ASA.
reload

You must reload the ASA before you can install a new module.

Session to the Software Module From the ASA

Use the ASA FirePOWER CLI to configure basic network settings and to troubleshoot the module.

To access the ASA FirePOWER software module CLI from the ASA, you can session from the ASA. (You
cannot session to a hardware module running on a 5585-X.)

You can either session to the module (using Telnet) or create a virtual console session. A console session
might be useful if the control plane is down and you cannot establish a Telnet session. In multiple context
mode, session from the system execution space.

In either a Telnet or a Console session, you are prompted for a username and password. You can log in with
any username configured on the ASA FirePOWER. Initially, the admin username is the only one configured
(and it is always available). The initial default password differs based on the type of image (full image or boot
image) and software release; see Defaults for ASA FirePOWER, on page 121.

* Telnet session:
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session sfr

When in the ASA FirePOWER CLI, to exit back to the ASA CLI, enter any command that would log
you out of the module, such as logout or exit, or press Ctrl-Shift-6, x.

» Console session:
session sfr console

The only way out of a console session is to press Ctrl-Shift-6, x. Logging out of the module leaves you
at the module login prompt.

N

Note Do not use the session sfr console command in conjunction with a terminal server where Ctrl-Shift-6, x is
the escape sequence to return to the terminal server prompt. Ctrl-Shift-6, x is also the sequence to escape the
ASA FirePOWER console and return to the ASA prompt. Therefore, if you try to exit the ASA FirePOWER
console in this situation, you instead exit all the way to the terminal server prompt. If you reconnect the
terminal server to the ASA, the ASA FirePOWER console session is still active; you can never exit to the
ASA prompt. You must use a direct serial connection to return the console to the ASA prompt. Use the session
sfr command instead of the console command when facing this situation.

Upgrade the System Software

Before applying an upgrade, ensure that the ASA is running the minimum required release for the new version;
you might need to upgrade the ASA prior to upgrading the module. For more information about applying
upgrades, see the Management Center online help, FireSSGHT System User Guide 5.4, or Firepower
Management Center Configuration Guide 6.0.

For ASDM management, you can apply upgrades to the system software and components using
Configuration > ASA FirePOWER Configuration > Updates. Click Help on the Updates page for more
information.

Monitoring the ASA FirePOWER Module

The following topics provide guidance on monitoring the module. For ASA FirePOWER-related syslog
messages, see the syslog messages guide. ASA FirePOWER syslog messages start with message number
434001.

Showing Module Status
To check the status of a module, enter one of the following commands:
 show module[1| sfr] [details]

Shows the status of modules. Include the 1 (for hardware modules) or sfr (for software modules) keyword
to see status specific to the ASA FirePOWER module. Include the details keyword to get additional
information, including the address of the device that manages the module.

» show module sfr recover

Displays the location of the boot image used when installing the module.
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The following is sample output from the show modulecommand for an ASA 5585-X with an ASA FirePOWER
hardware module installed:

hostname# show module

Mod Card Type Model Serial No.
0 ASA 5585-X Security Services Processor-10 wi ASA5585-SSP-10 JAF1507AMKE
1 ASA 5585-X FirePOWER Security Services Proce ASA5585-SSP-SFR10 JAF1510BLSA

Mod MAC Address Range Hw Version Fw Version Sw Version

0 5475.d05b.1100 to 5475.d05b.110b 1.0 2.0(7)0 100.10(0)8
1 5475.d05b.2450 to 5475.d05b.245b 1.0 2.0(13)0 5.3.1-44

Mod SSM Application Name Status SSM Application Version
1 FirePower w 5.3.1-44
Mod Status Data Plane Status Compatibility
T oupsys Not Applicable

1 Up Up

The following example shows the details for a software module. Note that DC Addr indicates the address of
the Management Center that manages this device.

hostname# show module sfr details
Getting details from the Service Module, please wait...

Card Type: FirePOWER Services Software Module
Model : ASA5555

Hardware version: N/A

Serial Number: FCH1714J6HP

Firmware version: N/A

Software version: 5.3.1-100

MAC Address Range:

bcl16.6520.1dcb to bcl6.6520.1dcb

App- name: ASA FirePOWER
App. Status: Up

App. Status Desc: Normal Operation
App. version: 5.3.1-100
Data Plane Status: Up

Status: Up

DC addr: 10.89.133.202
Mgmt 1P addr: 10.86.118.7
Mgmt Network mask: 255.255.252.0
Mgmt Gateway: 10.86.116.1
Mgmt web ports: 443

Mgmt TLS enabled: true

The following example shows the location of the ASA FirePOWER boot image that was used with the
sw-module module sfr recover command when installing the module.

hostname# show module sfr recover
Module sfr recover parameters...
Boot Recovery Image: No

Image File Path:

disk0:/asasfr-5500x-boot-5.4.1-58.img
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Showing Module Statistics

Use the show service-policy sfr command to display statistics and status for each service policy that includes
the sfr command. Use clear service-policy to clear the counters.

The following example shows the ASA FirePOWER service policy and the current statistics as well as the
module status. In monitor-only mode, the input counters remain at zero.

ciscoasa# show service-policy sfr
Global policy:
Service-policy: global_policy
Class-map: my-sfr-class

SFR: card status Up, mode fail-close
packet input 2626422041, packet output 2626877967, drop O, reset-drop 0O, proxied O

Monitoring Module Connections

To show connections through the ASA FirePOWER module, enter one of the following commands:
« show asp table classify domain sfr
Shows the NP rules created to send traffic to the ASA FirePOWER module.
* show asp drop
Shows dropped packets. The drop types are explained below.
* show conn
Shows if a connection is being forwarded to a module by displaying the “X - inspected by service module’

flag.

The show asp drop command can include the following drop reasons related to the ASA FirePOWER module.

Frame Drops:

« sfr-bad-tlv-received—This occurs when ASA receives a packet from FirePOWER without a Policy ID
TLV. This TLV must be present in non-control packets if it does not have the Standby/Active bit set in
the actions field.

« sfr-request—The frame was requested to be dropped by FirePOWER due a policy on FirePOWER
whereby FirePOWER would set the actions to Deny Source, Deny Destination, or Deny Pkt. If the frame
should not have been dropped, review the policies on the module that are denying the flow.

« sfr-fail-close—The packet is dropped because the card is not up and the policy configured was ‘fail-close’
(rather than “fail-open’ which allows packets through even if the card was down). Check card status and
attempt to restart services or reboot it.

« sfr-fail—The FirePOWER configuration was removed for an existing flow and we are not able to process
it through FirePOWER it will be dropped. This should be very unlikely.

« sfr-malformed-packet—The packet from FirePOWER contains an invalid header. For instance, the header
length may not be correct.
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« sfr-ha-request—This counter is incremented when the security appliance receives a FirePOWER HA
request packet, but could not process it and the packet is dropped.

« sfr-invalid-encap—This counter is incremented when the security appliance receives a FirePOWER
packet with invalid message header, and the packet is dropped.

« sfr-bad-handle-received—Received Bad flow handle in a packet from FirePOWER Module, thus dropping
flow. This counter is incremented, flow and packet are dropped on ASA as the handle for FirePOWER
flow has changed in flow duration.

« sfr-rx-monitor-only—This counter is incremented when the security appliance receives a FirePOWER
packet when in monitor-only mode, and the packet is dropped.

Flow Drops:

« sfr-request—The FirePOWER requested to terminate the flow. The actions bit O is set.
« reset-by-sfr—The FirePOWER requested to terminate and reset the flow. The actions bit 1 is set.

« sfr-fail-close—The flow was terminated because the card is down and the configured policy was 'fail-close'.

Example

The following is sample output from the show asp table classify domain sfr command. Note that if you
configure redirection globally, only the input table will show data, and the output table will be empty. If you
configure redirection by interface, both tables should contain data.

ciscoasa# show asp table classify domain sfr

Input Table
in 1d=0x2aaae04034f0, priority=71, domain=sfr, deny=false
hits=0, user_data=0x2aaadfdedf40, cs_id=0x0, use_real_addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=management, output_ifc=any

Output Table:
L2 - Output Table:
L2 - Input Table:

Last clearing of hits counters: Never

Examples for the ASA FirePOWER Module

The following example diverts all HTTP traffic to the ASA FirePOWER module, and blocks all HTTP traffic
if the module fails for any reason:

hostname(config)# access-list ASASFR permit tcp any any eq 80
hostname(config)# class-map my-sfr-class
hostname(config-cmap)# match access-list ASASFR
hostname(config-cmap)# policy-map my-sfr-policy
hostname(config-pmap)# class my-sfr-class
hostname(config-pmap-c)# sfr fail-close
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hostname(config-pmap-c)# service-policy my-sfr-policy global

The following example diverts all IP traffic destined for the 10.1.1.0 network and the 10.2.1.0 network to the
ASA FirePOWER module, and allows all traffic through if the module fails for any reason.

hostname(config)# access-list my-sfr-acl permit ip any 10.1.1.0 255.255.255.0
hostname(config)# access-list my-sfr-acl2 permit ip any 10.2.1.0 255.255.255.0
hostname(config)# class-map my-sfr-class

hostname(config-cmap)# match access-list my-sfr-acl

hostname(config)# class-map my-sfr-class2

hostname(config-cmap)# match access-list my-sfr-acl2

hostname(config-cmap)# policy-map my-sfr-policy

hostname(config-pmap)# class my-sfr-class

hostname(config-pmap-c)# sfr fail-open

hostname(config-pmap)# class my-sfr-class2

hostname(config-pmap-c)# sfr fail-open

hostname(config-pmap-c)# service-policy my-sfr-policy interface outside

History for the ASA FirePOWER Module

Platform
Feature Releases Description
ASA 5585-X (all models) support for the ASA 9.2(2.4) The ASA FirePOWER module supplies next-generation firewall
matching ASA FirePOWER SSP hardware ASA services, including Next-Generation IPS (NGIPS), Application
module. - Visibility and Control (AVC), URL filtering, and Advanced
FirePOWER Malware Protection (AMP).You can use the module in single
ASA 5512-X through ASA 5555-X support for |5.3.1 or multiple context mode aﬁd in routed or transparent mode
the ASA FirePOWER software module. ' '
We introduced or modified the following commands: capture
interface asa_dataplane, debug sfr, hw-module module 1
reload, hw-module module 1 reset, hw-module module 1
shutdown, session do setup host ip, session do get-config,
session do passwor d-reset, session sfr, sfr, show asp table
classify domain sfr, show capture, show conn, show module
sfr, show service-poalicy, sw-module sfr.
ASA 5506-X support for the ASA FirePOWER | ASA 9.3(2) You can run the ASA FirePOWER software module on the ASA
software module, including support for ASDM 7.3(3) 5506-X. You can manage the module using FireSIGHT
configuring the module in ASDM ' Management Center, or you can use ASDM.
ASA
FirePOWER
54.1
ASA FirePOWER passive monitor-only mode | ASA 9.3(2) You can now configure a traffic forwarding interface to send
using traffic redirection interfaces ASA traffic to the module instead of using a service policy. In this
FirePOWER mode, neither the module nor the ASA affects the traffic.
54.1 We fully supported the following command: traffic-forward
sfr monitor-only. You can configure this in CLI only.
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Platform
Feature Releases Description
Support for managing the module through ASDM | ASA 9.4(1) You can manage the module using ASDM instead of using
;%rltg_ex 5506H-X, 5506W-X, 5508-X, and ASDM 7.4(1) FireSIGHT Management Center.
' No new screens or commands were added.
ASA
FirePOWER
54.1
Support for managing the module through ASDM | ASA 9.5.(1.5) | You can manage the module using ASDM instead of using
for the 5512-X through 5585-X. Firepower Management Center (formerly FireSIGHT
ASDM Management Center)
7.5(1.112) g :
ASA No new screens or commands were added.

FirePOWER 6.0

Captive portal for active authentication on ASA
FirePOWER 6.0.

ASA 9.5.(2)

ASA
FirePOWER 6.0

The captive portal feature is required to enable active
authentication using identity policies starting with ASA
FirePOWER 6.0.

We introduced or modified the following commands:
captive-portal, clear configure captive-portal, show
running-config captive-portal.

No support in 9.10(1) for the ASA FirePOWER
module on the ASA 5506-X series and the ASA
5512-X

9.10(1)

The ASA 5506-X series and 5512-X no longer support the ASA
FirePOWER module in 9.10(1) and later due to memory
constraints. You must remain on 9.9(x) or lower to continue
using this module. Other module types are still supported. If
you upgrade to 9.10(1), the ASA configuration to send traffic
to the FirePOWER module will be erased; make sure to back
up your configuration before you upgrade. The FirePOWER
image and its configuration remains intact on the SSD. If you
want to downgrade, you can copy the ASA configuration from
the backup to restore functionality.

CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12 .



Access Control |
. History for the ASA FirePOWER Module

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



CHAPTER 8

Cisco Umbrella

You can configure the device to redirect DNS requests to Cisco Umbrella, so that your FQDN policy defined
in Cisco Umbrella can be applied to user connections. The following topics explain how to configure the
Umbrella Connector to integrate the device with Cisco Umbrella.

 About Cisco Umbrella Connector, on page 149

* Licensing Requirements for Cisco Umbrella Connector, on page 150
* Guidelines and Limitations for Cisco Umbrella, on page 150

« Configure Cisco Umbrella Connector, on page 152

» Examples for the Umbrella Connector, on page 159

» Monitoring the Umbrella Connector , on page 162

« History for Cisco Umbrella Connector, on page 165

About Cisco Umbrella Connector

If you use Cisco Umbrella, you can configure the Cisco Umbrella Connector to redirect DNS queries to Cisco
Umbrella. This allows Cisco Umbrella to identify requests to black- or grey-list domain names and apply your
DNS-based security policy.

The Umbrella Connector is part of the system’s DNS inspection. If your existing DNS inspection policy map
decides to block or drop a request based on your DNS inspection settings, the request is not forwarded to
Cisco Umbrella. Thus, you have two lines of protection: your local DNS inspection policy and your Cisco
Umbrella cloud-based policy.

When redirecting DNS lookup requests to Cisco Umbrella, the Umbrella Connector adds an EDNS (Extension
mechanisms for DNS) record. An EDNS record includes the device identifier information, organization 1D,
and client IP address. Your cloud-based policy can use those criteria to control access in addition to the
reputation of the FQDN. You can also elect to encrypt the DNS request using DNSCrypt to ensure the privacy
of usernames and internal IP addresses.

Cisco Umbrella Enterprise Security Policy

In your cloud-based Cisco Umbrella Enterprise Security policy, you can control access based on the reputation
of the fully-qualified domain name (FQDN) in the DNS lookup request. Your Enterprise Security policy can
enforce one of the following actions:

* Allow—If you have no block rules for an FQDN, and Cisco Umbrella determines that it belongs to a
non-malicious site, then the site’s actual IP address is returned. This is normal DNS lookup behavior.
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* Proxy—If you have no block rules for an FQDN, and Cisco Umbrella determines that it belongs to a
suspicious site, then the DNS reply returns the IP address of the Umbrella intelligent proxy. The proxy
can then inspect the HTTP connection and apply URL filtering. You must ensure that intelligent proxy
is enabled from the Cisco Umbrella dashboard (Security Setting > Enable I ntelligent Proxy).

« Block—If you explicitly block an FQDN, or Cisco Umbrella determines that it belongs to a malicious
site, then the DNS reply returns the IP address of the Umbrella cloud landing page for blocked connections.

Cisco Umbrella Registration

When you configure the Umbrella Connector on a device, it registers with Cisco Umbrella in the cloud. The
registration process assigns a single device 1D, which identifies one of the following:

« One standalone device in single context mode.

« One high availability pair in single context mode.

* One cluster in single context mode.

* One security context in a multiple-context standalone device.
* One security context of a high availability pair

« One security context of a cluster.

Once registered, the device details will appear on the Cisco Umbrella dashboard. You can then change which
policy is attached to a device. During registration, either the policy you specify in the configuration is used,

or the default policy is assigned. You can assign the same Umbrella policy to multiple devices. If you specify
the policy, the device ID you receive differs from what you would get if you did not specify a policy.

Licensing Requirements for Cisco Umbrella Connector

To use the Cisco Umbrella Connector, you must have a 3DES license. If you are using Smart Licensing, your
account must be enabled for export-controlled functionality.

The Cisco Umbrella portal has separate licensing requirements.

Guidelines and Limitations for Cisco Umbrella

Context Mode

« In multiple-context mode, you configure the Umbrella Connector in each context. Each context has a
separate device ID, and is represented as a separate device in the Cisco Umbrella Connector dashboard.
The device name is the hostname configured in the context, plus the hardware model, plus the context
name. For example, CiscoOASA-ASA5515-Contextl.

Failover

* The active unit in the high availability pair registers the pair as a single unit with Cisco Umbrella. Both
peers use the same device ID, which is formed from their serial numbers:
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primary-serial-number_secondary-serial-number. For multiple context mode, each pair of security
contexts is considered a single unit. You must configure high availability, and the units must have
successfully formed a high-availability group (even if the standby device is currently in a failed state),
before enabling Cisco Umbrella, or the registration will fail.

Cluster

« The cluster control unit registers the cluster as a single unit with Cisco Umbrella. All peers use the same
device ID. For multiple context mode, a security context in the cluster is considered a single unit across
all peers.

Additional Guidelines

« Redirection to Cisco Umbrella is done for DNS requests in through traffic only. DNS requests that the
system itself initiates are never redirected to Cisco Umbrella. For example, FQDN-based access control
rules are never resolved based on Umbrella policy, nor are any FQDNSs that are used in other commands
or configuration settings.

« The Cisco Umbrella Connector works on any DNS request in through traffic. However, the block and
proxy actions are effective only if the DNS response is then used for HTTP/HTTPS connections, because
the IP address returned is for a web site. Any blocked or proxied addresses for non-HTTP/HTTPS
connections will either fail or complete in a misleading fashion. For example, pinging a blocked FQDN
would result in pinging the server that hosts the Cisco Umbrella cloud block page.

N

Note  Cisco Umbrella does try to intelligently identify FQDNSs that might be
non-HTTP/HTTPS, and does not return the IP address to the intelligent proxy
for those FQDNSs for proxied domain names.

* The system sends DNS/UDP traffic only to Cisco Umbrella. If you enable DNS/TCP inspection, the
system does not send any DNS/TCP requests to Cisco Umbrella. However, DNS/TCP requests do not
increment the Umbrella bypass counter.

« If you enable DNScrypt for Umbrella inspection, the system uses UDP/443 for the encrypted session.
You must include UDP/443 along with UDP/53 in the class map that applies DNS inspection for Cisco
Umbrella for DNScrypt to work correctly. Both UDP/443 and UDP/53 are included in the default
inspection class for DNS, but if you create a custom class, ensure that you define an ACL that includes
both ports for the match class.

» DNScrypt uses IPv4 only for the certificate update handshake. However, DNSscrypt does encrypt both
IPv4 and IPv6 traffic.

* Cisco Umbrellaand ASA FirePOWER processing are not compatible for a given connection. If you want
to use both services, you must exclude UDP/53 and UDP/443 from ASA FirePOWER processing. For
example, if you are currently redirecting all traffic to the ASA FirePOWER module, you must update
the class to use an access list match. The access list should start by denying any connections to the
Umbrella servers on destination ports UDP/53 and UDP/443, then permit any source to any destination.
The ACL and match statements would be similar to the following:

access-list sfr extended deny udp any host 208.67.220.220 eq domain
access-list sfr extended deny udp any host 208.67.220.220 eq 443
access-list sfr extended permit ip any any
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class-map sfr

match access-list sfr
policy-map global_policy
class sfr

sfr fail-open

« There must be an IPv4 route to the Internet that can reach api.opendns.com (registration uses IPv4 only).
You also must have routes to the following DNS resolvers, and your access rules must allow DNS traffic
to these hosts. These routes can go through either the data interfaces or the management interface; any
valid route will work for both registration and DNS resolution. The default servers that the system uses
are indicated; you can use the other servers by configuring the resolver in the Umbrella global settings.

» 208.67.220.220 (system default for IPv4)
* 208.67.222.222
* 2620:119:53::53 (system default for IPv6)
* 2620:119:35::35
* The system does not support the Umbrella FamilyShield service. If you configure the FamilyShield
resolvers, you might get unexpected results.

« When evaluating whether to fail open, the system considers whether the Umbrella resolver is down, or
if an intervening device drops the DNS request or response based on how long it has waited for the
response after sending out the request. Other factors, such as no route to the Umbrella resolver, are not
considered.

« To unregister a device, first delete the Umbrella configuration, then delete the device from the Cisco
Umbrella dashboard.

* Any web requests that use IP addresses instead of FQDN will bypass Cisco Umbrella. In addition, if a
roaming client obtains DNS resolution from a different WAN connection than the one that goes through
an Umbrella-enabled device, connections that use those resolutions bypass Cisco Umbrella.

« If a user has an HTTP proxy, then the proxy might be doing DNS resolution, and the resolutions will not
go through Cisco Umbrella.

* NAT DNS46 and DNS64 are not supported. You cannot translate DNS requests between IPv4 and IPv6
addressing.

* The EDNS record will include both the IPv4 and IPv6 host addresses.

« If the client uses DNS over HTTPS, then the cloud security service will not inspect DNS and HTTP/HTTPS
traffic.

Configure Cisco Umbrella Connector

You can configure the device to interact with Cisco Umbrella in the cloud. The system redirects DNS lookup
requests to Cisco Umbrella, which then applies your cloud-based Enterprise Security fully-qualified domain
name (FQDN) policy. For malicious or suspicious traffic, users can be blocked from a site, or redirected to
an intelligent proxy that can perform URL filtering based on your cloud-based policy.

The following procedure explains the end-to-end process for configuring the Cisco Umbrella Connector.
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Step 2

Step 3

Step 4
Step 5
Step 6

Install the CA Certificate from the Cisco Umbrella Registration Server .

Before you begin

In multiple-context mode, perform this procedure in each security context that should use Cisco Umbrella.

Procedure

Establish an account on Cisco Umbrella, https://umbrella.cisco.com.
Install the CA Certificate from the Cisco Umbrella Registration Server, on page 153.

The device registration uses HTTPS, which requires that you install the root certificate.

If it is not already enabled, configure DNS servers and enable DNS lookup on the interfaces.

You can use your own servers, or configure the Cisco Umbrella servers. DNS inspection automatically redirects
to the Cisco Umbrella resolvers even if you configure different servers.

* 208.67.220.220
* 208.67.222.222
* 2620:119:53::53
* 2620:119:35::35

Example:

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

Configure the Umbrella Connector Global Settings, on page 155.
Enable Umbrella in the DNS Inspection Policy Map, on page 157.
Verify the Umbrella Registration, on page 158.

Install the CA Certificate from the Cisco Umbrella Registration Server

You must import the root certificate to establish the HTTPS connection with the Cisco Umbrella registration
server. The system uses the HTTPS connection when registering the device.

Following is the PEM certificate that you must import.

MITEIDCCA3ygAwIBAgIQAT2J627Kdci 1Q4tyS8+8kTANBgkghk i GOWOBAQsSFADBh
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG InaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuzZGInaWNIcnQuY29tMSAwWHgYDVQQDEXdEaWdpQ2VydCBHbG 1 YWwgUm9OvdCBD
QTAeFwOxMzAzMDgxMj AwMDBaFwOyMzAzMDgxMj AwMDBaMEOXCzAJBgNVBAYTAIVT
MRUWEWYDVQQKEwxXEaWdpQ2VydCBJIbmMxJzAIBgNVBAMTHKRpZ2IDZXJOIFNIQTIg
U2VjdXJTIFNIcnZIciBDQTCCASIwDQYJKoZ lhveNAQEBBQADggEPADCCAQoCggEB
ANyuWJIBNwcQWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKc24RmDYXZK83
nf36QYSvx6+M/hpzTc8zI15CilodTgyu5pnVILRIWN3vaMT lal6yrBvSgXUu3RObd
KpPDKC55g 1 DVEWRgFDU1m5K+wgd 1 Tvza/P96 rtxcFlUxDOg5B6TXvi/TC2rSsdof
/1d0Uzs1gN2ujkSYs58009rgl/RrKatEpOtYhG2SS4HD2nOLEpd I KARFARrdNzGX
kujNVAO75ME/OV4uuPNcThCOhKEAJUVMR7ChZc6gq i kJTvOX6+gugqw9ypzA0+sTO
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Step 1

Step 2

Step 3

/RR3WBRbKFFCs/mC/bdFWISCAWEAAAOCAVowWggFWMB I GALUJEWEB/wQ IMAYBATSC
AQAWDgYDVROPAQH/BAQDAGGGMDQGCCSGAQUFBWEBBCoWJ j AKBggrBgEFBQCWAYYY
aHROcDovL29j c3AuZG InaWN 1 cnQuY29tMHsGA1UdHWROMH IwN6A10DOGMWhOJHAG
Ly9j cmwzLmRpZ2 1j ZXJOLmNvbS9EaWdpQ2VydEdsb2JIhbFIvb3RDQS5 j crwwNEAL
0DOGMWhOdHABLY9 j cmwOLmMRpZ2 1 j ZXJOLmNvbS9EaWdpQ2VydEdsbh2IhbFJIvb3RD
QS5 j cmwwPQYDVROgBDYWNDAYBgGRVHSAAMCOWKAY 1 KwYBBQUHAGEWHGhOAHBZOi 8v
d3d3LmRpZ21 j ZXJOLmNVbS9DUFMWHQYDVROOBBYEFA+AYRYCMWHVLY jnjUY4tCzh
XtniMBSGALUd IwQYMBaAFAPeUDVWOUy7ZvC j4hsbwseyPdFVMAOGCSGGS | b3DQEB
CWUAA41BAQAj PtILOj FCpbZ+QIwaRMxpOWi OXUvgBCFsS+JtzLHg 1 4+mUwnNgipl
5TIPHoOIblyYoiQm5vuh7ZPHLgLGTUG/SELFeNgzgP 1t/yGFUzZgTHbO7Djc11GA
SMXW5ARNJI2Srm8c+cFtl 17gzbckTB+6WohsYFFZCTEDtS8LS/3HB40T/1LKALDAC
2iDJ6MBK7hQGIrN2iWZi 1gBtvLFTyyRRFIS8sj X7 tN8Cp1Tm5gra8ZD0o0rwAhaPit
c+LIME04JIQtV050d8G i G7S5BNO98pVAdVZr508E I DObtHopYJeS4d60tbvVS3bRO
j6tILp07kzQoH3jO10rHvdPIbRZzeXDLzZ

----- END CERTIFICATE---—-

Procedure

Create a trustpoint for the Cisco Umbrella registration server.

crypto ca trustpoint name

Access Control |

You can use any name you want for the trustpoint (up to 128 characters), such as ctx1 or umbrella_server.

Example:

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)#

Indicate that you want to manually enroll by pasting the certificate.
enrollment terminal

Example:

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint)#

Import the certificate.

crypto ca authenticate name

Enter the name of the trustpoint you created for this certificate. Follow the prompts and paste the base-64
encoded certificate. Do not include the BEGIN CERTIFICATE and END CERTIFICATE lines.

ciscoasa(config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself
MITEIDCCA3ygAwIBAgIQAT2j627Kdci 1Q4tyS8+8kTANBgkghk i GOWOBAQSFADBhO
MQswCQYDVQQGEwWJVUzEVMBMGALUEChMMRG InaUN I cnQgSW5 j MRkwFwYDVQQLEXB3
d3cuzGInaWNIcnQuY29tMSAwWHgYDVQQDExXdEaWdpQ2VydCBHbGI 1 YWwgUm9OvdCBD
QTAeFwOxMzAzMDgxMj AwMDBaFwOyMzAzMDgxMj AwMDBaMEOXCzAJBgNVBAYTAIVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJbmMxJzAIBgNVBAMTHKRpZ2 IDZXJOIFNIQTIg
U2VjdXJ11FNIcnZlciBDQTCCASIwDQYJKoZ lhveNAQEBBQADggEPADCCAQOCQQEB
ANyuWJIBNwcQWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKC24RmDYXZK83
nf36QYSvx6+M/hpzTc8zI15Ci lodTgyu5pnVILR1IWN3vaMTlal6yrBvSgXUu3RObd
KpPDkC55¢g IDVEWRgFDu1m5K+wgd I Tvza/P96 rtxcFlUXDOg5B6TXViI/TC2rSsdof
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/1d0Uzs1gN2ujkSYs58009rgl/RrKatEpOtYhG2SS4HD2nOLEpd I KARFARrdNzGX
kujNVAO75ME/OV4uuPNcThCOhKEAjUVMR7ChZc6gq i kJTvOX6+gugqw9ypzAO+sTO
/RR3wW6RbKFFCs/mC/bdFWIsCAWEAAaOCAVowggFWMB I GATUdEWEB/wQ IMAYBATSC
AQAWDgYDVROPAQH/BAQDAgGGMDQGCCsGAQUFBWEBBCgwJ jAkBggrBgEFBQCWAYYY
aHROcDovL29jc3AuzZGInaWNIcnQuY29tMHsGALUdHWROMH IwN6A1oDOGMWhOdHAG
Ly9jcmwzLmRpZ21§ZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RDQS5 j cmwwNE6AL
oDOGMWhOdHAGLY9j cmwOLmRpZ21 j ZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJIvb3RD
QS5j cmwwPQYDVROgBDYWNDAYBgRVHSAAMCowKAY I KwYBBQUHAgEWHGhOdHBZO1 8v
d3d3LmRpZ21jZXJIOLmNvbSODUFMWHQYDVROOBBYEFA+AYRYCMWHVLY jnjuY4tCzh
XtniMB8GAL1Ud IwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSAGS Ib3DQEB
CwUAA41BAQAJPtILOjJFCpbZ+QIwaRMxpOWi0XUvgBCFsS+JtzLHgl4+mUwnNqipl
5TIPHoOIblyYoiQm5vuh7ZPHLgLGTUg/sELFeNgzgP 1t/yGFUzZgTHbO7Djc11GA
8MXW5dRNJ2Srm8c+cftl 17gzbckTB+6WohsYFFZcTEDts8Ls/3HB40f/1LkAtDdC
2iDJ6MBK7hQGrn2iWZi 1gBtvLFTyyRRTIS8s jX7tN8CplTm5gr8ZD0o0rwAhaPit
c+LIMt0o4JQtV050d8GiG7S5BN098pVAdvzr508E I DObtHopYJeS4d60tbvVS3bRO
J6tILp07kzQoH3j010rHvdPJIbRzeXDLz

quit

INFO: Certificate has the following attributes:

Fingerprint: 345effl5 b7a49add 451b65a7 f4bdc6ae

Do you accept this certificate? [yes/no]: yes

Trustpoint "ctx1l® is a subordinate CA and holds a non self-signed certificate.

Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa(config)#

Configure the Umbrella Connector Global Settings

The Umbrella global settings primarily define the API token that is needed to register the device with Cisco
Umbrella. The global settings are not sufficient to enable Umbrella. You must also enable Umbrella in your
DNS inspection policy map, as described in Enable Umbrella in the DNS Inspection Policy Map, on page
157.

Before you begin

* Log into the Cisco Umbrella Network Devices Dashboard (https://login.umbrella.com/) and obtain a
legacy network device API token for your organization. A token will be a hexadecimal string, for example,
AABBAS9A0BDE1485C912AFE. Generate a Legacy Network Devices APl key from the Umbrella
dashboard.

« Install the certificate for the Cisco Umbrella registration server.

Procedure
Step 1 Enter Umbrella configuration mode.

umbrella-global

Example:
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. Configure the Umbrella Connector Global Settings

Step 2

Step 3

Step 4

Step 5

ciscoasa(config)# umbrella-global
ciscoasa(config-umbrella)#

Configure the API token needed to register with Cisco Umbrella.
token api_token

Example:

ciscoasa(config)# umbrella-global

ciscoasa(config-umbrella)# token AABBA59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

(Optional.) If you intend to enable DNScrypt in the DNS inspection policy map, you can optionally configure
the DNScrypt provider public key for certificate verification. If you do not configure the key, the default
currently distributed public key is used for validation.

public-key hex_key

The key is a 32-byte hexadecimal value. Enter the hex value in ASCII with a colon separator for every 2 bytes.
The key is 79 bytes long. Obtain this key from Cisco Umbrella.

The default key is:
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

To revert to using the default public key, enter no public-key. You can either omit the key you configured,
or include it on the no version of the command.

Example:

ciscoasa(config-umbrella)# public-key
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

(Optional.) Configure the idle timeout after which a connection from a client to the Umbrella server will be
removed if there is no response from the server.

timeout edns hh:mm:ss

The timeout is in hours:minutes:seconds format, and can be from 0:0:0 to 1193:0:0. The default is 0:02:00 (2
minutes).

Example:

ciscoasa(config-umbrella)# timeout edns 00:01:00

(Optional.) Configure the local domain names for which Umbrella should be bypassed.

You can identify local domains for which DNS requests should bypass Cisco Umbrella and instead go directly
to the configured DNS servers. For example, you can have your internal DNS server resolve all names for
the organization's domain name on the assumption that all internal connections are allowed.
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Step 6

Enable Umbrella in the DNS Inspection Policy Map .

You can enter your local domain name directly. Optionally, you can create the regular expressions that define
the name, then create a regular expression class map and specify it on the following command:

local-domain-bypass {regular_expression | regex class regex classmap}

Example:

ciscoasa(config)# umbrella-global
ciscoasa(config-umbrella)# local-domain-bypass example.com

(Optional.) Configure the addresses of the non-default Cisco Umbrella DNS servers, which resolve DNS
requests, that you want to use.

resolver {ipv4 |ipv6} ip_address
You can enter the command separately to define the IPv4 and IPv6 addresses of non-default Umbrella resolvers.

Example:

ciscoasa(config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa(config-umbrella)# resolver ipv6 2620:119:35::35

Enable Umbrella in the DNS Inspection Policy Map

Step 1

Step 2

Configuring the global Umbrella settings is not enough to register the device and enable DNS lookup redirection.
You must add Umbrella as part of your active DNS inspection.

You can enable Umbrella globally by adding it to the preset_dns_map DNS inspection policy map.

However, if you have customized DNS inspection and applied different inspection policy maps to different
traffic classes, you must enable Umbrella on each class where you want the service.

The following procedure explains how to implement Umbrella globally. If you have customized DNS policy
maps, please see Configure DNS Inspection Policy Map, on page 313.

Procedure

Edit the preset_dns_map inspection policy map and enter parameter configuration mode.

ciscoasa(config)# policy-map type inspect dns preset_dns_map
ciscoasa(config-pmap)# parameters
ciscoasa(config-pmap-p)#

Enable Umbrella and optionally specify the name of the Cisco Umbrella policy to apply to the device.
umbrella [tag umbrella_policy] [fail-open]

The tag is the name of a policy as defined in Cisco Umbrella. During registration, Cisco Umbrella will assign
the policy to the device (if the policy name exists). If you do not specify a policy, the default policy is applied.

Include the fail-open keyword if you want DNS resolution to work if the Umbrella DNS server is unavailable.
When failing open, if the Cisco Umbrella DNS server is unavailable, Umbrella disables itself on this policy
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. Verify the Umbrella Registration

Step 3

map and allows DNS requests to go to the other DNS servers configured on the system, if any. When the
Umbrella DNS servers are available again, the policy map resumes using them. If you do not include this
option, DNS requests continue to go to the unreachable Umbrella resolver, so they will not get a response.

Example:

ciscoasa(config-pmap-p)# umbrella fail-open

(Optional.) Enable DNScrypt to encrypt connections between the device and Cisco Umbrella.
dnscrypt

Enabling DNScrypt starts the key-exchange thread with the Umbrella resolver. The key-exchange thread
performs the handshake with the resolver every hour and updates the device with a new secret key. Because
DNScrypt uses UDP/443, you must ensure that the class map used for DNS inspection includes that port.
Note that the default inspection class already includes UDP/443 for DNS inspection.

Example:

ciscoasa(config-pmap-p)# dnscrypt

Example

ciscoasa(config)# policy-map type inspect dns preset_dns_map
ciscoasa(config-pmap)# parameters

ciscoasa(config-pmap-p)# umbrella fail-open
ciscoasa(config-pmap-p)# dnscrypt

Verify the Umbrella Registration

After you configure the global Umbrella settings and enable Umbrella in DNS inspection, the device should
contact Cisco Umbrella and register. You can check for successful registration by checking whether Cisco
Umbrella provided a device ID.

First, check the service policy statistics, and look for the Umbrella Registration line. This should indicate the
policy applied by Cisco Umbrella (the tag), the HTTP status of the connection (401 indicates that the API
token was incorrect, and 409 indicates that the device already exists in Cisco Umbrella), and the device ID.

Note that the Umbrella Resolver lines should not indicate that the resolvers are unresponsive. If they are,
verify that you opened DNS communication to these IP addresses in your access control policy. This might
be a temporary situation, or it might indicate a routing problem.

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global_policy
Class-map: inspection_default
Inspect: dns preset_dns_map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
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dns-guard, count O
protocol-enforcement, drop O
nat-rewrite, count O
umbrella registration: mode: fail-open tag: default, status: 200 success, device-id:
010al13b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Umbrella: bypass 0, req inject O - sent 0, res recv O - inject O local-domain-bypass
10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

You can also verify the running configuration (filter on policy-map). The umbrella command in the policy
map updates to show the device ID. You cannot directly configure the device ID when you enable this
command. The following example edits the output to show the relevant information.

ciscoasa(config)# show running-config policy-map
1
policy-map type inspect dns preset_dns_map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760fdd6d3
no tcp-inspection
policy-map global_policy
class inspection_default
inspect dns preset_dns_map

Examples for the Umbrella Connector

The following topics provide examples of configuring the Umbrella Connector.

Example: Enabling Umbrella on the Global DNS Inspection Policy

The following example shows how to enable Umbrella globally. The configuration enables DNScrypt using
the default public key. It assigns the default Cisco Umbrella Enterprise Security policy.

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit"” on a line by itself
MITEIDCCA3ygAwIBAgIQAT2j627Kdci 1Q4tyS8+8kTANBgkghk i GOWOBAQSFADBhO
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG InaUN 1 cnQgSW5 j MRkwFwYDVQQLEXB3
d3cuzGInaWNIcnQuY29tMSAwWHgYDVQQDEXdEaWdpQ2VydCBHbGI 1 YWwgUm9OvdCBD
QTAeFwOxMzAzMDgxMjAwMDBaFwOyMzAzMDgxMjAwMDBaMEOXCzAJBgNVBAYTAIVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJbmMxJzAIBgNVBAMTHKRpZ2 IDZXJOIFNIQTIg
U2VjdXJ11FNIcnZlciBDQTCCASIwDQYJKoZ lhveNAQEBBQADggEPADCCAQoCQQEB
ANyuWJIBNwcQWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKC24RmDYXZK83
nf36QYSvx6+M/hpzTc8zI5CilodTgyu5pnVILRIWN3vaMT lal6yrBvSgXUu3RObd
KpPDKC55g 1 DVEWRgFDUlm5K+wgd 1 Tvza/P96 rtxcflUxDOg5B6TXvi/TC2rSsdof
/1d0Uzs1gN2ujkSYs58009rgl/RrKatEpOtYhG2SS4HD2nOLEpd I KARFARrdNzGX
kujNVAO75ME/OV4uuPNcThCOhKEA jUVMR7ChZc6gq i kJTvOX6+gugqwlypzAO+sTO
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/RR3wW6RbKFFCs/mC/bdFWIsCAWEAAaOCAVowggFWMB I GATUdEWEB/wQ IMAYBATSC
AQAWDgYDVROPAQH/BAQDAgGGMDQGCCsGAQUFBWEBBCgwJ jAkBggrBgEFBQCWAYYY
aHROcDovL29j c3AuZGInaWNIcnQuY29tMHsGA1UdHWROMH IwWN6A10DOGMWhOdHAG
Ly9jcmwzLmRpZ21jZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJIvb3RDQS5 jcmwwN6AL
oDOGMWhOdHAG6LY9jcmwOLmMRpZ21 j ZXJOLmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RD
QS5j cmwwPQYDVROgBDYWNDAYBgRVHSAAMCowKAY I KwYBBQUHAgEWHGhOdHBZO1 8v
d3d3LmRpZ21jZXJIOLmNvbSODUFMWHQYDVROOBBYEFA+AYRYCMWHVLY jnjuUY4tCzh
xtniMB8GA1Ud IwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSqGS 1b3DQEB
CwUAA41BAQAJPtILOjJFCpbZ+QIwaRMxpOWi0XUvgBCFsS+JtzLHgl4+mUwnNqipl
5TIPHoOIblyYoiQm5vuh7ZPHLgLGTUg/sELFeNgzgP 1t/yGFUzZgTHbO7Djc11GA
BMXW5dRNJ2Srm8c+cftl17gzbckTB+6WohsYFFZcTEDts8Ls/3HB40F/1LKkAtDdC
2iDJ6MEK7hQGrn2iWZi 1gBtvLFTyyRRTIS8s jX7tN8CplTm5gr8ZD0o0rwAhaPit
c+LIMt04JQtV050d8GiG7S5BN098pVAdvzr508E I DObtHopYJeS4d60tbvVS3bRO
J61tILp07kzQoH3jO010rHvdPJIbRzeXDLZz

quit

INFO: Certificate has the following attributes:
Fingerprint: 345effl5 b7a49add 451b65a7 f4bdc6ae
Do you accept this certificate? [yes/no]: yes

Trustpoint "ctxl” is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa(config)#

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config)# umbrella-global

ciscoasa(config-umbrella)# token AABBA59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

ciscoasa(config)# policy-map type inspect dns preset_dns_map
ciscoasa(config-pmap)# parameters
ciscoasa(config-pmap-p)# umbrella
ciscoasa(config-pmap-p)# dnscrypt

Example: Enabling Umbrella on an Interface with a Custom Inspection Policy

The following example shows how to enable Umbrella for a specific traffic class. Umbrella is enabled on the
inside interface only for DNS/UDP traffic. Because we are enabling DNScrypt, UDP/443 must be included
in the traffic class. An Enterprise Security policy named mypolicy (defined in Cisco Umbrella) is applied.

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit™ on a line by itself
MITEIDCCA3ygAwIBAgIQAT2j627Kdci 1Q4tyS8+8kTANBgkghk i GOWOBAQSFADBhO
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG InaUN 1 cnQgSW5 j MRkwFwYDVQQLEXB3
d3cuzGInaWNIcnQuY29tMSAwWHgYDVQQDEXdEaWdpQ2VydCBHbGI 1 YWwgUm9OvdCBD
QTAeFwOxMzAzMDgxMjAwMDBaFwOyMzAzMDgxMjAwMDBaMEOXCzAJBgNVBAYTAIVT
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MRUwWEwWYDVQQKEwxEaWdpQ2VydCBJIbmMxJzAIBgNVBAMTHKRpZ21DZXJOIFNIQTIg
U2VjdXJHIFENIcnZlciBDQTCCAS IwDQYJKoZ lhveNAQEBBQADggEPADCCAQoOCgQEB
ANyuWIBNwcQwWFZA1W248ghX1LFy949v/cUP6ZCWA104Yok3wZtAKc24RmDYXZK83
nf36QYSvx6+M/hpzTc8zI15CilodTgyu5pnVILRIWN3vaMT lal6yrBvSgXUu3RObd
KpPDkC55g 1 DVEWRgFDulm5K+wgd 1 Tvza/P96rtxcflUxDOg5B6TXvi/TC2rSsdof
/1d0Uzs1gN2ujkSYs58009rgl/RrKatEpOtYhG2SS4HD2nOLEpd I KARFARrdNzGX
ku jNVAO75ME/ZOVAuuPNcFhCOhKEA jUVMR7ChZc6gqi kITvOX6+guqwypzAO+sFO
/RR3wW6RbKFfCs/mC/bdFWJIsCAWEAAaOCAVowggFWMB I GALUdEWEB/wQIMAYBATSC
AQAWDgYDVROPAQH/BAQDAgGGMDQGCCsSGAQUFBWEBBCgwJ jAKBggrBgEFBQCWAYYY
aHROcDovL29jc3AuZGInaWNIcnQuY29tMHsGALUdHWROMH IwN6A10DOGMWhOdHAG
Ly9jcmwzLmRpZ21§ZXJIOLmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RDQS5jcmwwNE6AL
0DOGMWhOdHA6LY9 j cmwOLMRpZ2 1 j ZXJOLMNvbSOEaWdpQ2VydEdsb2JIhbFJvb3RD
QS5j cmwwPQYDVROgBDYWNDAYBgRVHSAAMCowKAY I KwYBBQUHAgEWHGhOdHBZO1 8v
d3d3LmRpzZ21jZXJIOLmNvbSODUFMWHQYDVROOBBYEFA+AYRYCMWHVLY jnjuY4tCzh
XtniMB8GA1Ud IwQYMBaAFAPeUDVWOUy7ZvCj4hsbw5eyPdFVMAOGCSAGS Ib3DQEB
CwUAA4 I1BAQAJPt9LOjJFCpbZ+QIwaRMxpOWi 0XUvgBCFsS+JtzLHgl4+mUwnNqipl
S5TIPHoOIblyYoiQm5vuh7ZPHLgLGTUg/sELFfeNgzqP 1t/yGFUzZgTHbO7Djc11GA
8MXW5dRNJ2Srm8c+cftl17gzbckTB+6WohsYFFfZcTEDts8Ls/3HB40f/1LkAtDdC
2iDJ6MBK7hQGrn2iWZi 1gBtvLFTyyRRFIs8sjX7tN8CplTm5gr8ZD0Oo0rwAhaPit
c+LIMt0o4JQtV050d8GiG7S5BN0O98pVAdvzr508E 1DObtHopYJeS4d60tbvVS3bRO
J61tILp07kzQoH3j010rHvdPJIbRzeXDLz

quit

INFO: Certificate has the following attributes:
Fingerprint: 345eff15 b7a49add 451b65a7 f4bdc6ae
Do you accept this certificate? [yes/no]: yes

Trustpoint “ctx1l® is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.

% Certificate successfully imported
ciscoasa(config)#

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config)# umbrella-global
ciscoasa(config-umbrella)# token AABBA59A0BDE1485C912AFE

ciscoasa(config)# policy-map type inspect dns umbrella-policy
ciscoasa(config-pmap)# parameters

ciscoasa(config-pmap-p)# umbrella tag mypolicy
ciscoasa(config-pmap-p)# dnscrypt

ciscoasa(config)# object-group service umbrella-service-object
ciscoasa(config-service-object-group)# service-object udp destination eq domain
ciscoasa(config-service-object-group)# service-object udp destination eq 443

ciscoasa(config)# access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa(config)# class-map dns-umbrella
ciscoasa(config-cmap)# match access-list umbrella-acl

ciscoasa(config)# policy-map inside-policy
ciscoasa(config-pmap)# class dns-umbrella
ciscoasa(config-pmap-c)# inspect dns umbrella-policy

ciscoasa(config)# service-policy inside-policy interface inside
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Monitoring the Umbrella Connector

The following topics explain how to monitor the Umbrella Connector.

Monitoring the Umbrella Service Policy Statistics

You can view both summarized and detailed statistics for DNS inspection with Umbrella enabled.
show service-policy inspect dns [detail]

Without the detail keyword, you see all the basic DNS inspection counters plus Umbrella configuration
information. The status field provides the HTTP status code for the system’s attempt to register with Cisco
Umbrella.

The Resolver lines indicate which Umbrella servers are being used. These lines will say whether the server
is unresponsive, or if the system is currently probing the server to determine if it has become available. If
the mode is fail-open, the system allows DNS requests to go to other DNS servers (if configured); otherwise,
DNS requests will not get a response so long as the Umbrella servers are unreponsive.

asa(config)# show service-policy inspect dns
Interface inside:
Service-policy: global_policy
Class-map: inspection_default
Inspect: dns preset_dns_map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
0 pkts/sec, v6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count O
protocol-enforcement, drop O
nat-rewrite, count O
umbrella registration: mode: fail-open tag: default, status: 200 success, device-id:
010a13b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Umbrella: bypass 0, req inject O - sent 0, res recv O - inject O local-domain-bypass
10
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DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

The detailed output shows DNScrypt statistics and the keys used.

asa(config)# show service-policy inspect dns detail
Global policy:
Service-policy: global_policy
Class-map: inspection_default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop O, reset-drop O,
5-min-pkt-rate O pkts/sec, v6-fail-close O sctp-drop-override 0O
message-length maximum client auto, drop O
message-length maximum 1500, drop O
dns-guard, count 3
protocol-enforcement, drop O
nat-rewrite, count O
Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS, device-id:
010af97abf89abc3, retry 0O
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Umbrella: bypass 0, req inject 6 - sent 6, res recv 6 - inject 6 local-domain-bypass
10
Umbrella app-id fail, count O
Umbrella flow alloc fail, count O
Umbrella block alloc fail, count O
Umbrella client flow expired, count O
Umbrella server flow expired, count O
Umbrella request drop, count O
Umbrella response drop, count O
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count O
DNScrypt add padding error, count O
DNScrypt encryption error, count O
DNScrypt magic_mismatch error, count O
DNScrypt disabled, count O
DNScrypt flow error, count O
DNScrypt nonce error, count O
DNScrypt: Certificate Update: completion 1, failure 1
DNScrypt Receive internal drop count O
DNScrypt Receive on wrong channel drop count O
DNScrypt Receive cannot queue drop count O
DNScrypt No memory to create channel count O
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count O
DNScrypt Send no handle count O
DNScrypt Send dupb failure count O
DNScrypt Create cert update no memory count O
DNScrypt Store cert no memory count O
DNScrypt Certificate invalid length count O
DNScrypt Certificate invalid magic count O
DNScrypt Certificate invalid major version count O
DNScrypt Certificate invalid minor version count O
DNScrypt Certificate invalid signature count O
Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None
Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
Query Magic 0x714e7a696d657555, Serial Number 1517943461,
Start Time 1517943461 (18:57:41 UTC Feb 6 2018)
End Time 1549479461 (18:57:41 UTC Feb 6 2019)
Server Public Key
240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7:AE5B:AD2F:921F:9577:514D:E226:D552:6836
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Client Secret Key Hash

48DD:E6D3:C058:D063:1098:C6B4 :BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE
Client Public key

6CB9:FA4B:4273:E10A:8A67 :BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:AO0B6:1A58
NM key Hash

9182:9F42:6C01:003C:-9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

Monitoring Umbrella Syslog Messages

You can monitor the following Umbrella-related syslog messages:
* %ASA-3-339001: DNSCRYPT certificate update failed for number tries.

Check that there is a route to the Umbrella server and that the egress interface is up and functioning
correctly. Also check that the public key configured for DNScrypt is correct. You might need to obtain
a new key from Cisco Umbrella.

* %ASA-3-339002: Umbrella device registration failed with error code error_code.
The error codes have the following meanings:

* 400—There is a problem with the request format or content. The token is probably too short or
corrupted. Verify that the token matches the one on the Umbrella Dashboard.

» 401—The API token is not authorized. Try reconfiguring the token. If you refreshed the token on
the Umbrella Dashboard, then you must ensure that you use the new token.

*» 409—The device ID conflicts with another organization. Please check with the Umbrella
Administrator to see what the issue might be.

» 500—There is an internal server error. Check with the Umbrella Administrator to see what the issue
might be.

* %ASA-6-339003: Umbrella device registration was successful.
* %ASA-3-339004: Umbrella device registration failed due to missing token.

You must obtain an API token from Cisco Umbrella and configure it in the global Umbrella settings.
* %ASA-3-339005: Umbrella device registration failed after number retries.

Check the syslog 339002 messages to identify the errors that you need to fix.
* %ASA-3-339006: Umbrella resolver IP_address is reachable, resuming Umbrella redirect.

This message indicates that the system is functioning normally again. No action is needed.

* %ASA-3-339007: Umbrella resolver IP_addressis unresponsive and fail-close mode used, starting probe
to resolver.

Because you are using fail-close mode, users will not get responses to their DNS requests until the
Umbrella DNS server comes back online. If the problem persists, verify that there is a route from the
system to the Umbrella servers, and that you allow DNS traffic to the servers in your access control
policy.
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History for Cisco Umbrella Connector

Feature Name Platform Releases | Description

Cisco Umbrella support. 9.10(1) You can configure the device to redirect DNS requests to Cisco
Umbrella, so that your Enterprise Security policy defined in Cisco
Umbrella can be applied to user connections. You can allow or block
connections based on FQDN, or for suspicious FQDNs, you can redirect
the user to the Cisco Umbrella intelligent proxy, which can perform
URL filtering. The Umbrella configuration is part of the DNS inspection
policy.

We added or modified the following commands: umbreélla,
umbrella-global, token, public-key, timeout edns, dnscrypt, show
service-policy inspect dns detail.

Cisco Umbrella Enhancements. 9.12(1) You can now identify local domain names that should bypass Cisco
Umbrella. DNS requests for these domains go directly to the DNS
servers without Umbrella processing. You can also identify which
Umbrella servers to use for resolving DNS requests. Finally, you can
define the Umbrella inspection policy to fail open, so that DNS requests
are not blocked if the Umbrella server is unavailable.

We added or changed the following commands: local-domain-bypass,
resolver, umbrella fail-open.
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CHAPTER 9

Attribute-Based Access Control

Attributes are customized network objects for use in your configuration. You can define and use them in Cisco
ASA configurations to filter traffic associated with one or more virtual machines in an VMware ESXi
environment managed by VMware vCenter. Attributes allow you to define access control lists (ACLs) to
assign policies to traffic from groups of virtual machines sharing one or more attributes. You assign attributes
to virtual machines within the ESXi environment and configure an attribute agent, which connects to vCenter
or asingle ESXi host using HTTPS. The agent then requests and retrieves one or more bindings which correlate
specific attributes to the primary IP address of a virtual machine.

Attribute-based access control is supported on all hardware platforms, and on all ASAv platforms running on
ESXi, KVM, or HyperV hypervisors. Attributes can only be retrieved from virtual machines running on an
ESXi hypervisor.

« Guidelines for Attribute-Based Network Objects, on page 169
* Configure Attribute-Based Access Control, on page 170

* Monitoring Attribute-Based Network Objects , on page 177

« History for Attribute-Based Access Control, on page 178

Guidelines for Attribute-Based Network Objects

IPv6 Guidelines

« |Pv6 addresses not supported by vCenter for host credentials.

« IPv6 is supported for virtual machine bindings where the primary IP address of the virtual machine is
an IPv6 address.

Additional Guidelines and Limitations

« Multi-context mode is not supported. Attribute-based network objects are supported for single-mode
context only.

* Attribute-based network objects support binding to the virtual machine's primary address only. Binding
to multiple vNICs on a single virtual machine is not supported.

« Attribute-based network objects may only be configured for objects used for access groups. Network
objects for other features (NAT, etc.) are not supported.
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« Virtual machines must be running VMware Tools in order to report primary IP addresses to vCenter.
The ASA is not notified of attribute changes unless vCenter knows the IP address of the virtual machine.
This is a vCenter restriction.

« Attribute-based network objects are not supported in the Amazon Web Services (AWS) or Microsoft
Azure public cloud environments.

Configure Attribute-Based Access Control

Step 1
Step 2
Step 3

Step 4

The following procedure provides a general sequence for implementing attribute-based access control on
managed virtual machines in a VMware ESXi environment.

Procedure

Assign custom attribute types and values to your managed virtual machines. See Configure Attributes for
vCenter Virtual Machines, on page 170.

Configure an attribute agent to connect to your vCenter Server or ESXi host. See Configure a VM Attribute
Agent, on page 172.

Configure attribute-based network objects needed for your deployment scheme. See Configure Attribute-Based
Network Objects, on page 174.

Configure the access control lists and rules. See Configure Access Control Using Attribute-Based Network
Obijects, on page 175 .

Configure Attributes for vCenter Virtual Machines

You assign custom attribute types and values to virtual machines, and associate these attributes to network
objects. You can then use these attribute-based network objects to apply ACLSs to a set of virtual machines
with common user-defined characteristics. For example, you could isolate developer build machines from
test machines, or group virtual machines by project and/or location. For the ASA to monitor virtual machines
using attributes, you need to make the attributes available to vCenter from the managed virtual machines. You
do this by inserting a formatted text file into the Notes field, which is found on the Summary page of virtual
machines in vCenter.

You can see the Notes field in the following figure.
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To specify custom attributes, you copy a properly formatted XML file into the Notes field for the virtual
machine. The format of the file is:

<CustomAttributes>
<Attribute type="attribute-type® value="attribute-value®/>
</CustomAttributes>

A single virtual machine may have multiple attributes defined by repeating the second line above. Note that
each line must identify a unique attribute type. If the same attribute type is defined with multiple attribute
values, each binding update for that attribute type will overwrite the previous one.

For string attribute values, the value associated with the object definition must be an exact match to the value
reported to vCenter by the virtual machine. For example, an attribute value Build Machine does not match
the annotation value build machine on the virtual machine. A binding would not be added to the host-map for
this attribute.

You can define multiple unique attribute types in a single file.

Procedure

Select the virtual machine from your vCenter inventory.
Click the Summary tab for the virtual machine.
In the Notes field, click the Edit link.
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Step 4

Step 5

Paste the custom attributes text file into the Edit Notes box. The text file should follow the XML template
format:

Example:

<CustomAttributes>
<Attribute type=Tattribute-type" value="attribute-value />

</CustomAttributes>

Click OK.

Example

The following example shows a properly formatted XML text file that defines custom attributes for
'role’ and 'project’ that you can apply to virtual machines:

<CustomAttributes>

<Attribute type="role" value="Developer-"/>
<Attribute type="project” value="Alpha*/>
</CustomAttributes>

Configure a VM Attribute Agent

You configure a VM attribute agent to communicate with vCenter or a single ESXi host. When you assign
attributes to virtual machines within the VMware environment, the attribute agent sends a message to vCenter
indicating which attributes have been configured, and vCenter responds with a binding update for every virtual
machine where a matching attribute type is configured.

The VM attribute agent and vCenter exchange binding updates as follows:

« If the agent issues a request containing a new attribute type, vCenter responds with a binding update for
every virtual machine where the attribute type is configured. After that point, vCenter only issues a new
binding when an attribute value is added or changed.

« If a monitored attribute changes for one or more virtual machines, a binding update message is received.
Each binding message is identified by the IP address of the virtual machine reporting the attribute value.

« If multiple attributes are being monitored by a single agent, a single binding update contains the current
value of all monitored attributes for each virtual machine.

« If a specific attribute being monitored by the agent is not configured on a virtual machine, the binding
will contain an empty attribute value for that virtual machine.

« If a virtual machine has not been configured with any monitored attributes, vCenter does not send a
binding update.

Each attribute agent communicates with exactly one vCenter or ESXi host. A single ASA may have multiple
attribute agents defined, each communicating with a different vCenter, or one or more communicating with
the same vCenter.
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Step 2

Step 3

Step 4

Step 5

Configure a VM Attribute Agent .

Procedure

Create the VM attribute agent to communicates with vCenter: attribute sour ce-group agent-name type
agent-type

Example:

hostname(config)# attribute source-group VMAgent type esxi

The agent-name argument specifies the VM attribute agent name. The type argument is the type of attribute
agent.

Note Currently ESXi is the only supported agent type.

Configure your vCenter host credentials: host ip-address user name ESXi-user name passwor d ESXi-password

Example;

hostname(config-attr)# host 10.122.202.217 user admin password Ciscol23

Configure keepalive settings for vCenter communication: keepaliveretry-interval interval retry-count count

Example:

hostname(config-attr)# keepalive retry-timer 10 retry-count 3

The default keepalive timer values are 3 retries at 30-second intervals.

Examine the VM attribute agent configuration: show attribute source-group agent-name

Example:

hostname(config-attr)# sh attribute source-group VMAgent

Attribute agent VMAgent
Agent type: ESXi

Agent state: Inactive
Connection state: Connected
Host Address: 10.122.202.217
Retry interval: 30 seconds
Retry count: 3

The Agent State remains inactive until you configure a network object and specify attributes to associate with
the object.

Exit from the attribute configuration mode: exit

Example:

hostname(config-attr)# exit
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Configure Attribute-Based Network Objects

Step 1

Step 2

Step 3

Attribute-based network objects filter traffic according to attributes associated with one or more virtual
machines in a VMware ESXi environment. You can define access control lists (ACLs) to assign policies to
traffic from groups of virtual machines sharing one or more attributes.

For example, you can configure access rules that permit machines with an engineering attribute to access
machines with a eng_lab attribute. A network admininstrator can add or remove engineering machines and
lab servers while the security policy managed by the security administrator continues to work automatically
without manual updates to the access rules.

Procedure

Enable object group search: object-group-sear ch access-control

Example;

hostname(config)# object-group-search access-control

You must enable object-group-search to configure attribute-based network objects.

Create or edit an attribute-based network object using the object name: object network object-id

Example:

hostname(config)# object network dev

Specify an agent, attribute type, and attribute value to associate with the object: attribute agent-name
attribute-type attribute-value

Example;

hostname(config-network-object)# attribute VMAgent custom.role Developer

The agent-name specifies the VM attribute agent; see Configure a VM Attribute Agent. If you configure an
attribute-based network object to use an attribute agent which has not been configured, a placeholder agent
is automatically created with no credentials and default keepalive values. This agent remains in the "No
credentials available" state until host credentials are supplied using the host subcommand

Together, the attribute-typeand attribute-value pair define a unique attribute. The attribute-typeis an arbitrary
string and must include the custom. prefix. If you define the same attribute type more than once with multiple
attribute values, the last value defined overwrites the previous one.

Examples

The following example creates the attribute-based network object dev for a development group, with
arole of 'Developer'. The VM attribute agent communicates with vCenter and returns all of the virtual
machine bindings that match the attribute custom.role:

. CLI Book 2: Cisco ASA Series Firewall CLI Configuration Guide, 9.12



| Firewall Services for Virtual Environments
Configure Access Control Using Attribute-Based Network Objects .

hostname(config)# object network dev
hostname(config-network-object)# attribute VMAgent custom.role Developer

The following example creates the attribute-based network object test for a test group, with a role
of 'Automation’. The VM attribute agent communicates with vCenter and returns all of the virtual
machine bindings that match the attribute custom.role. Note that this is the same list of virtual
machines as the previous example:

hostname(config)# object network test
hostname(config-network-object)# attribute VMAgent custom.role Automation

The following example creates the attribute-based network object project for a project group, with
arole of 'Alpha’. The VM attribute agent communicates with vCenter and returns all of the virtual
machine bindings that match the attribute custom.project. Note that some machines overlap more
than one attribute:

hostname(config)# object network project
hostname(config-network-object)# attribute VMAgent custom.project Alpha

The following example shows a VM attribute agent in active status with pending attribute requests:

hostname(config-attr)# show attribute source-group VMAgent

Attribute agent VMAgent

Agent type: ESXi

Agent state: Active

Connection state: Connected

Host Address: 10.122.202.217

Retry interval: 30 seconds

Retry count: 3

Attribute requests pending:
"custom.project”
“custom.role*

Configure Access Control Using Attribute-Based Network Objects

You can use attribute-based network objects when you define access control lists (ACLs) to traffic from
groups of virtual machines sharing one or more attributes. Access lists are made up of one or more access
control entries (ACEs). An ACE is a single entry in an access list that specifies a permit or deny rule (to
forward or drop the packet). Typically a permit or deny rule is applied to a protocol, to a source and destination
IP address or network, and, optionally, to the source and destination ports.

When you use attribute-based network objects, you can replace source and/or destination IP addresses with
these objects. As virtual machines are deployed, moved, or retired, attributes can be updated on the virtual
machines while the assigned access control policies can remain in effect without configuration changes.

For complete information on all of the available options for ACLs, see Configure ACLS, on page 26.
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Procedure

Step 1 Create and configure an extended ACL entry (ACE) using attribute-based network objects: access-list
access list_name extended {deny | per mit} protocol_argument object source_object name object
dest_object name

Example:

hostname(config)# access-list lab-access extended permit ip object dev object test

Note Repeat as needed for your policies.

The options are:

« access list_ name—The name of the new or existing ACL.

* Permit or Deny—The deny keyword denies or exempts a packet if the conditions are matched. The
permit keyword permits or includes a packet if the conditions are matched.

* Protocol—The protocol_argument specifies the IP protocol:
* name or number—Specifies the protocol name or number. Specify ip to apply to all protocols.

« obj ect-group protocol_grp_id—Specifies a protocol object group created using the object-group
protocol command.

« Source Object—object specifies an attribute-based network object created using the object network
command. The source_object_name specifies the object from which the packet is being sent.

« Destination Object—obj ect specifies an attribute-based network object created using the object network
command. The dest_object_name specifies the object to which the packet is being sent.

Step 2 Bind the ACL to an interface or apply it globally: access-group access list name{in interfaceinterface name
| global}

Example;

hostname(config)# access-group lab-access in interface inside

For an interface-specific access group:

* Specify the extended ACL name. You can configure one access-group command per ACL type per
interface.

« The in keyword applies the ACL to inbound traffic.

« Specify the interface name.

For a global access group, specify the global keyword to apply the extended ACL to the inbound direction
of all interfaces.
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Monitoring Attribute-Based Network Objects .

The following example shows how to apply an attribute-based extended ACL globally:

hostname(config)# access-list lab-access extended permit ip object dev object test
hostname(config)# access-group lab-access global

hostname(config)# show access-list

access-list cached ACL log flows: total O, denied O (deny-flow-max 4096)

alert-interval

access-list lab-access; 1 elements; name hash: 0x62b4790b
access-list lab-access line 1 extended permit ip object dev object test (hitcnt=0) Ox64albe76

access-list lab-access line 1 extended permit ip object dev(2) object test(3) (hitcnt=0)
Ox64albe76

Monitoring Attribute-Based Network Objects

To monitor attribute-based network objects, enter the following commands:

* show attribute host-map

Displays attribute bindings for a given attribute's agent, type, and value.

* show attribute object-map

Displays the object-to-attribute bindings.

« show attribute source-group

Displays the configured VM attribute agents.

Examples

The following example shows a map of the host-to-attribute bindings:

hostname# show attribute host-map /Zall
IP Address-Attribute Bindings Information

Source/Attribute

Value

VMAgent.
10.
10.
10.
10.
VMAgent.
10.
10.
10.
VMAgent.
10.
10.
10.

custom.project

15.28.34
15.28.32
15.28.31
15.28.33
custom.role
15.27.133
15.27.135
15.27.134
custom.role
15.28.34
15.28.12
15.28.31

“Alpha*

"Automation”

"Developer*®
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10.15.28.13

The following example shows the object-to-attribute bindings:

hostname# show attribute object-map /all
Network Object-Attribute Bindings Information

Object
Source/Attribute Value

dev

VMAgent.custom.role “Developer*®
test

VMAgent.custom.role “Automation®
project

VMAgent.custom.project “Alpha*

The following example shows the attribute agent configuration:

hostname# show attribute source-group

Attribute agent VMAgent

Agent type: ESXi

Agent state: Active

Connection state: Connected

Host Address: 10.122.202.217

Retry interval: 30 seconds

Retry count: 3

Attributes being monitored:
"custom.role® (2)

History for Attribute-Based Access Control

Feature Name

Platform Releases | Description

Support for Attribute-Based Network |9.7.(1) You can now control network access using virtual machine attributes

Objects

in addition to traditional network charateristics such as IP addresses,
protocols, and ports. The virtual machines must be in a VMware ESXi
environment.

We introduced the following commands:

object network attribute

attribute agent-name attribute-type attribute-value

attribute sour ce-group agent-name type agent-type

host ip-address user name ESXi-username passwor d ESXi-password

keepaliveretry-interval interval retry-count count

Remove support for VM attribute-based | 9.10(1) You can no longer use VM-attribute based network objects on the
network objects from ASA 5506-X (all following platforms: ASA 5506-X (all models), 5508-X, 5512-X,
models), 5508-X, 5512-X, 5516-X. 5516-X.
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PART III

Network Address Translation

» Network Address Translation (NAT), on page 181
« NAT Examples and Reference, on page 231






CHAPTER 10

Network Address Translation (NAT)

The following topics explain Network Address Translation (NAT) and how to configure it.

* Why Use NAT?, on page 181

« NAT Basics, on page 182

« Guidelines for NAT, on page 187
« Dynamic NAT, on page 193

» Dynamic PAT, on page 199

* Static NAT, on page 211

* Identity NAT, on page 221

« Monitoring NAT, on page 225

« History for NAT, on page 225

Why Use NAT?

Each computer and device within an IP network is assigned a unique IP address that identifies the host. Because
of a shortage of public IPv4 addresses, most of these IP addresses are private, not routable anywhere outside
of the private company network. RFC 1918 defines the private IP addresses you can use internally that should
not be advertised:

+ 10.0.0.0 through 10.255.255.255

¢ 172.16.0.0 through 172.31.255.255

* 192.168.0.0 through 192.168.255.255
One of the main functions of NAT is to enable private IP networks to connect to the Internet. NAT replaces
a private IP address with a public IP address, translating the private addresses in the internal private network
into legal, routable addresses that can be used on the public Internet. In this way, NAT conserves public

addresses because it can be configured to advertise at a minimum only one public address for the entire network
to the outside world.

Other functions of NAT include:

« Security—Keeping internal 1P addresses hidden discourages direct attacks.

« IP routing solutions—Overlapping IP addresses are not a problem when you use NAT.
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« Flexibility—You can change internal IP addressing schemes without affecting the public addresses
available externally; for example, for a server accessible to the Internet, you can maintain a fixed IP
address for Internet use, but internally, you can change the server address.

« Translating between IPv4 and IPv6 (Routed mode only) —If you want to connect an IPv6 network to
an IPv4 network, NAT lets you translate between the two types of addresses.

N

Note  NAT is not required. If you do not configure NAT for a given set of traffic, that traffic will not be translated,
but will have all of the security policies applied as normal.

NAT Basics

The following topics explain some of the basics of NAT.

NAT Terminology

This document uses the following terminology:

* Real address/host/network/interface—The real address is the address that is defined on the host, before
itis translated. In a typical NAT scenario where you want to translate the inside network when it accesses
the outside, the inside network would be the “real” network. Note that you can translate any network
connected to the device, not just an inside network. Therefore if you configure NAT to translate outside
addresses, “real” can refer to the outside network when it accesses the inside network.

» Mapped address/host/network/interface—The mapped address is the address that the real address is
translated to. In a typical NAT scenario where you want to translate the inside network when it accesses
the outside, the outside network would be the “mapped” network.

N

Note  During address translation, IP addresses configured for the device interfaces are
not translated.

« Bidirectional initiation—Static NAT allows connections to be initiated bidirectionally, meaning both to
the host and from the host.

« Source and destination NAT—For any given packet, both the source and destination IP addresses are
compared to the NAT rules, and one or both can be translated/untranslated. For static NAT, the rule is
bidirectional, so be aware that “source” and “destination” are used in commands and descriptions
throughout this guide even though a given connection might originate at the “destination” address.

NAT Types

You can implement NAT using the following methods:
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» Dynamic NAT—A group of real IP addresses are mapped to a (usually smaller) group of mapped IP
addresses, on a first come, first served basis. Only the real host can initiate traffic. See Dynamic NAT,
on page 193.

« Dynamic Port Address Translation (PAT)—A group of real IP addresses are mapped to a single IP address
using a unique source port of that IP address. See Dynamic PAT, on page 199.

« Static NAT—A consistent mapping between a real and mapped IP address. Allows bidirectional traffic
initiation. See Static NAT, on page 211.

* Identity NAT—A real address is statically translated to itself, essentially bypassing NAT. You might
want to configure NAT this way when you want to translate a large group of addresses, but then want
to exempt a smaller subset of addresses. See Identity NAT, on page 221.

Network Object NAT and Twice NAT

You can implement address translation in two ways: network object NAT and twice NAT.

We recommend using network object NAT unless you need the extra features that twice NAT provides. It is
easier to configure network object NAT, and it might be more reliable for applications such as Voice over IP
(VolIP). (For VoIP, you might see a failure in the translation of indirect addresses that do not belong to either
of the objects used in the rule.)

Network Object NAT

Twice NAT

All NAT rules that are configured as a parameter of a network object are considered to be network object NAT
rules. This is a quick and easy way to configure NAT for a network object. You cannot create these rules for
a group object, however.

After you configure the network object, you can then identify the mapped address for that object, either as an
inline address or as another network object or network object group.

When a packet enters an interface, both the source and destination IP addresses are checked against the network
object NAT rules. The source and destination address in the packet can be translated by separate rules if
separate matches are made. These rules are not tied to each other; different combinations of rules can be used
depending on the traffic.

Because the rules are never paired, you cannot specify that sourceA/destinationA should have a different
translation than sourceA/destinationB. Use twice NAT for that kind of functionality, where you can identify
the source and destination address in a single rule.

Twice NAT lets you identify both the source and destination address in a single rule. Specifying both the
source and destination addresses lets you specify that sourceA/destinationA can have a different translation
than sourceA/destinationB.
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Note  For static NAT, the rule is bidirectional, so be aware that “source” and “destination” are used in commands
and descriptions throughout this guide even though a given connection might originate at the “destination”
address. For example, if you configure static NAT with port address translation, and specify the source address
as a Telnet server, and you want all traffic going to that Telnet server to have the port translated from 2323
to 23, then you must specify the source ports to be translated (real: 23, mapped: 2323). You specify the source
ports because you specified the Telnet server address as the source address.

The destination address is optional. If you specify the destination address, you can either map it to itself
(identity NAT), or you can map it to a different address. The destination mapping is always a static mapping.

Comparing Network Object NAT and Twice NAT
The main differences between these two NAT types are:

» How you define the real address.

 Network object NAT—You define NAT as a parameter for a network object. A network object
names an IP host, range, or subnet so you can then use the object in the NAT configuration instead
of the actual IP addresses. The network object IP address serves as the real address. This method
lets you easily add NAT to network objects that might already be used in other parts of your
configuration.

» Twice NAT—You identify a network object or network object group for both the real and mapped
addresses. In this case, NAT is not a parameter of the network object; the network object or group
is a parameter of the NAT configuration. The ability to use a network object group for the real
address means that twice NAT is more scalable.

» How source and destination NAT is implemented.

* Network Object NAT— Each rule can apply to either the source or destination of a packet. So two
rules might be used, one for the source IP address, and one for the destination IP address. These
two rules cannot be tied together to enforce a specific translation for a source/destination combination.

» Twice NAT—A single rule translates both the source and destination. A packet matches one rule
only, and further rules are not checked. Even if you do not configure the optional destination address,
a matching packet still matches one twice NAT rule only. The source and destination are tied
together, so you can enforce different translations depending on the source/destination combination.
For example, sourceA/destinationA can have a different translation than sourceA/destinationB.

* Order of NAT Rules.
 Network Object NAT—Automatically ordered in the NAT table.

» Twice NAT—Manually ordered in the NAT table (before or after network object NAT rules).

NAT Rule Order

Network Object NAT and twice NAT rules are stored in a single table that is divided into three sections.
Section 1 rules are applied first, then section 2, and finally section 3, until a match is found. For example, if
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a match is found in section 1, sections 2 and 3 are not evaluated. The following table shows the order of rules
within each section.

Table 9: NAT Rule Table

Table Section

Rule Type

Order of Rules within the Section

Section 1

Twice NAT

Applied on a first match basis, in the order they appear in the
configuration. Because the first match is applied, you must ensure
that specific rules come before more general rules, or the specific
rules might not be applied as desired. By default, twice NAT rules
are added to section 1.

By "specific rules first," we mean:
« Static rules should come before dynamic rules.
« Rules that include destination translation should come before

rules with source translation only.

If you cannot eliminate overlapping rules, where more than one
rule might apply based on the source or destination address, be
especially careful to follow these recommendations.

Section 2

Network Object NAT

If a match in section 1 is not found, section 2 rules are applied in
the following order:

1. Static rules.

2. Dynamic rules.

Within each rule type, the following ordering guidelinesare
used:

1. Quantity of real IP addresses—From smallest to largest. For
example, an object with one address will be assessed before
an object with 10 addresses.

2. For quantities that are the same, then the IP address number
is used, from lowest to highest. For example, 10.1.1.0 is
assessed before 11.1.1.0.

3. If the same IP address is used, then the name of the network
object is used, in alphabetical order. For example, abracadabra
is assessed before catwoman.

Section 3

Twice NAT

If a match is still not found, section 3 rules are applied on a first
match basis, in the order they appear in the configuration. This
section should contain your most general rules. You must also
ensure that any specific rules in this section come before general
rules that would otherwise apply.

For section 2 rules, for example, you have the following IP addresses defined within network objects:
« 192.168.1.0/24 (static)
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* 192.168.1.0/24 (dynamic)

« 10.1.1.0/24 (static)

« 192.168.1.1/32 (static)

» 172.16.1.0/24 (dynamic) (object def)
* 172.16.1.0/24 (dynamic) (object abc)

The resultant ordering would be:
* 192.168.1.1/32 (static)

« 10.1.1.0/24 (static)

« 192.168.1.0/24 (static)

* 172.16.1.0/24 (dynamic) (object abc)
¢ 172.16.1.0/24 (dynamic) (object def)
« 192.168.1.0/24 (dynamic)

NAT Interfaces

Except for bridge group member interfaces, you can configure a NAT rule to apply to any interface (in other
words, all interfaces), or you can identify specific real and mapped interfaces. You can also specify any
interface for the real address, and a specific interface for the mapped address, or vice versa.

For example, you might want to specify any interface for the real address and specify the outside interface
for the mapped address if you use the same private addresses on multiple interfaces, and you want to translate
them all to the same global pool when accessing the outside.

Figure 17: Specifying Any Interface
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However, the concept of “any” interface does not apply to bridge group member interfaces. When you specify
“any” interface, all bridge group member interfaces are excluded. Thus, to apply NAT to bridge group members,
you must specify the member interface. This could result in many similar rules where only one interface is
different. You cannot configure NAT for the Bridge Virtual Interface (BVI) itself, you can configure NAT
for member interfaces only.
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Guidelines for NAT

The following topics provide detailed guidelines for implementing NAT.

Firewall Mode Guidelines for NAT

NAT is supported in routed and transparent firewall mode.

However, configuring NAT on bridge group member interfaces (interfaces that are part of a Bridge Group
Virtual Interface, or BVI) has the following restrictions:

» When configuring NAT for the members of a bridge group, you specify the member interface. You
cannot configure NAT for the bridge group interface (BVI) itself.

» When doing NAT between bridge group member interfaces, you must specify the real and mapped
addresses. You cannot specify “any” as the interface.

« You cannot configure interface PAT when the mapped address is a bridge group member interface,
because there is no IP address attached to the interface.

* You cannot translate between IPv4 and IPv6 networks (NAT64/46) when the source and destination
interfaces are members of the same bridge group. Static NAT/PAT 44/66, dynamic NAT44/66, and
dynamic PAT44 are the only allowed methods; dynamic PAT66 is not supported. However, you can do
NAT64/46 between members of different bridge groups, or between a bridge group member (source)
and standard routed interface (destination).

IPv6 NAT Guidelines

NAT supports IPv6 with the following guidelines and restrictions.
« For standard routed mode interfaces, you can also translate between IPv4 and IPv6.

* You cannot translate between IPv4 and IPv6 for interfaces that are members of the same bridge group.
You can translate between two IPv6 or two IPv4 networks only. This restriction does not apply when
the interfaces are members of different bridge groups, or between a bridge group member and a standard
routed interface.

* You cannot use dynamic PAT for IPv6 (NAT66) when translating between interfaces in the same bridge
group. This restriction does not apply when the interfaces are members of different bridge groups, or
between a bridge group member and a standard routed interface.

« For static NAT, you can specify an IPv6 subnet up to /64. Larger subnets are not supported.

* When using FTP with NAT46, when an IPv4 FTP client connects to an IPv6 FTP server, the client must
use either the extended passive mode (EPSV) or extended port mode (EPRT); PASV and PORT commands
are not supported with IPv6.

IPv6 NAT Best Practices

You can use NAT to translate between IPv6 networks, and also to translate between IPv4 and IPv6 networks
(routed mode only). We recommend the following best practices:
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* NAT66 (IPv6-to-1Pv6)—We recommend using static NAT. Although you can use dynamic NAT or
PAT, IPv6 addresses are in such large supply, you do not have to use dynamic NAT. If you do not want
to allow returning traffic, you can make the static NAT rule unidirectional (twice NAT only).

* NAT46 (IPv4-to-1Pv6)—We recommend using static NAT. Because the IPv6 address space is so much
larger than the IPv4 address space, you can easily accommodate a static translation. If you do not want
to allow returning traffic, you can make the static NAT rule unidirectional (twice NAT only). When
translating to an IPv6 subnet (/96 or lower), the resulting mapped address is by default an IPv4-embedded
IPv6 address, where the 32-bits of the IPv4 address is embedded after the IPv6 prefix. For example, if
the IPv6 prefix is a /96 prefix, then the IPv4 address is appended in the last 32-bits of the address. For
example, if you map 192.168.1.0/24 to 201b::0/96, then 192.168.1.4 will be mapped to 201b::0.192.168.1.4
(shown with mixed notation). If the prefix is smaller, such as /64, then the IPv4 address is appended after
the prefix, and a suffix of Os is appended after the IPv4 address. You can also optionally translate the
addresses net-to-net, where the first IPv4 address maps to the first IPv6 address, the second to the second,
and so on.

* NAT64 (IPv6-to-IPv4)—You may not have enough IPv4 addresses to accommodate the number of IPv6
addresses. We recommend using a dynamic PAT pool to provide a large number of IPv4 translations.

Additional Guidelines for NAT

« For interfaces that are members of a bridge group, you write NAT rules for the member interfaces. You
cannot write NAT rules for the Bridge Virtual Interface (BVI) itself.

* You cannot write NAT rules for a Virtual Tunnel Interface (VTI), which are used in site-to-site VPN.
Writing rules for the VTI's source interface will not apply NAT to the VPN tunnel. To write NAT rules
that will apply to VPN traffic tunneled on a VTI, you must use "any" as the interface; you cannot explicitly
specify interface names.

* (Network Object NAT only.) You can only define a single NAT rule for a given object; if you want to
configure multiple NAT rules for an object, you need to create multiple objects with different names that
specify the same IP address. For example, object network obj-10.10.10.1-01, object network
0bj-10.10.10.1-02, and so on.

« If a VPN is defined on an interface, inbound ESP traffic on the interface is not subject to the NAT rules.
The system allows the ESP traffic for established VPN tunnels only, dropping traffic not associated with
an existing tunnel. This restriction applies to ESP and UDP ports 500 and 4500.

« If you define a site-to-site VPN on a device that is behind a device that is applying dynamic PAT, so that
UDP ports 500 and 4500 are not the ones actually used, you must initiate the connection from the device
that is behind the PAT device. The responder cannot initiate the security association (SA) because it does
not know the correct port numbers.

« If you change the NAT configuration, and you do not want to wait for existing translations to time out
before the new NAT configuration is used, you can clear the translation table using the clear xlate
command in the device CLI. However, clearing the translation table disconnects all current connections
that use translations.

If you create a new NAT rule that should apply to an existing connection (such as a VPN tunnel), you
need to use clear conn to end the connection. Then, the attempt to re-establish the connection should hit
the NAT rule and the connection should be NAT'ed correctly.
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N

Note  If you remove a dynamic NAT or PAT rule, and then add a new rule with mapped
addresses that overlap the addresses in the removed rule, then the new rule will
not be used until all connections associated with the removed rule time out or are
cleared using the clear xlate or clear conn commands. This safeguard ensures
that the same address is not assigned to multiple hosts.

» When translating SCTP traffic, use static network object NAT only. Dynamic NAT/PAT is not allowed.
Although you can configure static twice NAT, this is not recommended because the topology of the
destination part of the SCTP association is unknown.

« Objects and object groups used in NAT cannot be undefined; they must include IP addresses.

« You cannot use an object group with both IPv4 and IPv6 addresses; the object group must include only
one type of address.

* (Twice NAT only.) When using any as the source address in a NAT rule, the definition of “any” traffic
(IPv4 vs. IPv6) depends on the rule. Before the ASA performs NAT on a packet, the packet must be
IPv6-to-1PV6 or IPv4-to-1Pv4; with this prerequisite, the ASA can determine the value of any in a NAT
rule. For example, if you configure a rule from “any” to an IPv6 server, and that server was mapped from
an IPv4 address, then any means “any IPv6 traffic.” If you configure a rule from “any” to “any,” and
you map the source to the interface IPv4 address, then any means “any IPv4 traffic” because the mapped
interface address implies that the destination is also IPv4.

* You can use the same mapped object or group in multiple NAT rules.

* The mapped IP address pool cannot include:

» The mapped interface IP address. If you specify “any” interface for the rule, then all interface IP
addresses are disallowed. For interface PAT (routed mode only), specify the interface name instead
of the interface address.

* The failover interface IP address.
* (Transparent mode.) The management IP address.
* (Dynamic NAT.) The standby interface IP address when VPN is enabled.
* Existing VPN pool addresses.
« Avoid using overlapping addresses in static and dynamic NAT policies. For example, with overlapping

addresses, a PPTP connection can fail to get established if the secondary connection for PPTP hits the
static instead of dynamic xlate.

* You cannot use overlapping addresses in the source address of a NAT rule and a remote access VPN
address pool.

« For application inspection limitations with NAT or PAT, see Default Inspections and NAT Limitations,
on page 291.

« The default behavior for identity NAT has proxy ARP enabled, matching other static NAT rules. You
can disable proxy ARP if desired. See Routing NAT Packets, on page 242 for more information.

« If you enable the arp permit-nonconnected command, the system does not respond to ARP requests if
the mapped address is not part of any connected subnet and you also do not specify the mapped interface
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in the NAT rule (that is, you specify "any" interface). To resolve this problem, specify the mapped
interface.

« If you specify a destination interface in a rule, then that interface is used as the egress interface rather
than looking up the route in the routing table. However, for identity NAT, you have the option to use a
route lookup instead.

« If you use PAT on Sun RPC traffic, which is used to connect to NFS servers, be aware that the NFS
server might reject connections if the PAT'ed port is above 1024. The default configuration of NFS
servers is to reject connections from ports higher than 1024. The error is typically "Permission Denied."”
Mapping ports above 1024 might happen if you use the "flat range" option to use the higher port numbers
if a port in the lower range is not available, especially if you do not select the option to include the lower
range in the flat range.Mapping ports above 1024 might happen if you use the "flat range™ option to use
the higher port numbers if a port in the lower range is not available, especially if you do not select the
option to include the lower range in the flat range. You can avoid this problem by changing the NFS
server configuration to allow all port numbers.

» NAT applies to through traffic only. Traffic generated by the system is not subject to NAT.

* You can improve system performance and reliability by using the transactional commit model for NAT.
See the basic settings chapter in the general operations configuration guide for more information. Use
the asp rule-engine transactional-commit nat command.

« Do not name a network object or group pat-pool, using any combination of upper- or lower-case letters.

« The unidirectional option is mainly useful for testing purposes and might not work with all protocols.
For example, SIP requires protocol inspection to translate SIP headers using NAT, but this will not occur
if you make the translation unidirectional.

* You cannot use NAT on the internal payload of Protocol Independent Multicast (PIM) registers.

Network Object NAT Guidelines for Mapped Address Objects

For dynamic NAT, you must use an object or group for the mapped addresses. For the other NAT types, you
can use an object or group, or you have the option of using inline addresses. Network object groups are
particularly useful for creating a mapped address pool with discontinuous IP address ranges or multiple hosts
or subnets. Use the object network and object-group network commands to create the objects.

Consider the following guidelines when creating objects for mapped addresses.

* A network object group can contain objects or inline addresses of either IPv4 or IPv6 addresses. The
group cannot contain both IPv4 and IPv6 addresses; it must contain one type only.

« See Additional Guidelines for NAT, on page 188 for information about disallowed mapped IP addresses.
Do not name a network object or group pat-pool, using any combination of upper- or lower-case letters.
* Dynamic NAT:

* You cannot use an inline address; you must configure a network object or group.

* The object or group cannot contain a subnet; the object must define a range; the group can include
hosts and ranges.

« If a mapped network object contains both ranges and host IP addresses, then the ranges are used for
dynamic NAT, and then the host IP addresses are used as a PAT fallback.
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* Dynamic PAT (Hide):

* Instead of using an object, you can optionally configure an inline host address or specify the interface
address.

« If you use an object, the object or group cannot contain a subnet. The object must define a host, or
for a PAT pool, a range. The group (for a PAT pool) can include hosts and ranges.

« Static NAT or Static NAT with port translation:

« Instead of using an object, you can configure an inline address or specify the interface address (for
static NAT-with-port-translation).

« If you use an object, the object or group can contain a host, range, or subnet.

* ldentity NAT
* Instead of using an object, you can configure an inline address.

« If you use an object, the object must match the real addresses you want to translate.

Twice NAT Guidelines for Real and Mapped Address Objects
For each NAT rule, configure up to four network objects or groups for:
* Source real address
« Source mapped address
* Destination real address

« Destination mapped address
Obijects are required unless you specify the any keyword inline to represent all traffic, or for some types of
NAT, the interface keyword to represent the interface address. Network object groups are particularly useful

for creating a mapped address pool with discontinuous IP address ranges or multiple hosts or subnets. Use
the object networ k and object-group network commands to create the objects.

Consider the following guidelines when creating objects for twice NAT.

* A network object group can contain objects or inline addresses of either IPv4 or IPv6 addresses. The
group cannot contain both IPv4 and IPv6 addresses; it must contain one type only.

* See Additional Guidelines for NAT, on page 188 for information about disallowed mapped IP addresses.
« Do not name a network object or group pat-pool, using any combination of upper- or lower-case letters.
« Source Dynamic NAT:

* You typically configure a larger group of real addresses to be mapped to a smaller group.

» The mapped object or group cannot contain a subnet; the object must define a range; the group can
include hosts and ranges.

« If a mapped network object contains both ranges and host IP addresses, then the ranges are used for
dynamic NAT, and the host IP addresses are used as a PAT fallback.
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* Source Dynamic PAT (Hide):
« If you use an object, the object or group cannot contain a subnet. The object must define a host, or
for a PAT pool, a range. The group (for a PAT pool) can include hosts and ranges.
« Source Static NAT or Static NAT with port translation:
» The mapped object or group can contain a host, range, or subnet.
« The static mapping is typically one-to-one, so the real addresses have the same quantity as the
mapped addresses. You can, however, have different quantities if desired.
* Source Identity NAT
* The real and mapped objects must match. You can use the same object for both, or you can create
separate objects that contain the same IP addresses.
* Destination Static NAT or Static NAT with port translation (the destination translation is always static):

* Although the main feature of twice NAT is the inclusion of the destination IP address, the destination
address is optional. If you do specify the destination address, you can configure static translation
for that address or just use identity NAT for it. You might want to configure twice NAT without a
destination address to take advantage of some of the other qualities of twice NAT, including the
use of network object groups for real addresses, or manually ordering of rules. For more information,
see Comparing Network Object NAT and Twice NAT, on page 184.

* For identity NAT, the real and mapped objects must match. You can use the same object for both,
Or you can create separate objects that contain the same IP addresses.

« The static mapping is typically one-to-one, so the real addresses have the same quantity as the
mapped addresses. You can, however, have different quantities if desired.

* For static interface NAT with port translation (routed mode only), you can specify the interface
keyword instead of a network object/group for the mapped address.

Twice NAT Guidelines for Service Objects for Real and Mapped Ports
You can optionally configure service objects for:
* Sourcereal port (Static only) or Destination real port
« Source mapped port (Static only) or Destination mapped port

Use the object service command to create the objects.
Consider the following guidelines when creating objects for twice NAT.

* NAT supports TCP, UDP, and SCTP only. When translating a port, be sure the protocols in the real and
mapped service objects are identical (for example, both TCP). Although you can configure static twice
NAT rules with SCTP port specifications, this is not recommended, because the topology of the destination
part of the SCTP association is unknown. Use static object NAT instead for SCTP.

« The “not equal” (neq) operator is not supported.

« For identity port translation, you can use the same service object for both the real and mapped ports.
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* Source Dynamic NAT—Source Dynamic NAT does not support port translation.
« Source Dynamic PAT (Hide)—Source Dynamic PAT does not support port translation.

« Source Static NAT, Static NAT with port translation, or Identity NAT—A service object can contain
both a source and destination port; however, you should specify either the source or the destination port
for both service objects. You should only specify both the source and destination ports if your application
uses a fixed source port (such as some DNS servers); but fixed source ports are rare. For example, if you
want to translate the port for the source host, then configure the source service.

« Destination Static NAT or Static NAT with port translation (the destination translation is always
static)—For non-static source NAT, you can only perform port translation on the destination. A service
object can contain both a source and destination port, but only the destination port is used in this case.
If you specify the source port, it will be ignored.

Dynamic NAT

The following topics explain dynamic NAT and how to configure it.

About Dynamic NAT

Dynamic NAT translates a group of real addresses to a pool of mapped addresses that are routable on the
destination network. The mapped pool typically includes fewer addresses than the real group. When a host
you want to translate accesses the destination network, NAT assigns the host an IP address from the mapped
pool. The translation is created only when the real host initiates the connection. The translation is in place
only for the duration of the connection, and a given user does not keep the same IP address after the translation
times out. Users on the destination network, therefore, cannot initiate a reliable connection to a host that uses
dynamic NAT, even if the connection is allowed by an access rule.

Note

For the duration of the translation, a remote host can initiate a connection to the translated host if an access
rule allows it. Because the address is unpredictable, a connection to the host is unlikely. Nevertheless, in this
case you can rely on the security of the access rule.

The following figure shows a typical dynamic NAT scenario. Only real hosts can create a NAT session, and
responding traffic is allowed back.

Figure 18: Dynamic NAT
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The following figure shows a remote host attempting to initiate a connection to a mapped address. This address
is not currently in the translation table; therefore, the packet is dropped.
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Figure 19: Remote Host Attempts to Initiate a Connection to a Mapped Address
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Dynamic NAT Disadvantages and Advantages
Dynamic NAT has these disadvantages:

« If the mapped pool has fewer addresses than the real group, you could run out of addresses if the amount
of traffic is more than expected.

Use PAT or a PAT fall-back method if this event occurs often because PAT provides over 64,000
translations using ports of a single address.

* You have to use a large number of routable addresses in the mapped pool, and routable addresses may
not be available in large quantities.

The advantage of dynamic NAT is that some protocols cannot use PAT. PAT does not work with the following:

« IP protocols that do not have a port to overload, such as GRE version 0.

» Some multimedia applications that have a data stream on one port, the control path on another port, and
are not open standard.

See Default Inspections and NAT Limitations, on page 291 for more information about NAT and PAT support.

Configure Dynamic Network Object NAT

This section describes how to configure network object NAT for dynamic NAT.
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Procedure

Create a host or range network object (object network command), or a network object group (obj ect-group
networ k command), for the mapped addresses.

« The object or group cannot contain a subnet; the object must define a range; the group can include hosts
and ranges.

« If a mapped network object contains both ranges and host IP addresses, then the ranges are used for
dynamic NAT, and then the host IP addresses are used as a PAT fallback.

Create or edit the network object for which you want to configure NAT: object network obj_name

Example:

hostname(config)# object network my-host-objl

(Skip when editing an object that has the right address.) Define the real IPv4 or IPv6 addresses that you want
to translate.

* host {IPv4_address | IPv6_address}—The IPv4 or IPv6 address of a single host. For example, 10.1.1.1
or 2001:DB8::0DB8:800:200C:417A.

* subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix}—The address of a network. For IPv4
subnets, include the mask after a space, for example, 10.0.0.0 255.0.0.0. For IPv6, include the address
and prefix as a single unit (no spaces), such as 2001:DB8:0:CD30::/60.

* range start_address end_address—A range of addresses. You can specify IPv4 or IPv6 ranges. Do not
include masks or prefixes.

Example:

hostname(config-network-object)# host 10.2.2.2

Configure dynamic NAT for the object IP addresses. You can only define a single NAT rule for a given
object.

nat [(real_ifc,mapped _ifc)] dynamic mapped_obj [interface [ipv6]] [dns]
Where:

« Interfaces—(Required for bridge group member interfaces.) Specify the real (real_ifc) and mapped
(mapped_ifc) interfaces. Be sure to include the parentheses. In routed mode, if you do not specify the
real and mapped interfaces, all interfaces are used. You can also specify the keyword any for one or both
of the interfaces, for example (any,outside), but any does not apply to bridge group member interfaces.

» Mapped IP address—Specify the network object or network object group that includes the mapped IP
addresses.

« Interface PAT fallback—(Optional) The interface keyword enables interface PAT fallback. After the
mapped IP addresses are used up, then the IP address of the mapped interface is used. If you specify
ipv6, then the IPv6 address of the interface is used. For this option, you must configure a specific interface
for the mapped_ifc. (You cannot specify inter face when the mapped interface is a bridge group member.)
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* DNS—(Optional) The dns keyword translates DNS replies. Be sure DNS inspection is enabled (it is
enabled by default). See Rewriting DNS Queries and Responses Using NAT, on page 257 for more
information.

Example:

hostname(config-network-object)# nat (inside,outside) dynamic MAPPED_IPS interface

Examples

The following example configures dynamic NAT that hides the 192.168.2.0 network behind a range
of outside addresses 10.2.2.1 through 10.2.2.10:

hostname(config)# object network my-range-obj
hostname(config-network-object)# range 10.2.2.1 10.2.2.10
hostname(config)# object network my-inside-net
hostname(config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname(config-network-object)# nat (inside,outside) dynamic my-range-obj

The following example configures dynamic NAT with dynamic PAT backup. Hosts on inside network
10.76.11.0 are mapped first to the nat-rangel pool (10.10.10.10-10.10.10.20). After all addresses in
the nat-rangel pool are allocated, dynamic PAT is performed using the pat-ip1 address (10.10.10.21).
In the unlikely event that the PAT translations are also used up, dynamic PAT is performed using
the outside interface address.

hostname(config)# object network nat-rangel
hostname(config-network-object)# range 10.10.10.10 10.10.10.20

hostname(config-network-object)# object network pat-ipl
hostname(config-network-object)# host 10.10.10.21

hostname(config-network-object)# object-group network nat-pat-grp
hostname(config-network-object)# network-object object nat-rangel
hostname(config-network-object)# network-object object pat-ipl

hostname(config-network-object)# object network my_net_obj5
hostname(config-network-object)# subnet 10.76.11.0 255.255.255.0
hostname(config-network-object)# nat (inside,outside) dynamic nat-pat-grp interface

The following example configures dynamic NAT with dynamic PAT backup to translate IPv6 hosts
to IPv4. Hosts on inside network 2001:DB8::/96 are mapped first to the IPv4_NAT_RANGE pool
(209.165.201.1 t0 209.165.201.30). After all addresses in the IPv4_NAT_RANGE pool are allocated,
dynamic PAT is performed using the IPv4_PAT address (209.165.201.31). In the event that the PAT
translations are also used up, dynamic PAT is performed using the outside interface address.

hostname(config)# object network IPv4_NAT_RANGE
hostname(config-network-object)# range 209.165.201.1 209.165.201.30

hostname(config-network-object)# object network IPv4_PAT
hostname(config-network-object)# host 209.165.201.31

hostname(config-network-object)# object-group network IPv4_GROUP
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hostname(config-network-object)# network-object object IPv4_NAT_RANGE
hostname(config-network-object)# network-object object 1Pv4_PAT

hostname(config-network-object)# object network my net_obj5
hostname(config-network-object)# subnet 2001:DB8::/96
hostname(config-network-object)# nat (inside,outside) dynamic IPv4_GROUP interface

Configure Dynamic Twice NAT

Step 1

Step 2

Step 3

This section describes how to configure twice NAT for dynamic NAT.

Procedure

Create host or range network objects (object network command), or network object groups (obj ect-group
networ k command), for the source real addresses, the source mapped addresses, the destination real addresses,
and the destination mapped addresses.

« If you want to translate all source traffic, you can skip adding an object for the source real addresses,
and instead specify the any keyword in the nat command.

« If you want to configure destination static interface NAT with port translation only, you can skip adding
an object for the destination mapped addresses, and instead specify the interface keyword in the nat
command.

If you do create objects, consider the following guidelines:

* You typically configure a larger group of real addresses to be mapped to a smaller group.

« The object or group cannot contain a subnet; the object must define a range; the group can include hosts
and ranges.

« If a mapped network object contains both ranges and host IP addresses, then the ranges are used for
dynamic NAT, and then the host IP addresses are used as a PAT fallback.

(Optional.) Create service objects for the destination real ports and the destination mapped ports.

For dynamic NAT, you can only perform port translation on the destination. A service object can contain both
a source and destination port, but only the destination port is used in this case. If you specify the source port,
it will be ignored.

Configure dynamic NAT.
nat [(real_ifc,mapped_ifc)] [line | {after-auto [line]}] source dynamic {real_obj | any} {mapped_obj
[interface [ipv6]]} [destination static {mapped_obj | interface [ipv6]} real_obj] [service
mapped _dest_svc obj real_dest_svc_obj] [dns] [unidirectional] [inactive] [description desc]
Where:
« Interfaces—(Required for bridge group member interfaces.) Specify the real (real_ifc) and mapped
(mapped_ifc) interfaces. Be sure to include the parentheses. In routed mode, if you do not specify the

real and mapped interfaces, all interfaces are used. You can also specify the keyword any for one or both
of the interfaces, for example (any,outside), but any does not apply to bridge group member interfaces.
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« Section and Line—(Optional.) By default, the NAT rule is added to the end of section 1 of the NAT table
(see NAT Rule Order, on page 184). If you want to add the rule into section 3 instead (after the network
object NAT rules), then use the after-auto keyword. You can insert a rule anywhere in the applicable
section using the line argument.

» Source addresses:

» Real—Specify a network object, group, or the any keyword.

» Mapped—Specify a different network object or group. You can optionally configure the following
fallback method:

« Interface PAT fallback—(Optional.) The interface keyword enables interface PAT fallback.
After the mapped IP addresses are used up, then the IP address of the mapped interface is used.
If you specify ipv6, then the IPv6 address of the interface is used. For this option, you must
configure a specific interface for the mapped_ifc. (You cannot specify interface when the
mapped interface is a bridge group member).

« Destination addresses (Optional):

» Mapped—Specify a network object or group, or for static interface NAT with port translation only,
specify the interface keyword. If you specify ipv6, then the IPv6 address of the interface is used.
If you specify interface, be sure to also configure the service keyword. For this option, you must
configure a specific interface for the real_ifc. See Static NAT with Port Translation, on page 212
for more information.

» Real—Specify a network object or group. For identity NAT, simply use the same object or group
for both the real and mapped addresses.

« Destination port—(Optional.) Specify the service keyword along with the mapped and real service
objects. For identity port translation, simply use the same service object for both the real and mapped
ports.

* DNS—(Optional; for a source-only rule.) The dnskeyword translates DNS replies. Be sure DNS inspection
is enabled (it is enabled by default). You cannot configure the dnskeyword if you configure a destination
address. See Rewriting DNS Queries and Responses Using NAT, on page 257 for more information.

« Unidirectional—(Optional.) Specify unidirectional so the destination addresses cannot initiate traffic
to the source addresses.

* Inactive—(Optional.) To make this rule inactive without having to remove the command, use the inactive
keyword. To reactivate it, reenter the whole command without the inactive keyword.

« Description—(Optional.) Provide a description up to 200 characters using the description keyword.
Example:

hostname(config)# nat (inside,outside) source dynamic MylnsNet NAT_POOL
destination static Serverl_mapped Serverl service MAPPED SVC REAL_SVC
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Examples

The following example configures dynamic NAT for inside network 10.1.1.0/24 when accessing
servers on the 209.165.201.1/27 network as well as servers on the 203.0.113.0/24 network:

hostname(config)# object network INSIDE_NW
hostname(config-network-object)# subnet 10.1.1.0 255.255.255.0

hostname(config)# object network MAPPED_1
hostname(config-network-object)# range 209.165.200.225 209.165.200.254

hostname(config)# object network MAPPED_2
hostname(config-network-object)# range 209.165.202.129 209.165.200.158

hostname(config)# object network SERVERS 1
hostname(config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname(config)# object network SERVERS_ 2
hostname(config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_1
destination static SERVERS_1 SERVERS_1
hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_2
destination static SERVERS_2 SERVERS_2

The following example configures dynamic NAT for an IPv6 inside network 2001:DB8:AAAA::/96
when accessing servers on the IPv4 209.165.201.1/27 network as well as servers on the 203.0.113.0/24
network:

hostname(config)# object network INSIDE_NW
hostname(config-network-object)# subnet 2001:DB8:AAAA::/96

hostname(config)# object network MAPPED_1
hostname(config-network-object)# range 209.165.200.225 209.165.200.254

hostname(config)# object network MAPPED_2
hostname(config-network-object)# range 209.165.202.129 209.165.200.158

hostname(config)# object network SERVERS 1
hostname(config-network-object)# subnet 209.165.201.0 255.255.255.224

hostname(config)# object network SERVERS_ 2
hostname(config-network-object)# subnet 203.0.113.0 255.255.255.0

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_1
destination static SERVERS_1 SERVERS_1
hostname(config)# nat (inside,outside) source dynamic INSIDE_NW MAPPED_2
destination static SERVERS_2 SERVERS_2

Dynamic PAT

The following topics describe dynamic PAT.
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Dynamic PAT translates multiple real addresses to a single mapped IP address by translating the real address
and source port to the mapped address and a unique port.

Each connection requires a separate translation session because the source port differs for each connection.
For example, 10.1.1.1:1025 requires a separate translation from 10.1.1.1:1026.

The following figure shows a typical dynamic PAT scenario. Only real hosts can create a NAT session, and
responding traffic is allowed back. The mapped address is the same for each translation, but the port is
dynamically assigned.

Figure 20: Dynamic PAT
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For the duration of the translation, a remote host on the destination network can initiate a connection to the
translated host if an access rule allows it. Because the port address (both real and mapped) is unpredictable,
a connection to the host is unlikely. Nevertheless, in this case you can rely on the security of the access rule.

After the connection expires, the port translation also expires. For multi-session PAT, the PAT timeout is
used, 30 seconds by default. For per-session PAT, the xlate is immediately removed.

Note

We recommend that you use different PAT pools for each interface. If you use the same pool for multiple
interfaces, especially if you use it for "any" interface, the pool can be quickly exhausted, with no ports available
for new translations.

Dynamic PAT Disadvantages and Advantages

Dynamic PAT lets you use a single mapped address, thus conserving routable addresses. You can even use
the ASA interface IP address as the PAT address.

You cannot use dynamic PAT for IPv6 (NAT66) when translating between interfaces in the same bridge
group. This restriction does not apply when the interfaces are members of different bridge groups, or between
a bridge group member and a standard routed interface.

Dynamic PAT does not work with some multimedia applications that have a data stream that is different from
the control path. See Default Inspections and NAT Limitations, on page 291 for more information about NAT
and PAT support.

Dynamic PAT might also create a large number of connections appearing to come from a single IP address,
and servers might interpret the traffic as a DoS attack. You can configure a PAT pool of addresses and use a
round-robin assignment of PAT addresses to mitigate this situation.
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PAT Pool Object Guidelines

When creating network objects for a PAT pool, follow these guidelines.

For a PAT pool

« If available, the real source port number is used for the mapped port. However, if the real port is not
available, by default the mapped ports are chosen from the same range of ports as the real port number:
0to 511, 512 to 1023, and 1024 to 65535. Therefore, ports below 1024 have only a small PAT pool that
can be used. If you have a lot of traffic that uses the lower port ranges, you can specify a flat range of
ports to be used instead of the three unequal-sized tiers: either 1024 to 65535, or 1 to 65535.

« If you enable block allocation for a PAT pool, port blocks are allocated in the 1024-65535 range only.
Thus, if an application requires a low port number (1-1023), it might not work. For example, an application
requesting port 22 (SSH) will get a mapped port within the range of 1024-65535 and within the block
allocated to the host.

« If you use the same PAT pool object in two separate rules, then be sure to specify the same options for
each rule. For example, if one rule specifies extended PAT, then the other rule must also specify extended
PAT.

For extended PAT for a PAT pool

» Many application inspections do not support extended PAT. See Default Inspections and NAT Limitations,
on page 291 for a complete list of unsupported inspections.

« If you enable extended PAT for a dynamic PAT rule, then you cannot also use an address in the PAT
pool as the PAT address in a separate static NAT with port translation rule. For example, if the PAT pool
includes 10.1.1.1, then you cannot create a static NAT-with-port-translation rule using 10.1.1.1 as the
PAT address.

« If you use a PAT pool and specify an interface for fallback, you cannot specify extended PAT.

* For VoIP deployments that use ICE or TURN, do not use extended PAT. ICE and TURN rely on the
PAT binding to be the same for all destinations.

For round robin for a PAT pool

« If a host has an existing connection, then subsequent connections from that host will use the same PAT
IP address if ports are available. However, this “stickiness” does not survive a failover. If the device fails
over, then subsequent connections from a host might not use the initial IP address.

« |IP address “stickiness” is also impacted if you mix PAT pool/round robin rules with interface PAT rules
on the same interface. For any given interface, choose either a PAT pool or interface PAT; do not create
competing PAT rules.

* Round robin, especially when combined with extended PAT, can consume a large amount of memory.
Because NAT pools are created for every mapped protocol/IP address/port range, round robin results in
a large number of concurrent NAT pools, which use memory. Extended PAT results in an even larger
number of concurrent NAT pools.
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Configure Dynamic Network Object PAT

Step 1

Step 2

Step 3

Step 4

This section describes how to configure network object NAT for dynamic PAT.

Procedure

(Optional.) Create a host or range network object (object network command), or a network object group
(object-group network command), for the mapped addresses.

« Instead of using an object, you can optionally configure an inline host address or specify the interface
address.

* If you use an object, the object or group cannot contain a subnet; the object must define a host, or for a
PAT pool, a range; the group (for a PAT pool) can include hosts and ranges.

Create or edit the network object for which you want to configure NAT: object network obj_name

Example:

hostname(config)# object network my-host-objl

(Skip when editing an object that has the right address.) Define the real IPv4 or IPv6 addresses that you want
to translate.

* host {IPv4_address | IPv6_address}—The IPv4 or IPv6 address of a single host. For example, 10.1.1.1
or 2001:DB8::0DB8:800:200C:417A.

* subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix}—The address of a network. For IPv4
subnets, include the mask after a space, for example, 10.0.0.0 255.0.0.0. For IPv6, include the address
and prefix as a single unit (no spaces), such as 2001:DB8:0:CD30::/60.

 range start_address end_address—A range of addresses. You can specify IPv4 or IPv6 ranges. Do not
include masks or prefixes.

Example:

hostname(config-network-object)# range 10.1.1.1 10.1.1.90

Configure dynamic PAT for the object IP addresses. You can only define a single NAT rule for a given
object.

nat [(real_ifc,mapped_ifc)] dynamic {mapped _inline_host_ip | mapped_obj | pat-pool mapped-obj
[round-robin] [extended] [flat [include-reserve]] [block-allocation] | interface [ipv6]} [interface [ipv6]]

Where:

* Interfaces—(Required for bridge group member interfaces.) Specify the real (real_ifc) and mapped
(mapped_ifc) interfaces. Be sure to include the parentheses. In routed mode, if you do not specify the
real and mapped interfaces, all interfaces are used. You can also specify the keyword any for one or both
of the interfaces, for example (any,outside), but any does not apply to bridge group member interfaces.

» Mapped IP address—You can specify the mapped IP address as:
» mapped_inline_host_ip—An inline host address.
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mapped_obj—A network object that is defined as a host address.
pat-pool mapped-obj—A network object or group that contains multiple addresses.

interface [ipv6]—The IP address of the mapped interface is used as the mapped address. If you
specify ipv6, then the IPv6 address of the interface is used. For this option, you must configure a
specific interface for the mapped_ifc. (You cannot specify interface when the mapped interface is
a bridge group member.) You must use this keyword when you want to use the interface IP address;
you cannot enter it inline or as an object.

« For a PAT pool, you can specify one or more of the following options:

round-robin—Enables round-robin address allocation for a PAT pool. Without round robin, by
default all ports for a PAT address will be allocated before the next PAT address is used. The
round-robin method assigns an address/port from each PAT address in the pool before returning to
use the first address again, and then the second address, and so on.

extended—Enables extended PAT. Extended PAT uses 65535 ports per service, as opposed to per
IP address, by including the destination address and port in the translation information. Normally,
the destination port and address are not considered when creating PAT translations, so you are
limited to 65535 ports per PAT address. For example, with extended PAT, you can create a translation
0f 10.1.1.1:1027 when going to 192.168.1.7:23 as well as a translation of 10.1.1.1:1027 when going
t0 192.168.1.7:80.

flat [include-reserve]—(Flat range) Enables use of the entire 1024 to 65535 port range when
allocating ports. When choosing the mapped port number for a translation, the ASA uses the real
source port number if it is available. However, without this option, if the real port is not available,
by default the mapped ports are chosen from the same range of ports as the real port number: 1 to
511, 512 to 1023, and 1024 to 65535. To avoid running out of ports at the low ranges, configure
this setting. To use the entire range of 1 to 65535, also specify the include-reserve keyword.

block-allocation—Enables port block allocation. For carrier-grade or large-scale PAT, you can
allocate a block of ports for each host, rather than have NAT allocate one port translation at a time.
If you allocate a block of ports, subsequent connections from the host use new randomly-selected
ports within the block. If necessary, additional blocks are allocated if the host has active connections
for all ports in the original block. Port blocks are allocated in the 1024-65535 range only. Port block
allocation is compatible with round-robin, but you cannot use the extended or flat [include-reserve]
options. You also cannot use interface PAT fallback.

« Interface PAT fallback—(Optional.) The interface [ipv6] keyword enables interface PAT fallback when
entered after a primary PAT address. After the primary PAT addresses are used up, then the IP address
of the mapped interface is used. If you specify ipv6, then the IPv6 address of the interface is used. For
this option, you must configure a specific interface for the mapped_ifc. (You cannot specify interface
when the mapped interface is a bridge group member.)

Example:

hostname(config-network-object)# nat (any,outside) dynamic interface
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Examples

The following example configures dynamic PAT that hides the 192.168.2.0 network behind address
10.2.2.2:

hostname(config)# object network my-inside-net
hostname(config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname(config-network-object)# nat (inside,outside) dynamic 10.2.2.2

The following example configures dynamic PAT that hides the 192.168.2.0 network behind the
outside interface address:

hostname(config)# object network my-inside-net
hostname(config-network-object)# subnet 192.168.2.0 255.255.255.0
hostname(config-network-object)# nat (inside,outside) dynamic interface

The following example configures dynamic PAT with a PAT pool to translate the inside IPv6 network
to an outside IPv4 network:

hostname(config)# object network IPv4_POOL

hostname(config-network-object)# range 203.0.113.1 203.0.113.254
hostname(config)# object network IPv6_INSIDE

hostname(config-network-object)# subnet 2001:DB8::/96
hostname(config-network-object)# nat (inside,outside) dynamic pat-pool IPv4_POOL

Configure Dynamic Twice PAT

Step 1

Step 2

This section describes how to configure twice NAT for dynamic PAT.

Procedure

Create host or range network objects (object network command), or network object groups (obj ect-group
network command), for the source real addresses, the source mapped addresses, the destination real addresses,
and the destination mapped addresses.

« If you want to translate all source traffic, you can skip adding an object for the source real addresses,
and instead specify the any keyword in the nat command.

« If you want to use the interface address as the mapped address, you can skip adding an object for the
source mapped addresses, and instead specify the interface keyword in the nat command.

« If you want to configure destination static interface NAT with port translation only, you can skip adding
an object for the destination mapped addresses, and instead specify the interface keyword in the nat
command.

If you use an object, the object or group cannot contain a subnet. The object must define a host, or for a PAT
pool, a range. The group (for a PAT pool) can include hosts and ranges.

(Optional.) Create service objects for the destination real ports and the destination mapped ports.
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For dynamic NAT, you can only perform port translation on the destination. A service object can contain both
a source and destination port, but only the destination port is used in this case. If you specify the source port,
it will be ignored.

Step 3 Configure dynamic PAT.

nat [(real_ifc,mapped ifc)] [line| after-auto [line]] sourcedynamic {real-obj | any} {mapped_obj [interface
[ipv6]] | pat-pool mapped-obj [round-robin] [extended] [flat [include-reserve]] [block-allocation] [interface
[ipv6]] | interface [ipv6]} [destination static {mapped_obj | interface [ipv6]} real_obj] [service
mapped_dest_svc_obj real_dest_svc_obj] [unidirectional] [inactive] [description description]

Where:

« Interfaces—(Required for bridge group member interfaces.) Specify the real (real_ifc) and mapped
(mapped_ifc) interfaces. Be sure to include the parentheses. In routed mode, if you do not specify the
real and mapped interfaces, all interfaces are used. You can also specify the keyword any for one or both
of the interfaces, for example (any,outside), but any does not apply to bridge group member interfaces..

« Section and Line—(Optional.) By default, the NAT rule is added to the end of section 1 of the NAT table
(see NAT Rule Order, on page 184). If you want to add the rule into section 3 instead (after the network
object NAT rules), then use the after-auto keyword. You can insert a rule anywhere in the applicable
section using the line argument.

* Source addresses:

» Real—A network object, group, or the any keyword. Use the any keyword if you want to translate
all traffic from the real interface to the mapped interface.

» Mapped—Configure one of the following:

» Network object—A network object that contains a host address.
* pat-pool mapped-obj—A network object or group that contains multiple addresses.

« interface [ipv6]—(Routed mode only.) The IP address of the mapped interface is used as the
mapped address (interface PAT). If you specify ipv6, then the IPv6 address of the interface is
used. For this option, you must configure a specific interface for the mapped_ifc. (You cannot
specify interface when the mapped interface is a bridge group member.) If you specify this
keyword with a PAT pool or network object, you are enabling interface PAT fallback. After
the PAT IP addresses are used up, then the IP address of the mapped interface is used.

For a PAT pool, you can specify one or more of the following options:

« round-robin—Enables round-robin address allocation for a PAT pool. Without round robin,
by default all ports for a PAT address will be allocated before the next PAT address is used.
The round-robin method assigns an address/port from each PAT address in the pool before
returning to use the first address again, and then the second address, and so on.

» extended—Enables extended PAT. Extended PAT uses 65535 ports per service, as opposed
to per IP address, by including the destination address and port in the translation information.
Normally, the destination port and address are not considered when creating PAT translations,
so you are limited to 65535 ports per PAT address. For example, with extended PAT, you can
create a translation of 10.1.1.1:1027 when going to 192.168.1.7:23 as well as a translation of
10.1.1.1:1027 when going to 192.168.1.7:80.

« flat [include-reserve]—(Flat range) Enables use of the entire 1024 to 65535 port range when
allocating ports. When choosing the mapped port number for a translation, the ASA uses the
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real source port number if it is available. However, without this option, if the real port is not
available, by default the mapped ports are chosen from the same range of ports as the real port
number: 1 to 511, 512 to 1023, and 1024 to 65535. To avoid running out of ports at the low
ranges, configure this setting. To use the entire range of 1 to 65535, also specify the
include-reserve keyword.

* block-allocation—Enables port block allocation. For carrier-grade or large-scale PAT, you
can allocate a block of ports for each host, rather than have NAT allocate one port translation
at a time. If you allocate a block of ports, subsequent connections from the host use new
randomly-selected ports within the block. If necessary, additional blocks are allocated if the
host has active connections for all ports in the original block. Port blocks are allocated in the
1024-65535 range only. Port block allocation is compatible with round-robin, but you cannot
use the extended or flat [include-reserve] options. You also cannot use interface PAT fallback.

« Destination addresses (Optional):

» Mapped—Specify a network object or group, or for static interface NAT with port translation only
(non-bridge group member interfaces only), specify the inter face keyword. If you specify ipv6,
then the IPv6 address of the interface is used. If you specify interface, be sure to also configure the
service keyword. For this option, you must configure a specific interface for the real_ifc. See Static
NAT with Port Translation, on page 212 for more information.

» Real—Specify a network object or group. For identity NAT, simply use the same object or group
for both the real and mapped addresses.

* Destination port—(Optional.) Specify the service keyword along with the mapped and real service
objects. For identity port translation, simply use the same service object for both the real and mapped
ports.

« Unidirectional—(Optional.) Specify unidirectional so the destination addresses cannot initiate traffic
to the source addresses.

* Inactive—(Optional.) To make this rule inactive without having to remove the command, use the inactive
keyword. To reactivate it, reenter the whole command without the inactive keyword.

« Description—(Optional.) Provide a description up to 200 characters using the description keyword.

Example:

hostname(config)# nat (inside,outside) source dynamic MylnsNet interface
destination static Serverl Serverl
description Interface PAT for inside addresses when going to server 1

Examples

The following example configures interface PAT for inside network 192.168.1.0/24 when accessing
outside Telnet server 209.165.201.23, and Dynamic PAT using a PAT pool when accessing any
server on the 203.0.113.0/24 network.

hostname(config)# object network INSIDE_NW
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hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object service
hostname(config-service-object)#

hostname(config)# object network
hostname(config-network-object)#

Configure PAT with Port Block Allocation .

subnet 192.168.1.0 255.255.255.0

PAT_POOL
range 209.165.200.225 209.165.200.254

TELNET_SVR
host 209.165.201.23

TELNET
service tcp destination eq 23

SERVERS
subnet 203.0.113.0 255.255.255.0

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW interface
destination static TELNET_SVR TELNET_SVR service TELNET TELNET

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW pat-pool PAT_POOL
destination static SERVERS SERVERS

The following example configures interface PAT for inside network 192.168.1.0/24 when accessing
outside IPv6 Telnet server 2001:DB8::23, and Dynamic PAT using a PAT pool when accessing any
server on the 2001:DB8:AAAA::/96 network.

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object network
hostname(config-network-object)#

hostname(config)# object service
hostname(config-service-object)#

hostname(config)# object network
hostname(config-network-object)#

INSIDE_NW
subnet 192.168.1.0 255.255.255.0

PAT_POOL
range 2001:DB8:AAAA::1 2001:DB8:AAAA::200

TELNET_SVR
host 2001:DB8::23

TELNET
service tcp destination eq 23

SERVERS
subnet 2001:DB8:AAAA::/96

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW interface ipv6
destination static TELNET_SVR TELNET_SVR service TELNET TELNET

hostname(config)# nat (inside,outside) source dynamic INSIDE_NW pat-pool PAT_POOL
destination static SERVERS SERVERS

Configure PAT with Port Block Allocation

For carrier-grade or large-scale PAT, you can allocate a block of ports for each host, rather than have NAT

allocate one port translation at a time (see RFC 6888). If you allocate a block of ports, subsequent connections
from the host use new randomly-selected ports within the block. If necessary, additional blocks are allocated
if the host has active connections for all ports in the original block. Blocks are freed when the last xlate that
uses a port in the block is removed.

The main reason for allocating port blocks is reduced logging. The port block allocation is logged, connections
are logged, but xlates created within the port block are not logged. On the other hand, this makes log analysis
more difficult.

Port blocks are allocated in the 1024-65535 range only. Thus, if an application requires a low port number
(1-1023), it might not work. For example, an application requesting port 22 (SSH) will get a mapped port
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Step 1

Step 2

Step 3

within the range of 1024-65535 and within the block allocated to the host. You can create a separate NAT
rule that does not use block allocation for applications that use low port numbers; for twice NAT, ensure the
rule comes before the block allocation rule.

Before you begin
Usage notes for NAT rules:

« You can include the round-robin keyword, but you cannot include extended, flat, include-reserve, or
interface (for interface PAT fallback). Other source/destination address and port information is also
allowed.

« As with all NAT changes, if you replace an existing rule, you must clear xlates related to the replaced
rule to have the new rule take effect. You can clear them explicitly or simply wait for them to time out.
When operating in a cluster, you must clear xlates globally across the cluster.

« For a given PAT pool, you must specify (or not specify) block allocation for all rules that use the pool.
You cannot allocate blocks in one rule and not in another. PAT pools that overlap also cannot mix block
allocation settings. You also cannot overlap static NAT with port translation rules with the pool.

Procedure

(Optional.) Configure the block allocation size, which is the number of ports in each block.
xlate block-allocation size value
The range is 32-4096. The default is 512. Use the “no” form to return to the default.

If you do not use the default, ensure that the size you choose divides evenly into 64,512 (the number of ports
in the 1024-65535 range). Otherwise, there will be ports that cannot be used. For example, if you specify 100,
there will be 12 unused ports.

(Optional.) Configure the maximum blocks that can be allocated per host.
xlate block-allocation maximum-per-host number

The limit is per protocol, so a limit of 4 means at most 4 UDP blocks, 4 TCP blocks, and 4 ICMP blocks per
host. The range is 1-8, the default is 4. Use the “no” form to return to the default.

(Optional.) Enable interim syslog generation.
xlate block-allocation pba-interim-logging seconds

By default, the system generates syslog messages during port block creation and deletion. If you enable interim
logging, the system generates the following message at the interval you specify. The messages report all active
port blocks allocated at that time, including the protocol (ICMP, TCP, UDP) and source and destination
interface and IP address, and the port block. You can specify an interval from 21600-604800 seconds (6 hours
to 7 days).

%ASA-6-305017: Pha-interim-logging: Active protocol block of ports for translation from
real_interfaceireal_host ip to mapped_interface:mapped_ip_address/start_port_num-end_port_num

Example;

ciscoasa(config)# xlate block-allocation pba-interim-logging 21600
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Step 4

Configure Per-Session PAT or Multi-Session PAT .

Add NAT rules that use PAT pool block allocation.
* Object PAT.
nat [(real_ifc,mapped_ifc)] dynamic pat-pool mapped-obj block-allocation

Example:

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_host
host 10.111.10.15
object network src_host
nat (inside,outside) dynamic
pat-pool mapped-pat-pool block-allocation

Twice PAT.

nat [(real_ifc,mapped_ifc)] [line| after-auto [line]] source dynamic real_obj pat-poolmapped-obj
block-allocation

Example:

object network mapped-pat-pool
range 10.100.10.1 10.100.10.2
object network src_network
subnet 10.100.10.0 255.255.255.0
nat (inside,outside) 1 source dynamic src_network
pat-pool mapped-pat-pool block-allocation

Configure Per-Session PAT or Multi-Session PAT

By default, all TCP PAT traffic and all UDP DNS traffic uses per-session PAT. To use multi-session PAT
for traffic, you can configure per-session PAT rules: a permit rule uses per-session PAT, and a deny rule uses
multi-session PAT.

Per-session PAT improves the scalability of PAT and, for clustering, allows each member unit to own PAT
connections; multi-session PAT connections have to be forwarded to and owned by the control unit. At the
end of a per-session PAT session, the ASA sends a reset and immediately removes the xlate. This reset causes
the end node to immediately release the connection, avoiding the TIME_WAIT state. Multi-session PAT, on
the other hand, uses the PAT timeout, by default 30 seconds.

For “hit-and-run” traffic, such as HTTP or HTTPS, per-session PAT can dramatically increase the connection
rate supported by one address. Without per-session PAT, the maximum connection rate for one address for
an IP protocol is approximately 2000 per second. With per-session PAT, the connection rate for one address
for an IP protocol is 65535/average-lifetime.

For traffic that can benefit from multi-session PAT, such as H.323, SIP, or Skinny, you can disable per-session
PAT by creating a per-session deny rule. However, if you also want to use per-session PAT for the UDP ports
used by these protocols, you must create the permit rules for them.
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Before you begin

By default, the following rules are installed:

xlate per-session permit tcp any4 any4
xlate per-session permit tcp any4 any6
xlate per-session permit tcp any6 any4
xlate per-session permit tcp any6 any6
xlate per-session permit udp any4 any4 eq domain
xlate per-session permit udp any4 any6 eq domain
xlate per-session permit udp any6 any4 eq domain
xlate per-session permit udp any6 any6 eq domain

You cannot remove these rules, and they always exist after any manually-created rules. Because rules are
evaluated in order, you can override the default rules. For example, to completely negate these rules, you
could add the following:

xlate per-session deny tcp any4 any4
xlate per-session deny tcp any4 any6
xlate per-session deny tcp any6 any4
xlate per-session deny tcp any6 any6
xlate per-session deny udp any4 any4 eq domain
xlate per-session deny udp any4 any6 eq domain
xlate per-session deny udp any6 any4 eq domain
xlate per-session deny udp any6 any6 eq domain

Procedure

Create a permit or deny per-session PAT rule. This rule is placed above the default rules, but below any other
manually-created rules. Be sure to create your rules in the order you want them applied.

xlate per-session {permit | deny} {tcp | udp} source_ip [operator src_port] destination_ip [operator
dest_port]

For the source and destination IP addresses, you can configure the following:

* host ip_address—Specifies an IPv4 or IPv6 host address.
* ip_address mask—Specifies an IPv4 network address and subnet mask.
* ipv6-address/prefix-length—Specifies an 1Pv6 network address and prefix.

« any4 and any6—any4 specifies only IPv4 traffic; and any®6 specifies any®6 traffic.

The operator matches the port numbers used by the source or destination. The default is all ports. The permitted
operators are:

e [t—Iless than
« gt—greater than
» eq—equal to

* neg—not equal to
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« range—an inclusive range of values. When you use this operator, specify two port numbers, for example,
range 100 200.

Example

The following example creates a deny rule for H.323 traffic, so that it uses multi-session PAT:

hostname(config)# xlate per-session deny tcp any4 209.165.201.7 eq 1720
hostname(config)# xlate per-session deny udp any4 209.165.201.7 range 1718 1719

The following example enables the distribution of SIP across the members of a cluster by permitting
per-session PAT for the SIP UDP port. Per-session PAT is the default for SIP TCP ports, so you do
not need a rule for TCP unless you altered the default rules.

hostname(config)# xlate per-session permit udp any4 any4 eq sip

Static NAT

The following topics explain static NAT and how to implement it.

About Static NAT

Static NAT creates a fixed translation of a real address to a mapped address. Because the mapped address is
the same for each consecutive connection, static NAT allows bidirectional connection initiation, both to and
from the host (if an access rule exists that allows it). With dynamic NAT and PAT, on the other hand, each

host uses a different address or port for each subsequent translation, so bidirectional initiation is not supported.

The following figure shows a typical static NAT scenario. The translation is always active so both real and
remote hosts can initiate connections.

Figure 21: Static NAT
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Static NAT with Port Translation

Static NAT with port translation lets you specify a real and mapped protocol and port.

When you specify the port with static NAT, you can choose to map the port and/or the IP address to the same
value or to a different value.

The following figure shows a typical static NAT with port translation scenario showing both a port that is
mapped to itself and a port that is mapped to a different value; the IP address is mapped to a different value
in both cases. The translation is always active so both translated and remote hosts can initiate connections.

Figure 22: Typical Static NAT with Port Translation Scenario

Static NAT-with-port-translation rules limit access to the destination IP address for the specified port only.
If you try to access the destination IP address on a different port not covered by a NAT rule, then the connection
is blocked. In addition, for twice NAT, traffic that does not match the source IP address of the NAT rule will
be dropped if it matches the destination IP address, regardless of the destination port. Therefore, you must
add additional rules for all other traffic allowed to the destination IP address. For example, you can configure
a static NAT rule for the IP address, without port specification, and place it after the port translation rule.

Note

For applications that require application inspection for secondary channels (for example, FTP and \VolIP),
NAT automatically translates the secondary ports.

Following are some other uses of static NAT with port translation.
Static NAT with I dentity Port Trandation

You can simplify external access to internal resources. For example, if you have three separate servers

that provide services on different ports (such as FTP, HTTP, and SMTP), you can give external users a

single IP address to access those services. You can then configure static NAT with identity port translation
to map the single external IP address to the correct IP addresses of the real servers based on the port they
are trying to access. You do not need to change the port, because the servers are using the standard ones
(21, 80, and 25 respectively). For details on how to configure this example, see Single Address for FTP,
HTTP, and SMTP (Static NAT-with-Port-Translation), on page 235.

Static NAT with Port Trandation for Non-Standard Ports

You can also use static NAT with port translation to translate a well-known port to a non-standard port
or vice versa. For example, if inside web servers use port 8080, you can allow outside users to connect
to port 80, and then undo translation to the original port 8080. Similarly, to provide extra security, you
can tell web users to connect to non-standard port 6785, and then undo translation to port 80.
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