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converting netmask expressions 7-21
DSCP preservation 23-5
dynamic NAT
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dynamic PAT
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See also NAT
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about 3-10
network object NAT 4-14
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See application inspection
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IP impossible packet attack  28-4

IP overlapping fragments attack 28-5
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phone proxy provisioning
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supported for phone proxy
IPSec

anti-replay window  23-13
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about 31-1

configuration 31-7

operating modes 31-3
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traffic flow 31-2

virtual sensors  31-16
IP spoofing, preventing  28-1
IP teardrop attack 28-5
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Java applet filtering 29-4
Java applets, filtering 29-2
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about 23-1

configuring 23-2,23-3
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matching multiple policy maps 1-6
LCS Federation Scenario  19-2
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17-5, 18-6, 19-7, 20-7

licensing requirements
CSC SSM 325
LLQ
See low-latency queue
login
FTP 17-4
low-latency queue

applying 23-2,23-3

management interfaces
default settings 6-8
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guidelines 3-19
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inspection class map 2-4
Layer 3/4 class map 1-12,1-15
media termination address, criteria 16-6
MGCP inspection
about 11-11
configuring 11-11
mgmt0 interfaces
default settings 6-8
Microsoft Access Proxy 19-1

mixed-mode Cisco UCM cluster, configuring for phone
proxy 16-17

MMP inspection 18-1
monitoring

CSCSSM 3213
MPF
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See also class map
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MPLS
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about 3-8
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implementation 3-13
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static NAT 4-11
no proxy ARP 4-15,5-20
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about 3-3
few-to-many mapping 3-6
many-to-few mapping 3-5, 3-6
one-to-many 3-5
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twice NAT 5-18
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about 3-4
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transparent mode 3-11
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twice NAT
about 3-14
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configuring 5-1
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identity NAT 5-21 certificates 16-15

monitoring 5-24 Cisco IP Communicator 16-10

prerequisites  5-2 Cisco UCM supported versions  16-3,17-2
static NAT 5-18 configuring mixed-mode Cisco UCM cluster 16-17
types 3-3 configuring non-secure Cisco UCM cluster 16-15
VPN 3-22 event recovery 16-42
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network object NAT
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IP phone provisioning 16-12
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examples 4-18
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static NAT 4-1
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Linksys routers, configuring 16-27
NAT and PAT requirements 16-8

ports  16-7
rate limiting  16-11
required certificates 16-16
sample configurations 16-44
SAST keys 16-42
TLS Proxy on ASA, described
troubleshooting  16-28
ping
See ICMP
ping of death attack 28-6
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flow within a tunnel 23-12

o policy, QoS 23-1
policy map
object NAT inspection  2-4
See network object NAT Layer 3/4
outbound access lists  6-3 about 1-1
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packet trace, enabling 24-7
PAT

per-session and multi-session  4-16

See dynamic PAT

feature directionality 1-3
flows 1-6
ports
phone proxy 16-7
port translation
about 3-4

prerequisites for use

14-3

Cisco ASA Series Firewall CLI Configuration Guide g



W Index

CSC SSM  32-5
presence_proxy_remotecert 15-15
proxied RPC request attack  28-7
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SIP and 11-18
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QoS
about 23-1,23-3
DiffServ preservation 23-5
DSCP preservation 23-5
feature interaction 23-4
policies  23-1
priority queueing
IPSec anti-replay window  23-13
statistics  23-16
token bucket 23-2
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overview 23-4
viewing statistics 23-16
Quality of Service
See QoS
queue, QoS
latency, reducing 23-9
limit 23-2,23-3

RADIUS
downloadable access lists  7-17
network access authentication 7-7
network access authorization 7-17
RAS, H.323 troubleshooting 11-10
rate limiting  23-3
rate limiting, phone proxy 16-11
RealPlayer 11-15

routed mode
NAT 3-11

routing
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RTSP inspection
about 11-15
configuring 11-14
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SAST keys 16-42

SCCP (Skinny) inspection

about 11-25
configuration 11-2
configuring 11-24
service policy
applying 1-17
default 1-17
interface 1-18
SIP inspection
about 11-18
configuring 11-18
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timeouts 11-24

5

11-19

troubleshooting  11-24
SMTP inspection 10-32

SSCs

management access
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management defaults 31-6

management interface 31-13

password reset  31-24, 32-15

reload 31-25, 32-16
reset 31-25, 32-16
routing  31-10

sessioning to  31-13

shutdown 31-23, 32-17

SSMs
loading an image

management access

30-24, 31-21, 31-23, 32-14
31-4
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statd buffer overflow attack 28-8
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static NAT
about 3-3
few-to-many mapping 3-6
many-to-few mapping 3-5, 3-6
network object NAT  4-11
twice NAT 5-18
static NAT with port translation
about 3-4
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about 12-3
configuring 12-3
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network access authorization 7-14
tail drop 23-3
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sequence number randomization
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Framework 22-13

TCP FIN only flags attack 28-7
TCP Intercept
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failover 22-5
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inspection 22-5
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NAT 225
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overview 27-2
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overview 27-15
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bomb attack 28-7
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