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This preface describes the objectives, audience, organization, and conventions of this guide and describes
related documents that have additional information.

* Objective, on page |

* Audience, on page 1

» Conventions, on page 1

* Safety Warnings, on page 2

* Related Documentation, on page 7

* Searching Cisco Documents, on page 7

This guide provides an overview and explains how to install, connect, and perform initial configuration for
the Cisco ISA 3000 Industrial Security Appliance.

This guide is intended for people who have a high level of technical ability, although they may not have
experience with Cisco software.

\}

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation

set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Conventions

This section describes the conventions used in this guide.
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Note

A

Means reader take note. Notes contain helpful suggestions or references to additional information and material.

Caution

Je

Tip

This symbol means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data

Means the following information will help you solve a problem. The tip information might not be
troubleshooting or even an action, but could be useful information.

Safety Warnings

Warning

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work on an
of the hazards involved with electrical circuitry and be familiar with standard practices for preventing accidents
number provided at the end of each warning to locate its translation in the translated safety warnings that accom
Statement 1071

Waar schuwing

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan veroorzaken. V
apparatuur gaat werken, dient u zich bewust te zijn van de bij elektrische schakelingen betrokken risico's en dien
van de standaard praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus

TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin késittelet laitteistoa
kasittelemiseen liittyvét riskit ja tutustu onnettomuuksien yleisiin ehkéisytapoihin. Turvallisuusvaroitusten kainn
mukana toimitettujen kdénnettyjen turvallisuusvaroitusten joukosta varoitusten lopussa nékyvien lausuntonume

SAILYTA NAMA OHJEET

Attention

IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant entrainer des blesst
corporels. Avant de travailler sur un équipement, soyez conscient des dangers liés aux circuits électriques et fam
procédures couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des avertis
les consignes de sécurité traduites qui accompagnent cet appareil, référez-vous au numéro de 1'instruction situé :
avertissement.

CONSERVEZ CES INFORMATIONS
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Warnung WICHTIGE SICHERHEITSHINWEISE
Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fithren kann. -
Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und den {iblichen Verfahren zur Vorbeugung
Suchen Sie mit der am Ende jeder Warnung angegebenen Anweisungsnummer nach der jeweiligen Uberset:
Sicherheitshinweisen, die zusammen mit diesem Gerét ausgeliefert wurden.
BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA
Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle persone. Prima
apparecchiatura, occorre essere al corrente dei pericoli relativi ai circuiti elettrici e conoscere le procedure st
di incidenti. Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le tra
riportate in questo documento.
CONSERVARE QUESTE ISTRUZIONI

Advar sel VIKTIGE SIKKERHETSINSTRUKSJONER
Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du begynner a ar
ma du vere oppmerksom pa farene forbundet med elektriske kretser, og kjenne til standardprosedyrer for & 1
nummeret i slutten av hver advarsel for & finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte :
TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANCA
Este simbolo de aviso significa perigo. Vocé esta em uma situacdo que podera ser causadora de lesdes corpo
utilizacdo de qualquer equipamento, tenha conhecimento dos perigos envolvidos no manuseio de circuitos e
com as praticas habituais de preven¢do de acidentes. Utilize o niimero da instrucao fornecido ao final de cad
tradug@o nos avisos de seguranca traduzidos que acompanham este dispositivo.
GUARDE ESTAS INSTRUCOES

jAdvertencial INSTRUCCIONES IMPORTANTES DE SEGURIDAD
Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular cualquier equ
de la corriente eléctrica y familiaricese con los procedimientos estandar de prevencion de accidentes. Al fine
encontrara el nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acomy
GUARDE ESTAS INSTRUCCIONES

Varning! VIKTIGA SAKERHETSANVISNINGAR
Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada. Innan du
utrustning maste du vara medveten om farorna med elkretsar och kénna till vanliga forfaranden for att foreb
nummer som finns i slutet av varje varning for att hitta dess 6verséttning i de 6versatta sdkerhetsvarningar s
anordning.
SPARA DESSA ANVISNINGAR

Figyelem FONTOS BIZTONSAGI ELOIRASOK
E;r?m;ly berendezéeslen mu‘nkét ‘\:‘éaglhezt‘e.nle‘gyen " o az ome Mjelolt ord
okozta a; és i jen meg a a é
A kiadva szereplo fi é forditasa a késziilé i
figyelmeztetések koz6tt talalhato; a forditas az egyes figyelmeztetések végén lathato
szam alapjan keresheto meg.
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Aviso

INSTRUCOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situagdo em que ha risco de lesdes corporais. 2
qualquer equipamento, esteja ciente dos riscos que envolvem os circuitos elétricos e familiarize-se com as pratica
de acidentes. Use o numero da declaragdo fornecido ao final de cada aviso para localizar sua tradug¢ao nos avisos d
que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel

VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for legemesbeskadigelse. For du b
udstyr, skal du vaere opmerksom pa de involverede risici, der er ved elektriske kredsleb, og du skal sette dig in
til undgaelse af ulykker. Brug erklaringsnummeret efter hver advarsel for at finde oversattelsen i de oversatte ad
denne enhed.

GEM DISSE ANVISNINGER

s

Tualal! 1 Sihald 51
abaall £t (B Oltluad (53 el e B B i b dnlge 1 (lay 1y ka3 14 pallnl] Gy by
Pl g 5893 2 il Bl Sty Vg Wl 510 559 B g1 Sl a1 lalie

3ol 0 0 B 1 U S 13 a3 S o a0 553 3 syl Gl By
ALy 514 s 43

Upozorenje

VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnast. Nalazite se u situaciji koja moze prouzroditi
tjelesne ozljede. Prije rada s bilo Kojim morate vezane uz
elektriéne skiopove, te biti upoznati sa standardnim naéinima izbjegavanja nesreca. U
prevedenim sigurnosnim upozorenjima, priloZenima uz uredaj, moZete prema broju koji se
nalazi uz pojedino upozerenje pronaci i njegov prijevod.

SACUVAJTE OVE UPUTE

Upozornéni

DULEZITE BEZPECNOSTNI POKYNY

Tento fiujici symbol Euj peéi. Jste v situaci, kterd by mohla zplisobit
nebezpeéi trazu. F'Ied praci na vybaveni si ji
s elektrickymi obvody a seznamte se se drazim.
Podle Gisla na konci kazdého upozornéni vyhledejte lehu preklad v prelozenych

ktera jsou K zafizeni.

USCHOVEJTETYTO POKYNY
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Opomena

BAXHW BESBEJHOCHW HAMNATCTBAJA
CrMBONOT 3a Npepynpesysae 3Ha4YM ONacHocT. Ce Haofare BO CHTyaUMja WITO MoXe Ja
Npeau3BMka TenecHM noapea. Npea Aa paboTHTe Co cnpemMaTa, MaeTe CBECHH 3a PUHKOT WTO

NOCTOM Kaj eNeKTPU4HKTE Kona v TpeGa Aa m nocTanky 3a crpeyl Ha
HECPeKHM Cyuan. MCKOPHCTETE ro GPOJOT HA W3JaBaTa LITO Ce HAOra HA KDAJOT Ha CEKDe
ApenynpesyBatbe 3a Aa o HajAETE HEroBUOT NEPUO/ BO NPeBEfIEHHTE BeIBEAHOCHN
NPEAYNPEYBaH:a WITO C8 UCTIOPAYEHH CO YPEAOT,

UYBAJTE MM OBME HAMATCTBUJA

Ostrzezenie

WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol oznacza Zachodzi sytuacja, ktéra moze
powodowa¢é obrazenia ciata, Przed ieniem do prac przy I nalezy
slez oraz ze
$rodkami zapobiegania wypadkom. Na koncu kazdego ostrzezenia podano numer, ha
podstawie ktérego mozna tego w do

z

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozornenie

DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol sav
situacii s nebezpséenstvam urazu Prsd pracou na akomkolvek vybaveni
si uved p isiace s elektrickymi obvodmi a

¥ p na pr drazom.
Podla &isla rla knnci upozornenia jeho prekiad v
preleZenych bezpeénostnych upozomeniach, ktoré sa priloZené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Opozorilo

Ta naprava mora biti Nikoli ne oz. naprave, ki ni
primerno ozemljena. V primeru, da niste sigurni, ali imate primerno ozemljitev, nemudoma
poklicite servis ali
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Warning

A

When installing the product, please use the provided or designated connection cables/power cables/AC adapters.
Using any other cables/adapters could cause a malfunction or a fire. Electrical Appliance and Material Safety
Law prohibits the use of UL-certified cables (that have the “UL” shown on the code) for any other electrical
devices than products designated by CISCO. The use of cables that are certified by Electrical Appliance and
Material Safety Law (that have “PSE” shown on the code) is not limited to CISCO-designated products.
Statement 371

Warning

A

Read the wall-mounting instructions carefully before beginning installation. Failure to use the correct hardware
or to follow the correct procedures could result in a hazardous situation to people and damage to the system.
Statement 378

Warning

Read the installation instructions before connecting the system to the power source. Statement 1004
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Warning

A

Class 1 laser product. Statement 1008

Warning

A

To avoid electric shock, do not connect safety extra-low voltage (SELV) circuits to telephone-network voltage
(TNV) circuits. LAN ports contain SELV circuits, and WAN ports contain TNV circuits. Some LAN and
WAN ports both use RJ-45 connectors. Use caution when connecting cables. Statement 1021

Warning

A

This equipment must be grounded. Never defeat the ground conductor or operate the equipment in the absence
of a suitably installed ground conductor. Contact the appropriate electrical inspection authority or an electrician
if you are uncertain that suitable grounding is available . Statement 1024

Warning

A

Connect the unit only to DC power source that complies with the safety extra-low voltage (SELV) requirements
in IEC 62368 and IEC 60950 based safety standards. Statement 1033

Warning

A

When installing or replacing the unit, the ground connection must always be made first and disconnected last.
Statement 1046

Warning

A

Do not locate the antenna near overhead power lines or other electric light or power circuits, or where it can
come into contact with such circuits. When installing the antenna, take extreme care not to come into contact
with such circuits, because they may cause serious injury or death. For proper installation and grounding of
the antenna, please refer to national and local codes (for example, U.S.:NFPA 70, National Electrical Code,

Article 810, Canada: Canadian Electrical Code, Section 54). Statement 1052

Warning

A

No user-serviceable parts inside. Do not open. Statement 1073

Warning

A

Installation of the equipment must comply with local and national electrical codes. Statement 1074

Warning

A

Only trained and qualified personnel should be allowed to install, replace, or service this equipment. Statement
1030

Warning

Ultimate disposal of this product should be handled according to all national laws and regulations. Statement
1040
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A

Warning  The covers are an integral part of the safety design of the product. Do not operate the unit without the covers
installed. Statement 1077

A

Warning Hot surface. Statement 1079

A

Warning Intended for installation in a restricted access location.

Related Documentation

* ISA 3000 product page

ASA documentation
» Compatibility Matrix

* Navigating the Cisco ASA Series Documentation

CSM Documentation

Cisco Security Manager Documentation Roadmaps

FirePOWER Documentation

Navigating the Cisco Firepower Documentation

Other Cisco Documentation

» Warranty Information

* Cisco Information Packet, consisting of Cisco Limited Warranty, Disclaimer of Warranty, End User
License Agreement, and United States Federal Communications Commission Notice

* Cisco Support

Searching Cisco Documents

To search an HTML document using a web browser, press Ctrl-F (Windows) or Cmd-F (Apple). In most
browsers, the option to search whole words only, invoke case sensitivity, or search forward and backward is
also available.

To search a PDF document in Adobe Reader, use the basic Find toolbar (Ctrl-F) or the Full Reader Search
window (Shift-Ctrl-F). Use the Find toolbar to find words or phrases within a specific document. Use the
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https://www.cisco.com/c/en/us/support/security/industrial-security-appliance-isa/series.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
http://www.cisco.com/c/en/us/support/security/security-manager/products-documentation-roadmaps-list.html
http://www.cisco.com/c/en/us/td/docs/security/firesight/roadmap/firesight-roadmap.html
http://www.cisco-warrantyfinder.com
http://www.cisco.com/en/US/docs/general/warranty/English/SL3DEN__.html
http://www.cisco.com/en/US/docs/general/warranty/English/SL3DEN__.html
http://www.cisco.com/cisco/web/support/index.html
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. Searching Cisco Documents

Full Reader Search window to search multiple PDF files simultaneously and to change case sensitivity and
other options. Adobe Reader’s online help has more information about how to search PDF documents.
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