	Cisco 8200 Series Secure Routers Software Configuration Guide
	Contents
	Preface
	Objectives
	Important Information on Features and Commands
	Related Documentation
	Document Conventions
	Obtaining Documentation and Submitting a Service Request

	Overview
	Cisco 8200 Series Secure Routers
	Switch between controller and autonomous modes using Cisco CLI
	Switch between controller and autonomous modes using bootstrap configuration files

	Supported modules and features on Cisco 8200 Series Secure Routers
	Licensing for Cisco 8000 Series Secure Routers

	Basic platform configuration
	Default configuration
	Configuring global parameters
	Configuring Gigabit Ethernet interfaces
	Configuring a loopback interface
	Configuring module interfaces
	Dynamic allocation of cores
	Enabling Cisco Discovery Protocol
	Configuring command-line access
	Configuring static routes
	Configuring dynamic routes
	Configuring Routing Information Protocol
	Configuring Enhanced Interior Gateway Routing Protocol

	Enable Auto-Off Port LED
	Enable Blue Beacon LED

	Using Cisco IOS XE Software
	Cisco IOS XE software
	Access the CLI using a directly-connected console
	Connect to the Console Port
	Using the Console Interface

	Use SSH to access console
	Access the CLI from a remote console using Telnet
	Prepare to connect to the device console using Telnet
	Telnet to access a console interface

	Access the CLI from a USB serial console port
	Use keyboard shortcuts
	Use the history buffer to recall commands
	Understand command modes
	Understand diagnostic mode
	Get help
	Find command options: example


	How to use the no and default forms of commands
	Save configuration changes
	Manage configuration files
	Filter output from the show and more commands
	Power off a device
	Find support information for platforms and Cisco software images
	Cisco Feature Navigator
	Software Advisor
	Software Release Notes

	CLI session management
	Information about CLI session management
	Change the CLI session timeout
	Lock a CLI session



	Tamper Detection
	Tamper Detection
	Configure Tamper Detection
	Verify the Tamper Detection events
	Verify events when system is not powered
	Verify events when system is partially or fully powered on

	How to mark the events
	Tamper Detection SYSlog

	Managing the device Using Web User Interface
	Set up factory default device using Web UI
	Basic or advanced mode Setup Wizard
	Configure LAN settings
	Configure primary WAN settings
	Configure secondary WAN settings
	Configure security settings

	Using Web User Interface for day one setup
	Monitor and troubleshoot device Plug and Play (PnP) Onboarding using WebUI

	Console port, Telnet, and SSH handling
	Notes and restrictions for console port, Telnet, and SSH
	Console port
	Console port handling
	Configuring a console port transport map
	View console port and SSH handling Configurations
	Reset button
	Information about reset button functionality
	Prerequisites for enabling the reset button functionality
	Restrictions for reset button in controller mode
	How to enable the password recovery


	Install the software
	Install a software
	ROMMON images
	File systems
	Autogenerated file directories and files
	Flash storage
	Configure the configuration register for autoboot
	How to install and upgrade the software
	Manage and Configure a device to run using a consolidated package
	Manage and configure a consolidated package using copy and boot Commands

	Configure a device to boot the consolidated package via TFTP using the boot command: Example

	Install the software using install commands
	Restrictions
	Information about installing the software using install commands
	Install mode process flow
	Boot the platform in install mode
	One-step installation or converting from bundle mode to install mode
	Three-step installation
	Upgrade in install mode
	Downgrade in install mode
	Terminate a software installation
	Configuration examples for installing the software using install commands
	Troubleshoot software installation using install commands

	Configuring No Service Password-Recovery
	How to enable No Service Password-Recovery


	Interface configuration
	Configure the interfaces
	Configure Gigabit Ethernet interfaces
	Configure the interfaces: Example
	View a list of all interfaces: Example
	View information about an interface


	Support for Security-Enhanced Linux
	Overview
	Prerequisites for SELinux
	Restrictions for SELinux
	Information About SELinux
	Configuring SELinux
	Configuring SELinux (EXEC Mode)
	Configuring SELinux (CONFIG Mode)
	Examples for SELinux
	SysLog Message Reference

	Verifying SELinux Enablement
	Troubleshooting SELinux

	Cisco Thousand Eyes Enterprise Agent Application Hosting
	Cisco ThousandEyes Enterprise Agent Application Hosting
	Feature Information for Cisco ThousandEyes Enterprise Agent Application Hosting

	Supported Platforms and System Requirements
	Workflow to Install and Run the Cisco ThousandEyes Application
	Workflow to Host the Cisco ThousandEyes Application
	Downloading and Copying the Image to the Device
	Connecting the Cisco ThousandEyes Agent with the Controller

	Modifying the Agent Parameters
	Uninstalling the Application
	Troubleshooting the Cisco ThousandEyes Application

	Process health monitoring
	Monitor control plane resources
	Avoid problems through regular monitoring
	Cisco IOS process resources
	Overall Control Plane Resources

	Monitoring hardware using alarms
	Device design and monitoring hardware
	Monitor bootFlash disk
	Approaches for monitoring hardware alarms
	Onsite network administrator responds to audible or visual Alarms
	About audible and visual alarms
	Clear an audible alarm
	Clearing a visual alarm

	View the console or syslog for alarm messages
	Enabling the logging alarm Command
	Examples of alarm messages
	Reviewing and Analyzing Alarm Messages

	Alarm reported through SNMP



	System Messages
	Process management
	How to find error message details

	Trace Management
	Trace Management
	How tracing works
	Configure Packet Tracer with UDF offset

	Tracing levels
	View tracing level
	Set a tracing level
	View the content of the trace buffer
	Example: Use packet trace

	Environmental Monitoring and PoE Management
	Environmental monitoring
	Environmental monitor and report functions
	Environmental monitoring functions
	Environmental reporting functions

	Power supply mode and available PoE

	Configure High Availability
	Cisco High Availability
	Interchassis High Availability
	Bidirectional Forwarding Detection
	Bidirectional Forwarding Detection Offload

	Configure Cisco High Availability
	Configure Interchassis High Availability
	Configure Bidirectional Forwarding
	Configuring BFD Offload

	Verifying Interchassis High Availability
	Verify BFD Offload


	Configure Secure Storage
	Enable Secure Storage
	Disable Secure Storage
	Verify the status of encryption
	Verify the platform identity

	Configure Call Home
	Find feature information
	Prerequisites for Call Home
	Information about Call Home
	Benefits of Call Home
	Obtaining Smart Call Home services
	Anonymous Reporting


	How to configure Call Home
	Configure Smart Call Home (Single Command)
	Configure and Enable Smart Call Home
	Enable and Disable Call Home
	Configure contact information
	Configure destination profiles
	Create a new destination profile
	Copy a destination profile
	Set profiles to anonymous mode

	Subscribe to alert groups
	Periodic notification
	Message severity threshold
	Configure a snapshot command list

	Configure general e-mail options
	Specify rate limit for sending Call Home messages
	Specify HTTP proxy server
	Enable AAA authorization to run IOS commands for Call Home messages
	Configure syslog throttling
	Configure Call Home data privacy
	Send Call Home communications manually
	Send a Call Home Test Message Manually
	Send Call Home alert group messages manually
	Submit Call Home analysis and report requests
	Manually send command output message for one command or a command list


	Configure Diagnostic Signatures
	Information about Diagnostic Signatures
	Diagnostic Signatures
	Prerequisites for Diagnostic Signatures
	Download Diagnostic Signatures
	Diagnostic Signature Workflow
	Diagnostic Signature events and actions
	Diagnostic Signature event detection
	Single event detection
	Multiple event detection

	Diagnostic Signature actions
	Diagnostic Signature variables

	How to configure Diagnostic Signatures
	Configure the Call Home Service for Diagnostic Signatures
	Configure Diagnostic Signatures


	Display Call Home Configuration Information
	Default Call Home settings
	Alert Group trigger events and commands
	Message Contents

	Managing Cisco Enhanced Services and Network Interface Modules
	Information about Cisco Service Modules and Network Interface Modules
	Modules supported
	Network Interface Modules and Enhanced Service Modules
	Download the module firmware
	Install PIMs and NIMs
	Access your module through a console connection or Telnet
	Online insertion and removal
	Prepare for online removal of a module
	Deactivate a module
	Deactivating modules and Interfaces in different command modes
	Reactivate a module
	Verify the deactivation and activation of a module

	Manage modules and interfaces
	Manage module interfaces

	Configuration examples

	Cellular IPv6 address
	Cellular IPv6 Address
	IPv6 Unicast Routing
	Link-Lock address
	Global address
	Configure Cellular IPv6 address



	Radio Aware Routing
	Benefits of Radio Aware Routing
	Restrictions and Limitations
	License Requirements
	System components
	QoS Provisioning on PPPoE Extension Session
	Example: Configure the RAR feature in bypass mode
	Example: Configuring the RAR feature in aggregate mode
	Verify RAR Session Details
	Troubleshoot Radio Aware Routing

	Support for Software Media Termination Point
	Finding feature information
	Information about support for Software Media Termination Point
	Prerequisites for Software Media Termination Point
	Restrictions for Software Media Termination Point
	SRTP-DTMF Interworking
	Restrictions for SRTP-DTMF Interworking
	Supported Platforms for SRTP-DTMF Interworking


	Configuring Support for Software Media Termination Point
	Examples: Support for Software Media Termination Point

	Verifying Software Media Termination Point Configuration
	Feature Information for Support for Software Media Termination Point

	Dying Gasp through Ethernet OAM
	Prerequisites for Dying Gasp Support
	Restrictions for Dying Gasp Support
	Dying Gasp
	Configuring OAMPDU
	Configuring information OAMPDU
	Configuring organization specific OAMPDU


	Virtual DSPs
	Benefits
	Restrictions
	Supported vDSP profiles
	Download vDSP container
	Enable Cisco IOx
	Configure a VirtualPortGroup
	Configure vDSP application
	Install vDSP container
	Uninstall vDSP
	Upgrade or downgrade vDSP
	Verification commands

	Troubleshooting
	Troubleshooting
	Troubleshoot using system reports


	Unsupported commands

