Cisco Umbrella integration

The Cisco Umbrella Integration feature enables cloud-based security service by inspecting the Domain Name
System (DNS) query that is sent to the DNS server through the Cisco 8100 Series Secure Routers. The security
administrator configures policies on the Cisco Umbrella portal to either allow or deny traffic towards the fully
qualified domain name (FQDN). Cisco 8100 Series Secure Routers acts as a DNS forwarder on the network
edge, transparently intercepts DNS traffic, and forwards the DNS queries to the Cisco Umbrella portal.
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Prerequisites for Cisco Umbrella integration

Before you configure the Cisco Umbrella Integration feature on the Cisco 8100 Series Secure Routers, ensure
that the following are met:

* The Cisco 8100 Series Secure Routers has a security K9 license to enable Cisco Umbrella Integration.
* Cisco Umbrella subscription license is available.
» The DNS traffic passed through the Cisco 8100 Series Secure Routers.

» Communication for device registration to the Cisco Umbrella server is through HTTPS. This requires a
root certificate to be installed on the router. To download this certificate directly from a link instead of
pasting it in, you can find the certificate here: https://www.digicert.com/CACerts/
DigiCertSHA2SecureServerCA.crt

Cisco Umbrella integration .


https://www.digicert.com/CACerts/DigiCertSHA2SecureServerCA.crt
https://www.digicert.com/CACerts/DigiCertSHA2SecureServerCA.crt

Cisco Umbrella integration |
. Restrictions for Cisco Umbrella integration

Restrictions for Cisco Umbrella integration

« If an application or host uses IP address directly instead of DNS to query domain names, policy
enforcement is not applied.

» When the client is connected to a web proxy, the DNS query does not pass through the Cisco device. In
this case, the connector does not detect any DNS request and the connection to the web server bypasses
any policy from the Cisco Umbrella portal.

» When the Cisco Umbrella Integration policy blocks a DNS query, the client is redirected to a Cisco
Umbrella block page. HTTPS servers provide these block pages and the IP address range of these block
pages is defined by the Cisco Umbrella portal.

* User authentication and identity is not supported in this release.

* The type A, AAAA, and TXT queries are the only records that are redirected. Other types of query
bypasses the connector. Cisco Umbrella Connector maintains a list of IP address that is known for
malicious traffic. When the Cisco Umbrella roaming client detects the destination of packets to those
addresses, it forwards those addresses to Cisco Umbrella cloud for further inspection.

* Only the IPv4 address of the host is conveyed in the EDNS option.

* A maximum of 64 local domains can be configured, and the allowed domain name length is 100 characters.

Cloud-based security service using cisco Umbrella integration

The Cisco Umbrella Integration feature provides cloud-based security service by inspecting the DNS query
that is sent to the DNS server through Cisco 8100 Series Secure Routers. When a host initiates the traffic and
sends a DNS query, the Cisco Umbrella Connector in Cisco 8100 Series Secure Routers intercepts and inspects
the DNS query. If the DNS query is for a local domain, it forwards the query without changing the DNS
packet to the DNS server in the enterprise network. If it is for an external domain, it adds an Extended DNS
(EDNS) record to the query and sends it to Cisco Umbrella Resolver. An EDNS record includes the device
identifier information, organization ID and client IP. Based on this information, Cisco Umbrella Cloud applies
different policies to the DNS query.

Encrypting the DNS packet

The DNS packet sent from the Cisco 8100 Series Secure Routers to Cisco Umbrella Integration server must
be encrypted if the EDNS information in the packet contains information such as user IDs, internal network
IP addresses, and so on. When the DNS response is sent back from the DNS server, Cisco 8100 Series Secure
Routers decrypts the packet and forwards it to the host.

You can encrypt DNS packets only when the DNScrypt feature is enabled on the Cisco 8100 Series Secure
Routers.

Cisco 8100 Series Secure Routers uses the following Anycast recursive Cisco Umbrella Integration servers:

* 208.67.222.222
* 208.67.220.220
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The Figure 1 describes the Cisco Umbrella Integration topology.
Figure 1: Cisco Umbrella Integration Topology
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Benefits of Cisco Umbrella integration

Cisco Umbrella integration provides security and policy enforcement at DNS level. It enables the administrator
to split the DNS traffic and directly send some of the desired DNS traffic to a specific DNS server (DNS

server located within the enterprise network). This helps the administrator to bypass the Cisco Umbrella
integration.

How to configure Cisco Umbrella connector

Configure the Cisco Umbrella connector

To configure Cisco Umbrella connector, perform these steps:
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SUMMARY STEPS
1. Get the API token from the Cisco Umbrella registration server.
2. Have the root certificate establish the HTTPS connection with the Cisco Umbrella registration server.
Import the root certificate of DigiCert given below into the device using the crypto pki trustpool import
terminal command.
3. Verify that the PEM import is successful. A message is displayed after importing the certificate.
DETAILED STEPS
Procedure

Command or Action

Purpose

Step 1

Get the API token from the Cisco Umbrella registration
server.

Step 2

Have the root certificate establish the HTTPS connection
with the Cisco Umbrella registration server. Import the root
certificate of DigiCert given below into the device using
the crypto pki trustpool import terminal command.

MIIE1DOCA3yoAWIBAGTOAF2- 627Kdci I04tySe+8KTANBkahki GOwWORAQSFADEh
MOswCOYDVOOGEWIVUZEVIVERMGATUECHMYRGLNaUN1 cnQgSWS JMRkwEWYDVOOL ExXB3
d3cuZGLnalN cnQuY2 9t MSAWHG YDVOODERAEAWAR02VyACBHOGI1 YRWGUMOvVACED
QTRAFWOXMzAZMDIRM AWMDBAF WOy MzAZMDgsM ) AMDBAMEORCZATBGNVEAYTALVT
MRUWEWYDVOOKEWKEAIp02VyACB oV Tz BoNVRAMTHKRpZ21 DZXJOTENIQT T
U2ViAXJ1TENLcnZ 1 ci BDQTCCASTWDQY JKoZ ThveNAQFRROADGGEPADCCAQCCHGER
ANyUWIBNWCQWEZATW2480hX1 LEY949v/ cUP6ZCWA1 04 Yok 3wZ tAKC24RmDYXZK83
nf360YSvx6+H/hpzTc8z1 5C1lodTgyuSpnvVIIRIWNIvaMI Tal6yrBvSoXUu3R0bd
KoPDKC55gTDVEWRGEDUlSK-+igdl Tvza,/ PI6rtxcf1UkDOg5BETK v/ TC2rSsd9f
/1d0Uzs1gN2ujkSYs58009rgl /RrKatEp0t YhG2SSAHD2nOLERAT kARFARTdNZGX
kujNVAQ75VE/OVAUUPNC fhCOhKEA UVITR 7ChZc6gai kJTVOX6+quaw9ypzAO+s £0
/RR3WOROKEECS /10C /oW ISCAWEAAACCAVOWgGFMBICAL UdEWER/ WOIMAYRAFSC
AOAWDGYDVROPAQOH,/RAQDAGEAMDQGCCSGAQUFBWERRCYW AKBJgr BOFFBOCWAYYY
aHROcDovI 297 c3RAuZG1naWN1cnQuY2 StMHSGAL UdHWROMHIWNGAT oDOAIWhOJHAG
Ly93 awzLnRoZ215 ZXIOLrNvbS OEANdpQ2VydEASh 2JHoF Jvb3RD0SS ) crGAL
ODOGMIhOAHAGLY Y crwOLIREZ21 ZX JOL NV S EANApQ2Vy dEAS2 THOF Jvb3RD
0S5 cwWPQYDVROGBDYWNDAY BoRVHSAAMCoWKAY TKwYBROUHAGEWHGhOGHBZO1 8v
d3d3LITREZ21 5 ZXJOL NS ODUEMHOYDVROOBBYEFAHAYRyCMAHVIy jnj UY4tCzh
XEniMBSGALUATWOYMBAAFAPEUDVWOUy 7ZvC 4hshwSey PAFVMAOGCSQGS Tb3D0ER
CWUAAA TRAQA) Pt 9107 FCpb Z+Q1 waRMxpOWi OXUVGBCESS +Jt 2L Hg L 4-HidwriNoipl
S5T1PHOO1blyYoi QmSvuh7ZPHL g1 GTUq/ SELFeNazgPl t /yGFUZZgTHOOTDI c1 1GA
BMXWSARNI2SrmBc+cft 1 7gzlockTB+EWohsYF£ZcTEDES8Ls /3HRA0E / 1LKALDAC
21 DIEMEKThOGIM2 1 WZ4 IoBEVLETyyRREJs8s X TENSCp] T5qr8ZD0c0rwAhaPit
CHLAME04IOEV050d8G1G7S5BNO98pVAG zr5S08EIDObt HopY JeS4d60thovVS3oR0
76tJLp07kzQoH3j010rHvdPJbRzeXDLz

Step 3

Verify that the PEM import is successful. A message is
displayed after importing the certificate.

Example

This is the sample configuration:

enable
configure terminal
parameter-map type umbrella global

token AABBAS59A0BDE1485C912AFE472952641001EEECC

exit
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Register the Cisco Umbrella tag .

Register the Cisco Umbrella tag

1. Configure the umbrella parameter map as shown in the previous section.

2. Configure umbrella out onthe WAN interface:

interface gigabitEthernet 0/0/0
umbrella out

3. Configure umbrella in onthe LAN interface:

interface vlan20
umbrella in mydevice_tag

Y

Note For Cisco Cisco 8100 Series Secure Routers, the length of the hostname and umbrella tag should not exceed
49 characters.

4. After you configure umbrella in withatagusing the umbrella in mydevice_ tagcommand,
the Cisco 8100 Series Secure Routers registers the tag to the Cisco Umbrella portal.

5. The Cisco 8100 Series Secure Routers initiates the registration process by resolving api.opendns.com.
You need to have a name server (ip name-server X.x.x.X) and domain lookup (ip domain-lookup) configured
on Cisco 8100 Series Secure Routers to successfully resolve the FQDN.

N

Note  You should configure the umbrella out command before you configure opendns in command.

Registration is successful only when the port 443 is in open state and allows the traffic to pass through the
existing firewall.

Configure Cisco 8100 Series Secure Router as a pass-through server

You can identify the traffic to be bypassed using domain names. In the Cisco 8100 Series Secure Routers,
you can define these domains in the form of regular expressions. If the DNS query that is intercepted by the
Cisco 8100 Series Secure Routers matches one of the configured regular expressions, then the query is bypassed
to the specified DNS server without redirecting to the Cisco Umbrella cloud. This sample configuration shows
how to define a regex parameter-map with a desired domain name and regular expressions:

Device# configure terminal

Device (config) # parameter-map type regex dns_bypass

Device (config) # pattern www.fisco.com
Device (config) # pattern .*engineering.fisco.*

Attach the regex param-map with the umbrella global configuration as shown below:
Device (config) # parameter-map type umbrella global

Device (config-profile) # token AADDDSFF6E510B28921A20C9B98EEEFF
Device (config-profile) # local-domain dns_bypass
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Clear command

clear platform hardware qgfp active feature umbrella datapath stats

The clear platform hardware gfp active feature umbrella datapath stats command clears the Umbrella
connector statistics in datapath.

Device# clear platform hardware qfp active feature umbrella datapath stats
Umbrella Connector Stats Cleared

Troubleshoot the Cisco Umbrella integration

Troubleshoot issues that are related to enabling Cisco Umbrella integration feature using these commands:
+ debug umbrella device-registration
« debug umbreélla config
« debug umbrella dnscrypt

Depending on the OS, run either of these two commands from the client device:

* The nslookup -type=txt debug.umbrella.com command from the command prompt of the Windows
machine

* The nslookup -type=txt debug.umbrella.com command from the terminal window or shell of the Linux
machine

nslookup -type=txt debug.opendns.com 192.0.2.1
Server: 192.0.2.2
Address: 192.0.2.3

Non-authoritative answer:

debug.opendns.com text = "server r6.muml"

debug.opendns.com text = "device 010A826AAABB6C3D"
debug.opendns.com text = "organization id 1892929"
debug.opendns.com text = "remoteip 172.16.0.1"
debug.opendns.com text = "flags 436 0 6040 39FF000000000000000"
debug.opendns.com text = "originid 119211936"
debug.opendns.com text = "orgid 1892929"

debug.opendns.com text = "orgflags 3"

debug.opendns.com text = "actype O"

debug.opendns.com text = "bundle 365396"

debug.opendns.com text = "source 172.31.255.254:36914"
debug.opendns.com text = "dnscrypt enabled (713156774457306E)"

When you deploy the Cisco Umbrella Integration feature:

* [f you use the multiple EDNS options, DNS packets containing EDNS (DNSSEC) will not pass through
the device. For assistance, contact Cisco Technical Support.

« Ifthe WAN interface is down for more than 30 minutes, the device may reload with an exception. Disable
the DNScrypt to stop this exception. For assistance, contact Cisco Technical Support .
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Configuration examples .

Configuration examples

This example shows how to enable Cisco Umbrella integration on Cisco 8100 Series Secure Routers:

Deploy the Cisco Umbrella integration using Cisco prime CLI
templates

You can use the Cisco Prime CLI templates to provision the Cisco Umbrella Integration deployment. The
Cisco Prime CLI templates make provisioning Cisco Umbrella Integration deployment simple.

\}

Note The Cisco Prime CLI templates is supported only on Cisco Prime version 3.1 or later.

To use the Cisco Prime CLI templates to provision the Cisco Umbrella Integration deployment, perform these
steps:

Procedure

Step 1 Download the Cisco Prime templates corresponding to the Cisco IOS XE version running on your system.
Step 2 Unzip the file, if it is a zipped version.

Step 3 From Cisco Prime Web UI, choose Configuration > Templates > Features and Technologies, and then select CL |
Templates (User Defined).

Step 4 Click Import.

Step 5 Select the folder where you want to import the templates and click Select Templates and choose the templates that you
just downloaded.

Step 6 The following Cisco Umbrella Integration templates are available:
» Umbrella—Use this template to provision Umbrella Connector on Cisco 8100 Series Secure Routers.

» Umbrella Cleanup—Use this template to remove previously configured Umbrella Connector on Cisco 8100 Series
Secure Routers.
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