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Read Me First
A\

Note To achieve simplification and consistency, the Cisco SD-WAN solution has been rebranded as Cisco Catalyst
SD-WAN. In addition, from Cisco IOS XE SD-WAN Release 17.12.1a and Cisco Catalyst SD-WAN Release
20.12.1, the following component changes are applicable: Cisco vM anage to Cisco Catalyst SD-WAN
M anager, Cisco vAnalyticsto Cisco Catalyst SD-WAN Analytics, CiscovBond to Cisco Catalyst SD-WAN
Validator, Cisco vSmart to Cisco Catalyst SD-WAN Controller, and Cisco Controllersto Cisco Catalyst
SD-WAN Control Components. See the latest Release Notes for a comprehensive list of all the component
brand name changes. While we transition to the new names, some inconsistencies might be present in the
documentation set because of a phased approach to the user interface updates of the software product.

Related References

* Cisco Catalyst SD-WAN Control Components Compatibility Matrix and Server Recommendations

* Cisco Catalyst SD-WAN Device Compatibility

User Documentation
» User Documentation for Cisco IOS XE Catalyst SD-WAN Release 17

» User Documentation for Cisco SD-WAN Release 20

Communications, Services, and Additional Information

* Sign up for Cisco email newsletters and other communications at: Cisco Profile Manager.

* For information on the latest technical, advanced, and remote services to increase the operational reliability
of your network visit Cisco Services.

» To browse and discover secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco Devnet.

* To obtain general networking, training, and certification titles from Cisco Press Publishers, visit Cisco
Press.
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* To find warranty information for a specific product or product family, visit Cisco Warranty Finder.
* To view open and resolved bugs for a release, access the Cisco Bug Search Tool.

* To submit a service request, visit Cisco Support.

Documentation Feedback

To provide feedback about Cisco technical documentation use the feedback form available in the right pane
of every online document.

Release Notes for Cisco 10S XE Catalyst SD-WAN Devices, Cisco 10S XE Catalyst SD-WAN
Release 17.16.1a

These release notes accompany the Cisco IOS XE Catalyst SD-WAN Release 17.16.1a, which provides Cisco
Catalyst SD-WAN capabilities. They include release-specific information for Cisco Catalyst SD-WAN
Controllers, Cisco Catalyst SD-WAN Validators, Cisco Catalyst SD-WAN Manager, as applicable to Cisco
IOS XE Catalyst SD-WAN devices.

Related Releases

For release information about Cisco Catalyst SD-WAN Control Components, refer to Release Notes for Cisco
SD-WAN Control Components, Cisco Catalyst SD-WAN Control Components Release 20.16.x

What's New for Cisco 10S XE Catalyst SD-WAN Release 17.16.1a
This section applies to Cisco IOS XE Catalyst SD-WAN devices.

Cisco is constantly enhancing the Cisco Catalyst SD-WAN solution with every release and we try and keep
the content in line with the latest enhancements. The following table lists new and modified features we
documented in the Configuration, Command Reference, and Hardware Installation guides. For information
on additional features and fixes that were committed to the Cisco Catalyst SD-WAN solution, see the Resolved
and Open Bugs section in the Release Notes.

Table 1: Cisco 10S XE Catalyst SD-WAN Release 17.16.1a

Feature Description

Cisco Catalyst SD-WAN Getting Started

Expired Certificate |Cisco SD-WAN Manager indicates when devices or Cisco Catalyst SD-WAN Control
Indication and Components have expired certificates.

Quarantine Additionally, you can quarantine all edge devices that have expired certificates.

Quarantine places devices into the staging status. Quarantined devices keep their
control connections to Cisco Catalyst SD-WAN Control Components, but do not
handle data plane traffic.

Cisco Catalyst SD-WAN Systems and I nterfaces

Cellular Module Support for cellular modules on Cisco Cisco Catalyst IR1101, IR1800 and IR18340
Support for Cisco | Rugged Series Routers.

Catalyst Rugged
Series Routers
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Feature Description

Cellular Network This feature allows multiple networks to exist on the same physical network to optimize
Slicing the network for different traffic types.

Cisco ThousandEyes | Extended Support of Cisco ThousandEyes Enterprise agent to additional devices on
Support for Cisco ISR 1100 Series Routers.

Additional Devices
in Cisco ISR 1100
Series Routers

Simplified This feature provides a simplified workflow to easily onboard Cisco ThousandEyes
Workflow for agent and configure tests using Cisco SD-WAN Manager.

Onboarding Cisco

ThousandEyes

Agent and

Configuring Tests

Configure RADIUS | This feature provides increased security by allowing you to configure tenants to send
and TACACS and receive AAA traffic over WAN transport VPN 0 or management VPN 512. For
Servers to Receive | more information, see Configure Remote AAA.

Authentication

Requests Over

Management VPN

512

Support for This feature allows providers to view tenant alarms and events. Multitenancy providers
Multitenancy can enable or disable this feature for each tenant.

Providers to View
Tenant's Alarms and
Events

Support for Remote

This feature provides increased security by allowing you to configure tenants to receive

AAA and Webhook | AAA traffic and webhook notifications over management VPN 512.

Notifications Over

Management VPN

512

Support for Tenant | This feature enables tenants to access their controller-specific restricted information,

to Access to
Controller-Specific
Information

which enhances visibility and simplifies management and troubleshooting within the
Cisco Catalyst SD-WAN network. This improved visibility aids in addressing issues
related to OMP, routing, control connections, and more.

Upstream and
Downstream
Bandwidth
Reference Values

Use the upstream and downstream bandwidth reference values to govern how Cisco
SD-WAN Manager displays interface utilization percentages in charts. The values
also act as configurable thresholds that trigger interface-bw events when a network
interface's utilization exceeds a defined point.

Cisco Catalyst SD-WAN Security

Disabled Weak SSH
Encryption
Algorithms

For better security, certain weak SSH encryption algorithms are disabled by default
on port 22 and port 830 for devices in the Cisco Catalyst SD-WAN overlay.
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Feature

Description

MACsec Support for
Cisco Catalyst
IR1101 and IR1800
Rugged Series
Routers

This feature adds MACsec support for Cisco Catalyst IR1101 and IR1800 Rugged
Series routers.

Unified Logging
Records Include
Logs of Inspect, Pass
or Drop Actions

This feature allows generating log data of inspect, pass, or drop actions about security
connection events when Unified Logging is enabled.

Cisco Catalyst SD-WAN Cloud OnRamp

Cloud OnRamp for
Multicloud

This feature provides a single common dashboard in Cisco SD-WAN Manager that
displays unified information of accounts, gateways, and connections for both cloud
and interconnect providers.

This feature enhances the user experience by helping you identify resources and
monitor each provider's utilization.

Cisco Catalyst SD-WAN Monitor and Maintain

Data Plane CPU and
Memory Utilization

With this feature you can monitor data plane CPU and memory utilization on Cisco
IOS XE Catalyst SD-WAN devices using Cisco SD-WAN Manager.

Energy Management | This feature introduces a new dashboard that displays the Cisco SD-WAN Manager
power utilization, energy usage, device capability, and consumption data.
Multiple Remote With this feature, add multiple remote devices and circuits to view the tunnel health

Devices and Circuits
to View Tunnel
Health

data in the line chart. You can add a maximum of five devices at a time and the tunnel
health data is displayed for each path.

Cisco Catalyst SD-WAN NAT

Mapping of Address
and Port Using
Encapsulation
(MAP-E) with
Transport Locator
(TLOC)

This feature extends the support for IP over Ethernet (IPoE) MAP-E to include TLOC
interfaces. The integration of MAP-E with TLOC allows the device to handle IPv4
traffic efficiently over an IPv6 network.

Support for
Site-Local Failover
for NAT DIA

Support for NAT DIA traffic failover in sites with more than one edge device. The
support for same-site NAT DIA local failover works with NAT44 and NAT66 by
tunneling the traffic from one edge device to another edge device that has NAT DIA
access within a site.

Cisco Catalyst SD-WAN Palicy Groups
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What's New for Cisco 10S XE Catalyst SD-WAN Release 17.16.1a .

Feature Description
Application When you update the reference Protocol Pack, Cisco SD-WAN Manager checks
Compliance whether any protocols in the Protocol Pack introduce name conflicts with currently

defined custom applications. If so, Cisco SD-WAN Manager does not complete the
update of the reference Protocol Pack.

Cloud-Sourced Cloud-sourced applications, derived from the Cisco SD-AVC component, complement
Applications applications from other sources, such as Protocol Packs and custom applications. You
can use cloud-sourced applications in security and centralized policies, and in Cloud
OnRamp for SaaS.

Configure Source | This feature enables configuring source interfaces for High-Speed Logging (HSL) and
Interface for Security | SysLog for security logging in Cisco SD-WAN Manager.

Logging

Enhancements to The following enhancements are introduced with this release:

Segurlty POhCy » Embedded Security is called NGFW in Cisco SD-WAN Manager.
Using Policy Groups
* Create copies of security policy and sub-policy.
* View all configured rules for specific policies in the NGFW policy dashboard.
* For each rule, Clonerule, Add rule on top, and Add rule below options are
added.
Server Label For This feature allows users to configure the High-Speed Logging Source Interface and

High Speed Logging | SysLog Source Interface for security logging based on the security policy level for
Source Interface and | SD-WAN.

External Syslog
Source Interface

Cisco Catalyst SD-WAN Networ k-Wide Path Insight User

Synthetic Traffic With this feature, you can simulate traffic of a trace by replaying a PCAP file.
Packet Capture
Replay

Cisco Managed Cellular Activation

Managed Cellular | Specific pluggable interface modules of Cisco Catalyst IR8140 Heavy Duty Routers
Activation Support |support the Managed Cellular Activation solution.

for Cisco Catalyst
Heavy Duty Routers

Cisco Catalyst SD-WAN Integrations

Cisco Secure Cisco Secure Equipment Access (SEA) is a solution that provides remote access to
Equipment Access | network-connected assets. Assets can include anything reachable by IP address, such
Integration as servers, industrial internet of things (IloT) devices, and so on.

Integration with Cisco Catalyst SD-WAN enables you to use Cisco SD-WAN Manager
to deploy the Cisco SEA solution within a Cisco Catalyst SD-WAN network.
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. Software and Hardware Behavior Changes in Cisco 10S XE Catalyst SD-WAN Release 17.16.x

Feature Description

Third-Party Custom | Cisco SD-WAN Manager supports integration with third-party-developed Cisco I0x
Application applications. These custom applications add functionality to devices that run Cisco
Integration IOSXE Catalyst SD-WAN software.

Software and Hardware Behavior Changes in Cisco 10S XE Catalyst SD-WAN Release 17.16.x

Software and Hardware Behavior Changes in Cisco 10S XE Catalyst SD-WAN Release 17.16.1a

Behavior Change Description
The following show commands are no longer See the show sdwan from-vsmart policy section.
supported:

* show sdwan from-vsmart policy

* show sdwan from-vsmart tag-instances

The range for instanceid in 12vpn sdwan instance | See the L2ZVPN Commands section for more details
command is 1 to 511 and 513 to 65527. about this command.

The Use Custom Commands field does not support | See the Generate Admin-Tech Files section for more
certain OMP and TTM show commands. details.

Configuring services using the allow-service all See the following sections for more details about this
command on Cisco Catalyst SD-WAN Controllers is | command:

only applicable for the following services: bgp, dhcp, . .
dns, https, icmp, netconf, ntp, ospf, sshd, and stun. allow-service command
Note that configuring allow-serviceall overrides any * Configure Adaptive QoS Using the CLI

commands that allow or disallow individual services. « Configure Implicit ACL on Loopback Interfaces
Using CLI

The default OMP hold time is increased to 5400 See the Configure OMP Timers section for more
seconds. details.

Important Notes, Known Behaviors, and Workarounds

Border router requirement for transport gateways

From Cisco IOS XE Catalyst SD-WAN Release 17.16.1a and Cisco Catalyst SD-WAN Control Components
Release 20.16.1, in a network using Multi-Region Fabric, Cisco Catalyst SD-WAN only supports configuring
border routers as transport gateways. It does not support configuring edge routers as transport gateways.

Resolved and Open Bugs for Cisco 10S XE Catalyst SD-WAN Release 17.16.x

This section details all fixed and open bugs for this release. These bugs are available in the Cisco Bug Search
Tool
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Bugs for Cisco 10S XE Catalyst SD-WAN Release 17.16.1a

Resolved Bugs for Cisco 10S XE Catalyst SD-WAN Release 17.16.1a

Identifier Headline

CSCwk42493 Cellular interface in last-resort mode should be admin up, line protocol down.

CSCwh01678 20.12 ISR1100 platform FTM crash with SIG enabled.

CSCwm48459 Software crash with critical process vip_confd_startup sh fault on rp_0_0 (rc=6)

CSCwm50619 Data policy commit failure occurs when export-spread is enabled in Cflowd
configuration.

CSCw;j01917 After Upgrade to 17.9.4a, Cellular Interface IP Address Negotiated mismatching.

CSCwm72748 Crash in OMPd process crashes due to Sig-abort when hitting pthread limit.

CSCwk05354 SD-Routing: Interface flap with auto-neg CLI.

Open Bugs for Cisco 10S XE Catalyst SD-WAN Release 17.16.1a

Identifier Headline

CSCwn32668 L2 traffic go to blackhole due to mac-route originated from blocked node after
power-cycle.

CSCwn26353 BFD sessions via TLOC-Ext do not come up when IPv6 is dynamically changed.

CSCwnl12594 17.16 SIG zscaler ipsec - VPN credentials for primary tunnel not created.

CSCwn45512 Router is reaching the show ip nat translations total limit even with low active NAT
table entries.

CSCwn40906 Router crash observed when optimizing encrypted traffic with DRE.

CSCwm43089 Low throughput with CAT8000V ve CSR1000.

CSCwn48140 Failing to ping to service-side IPv4 interface from remote Cisco IOS XE Catalyst
SD-WAN device with IPv6 tunnel and LTE Cellular.

CSCwn45328 Unable to create unified policy with IPv6 rule when any other rule has AIP with TLS

action decrypt.

CiscoCatalystSD-WAN Control Components CompatibilityMatrixand ServerRecommendations

For compatibility information and server recommendations, see Cisco Catalyst SD-WAN Control Components
Compatibility Matrix and Server Recommendations.

Supported Devices

For device compatibility information, see Cisco Catalyst SD-WAN Device Compatibility.
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