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Read Me First

Related References

• Cisco SD-WAN Controller Compatibility Matrix and Server Recommendations

• Cisco SD-WAN Device Compatibility

User Documentation

Communications, Services, and Additional Information

• Sign up for Cisco email newsletters and other communications at: Cisco Profile Manager.

• For information on the latest technical, advanced, and remote services to increase the operational reliability
of your network visit Cisco Services.

• To browse and discover secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco Devnet.

• To obtain general networking, training, and certification titles from Cisco Press Publishers, visit Cisco
Press.

• To find warranty information for a specific product or product family, visit Cisco Warranty Finder.

• To view open and resolved bugs for a release, access the Cisco Bug Search Tool.

• To submit a service request, visit Cisco Support.

Documentation Feedback

To provide feedback about Cisco technical documentation use the feedback form available in the right pane
of every online document.
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Cisco vAnalytics

Table 1: Feature History

What's NewRelease

Enhancements to Path Recommendations powered
by ThousandEyes WAN Insights. For more
information, see Predictive Networks, on page 23

March 2023
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What's NewRelease

• A Path Analytics tab on the Application 360
page is available to display path-telemetry data
forWebex. The path-telemetry data includes best
path scores across time, the Cisco SD-WAN
scores computed for each paths, the feedback
received by Webex for the paths, and latency
data.

The path-telemetry data for M365 family of
applications (under the Path Analytics tab in the
Application 360 page) is currently available with
Cisco vAnalytics deployments in the Americas
(West and East), Europe and APAC regions.

• Access Cisco vAnalytics from the Cisco
vManage menu (Cisco vManage Release 20.9.2
or later).

• A Sankey chart to display detailed information
about an application flow across various tunnels
for a single site. For more information, see the
Sankey Chart section.

• View application flows over various network
paths for both tunnel and DIA (for Cloud
OnRamp for SaaS-enabled applications). For
more information about circuits paths, see App
Metrics in the Application 360 section.

• View underlay path information and hopmetrics
such as loss and latency. To view underlay path
information in Cisco vAnalytics, youmust enable
the underlay measurement and tracing services
(UMTS) feature in Cisco vManage (Cisco
vManage Release 20.10.1 or later). For more
information about viewing underlay paths, see
App Flow in the Application 360 section.

December 2022

Cisco vAnalytics
4

Cisco vAnalytics



What's NewRelease

• Path Recommendations powered by
ThousandEyes WAN Insights offers proactive
insights into the quality of the current network
paths your applications are taking, and the quality
of alternate recommended paths. The Path
Recommendations feature helps you make
informed decisions so that you can modify your
Cisco SD-WAN policies for a better application
experience.

• A new Path Analytics tab in the Application
360 page is available to display path-telemetry
data for Microsoft 365 (M365) family of
applications. The path-telemetry data includes
best path scores across time, the Cisco SD-WAN
scores computed for each of the paths, the
feedback received by Microsoft for the paths,
and latency data.

• Ability to also generate periodic reports in a CSV
format for offline review in addition to the PDF
format.

• Option to deactivate and re-activate data
processing for an overlay.

August 2022
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What's NewRelease

• Refreshed highly-intuitive graphical interface.

• New status bar showcasing overall health of sites,
applications and circuits, and its change from the
past time period.

• New summary widgets for applications, sites,
and circuits and top users on the main dashboard
to quickly draw attention to problem areas.

• New applications summary and sites summary
dashboards that allow you to drill down to
individual application and site screens to gain
more insights of problem areas.

• Visibility into top applications trends that have
significant rise and drop in their measured QoE
score, usage, loss, latency.

• An aggregated view into count and health of
applications grouped by their application class.

• Usage statistics covering both tunnel and DIA
traffic (for CloudOnRamp enabled applications).

• Ability to generate periodic reports in a PDF
format for offline review.

• Expansion in duration of analytics display for up
to 12 weeks with option to select custom date
range of a maximum of one week.

April 2022

• Overview, on page 7
• Prerequisites , on page 7
• Restrictions , on page 7
• Onboarding Cisco vAnalytics, on page 8
• Access Cisco vAnalytics, on page 8
• Authentication and Authorization, on page 9
• Screen Elements, on page 14
• Overview Dashboard, on page 15
• Site Dashboard, on page 17
• Application Dashboard, on page 17
• Predictive Networks, on page 23
• Reports, on page 25
• Troubleshooting, on page 26
• Appendix, on page 27
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Overview
Cisco vAnalytics is a cloud-based analytics service for Cisco SD-WAN offering comprehensive insights into
application and network performance. The analytics service is available with Cisco DNA Advantage and
Cisco DNA Premier software subscriptions. Cisco vAnalytics collects and stores metadata about traffic flows
in its cloud storage and produces analytics based on this collected data.

Some of the key benefits of Cisco vAnalytics service are:

• Network Visibility: Gain visibility into key network performance metrics, such as loss, latency, jitter,
and availability.

• Application Experience: Assess Quality of Experience (QoE) for applications deployed in data centres
and on cloud.

• Operational Insights: Establish historical benchmarks, identify trends, and correlate application experience
with the underlying network behavior.

• Path Recommendations: Gain insights into the quality of the current network paths your applications are
taking, and the quality of the alternate recommended paths for better application experience.

• Faster Resolution: Lower the mean time to identification (MTTI) of issues with faster root cause isolation.

• Application Flows: Gain insights into application traffic flows over various network paths.

• Top Talkers: Identify top consumers of network bandwidth.

• Reporting: Generate analysis reports for offline review by CIO/CTO/COO and network teams.

Prerequisites
You must configure the following options in Cisco vManage to use Cisco vAnalytics:

• An overlay must be onboarded to Cisco vAnalytics. If an overlay is not onboarded, open a case with
Cisco Technical Assistance Center (TAC).

• Configure app-visibility. See Configure Global Application Visibility.

• Configure the network time protocol (NTP) servers. NTP must be configured to synchronize time on all
the controllers and devices in the Cisco SD-WAN fabric. See Configure NTP using Cisco vManage.

Restrictions
• Statistics for applications flowing through the Direct Internet Access (DIA) exit is displayed only if
Cloud onRamp for SaaS is enabled for those applications.

• To view statistics for custom applications flowing through the DIA exit, enable Cloud onRamp for SaaS
for the custom application. The name of the application list in Cloud onRamp for SaaS must be the same
as the custom application name.

Cisco vAnalytics
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• Cisco vAnalytics accounts for only the egress traffic. Therefore, you may notice variations between
application usage statistics reported by Cisco vManage and the statistics reported by Cisco vAnalytics.

• Cisco vAnalytics provides insights only on sites and circuits that were actively used by application traffic
on the overlay. Insights are not available for unused sites and circuits.

• Cisco vAnalytics provides insights only for traffic passing through the Cisco SD-WAN tunnels or taking
a DIA path (with CoR SaaS Enabled). Non SD-WAN tunnels (SIG Tunnels) are not supported in Cisco
vAnalytics.

• The Path Recommendations feature has limited availability and is available for those who have signed
up for private preview in Americas. Contact your account representative for more details.

Onboarding Cisco vAnalytics
To onboard Cisco vAnalytics for your overlay for the first time, open a case with Cisco Support here:
https://mycase.cloudapps.cisco.com/case. In a multi-tenant deployment, each tenant must be separately
onboarded to Cisco vAnalytics. After your overlay is onboarded to Cisco vAnalytics, enable data collection
in your vManage configuration as described in the respective section below. Refer to Request NewOnboarding
of an Overlay for Cisco vAnalytics, on page 27 section for more details.

• Request New Onboarding of an Overlay for Cisco vAnalytics, on page 27

• Enable Data Collection (Cisco vManage Release 20.3 or later), on page 28

• Enable Data Collection (Cisco vManage Release 20.1 or earlier), on page 29

• Additional Steps to Enable Data Collection on an On-Premises Cisco vManage Instance, on page 29

Access Cisco vAnalytics
Starting from Cisco vManage Release 20.9.2, use the Cisco vManage menu to access Cisco vAnalytics.

From the Cisco vManage menu, choose Analytics. Cisco vAnalytics has the following options to view Cisco
Analytics:

• Overview: View an overall network summary for sites and applications.

• Sites: View into the site availability and usage across the entire network.

• Applications: View of how different applications are performing across an overlay for all sites, and for
a single site.

You can also access Cisco vAnalytics using one of the following URLs based on the location of your Cisco
vAnalytics:

• Americas (West): https://us01.analytics.sdwan.cisco.com/

• Americas (East): https://us02.analytics.sdwan.cisco.com/

• Europe: https://eu01.analytics.sdwan.cisco.com/

• Australia: https://au01.analytics.sdwan.cisco.com

Cisco vAnalytics
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The portal presents analytics in the following categories:

• Overview Dashboard: The Overview Dashboard is displayed when you log in to Cisco vAnalytics. You
can view an overall network summary for sites and applications.

• Application Dashboard: View of how different applications are performing across an overlay for all sites,
and for a single site.

• Site Dashboard: View into the site availability and usage across the entire network.

• Reports: A menu option to schedule executive summary and detailed reports periodically.

Authentication and Authorization
Cisco vAnalytics users can be authenticated using one of the following methods or IDs:

• Cisco CCO ID: The ID that they use to log in to Cisco Software Central

• My Organization ID: The ID defined in and authenticated by their organization's identity provider (IdP)

The organization IdP must support SAML 2.0 or OIDC protocol to interoperate
with Cisco vAnalytics

Note

• Existing Okta ID: The Cisco-assigned Okta ID

Support for login using Cisco-assigned Okta ID has been deprecated, and in some
cases it may still be in use. Cisco recommends such users to transition to using
either your CCO ID or your organization's Id at the earliest.

Note

Authorization with Cisco CCO ID

You can manage user access and operational privileges through Cisco Software Central. Each overlay is
associated with a Virtual Account. To allow a user to access Cisco vAnalytics for a particular overlay, add
the user to the Virtual Account in one of the following capacities:

• Virtual Account Administrator: The user can access all Cisco vAnalytics screens for the overlay. In
addition, the user can configure the IdP to be used for user authentication for the overlay.

• Virtual Account User: The user can access all Cisco vAnalytics screens for the overlay.

Alternatively, you can add a user to a Smart Account. Doing so allows the user to access Cisco vAnalytics
for all Virtual Accounts belonging to the Smart Account. This option of adding a user at the Smart Account
level is especially useful for managed service providers (MSPs) and enterprises managing multiple overlays.
You can add a user to a Smart Account in one of the following capacities:

• Smart Account Administrator: The user can access all Cisco vAnalytics screens for all the overlays. In
addition, the user can view the reports tab and generate reports for anlysis. This user can also configure
the IdP to be used for all the overlays or configure the use of an organization IdP for a particular overlay.

• Smart Account User: The user can access all the Cisco vAnalytics screens for the overlay.

Cisco vAnalytics
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A Smart Account Approver has the same privileges as a Smart Account User.Note

Authorization with Organization ID

When authenticated by their organization's IdP, users are granted access to overlays and operations based on
the default role assigned to them while defining organization IdP on Cisco vAnalytics. Alternatively, user
role can be updated by using the authzCiscovAnalytics attribute on the organization IdP.

Use the following syntax to specify the default role or a value for the authzCiscovAnalytics attribute:
<syntax-version>;<overlay-1>:<role1>[,<role2>][;<overlay-2>:<role1>[,<role2>]]...

Currently, only one version of the syntax is supported and you must specify the syntax version as v1.

You can specify an overlay name and the user privileges for the overlay in the format:
<overlay-1>:<role1>[,<role2>].

• To assign the same privileges to the user for all the overlays, specify the overlay name as *. Further, if
a set of overlays share a part of their name, you can specify the set of the overlays using a combination
of the shared part of the name and the wildcard character *.

If you're configuring the IdP for a single overlay, specify the overlay name as *.

The Cisco Smart Account or Virtual Account administrator must first login to Cisco vAnalytics service using
the Cisco CCO ID. After login, the administrator can view a list of Smart Accounts or Virtual Accounts that
they have access to. The administrator will then be able to define organization IDP against Cisco vAnalytics
for subsequent access through organization ID by users.

If the administrator belongs to more than one Virtual Account, Smart Account, or both, the administrator sees
the Smart Accounts screen. The Smart Accounts screen lists the Smart Accounts and Virtual Accounts to
which the administrator is subscribed. Each Virtual Account represents an overlay network.

The administrator sees theOverview Dashboard page if the administrator belongs to only one Virtual Account
and Smart Account, and therefore, has access to only one overlay. From the Overview Dashboard, you can
access the Smart Accounts screen by clicking View all overlays.

For an overlay, if Cisco vAnalytics has been onboarded, the entry under vAnalytics Status reads Active; if
Cisco vAnalytics is not onboarded, the entry reads New. If Cisco vAnalytics is available for an overlay, you
can launch the Dashboard for overlay by clicking on the overlay or Virtual Account name.

If the vAnalytics Status for an overlay readsNew, but you are aware that Cisco vAnalytics has been onboarded,
verify whether you have logged in using the correct Cisco vAnalytics URL. See Access Cisco vAnalytics, on
page 8 to use one of the URLs based on the location of your Cisco vAnalytics.

Note

To pause data processing for an overlay, click … adjacent to the overlay name and choose Deactivate. When
data processing is paused, the vAnalytics Status reads InActive (Paused). To resume data processing, choose
Activate.

The entry under IDP Server indicates whether your organization's IdP is configured to be used with the
overlay or not (Not Defined).

To configure an IdP for an overlay for which Cisco vAnalytics has been activated, click ... under Actions,
and click Define IDP. For more information on defining the IdP, see Define Organization IdP for Overlays.

Cisco vAnalytics
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Define Organization IdP for Overlays

As an administrator for a Smart Account, you can configure your organization's IdP to be used for authenticating
Cisco vAnalytics users for all or some of the overlays. As an administrator for a Virtual Account or an overlay,
you can configure your organization's IdP to be used for authenticating Cisco vAnalytics users for the overlay.

1. Log in to Cisco vAnalytics.

If this is your first login to Cisco vAnalytics for your overlay, log in with the Cisco CCO ID. The organization
IdP you define for the overlay authenticates and authorizes users in subsequent log-in attempts.

Note

2. If you see the Dashboard, click View all overlays to go to the Smart Accounts screen.

3. Configure your organization's IdP for a Smart Account or the overlay associated with a Virtual Account:

a. To configure your organization's IdP for a Smart Account, click Define IDP.

b. To configure your organization's IdP for a virtual account, hover the mouse pointer over ... under
Actions. Then, click Define IDP.

4. In the Define IDP dialog box, click OIDC IDP or SAML IDP.

a. For an SAML 2.0 IdP, do the following:

Table 2: SAML IdP Properties

Click browse file and upload the SAML 2.0
metadata file to Cisco vAnalytics.

Cisco vAnalytics reads the SAML 2.0 file and
displays the following details:

• IDP Issuer URL

• IDP Single Sign-on URL

• IDP Signature Certificate Expiry (days)

IDP Metadata

Cisco vAnalytics
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Configure a default role for Cisco vAnalytics
users. The default role is used if a role is not
assigned to a user on the IdP.

In addition to specifying a default
role while defining an IDP, you can
manage user access and operational
privileges by defining a
authzCiscovAnalytics attribute for
users on your organization's IdP.

Note

A user can be assigned the following roles:

• The basic role allows a user to access all the
Cisco vAnalytics screens for the overlay
except the Microsoft 365 Cloud OnRamp
screens.

• The o365 role allows a user to access the
Microsoft 365 Cloud OnRamp screens.

You can assign both the basic and o365

roles to an user to enable the user to access
all the Cisco vAnalytics screens for the
overlay.

• The admin role allows a user to access all the
Cisco vAnalytics screens for the overlay. In
addition, the user can also define an IdP for
the overlay.

Default User Role

Specify the domain identifier contained by every
user ID. For example, if user IDs defined on your
organization's IdP have the format
userID@example.com, the common domain
identifier is example.com.

Domain Identifier

b. For an OIDC IdP, do the following:

Cisco vAnalytics
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Table 3: OIDC IdP Properties

Enter the following OIDC properties for your
organization's IdP:

• Client ID

• Client Secret

• Issuer

• Authorization Endpoint

• Token Endpoint

• JWKS Endpoint

• Userinfo Endpoint

IDP Metadata

Configure a default role for Cisco vAnalytics
users. The default role is used if a role is not
assigned to a user on the IdP.

In addition to specifying a default
role while defining an IDP, you can
manage user access and operational
privileges by defining a
authzCiscovAnalytics attribute for
users on your organization's IdP.

A user can be assigned the following
roles:

Note

• The basic role allows a user to
access all the Cisco vAnalytics
screens for the overlay except
the Microsoft 365 Cloud
OnRamp screens.

• The o365 role allows a user to
access theMicrosoft 365 Cloud
OnRamp screens.

You can assign both the basic
and o365 roles to an user to
enable the user to access all the
Cisco vAnalytics screens for
the overlay.

• The admin role allows a user to
access all the Cisco vAnalytics
screens for the overlay. In
addition, the user can also
define an IdP for the overlay.

Default User Role

Cisco vAnalytics
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Specify the domain identifier contained by every
user ID. For example, if user IDs defined on your
organization's IdP have the format
userID@example.com, the common domain
identifier is example.com.

Domain Identifier

c. Click Save.

5. To complete the IdP definition, send the required claims with non-empty values:

a. For an SAML 2.0 IdP, download the IdP metadata file and send the four claims listed in the file.

b. For an OIDC IdP, send the firstName, lastName, and email.

Any users logging in to Cisco vAnalytics after the IdP is configured are redirected to the IdP's page for
authentication.

Manage a Defined Organization IdP

As an administrator for a Smart Account, you can view, modify, or delete the organization IdP defined for
authenticating Cisco vAnalytics users for all or some of the overlays. As an administrator for a Virtual Account
or an overlay, you can view, modify, or delete the organization IdP defined for authenticating Cisco vAnalytics
users for the overlay.

1. Log in to Cisco vAnalytics.

2. If you see the Dashboard, click View all overlays to go to the Smart Accounts screen.

3. To manage a defined IdP, hover the mouse pointer over ... under Actions.

• To view the IdP properties, click View IDP.

• To modify the IdP properties, click Edit IDP.

You can edit only the default user role and domain identifier for a defined IdP. If you need to modify
any other properties, you must delete the IdP definition, and define the IdP again.

• To delete the defined IdP, click Delete IDP.

After you delete the IdP, Cisco vAnalytics users cannot log in using IDs that are defined in and
authenticated by the organization IdP. Any user sessions that are active when the IdP is deleted are
not ended, but subsequent log-in attempts fail.

Screen Elements
Each category has multiple pages which in turn include graphs, tables, aggregate counts, and other such
performance measures.

The graphs use either a bar chart or a line chart. You can click on a bar or a line to view more details. For
example, if you click on a bar representing an application performance measure, you can view more details
about the application.

Cisco vAnalytics
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Some pages include both tables and graphs with a few pre-selected entries. You can uncheck or check up to
a maximum of five entries in the table to view the respective graphs.

The tables may also be sorted by various column fields, from High to Low or Low to High. Additionally,
many of the data points include hyperlinks and you can view additional contextual information by clicking
on the links.

The pages and tabs have the following configurable aspects:

Time Window: Choose the time window for which you wish to view the analytics. The default time period
is the past 12 hours. You can change the time period to the past 24 hours, 7 days, one month or custom range.
While selecting a custom date range, a maximum of one week may be selected at a time.

Filter Options: Use the filter options to narrow your view of analytics to a more granular level. For example,
while viewing application-level analytics, you can apply filters to view the analytics for a particular application
at a specific site.

Sort Order: Use the sort option to sort the entries in a High to Low or Low to High order based on the value
of the chosen count or performance measure.

Alternatively, you can hover the mouse pointer on a column name in the table and click the Up or Down
arrows that appear next to the name to sort table entries in the ascending or descending order of values in the
column.

Rows: By default, tables display a maximum of 25 rows. You may choose to display 10, 50 or 100 rows and
then the pagination option to see more entries in the table.

You can expand a page to fill the screen or download a snapshot of the page by clicking the appropriate button
at the top-right corner of the page.

Cisco vAnalytics supports Google Chrome and Mozilla Firefox.

Overview Dashboard
The Overview Dashboard is the first page you see when you log in to Cisco vAnalytics. The Overview
Dashboard page displays header data for sites, applications, and circuits at an overlay level. The widgets in
the Overview Dashboard provide a top-level view of the performance of the sites, applications, circuits, and
users.

The Overview Dashboard page presents an overall network summary of a selected overlay sites and
applications for analysis. For the selected overlay, all the sites to which the user has access are displayed.

Table 4: Overview Dashboard

DescriptionPage Element

Click to go to the Smart Accounts screen.View All Overlays

Click the drop down list to choose a site or search for
a site.

All Sites

Displays the percentage of sites having high
availability for the selected time range, and the
percentage of change compared to the previous time
range of same duration.

Sites

Cisco vAnalytics
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DescriptionPage Element

Displays the percentage of applications having good
QoE for the selected time range, and the percentage
of change compared to the previous time range of
same duration.

Applications

Displays the percentage of circuits having high
availability for the selected time range, and the
percentage of change compared to the previous time
range of same duration.

Circuits

Sites

The Sites summarywidget includes the total count of sites and their distribution based on percentage availability
(a site's uptime). Thewidget also displays the bottom five sites sorted by their availability and percentage-change
in terms of availability compared to the previous time period of the same duration.

Applications

The Applications summary widget includes the total count of applications and their distribution based on
QoE score of good, fair, and poor. The widget also displays the bottom five applications sorted by the worst
QoE score and the change in QoE values for these five applications, and site wise distribution indicating the
application health for these five applications in terms of QoE score depicted by a bar chart.

Click on an application for more information about sites. The Application 360 page displays where you can
get a site level view of the application, the top sites using the application, its QoE and usage information.

Circuits

The Circuits summary widget includes the total count of circuits and their distribution based on percentage
availability. The widget also displays the bottom five circuits sorted by their availability and percentage-change
in terms of availability compared to the previous time period of the same duration.

Users

The Users widget displays the top users of data in the overlay, the current usage of data and the changes in
the usage of data from the last time period. The top users are tracked by using respective source IP addresses
in the overlay network. The widget also displays the top three applications used by the users, and the data is
ranked by bandwidth.

From the Overview Dashboard page, when you filter by sites, you can get an overview for the selected site.
You can retrieve useful information about a site as to how many applications are running on this site, the
number of devices on the site, the total data usage in the site, the circuits in the site, and the top users of the
site.

The Devices widget displays the list of devices on the site and other relevant information.

From the Overview Dashboard page, click Applications to navigate to the Application Dashboard page
or click Sites to navigate to the Site Dashboard page.
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Site Dashboard
From the Overview Dashboard page, click Sites to navigate to the Site Dashboard. The Site Dashboard
provides a map view of all the sites. Alternatively, you can click the Cisco vAnalytics menu, and choose Sites
to access the Site Dashboard page.

The Site Dashboard page provides visibility into site availability and usage across the entire network for the
selected time period. The Site Dashboard page helps you to view performance of applications on the overlay
from a site perspective. It provides the ability to view overlay performance in terms of sites and provides
insights into how different sites are performing in terms of availability, utilization and by latency and comparing
them to corresponding metrics from previous time period.

You can hover over a specific site to view the site related information, or you can use the table view where
you can view the list all the sites with summary information. Click on a site to drill down and view the
performance metrics for a site.

Application Dashboard
From theOverviewDashboard page, clickApplications to navigate to theApplicationDashboard. Alternatively,
you can click View Details or Applications in the Applications widget.

The Application Dashboard page displays information on how different applications are performing across
an overlay for all sites, and also for a single site.

TheApplication Dashboard gives an overview of Application performance (QoE) for all applications across
an overlay and across all sites, and compares it to other metrics such as overall bandwidth and bandwidth
increase.

The Application Dashboard represents the performance metrics in these widgets:

• Application Experience

• Application Trend Analysis

• QoE Distribution by Application Classes

• Trending Applications

You can also view the metrics in a tabular format.With the tabular format, you can search and view the metrics
for any application.

Application Experience

The Application Experience widget displays utilization details, the number of applications that were good,
fair and poor by counts, and the total volume of traffic. An accordion chart shows top applications by usage
with the color indicating the application health in terms of QoE score. This helps draw attention to the most
critical application performance issues.

To view more information about an application, hover the mouse pointer over a specific application.
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Application Trend Analysis

Click Application Trend Analysis in the Application Experience widget to launch the Application Trend
Analysis widget to view trends of applications for a selected time period in the form of charts.

With Application Trend Analysis widget you can visualize trends of applications from the following
perspectives:

• Plot of numbers of Good/Fair/Poor applications by QoE over a selected time-interval.

• QoE trend-line of top five applications (by bandwidth) over a selected time-interval.

• Ability to specify custom list from the table of applications, where you can select or deselect applications
to view information.

Click on a trend-line to view more details about a selected application. You can view the top applications by
bandwidth usage, ordered High to Low. Hover the mouse pointer on the graph to see the performance measure
values for the applications at a particular time.

Click on an individual application block in the accordion chart to navigate to the Application 360 page to
view more detailed infomation about the application you selected.

Application 360

Click an application in the Application Experience widget to navigate to the Application 360 page.
Alternatively, you can click on an application in Trending Application widget, or on an application in the
page elements listed in the table below, or on any application in the Application widget in the Overview
Summary Dashboard to retrieve the Application 360 page.

TheApplication 360 page gives you a view of a single application performance across all sites with capability
to further drill down to in-depth details about an application at a single site and tunnel.

From the Application 360 page, you can visualize how the QoE for a specific application has changed over
a selected time period. You can use the the Application 360 page to do the following:

• Compare an application’s performance across each sites, showing aggregated counts of Good/Fair/Poor
sites on a map view.

• View the network path taken by an application across time for a single site.

• Viewmetrics of applications across an overlay corresponding to various network Key Performance
Indicators (KPI), with the ability to select specific sites to view loss, latency, jitter, users, and usage per
site.

Table 5: Application 360

DescriptionPage Element

Hover the mouse pointer over a specific site for
information on usage and QoE score. You can switch
from map view to a table view to view additional
information about the application across all sites.

Sites
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DescriptionPage Element

This tab displays information about an application’s
network usage—the network loss, latency, and jitter,
and the count of users using the application for a
single site.

Additionally, this tab displays the circuit used by an
application, and the usage details about a circuit at
different points in time for a single site.

App Metrics

View detailed tunnel-level information for a specific
application. You can view the individual tunnels that
the application used, the usage information, and other
relevant information.

Sankey Chart: A Sankey chart provides detailed
information about an application flow across various
tunnels for a single site. For more information, see
the Sankey Chart section.

View Path Trace: Click this link to view underlay
path information and hop metrics such as loss and
latency for the following scenarios:

• Trace and view the exact paths on demand.

• Trace tunnel paths when triggered by events.

• View historical data for path tunnel paths.

To trace paths and view underlay path
information in Cisco vAnalytics, enable
the underlay measurement and tracing
services (UMTS) feature in Cisco
vManage, and use a Cisco vManage
version Cisco vManage Release 20.10.1
or later.

Note

For more information about the UMTS feature, see
Underlay Measurement and Tracing Services.

App Flow

Displays the top users across different sites by usage,
QoE, KPI metrics for correlation.

Top Users

This tab displays information about the users of an
application, for a single site.

App Users

Sankey Chart

A Sankey chart provides more details about an application flow across various tunnels for a single site, and
helps you understand the application health over various tunnels terminating at the remote sites.

The left side of the chart displays information about the local site and the color, followed by the QoE score.
The right side of the chart displays information about the remote site and color.
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Based on the QoE score, the sites with the top five QoE scores appear in the Site drop-down list. All other
site information is aggregated and displayed in the chart. You can select and display information for up to six
sites.

The Sankey chart displays information for both DIA and non-DIA tunnels. For the DIA tunnel paths, the local
color represents the interface name, and the remote site is displayed as SaaS. A tunnel path without remote
color and site information represents a DIA tunnel path.

To view a tunnel path, click on a node.

Microsoft 365

From Cisco IOS XE Release 17.6.1a Cisco vManage Release 20.6.1, you can enable Microsoft Informed
Network Routing to enable collection of telemetry data for theMicrosoft 365 application suite. For information
on how to enable collection of telemetry data for Microsoft 365 in Cisco vManage, see Enable Application
Feedback Metrics for Office 365 Traffic

The telemetry data for Microsoft 365 applications is displayed on the Path Analytics tab on the Application
360 page.

Path Analytics

The Path Analytics tab displays path telemetry data for theMicrosoft 365 family of applications if the feature
is enabled in Cisco vManage. See Enable Application Feedback Metrics for Office 365 Traffic.

The Path Analytics tab displays path telemetry data for Microsoft 365 family of applications. It includes data
such as best path scores across time, the Cisco SD-WAN scores computed for each path, the feedback received
by Microsoft for the paths, and latency data.

To view the telemetry data for Microsoft 365 applications, perform the following steps:

1. From the Overview Dashboard page, click Applications to navigate to the Application Dashboard
page.

2. From the Applications dashboard page, choose a Microsoft application.

3. Select a site.

The Path Analytics tab displays for the selected site and the Microsoft application.

The Path Analytics tab displays only for theMicrosoft 365 family of applications if the feature is enabled
in Cisco vManage, and the telemetry data is available from Microsoft.

The Path Analytics tab displays the following charts:

Table 6: Path Analytics

DescriptionPage Element

Use the filter to narrow your view of analytics.Filter

Displays the data for comparing different devices
within the same site, across interfaces, and to the
service area that they belong to.

Data Comparison

Displays the best path selected by the device for the
application across time.

Path chart

Cisco vAnalytics
20

Cisco vAnalytics
Application Dashboard

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cor-saas.html#cor-saas-enable-app-feedback-metrics
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cor-saas.html#cor-saas-enable-app-feedback-metrics
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cor-saas.html#cor-saas-enable-app-feedback-metrics


DescriptionPage Element

Displays the score computed by Cisco vAnalytics on
the basis of the feedback from Microsoft. This
feedback is used by the edge devices to determine the
best path.

App Score

Displays the score as received from Microsoft.MSFT App Score (Received)

Displays the volume of traffic on the edge devices.Usage

Displays the loss and latency of the network for
Microsoft applications, as detected by the Cloud
onRamp probes.

Network Telemetry

Displays latency of the traffic, as reported by
Microsoft.

Microsoft Telemetry

Displays latency on the server side and the client side
of the network.

Network Delay

For more information about the Cloud onRamp for SaaS configuration and viewing the metric logs, see the
following sections in the Cloud OnRamp Configuration Guide, Cisco IOS XE Release 17.x:

• Enable Application Feedback Metrics for Office 365 Traffic

• Enable Microsoft to Provide Traffic Metrics for Office 365 Traffic

• View Office 365 Application Logs

Webex

The Path Analytics tab displays for a Webex application if you have enabled Webex telemetry in Cisco
vManage. See Enable Webex Server-Side Metrics.

The Path Analytics tab displays path-telemetry data for Webex applications. It includes data such as best
path scores across time, and the details about Webex traffic from the edge devices and from theWebex server.

To view the telemetry data for Webex, perform the following steps:

1. From the Overview Dashboard page, click Applications to navigate to the Application Dashboard
page.

2. From the Applications dashboard page, choose a Webex application.

3. Select a site.

The Path Analytics tab is displays for a selected site.

The Path Analytics tab displays Webex data if the feature is enabled in Cisco vManage.

The Path Analytics tab displays the following charts:
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Table 7: Path Analytics

DescriptionPage Element

Use the filter to narrow your view of analytics.Filter

Displays the data for comparing different devices
within the same site, across interfaces, and to the
server region that they belong to.

Data Comparison

Displays the best path selected by the device for the
application across time for the selected region.

Path chart

Displays the loss and latency of the network toward
a dedicated Webex device.

Network Telemetry

Displays the volume of Webex traffic per interface
for a region.

Usage

Displays data from the Webex server for the selected
media types. Click a media type to view charts
showing loss, latency, and jitter.

The Resolution Height chart displays the resolution
quality of the video per interface and region.

The Frame Rate chart displays data about the frame
rate.

TheMedia Bit Rate chart displays the data about bits
per second for the selected media type.

Media Type

Displays data from the Webex server for the selected
transport types. Click a transport type to view the
charts showing loss, latency, and jitter.

Transport Type

QoE Distribution by Application Classes

The QoE Distribution by Application Classes widget displays the applications against different classes.
Application classes are broad categories used to group together applications based on their behavior and
network performance requirements. The plot helps identify systemic network and overlay issues that can cause
specific classes of applications to perform poorly in the overlay network. An inconsistent ratio of Poor/Fair/Good
for a specific traffic class could indicate possible policy misconfiguration for that application in the overlay.

Trending Applications

The Trending Applications widget lets you compare top applications that have significant rise and drop in
their measured QoE score, usage, loss, latency.

Applications

The Applications widget displays a table of all applications in an overlay.
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Predictive Networks
Predictive Path Recommendations (PPR) powered by ThousandEyesWAN Insights aligns with Cisco’s vision
of predictive networks. The PPR feature analyses historical data on application traffic flows across various
network paths, applies statistical data models to forecast future network issues, and suggests recommendations
for using alternate path(s) to improve application experience for the end users.

The PPR feature is generally available in regions where ThousandEyes WAN Insights is available. The PPR
feature in Cisco vAnalytics is referred as WAN Insights in ThousandEyes.

Note

Enable Predictive Path Recommendations
To enable the Predictive Path Recommendations feature in Cisco vAnalytics, an overlay must be onboarded
to Cisco vAnalytics.

To activate the PPR feature in Cisco vAnalytics, perform the following steps:

1. On the Cisco vAnalytics dashboard, click Predictive Networks.

For Cisco vManage Release 20.9.2 or later, from theCisco vManagemenu, chooseAnalytics > Predictive
Networks.

2. Click Activate.

This activates the overlay for using the PPR feature. The Activate button is available only if a user with
administrator privileges for Cisco vAnalytics. Otherwise, this button is disabled.

Depending upon the size of your overlay network, the activationmay take up to 48 hours. An email confirmation
is sent from ThousandEyes stating that the Activate action was successfully executed. A second email
confirmation is sent when data is fully onboarded and the PPR feature is ready to use. After onboarding is
complete, you can access the PPR feature from Cisco vAnalytics. In addition, you can access the same feature
from ThousandEyes. The second email includes instructions for how to access ThousandEyes WAN Insights
from ThousandEyes.

The basic functionality of the Predictive Path Recommendations feature is embedded with a Cisco DNA
Advantage+ license (TE-EMBED-WANI) at no extra charge. With this embedded license, you are entitled
to monitor up to six applications or application lists per Cisco SD-WAN fabric.

If the activation fails, an error message is displayed on the page. To resolve the issue, follow the instructions
provided with the error message. If the issue persists, open a TAC case with Cisco support to resolve the issue.

Ensure that you have the appropriate number of Cisco DNA Advantage+ licenses and TE-EMBED-WANI
licenses on your Cisco vAnalytics virtual account. If not, place the licenses in the correct virtual account.

Note
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Use Predictive Path Recommendations
When the activation of the overlay has been completed successfully, Cisco vAnalytics analyses the data and
displays recommendations in the Predictive Networks tab.

To begin using the Predictive Path Recommendations feature:

Alternatively, from the Cisco vManage menu, click Analytics and choose Predictive Networks. (For Cisco
vManage Release 20.9.2 or later)

On the Overview dashboard, click Predictive Networks..

Recommendation Summary Widget

The Recommendations Summary widget provides high-level view of path recommendations of application
groups that are active across all sites, and information about how many sites have the recommendation state
Ready or None.

The Recommendations Summary widget provides details about the following:

• The current path quality, referring to the assessed quality of current network path(s) that the applications
are taking

• The recommended path quality, referring to the quality of the alternate recommended paths

• The number of impacted users.

By default,All Recommendations is selected, and the corresponding recommendations across all application
groupsare displayed in theRecommended Actionswidget. In theRecommendations Summarywidget, you
can choose an application, and the Recommended Actions widget displays the recommendations for that
application.

Click View Details to view all recommendations across sites for the chosen application group.

Recommended Actions Widget

The Recommended Actionswidget provides a detailed view of the path recommendations for various
application groups across all sites.

The Recommended Actions widget displays complete details about the following:

• The recommendation action that includes suggestion for an alternate path

• The qualities of the current path and recommended path with estimated gain

• An estimate of the number of users who are impacted.

Use the search box to filter the information. Use the options in theView by drop-down list to filter information
for your view by application group, gain %, date or by site.

The Recommended Actions widget also provides different provides the following views:

• The default view is the card view to view path recommendations in the form of cards.

• The table view where to view all the sites with summary information in a tabular form.

• The map view to view all the sites and summary information on a map.
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When you click an application group in the Recommendations Summary widget, the corresponding details
of the selected application loads in the Recommended Actions widget as per the view type you have chosen.

ClickView details in theRecommended Actionswidget to viewmore details about a specific recommendation,
an application group at a site, and about path recommendations.

Click Show Path and QoS details to view details of available network paths for individual device pairs, their
respective path qualities, and graphs showing loss, latency, and jitter.

Apply Recommended Actions

The recommendations suggested in the Recommended Actions widget provide an assessment of the likely
gains in path quality benefitting users of the applications. You can use these recommendations to proactively
adjust your application-aware routing policies in Cisco vManage to improve application experience.

Reports
The Reports feature helps you generate periodic reports for all applications and all sites.

You must be a Cisco Plug and Play (PNP) Smart Account Administrator or a Virtual Account Administrator
to use the Reports feature.

Note

1. From the Cisco vAnalytics menu, choose Reports.

2. The Reports page displays a list of generated reports. Click Reports Templates.

The Report Templates page displays different reporting templates for you to choose from. The options
are PDF and CSV formats.

3. Choose PDF or CSV and click Generate.

4. Enter a name for the report and click Next.

5. Choose the scope of the report and click Next.

Choose All Applications or specific applications for which you want to generate the report.

6. Choose a time schedule for the report and click Next.

7. Enter email address of the recipients and click Next.

A confirmation page with the summary of the report displays. You can enter up to five email recipients.
The passkey for the report is available on this page, and also on the final summary page.

8. Click Submit.

After the report is generated, it is sent as a PDF to the recipients over email.

Depending on the file format you have chosen, the report is generated, it is sent as a PDF or a CSV file
to the recipients over email.
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• The PDF and the CSV file is password-protected. Use the passkey available on the Delivery and
Notification page, or on the report's Summary page to unlock the PDF or the CSV report.

• The Executive Summary report is available only in the PDF format and not in the CSV format.

Note

Troubleshooting

Cannot Log in to the vAnalytics Portal

Problem

Unable to log in to the vAnalytics portal.

Possible Causes

The issue may be a lack of privileges in the user's Smart account. It is necessary to have Smart Account admin
or Smart Account user privileges, Virtual Account admin, or Virtual Account user privileges, in order to
access the vAnalytics portal using a Cisco CCO ID.

Solution

If a user does not have access to their organization's Smart account, please contact your Smart account
administrator to provide access to the Smart account. The user can log in once access has been granted.

No Data in vAnalytics

Problem

The vAnalytics portal does not show any data.

Possible Causes

It is possible that the edge devices lack DPI configuration, which prevents them from capturing or exporting
any application-related data.

Solution

To enable DPI on Cisco IOS XE SD-WAN devices, see SD-WAN Application Intelligence Engine Flow.

To enable DPI on Cisco vEdge devices, see app-visibility, flow-visibility.

Some users choose to disable DPI processing Cisco vManage. Disabling DPI processing on Cisco vManage
has no effect on vAnalytics. Statistics are still exported as long as DPI is enabled on the device.
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No Data is Displayed in vAnalytics: DPI Enabled

Problem

vAnalytics portal does not display any data even when DPI is enabled on the edge devices.

Possible Causes

It is possible that the edge devices are only generating DIA traffic and not tunnel traffic.

Solution

The vAnalytics portal displays only site data when tunnel traffic is generated or when DIA traffic is generated
with minimum CoR SaaS enabled for the overlay.

Traffic sent directly to the internet, also referred as DIA, is not displayed in the vAnalytics portal.

Appendix
This section provides details on how to request new Cisco vAnalytics and enable data collection on Cisco
vManage.

• Request New Onboarding of an Overlay for Cisco vAnalytics, on page 27

• Enable Data Collection (Cisco vManage Release 20.3 or later), on page 28

• Enable Data Collection (Cisco vManage Release 20.1 or earlier), on page 29

• Additional Steps to Enable Data Collection on an On-Premises Cisco vManage Instance, on page 29

Request New Onboarding of an Overlay for Cisco vAnalytics
Open a support case with Cisco, https://mycase.cloudapps.cisco.com/case, and provide the following
information:

• Customer Name

• Org Name (as configured on Cisco vManage)

• DNA license type

• Approve metadata collection by vAnalytics: (Yes | No)

When you click Yes, Cisco Data Collection Agent (DCA) and Cisco Data Collection Service (DCS) for
Cisco vManage and Cisco vAnalytics are setup so that Cisco vManage can push the telemetry files to
Cisco vAnalytics for processing which then powers the UI for that overlay or account. When No is
selected the overlay will not be onboarded by Cisco vManage to Cisco vAnalytics.

• Approval date

• Customer e-mail

• Cisco Contact

• Cisco vManage deployment (cloud-hosted | on-prem)
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• Cisco vManage software version

• Cisco vManage Geographic location (country)

• Cisco vManage tenancy (Single-tenant | Multitenant)

• Target edge count on overlay

After receiving this information, Cisco takes approximately 24 to 48 hours to prepare and deploy Cisco
vAnalytics in one of the cloud regions closer to your Cisco vManage location.

Cisco vAnalytics collects metadata about traffic flows, events, activity, and inventory in the Cisco SD-WAN
overlay network to provide analytics about traffic flows, network conditions, and application experience. The
metadata is exported from Cisco vManage to Cisco vAnalytics using secure API at periodic intervals of 30
minutes. The Cisco privacy data sheet describes how Cisco SD-WAN Cloud handles data.

The following are some groups of metadata exported from Cisco vManage to Cisco vAnalytics:

• Device configurations

• Device statistics

• Interface statistics

• Alarm statistics

• Audit logs

• SD-WAN Application Intelligence Engine (SAIE) flow statistics

In Cisco vManage Release 20.7.x and earlier releases, the SAIE flow is called
the deep packet inspection (DPI) flow.

Note

• AppRoute statistics

• SpeedTest results

• URL/AMP filtering data

Enable Data Collection (Cisco vManage Release 20.3 or later)

In a multitenant deployment, a provider admin user must enable cloud services in the provider view.Note

1. From the Cisco vManage menu, choose Administration > Settings.

2. Find Cloud Services and click Edit.

3. For the Cloud Services field, click Enabled.

4. Enter the OTP.

Cisco shares the OTP after creating Cisco vAnalytics.

Cisco vAnalytics
28

Cisco vAnalytics
Enable Data Collection (Cisco vManage Release 20.3 or later)

https://trustportal.cisco.com/c/r/ctp/trust-portal.html?doctype=Privacy%20Data%20Sheet%7CPrivacy%20Data%20Map&prodserv=Cisco%20SD-WAN


If both the Cisco vManage and Cisco vAnalytics are being newly created, Cisco enables Cloud Services
and enters the OTP while configuring the Cisco vManage instance.

If you using Cisco vAnalytics and are upgrading your Cisco vManage to software release 20.3 or later,
open a case with Cisco TAC support to request OTP.

5. Check the vAnalytics check box.

6. Check the I agree... check box.

7. Click Save.

8. Access Cisco vAnalytics using one of the URLs listed in Access Cisco vAnalytics, on page 8.

Enable Data Collection (Cisco vManage Release 20.1 or earlier)
1. From the Cisco vManage menu, choose Administration > Settings.

2. Find vAnalytics and click Edit

3. For the Enable vAnalytics field, click Enabled.

4. Enter SSO Username and SSO Password.

The username and password are not used while collecting data. Enter a dummy username and a password
of your choice.

5. Check the I agree... check box.

6. Click Save.

7. Access Cisco vAnalytics using one of the URLs listed in Access Cisco vAnalytics, on page 8.

Additional Steps to Enable Data Collection on an On-Premises Cisco vManage
Instance

Configure the local firewall to allow outbound communication from Cisco vManage (interface VPN 0) on
port 443 to the destinations in the following table. Choose the appropriate set of destinations based on the
geographic location of your Cisco vAnalytics instance.

DestinationsLocation

https://us-west.dcs.viptela.net (Cisco vManage Release 20.1 or earlier)

https://us01.datagateway.analytics.sdwan.cisco.com (Cisco vManage Release
20.3 or later)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage Release 20.3
or later)

Americas
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https://us-east.dcs.viptela.net (Cisco vManage Release 20.1 or earlier)

https://us02.datagateway.analytics.sdwan.cisco.com (Cisco vManage Release
20.3 or later)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage Release 20.3
or later)

Americas (East)

https://europe.dcs.viptela.net (Cisco vManage Release 20.1 or earlier)

https://eu01.datagateway.analytics.sdwan.cisco.com (Cisco vManage Release
20.3 or later)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage Release 20.3
or later)

Europe

https://au01.datagateway.analytics.sdwan.cisco.com (Cisco vManage Release
20.3 or later)

https://datamanagement-us-01.sdwan.cisco.com (Cisco vManage Release 20.3
or later)

Australia

You can use the cURL -k command from your Cisco vManage CLI to verify reachability to these destinations.
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