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Overview of the Cisco Catalyst SD-WAN Portal
The Cisco Catalyst SD-WAN Portal is a cloud-infrastructure automation tool tailored for Cisco Catalyst
SD-WAN, which provides a quick way to provision, monitor, andmaintain Cisco Catalyst SD-WAN controllers
on public cloud providers.

You can provision the following controllers using the Cisco Catalyst SD-WAN Portal:

• Cisco SD-WAN Manager

• Cisco SD-WAN Validator

• Cisco SD-WAN Controller

Figure 1: Cisco Catalyst SD-WAN Portal Benefits and Operations
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The Cisco Catalyst SD-WAN Portal enforces multi-factor authentication (MFA) by default for the portal
access. You can configure the Cisco Catalyst SD-WAN Portal to use an identity provider (IdP) that lets you
connect any user with any application on any device, using single sign-on (SSO).

Audience

This document is intended for Cisco customers such as service providers, partners, and other end users.

Prerequisites for the Cisco Catalyst SD-WAN Portal
• Purchase a Cisco DNA subscription on the Cisco Commerce Workspace.

• Create or open an existing Smart Account.

• Create a Virtual Account associated with your Smart Account.

• Add the device serial numbers on the Cisco Plug and Play (PnP) Connect portal.

For more information, see Cisco Network Plug and Play Connect Capability Overview.

Benefits of the Cisco Catalyst SD-WAN Portal
• Enables visibility into critical statistics like instance CPU utilization

• Provides a centralized dashboard for real-time monitoring of your Cisco Catalyst SD-WAN overlay
networks

• Includes a wizard-driven interface for easy navigation to the appropriate task in the workflow

• Provides selection of cloud providers with options for specifying geographic locations for primary and
secondary data storage

• Supports secure log in using an IdP for single sign on (SSO) with multi-factor authentication (MFA)

• Supports role-based access control (RBAC)

• Supports provisioning of new overlay networks with custom subnets for on-premises TACACS server
connections to overlays

Smart Accounts and Virtual Accounts
ASmart Account contains the licenses purchased by your organization. A Smart Account is a central repository
where you can view purchased software assets, register, and report software use, and manage licenses across
the entire organization.

For the Cisco Catalyst SD-WAN Portal, Cisco enables access to the Cisco Catalyst SD-WAN Portal Smart
Account administrator. A Smart Account administrator can view and perform operational tasks related to your
controller infrastructure, such as viewing the controllers’ IP addresses and modifying the controllers' IP access
lists. If you do not wish for certain users to receive such access, go to the Manage Smart Account section of
Cisco Software Central, and remove those users as Smart Account administrators, or use the IDP (identity
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https://apps.cisco.com/Commerce/home
https://www.cisco.com/c/dam/en_us/services/downloads/plug-play-connect.pdf
https://software.cisco.com/software/csws/ws/platform/home?locale=en_US


provider) onboarding feature to grant access to the Cisco Catalyst SD-WAN Portal based on the trusted users
in the IDP.

For more information, seeWorkflow for Smart Account and Virtual Accounts for Provisioning the Controllers.

Virtual Accounts are subaccounts within your Smart Account. Virtual Accounts help you organize your Cisco
assets in a way that is logical for your business. You can set up Virtual Accounts by department, product,
geography, or other designation that best fits your company's business model.

A default Virtual Account is created for you. We recommend that you create a dedicated Virtual Account for
creating Cisco Catalyst SD-WAN overlays.

For more information, see Create a Virtual Account Associated with Your Smart Account.

To provision a Cisco Catalyst SD-WAN controller, a Virtual Account must be associated with an offer attribute
that is Cisco Catalyst SD-WAN capable. An Cisco Catalyst SD-WAN-capable attribute is associated with a
Virtual Account when ordering your Cisco DNA cloud license.

When you order Cisco DNA licenses using the enterprise agreement, automatic association of Virtual Accounts
to an SD-WAN-capable attribute is not available. You need to submit a cloud-controller provisioning request
form through the Enterprise Agreement Workspace for the Cisco CloudOps team to provision the controllers.
Contact Cisco Catalyst SD-WAN Technical Support to request that the desired Virtual Account become
available on the Cisco Catalyst SD-WAN Portal. After the desired Virtual Account is available on the Cisco
Catalyst SD-WAN Portal, you can provision the controllers after providing the necessary enterprise agreement
contract information.

Note
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp/access-sdwan-self-service-portal.html#Cisco_Concept.dita_a34e1476-8194-4a17-be53-e1e837268f74
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp/access-sdwan-self-service-portal.html#Cisco_Concept.dita_b9dfe74e-4be0-4b2a-a71f-2176db5da5c0
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