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1 High Availability

Topics:

o Feature history of high availability
« High availability
¢ Control components redundancy

o Affinity on Cisco IOS XE Catalyst
SD-WAN Devices

o Examples for affinity deployments
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Feature history of high availability

Provides feature history information for High availability, including Controller Group Redundancy Management with release
identifiers and a description of redundancy behavior that maintains connectivity using SD-WAN controller groups when
primary controllers are unavailable.

Feature history
Table 1: Feature history

Feature name Release information Description
Controller Group Redundancy Cisco I0S XE Catalyst SD-WAN Cisco I0S XE Catalyst SD-WAN devices
Management Release 17.18.1a ensure consistent connectivity by

connecting to SD-WAN Controllers

Cisco Catalyst SD-WAN Manager specified in their Control Group list.

Release 20.18.1
They maintain redundancy by switching
to alternate SD-WAN Controllers within
or across groups if the primary
controllers become unavailable.

High availability

Describes high availability in enterprise networks, including goals, hardware redundancy, robust network design, and
software mechanisms across control and data planes, with recovery behavior, monitoring intervals, and controller affinity
for scalable, geographically distributed connectivity.

A high availability solution is a feature that

o ensures network services remain resilient to failure
o provides continuous access to network resources by addressing potential causes of downtime, and

o combines hardware redundancy, robust network design, and software mechanisms.

High availability details

The combination of hardware component redundancy with the architecture of the Cisco Catalyst SD-WAN control plane
results in a highly available network, one that continues to operate normally and without interruption when a failure occurs
in one of the redundant control plane components. Recovery from the total failure of a Cisco SD-WAN Controller, Cisco
SD-WAN Validator, or router in the Cisco Catalyst SD-WAN overlay network happens in basically the same way as the
recovery from the failure of a regular router or server on the network: A preconfigured backup component is able to
perform all necessary functions by itself.

In the Cisco Catalyst SD-WAN solution, when a network device fails and a redundant device is present, network operation
continues without interruption. This is true for all Cisco devices, Cisco SD-WAN Validators, Cisco SD-WAN Controllers,
and routers. No user configuration is required to implement this behavior; it happens automatically. The OMP peering
sessions running between Cisco devices ensure that all the devices have a current and accurate view of the network
topology.

Failure recovery occurs on a device-by-device basis.

Cisco SD-WAN | Updated October 14, 2026
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Failurerecovery and redundancy

Recovery from a failure is a function of the time it takes to detect the failure and then repair or recover from it. The Cisco
Catalyst SD-WAN solution provides the ability to control the amount of time to detect a failure in the network. In most
cases, repair of the failure is fairly instantaneous.

A standard best practice in any network setup is to install redundant hardware at all levels, including duplicate parallel
routers and other systems, redundant fans, power supplies and other hardware components within these devices, and
backup network connections. Providing high availability in the Cisco Catalyst SD-WAN solution is no different. A network
design that is resilient in the face of hardware failure should include redundant Cisco SD-WAN Validators, Cisco SD-WAN
Controllers, and routers and any available redundant hardware components.

Recovery from the total failure of a hardware component in the Cisco Catalyst SD-WAN overlay network happens in
basically the same way as in any other network. A backup component has been preconfigured, and it is able to perform
all necessary functions by itself.

In addition to simple duplication of hardware components, the high availability of a Cisco Catalyst SD-WAN network can
be enhanced by following best practices to design a network that is robust in the face of failure. In one such network
design, redundant components are spread around the network as much as possible. Design practices include situating
redundant Cisco SD-WAN Validators and Cisco SD-WAN Controllers at dispersed geographical locations and connecting
them to different transport networks. Similarly, the routers at a local site can connect to different transport networks and
can reach these networks through different NATs and DMZs.

Control plane high availability

The Cisco Catalyst SD-WAN software support for high availability and resiliency in the face of failure is provided both in
the control plane, using the standard DTLS protocol and the proprietary Cisco Catalyst SD-WAN Overlay Management
Protocol (OMP), and in the data plane, using the industry-standard protocols BFD, BGP, OSPF, and VRRP.

The Cisco Catalyst SD-WAN control plane operates in conjunction with redundant components to ensure that the overlay
network remains resilient if one of the components fails. The control plane is built on top of DTLS or TLS connections
between the Cisco devices, and it is monitored by the Cisco Catalyst SD-WAN OMP protocol, which establishes peering
sessions (similar to BGP peering sessions) between pairs of Cisco SD-WAN Controllers and routers, and between pairs
of Cisco SD-WAN Controllers. These peering sessions allow OMP to monitor the status of the Cisco devices and to share
the information among them so that each device in the network has a consistent view of the overlay network. The exchange
of control plane information over OMP peering sessions is a key piece in the Cisco Catalyst SD-WAN high availability
solution:

o Cisco SD-WAN Controllers quickly and automatically learn when a Cisco SD-WAN Validator or a router joins or leaves
the network. They can then rapidly make the necessary modifications in the route information that they send to the
routers.

e Cisco SD-WAN Validator quickly and automatically learn when a device joins the network and when a Cisco SD-WAN
Controller controller leaves the network. They can then rapidly make the necessary changes to the list of Cisco
SD-WAN Controller IP addresses that they send to routers joining the network.

o Cisco SD-WAN Validators learn when a domain has multiple Cisco SD-WAN Controllers and can then provide multiple
Cisco SD-WAN Controller addresses to routers joining the network.

o Cisco SD-WAN Controllers learn about the presence of other Cisco SD-WAN Controllers, and they all automatically
synchronize their route tables. If one Cisco SD-WAN Controller fails, the remaining systems take over management
of the control plane, simply and automatically, and all routers in the network continue to receive current, consistent
routing and TLOC updates from the remaining Cisco SD-WAN Controllers.

A highly available Cisco Catalyst SD-WAN network contains two or more Cisco SD-WAN Controllers in each domain. A

Cisco Catalyst SD-WAN domain can have up to eight Cisco SD-WAN Controllers, and each Cisco I0S XE Catalyst SD-WAN
device, by default, connects to two of them.

Cisco SD-WAN | Updated October 14, 2026
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Data plane high availability

For data plane resiliency, the Cisco Catalyst SD-WAN software implements the standard BFD protocol, which runs
automatically on the secure IPsec connections between routers. These IPsec connections are used for the data plane,
and for data traffic, and are independent of the DTLS or TLS tunnels used by the control plane. BFD is used to detect
connection failures between the routers. It measures data loss and latency on the data tunnel to determine the status of
the devices at either end of the connection.

BFD is enabled, by default, on connections between Cisco I0S XE Catalyst SD-WAN devices and Cisco vEdge devices.
BFD sends Hello packets periodically (by default, every 1 second) to determine whether the session is still operational.
If a certain number of the Hello packets are not received, BFD considers that the link has failed and brings the BFD session
down (the default dead time is 3 seconds). When BFD sessions go down, any route that points to a next hop over that
IPsec tunnel is removed from the forwarding table (FIB), but it is still present in the route table (RIB).

In the Cisco Catalyst SD-WAN software, you can adjust the Hello packet and dead time intervals. If the timers on the two
ends of a BFD link are different, BFD negotiates to use the lower value.

Controller affinity and scale

In the Cisco Catalyst SD-WAN overlay network, all Cisco IOS XE Catalyst SD-WAN devices and Cisco vEdge devices
establish control connections to Cisco SD-WAN Controllers, to ensure that the routers are always able to properly route
data traffic across the network. As networks increase in size, with routers at thousands of sites and with Cisco SD-WAN
Controllers in multiple data centers managing the flow of control and data traffic among routers, network operation can
be improved by limiting the number of Cisco SD-WAN Controllers that a router can connect to. When data centers are
distributed across a broad geography, network operation can also be better managed by having routers establish control
connections only with the Cisco SD-WAN Controllers collocated in the same geographic region.

Establishing affinity between Cisco SD-WAN Controllers and Cisco I0S XE Catalyst SD-WAN devices allows you to control
the scaling of the overlay network, by limiting the number of Cisco SD-WAN Controllers that a Cisco I0S XE Catalyst
SD-WAN device can establish control connections. When you have redundant routers in a single data center, affinity
allows you to distribute the Cisco I0S XE Catalyst SD-WAN device control connections across the Cisco SD-WAN
Controllers.

Similarly, when you have multiple data centers in the overlay network, affinity allows you to distribute the control connections
between edge devices and the Cisco SD-WAN Controller, across all data centers. This way, a Cisco I0S XE Catalyst
SD-WAN device has controller redundancy and data center redundancy. If the link between a Cisco I0S XE Catalyst
SD-WAN device and any one of the data centers goes down, the Cisco SD-WAN Controllers in the other data center are
available to continue servicing the overlay network.

This figure illustrates this scenario, showing three Cisco SD-WAN Controllers in each of the two data centers. Each of
the three Cisco I0S XE Catalyst SD-WAN devices establishes a control connection to one controller in the West data
center and one in the East data center.

@ - g

SD-WAN Manager

369846
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You might think of this scenario as one where there are redundant data centers in the same region of the world, such as
in the same city, province, or country.

For an overlay network that spans a larger geography, such as across continents, you can use affinity so the Cisco 10S
XE Catalyst SD-WAN devices establish control connections with data centers in their geographic region and only connect
to more distant regions should their closer data centers become unavailable.

Configure high availability

Configure high availability on SD-WAN vEdge and cEdge routers using BFD and app-route parameters, then verify BFD
sessions with show commands. This task consolidates configuration and monitoring commands you can run from the
device CLI.

Use device CLI commands to configure high availability and view status on supported SD-WAN routers.

Procedure

1. Configure high availability on a Cisco I0S XE Catalyst SD-WAN device.

Example

bfd

app-route
multiplier number
poll-interval milliseconds

color color
hello-interval milliseconds
multiplier number
pmtu-discovery

2. Use the show sdwan BFD sessions command to display information about the BFD sessions running on the local
Cisco I0S XE Catalyst SD-WAN device.

Control components redundancy

Outlines the redundancy mechanisms for control components, focusing on ensuring continuous operation and failover in
network environments.

Cisco Catalyst SD-WAN Validator redundancy

Describes redundancy for the vBond orchestrator in the Cisco SD-WAN overlay, including its control-plane role, deployment
options, configuration with DNS for high availability, and behavior during failures to ensure devices can join without
affecting data traffic.

A Cisco Catalyst SD-WAN Validator redundancy is a high-availability approach that
e uses multiple orchestrators so one is always available when devices join the network

o supports use of a DNS host name that can resolve to multiple IP addresses so devices try each address sequentially
until a connection is established, and

« does not impact data traffic during a failure because orchestrators do not participate in the data plane.

Cisco SD-WAN | Updated October 14, 2026
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Orchestrator roles
The Cisco SD-WAN Validator performs two key functions in the Cisco Catalyst SD-WAN overlay network:

o Authenticates and validates all Cisco SD-WAN Controllers and routers that attempt to join the Cisco Catalyst SD-WAN
network.

¢ Orchestrates the control plane connections between the Cisco SD-WAN Controllers and routers, thus enabling Cisco
SD-WAN Controller and routers to connect to each other in the Cisco Catalyst SD-WAN network.

The Cisco SD-WAN Validator runs as a VM on a network server.

Having multiple Cisco SD-WAN Validators ensures that one of them is always available whenever a Cisco device such as
a router or a Cisco SD-WAN Controller is attempting to join the network.

Configuration of redundant Cisco Catalyst SD-WAN Validators

A vEdge Cloud router learns that it is acting as a Cisco SD-WAN Validator from its configuration. In the system vbond
configuration command, specify the local IP address of the Cisco SD-WAN Validator and include the local keyword. Other
Cisco I0S XE Catalyst SD-WAN devices use the system vbond configuration command without the local keyword to
specify the IP address or DNS hostname of the Cisco SD-WAN Validator that those devices can connect to in order to
join the overlay network and discover the other control components to establish control connections with

On Cisco SD-WAN Controllers, Cisco SD-WAN Managers and Cisco I0S XE Catalyst SD-WAN devices, when the network
has only a single Cisco SD-WAN Validator, you can configure the Cisco SD-WAN Validator either as an IP address or as
a host name (such as vbond.cisco.com) using the system vbond command. When the network has two or more Cisco
SD-WAN Validators and they must all be reachable, you should use a DNS host name to specify the Cisco Catalyst SD-WAN
Validators. If the DNS name resolves to multiple IP addresses, the Cisco I0S XE Catalyst SD-WAN device tries each Cisco
Catalyst SD-WAN Validator address sequentially until it forms a successful connection.

Note that even if your Cisco Catalyst SD-WAN network has only a single Cisco SD-WAN Validator, it is recommended as
a best practice that you specify a DNS host name rather than an IP address in the system vbond configuration command,
because this results in a scalable configuration. Then, if you add additional Cisco SD-WAN Validators to your network,
you do not need to change the configurations on any of the routers or other devices in your network.

p
@ Note

When configuring redundant Cisco SD-WAN Validators, ensure that:

o If there is an IP host mapping for both public and private IPs of vBond, verify that both private and public IPs exists.
Also, confirm that these IPs are associated with their respective private and public colors.

« Only include IPs that the device can reach over the designated color (internet/public or MPLS/private). If an address
is not reachable, the edge may attempt it and time out, impacting performance.

|\ J

Recovery from a Cisco Catalyst SD-WAN Validator failure

In a network with multiple Cisco SD-WAN Validators, if one of them fails, the other Cisco SD-WAN Validators simply
continue operating and are able to handle all requests by Cisco devices to join the network. From a control plane point
of view, each Cisco SD-WAN Validator maintains permanent DTLS connections to each of the Cisco SD-WAN Controllers
in the network.

Note however, that there are no connections between the Cisco SD-WAN Validators themselves. As long as one Cisco
SD-WAN Validator is present in the domain, the Cisco Catalyst SD-WAN network is able to continue operating without
interruption, because Cisco SD-WAN Controllers and routers are still able to locate each other and join the network.

Cisco SD-WAN | Updated October 14, 2026
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Because Cisco SD-WAN Validators never participate in the data plane of the overlay network, the failure of any Cisco
SD-WAN Validator has no impact on data traffic. Cisco SD-WAN Validators communicate with routers when the routers
are first joining the network. The joining router establishes a transient DTLS connection with a Cisco SD-WAN Validator
to learn the IP address of a Cisco SD-WAN Controller. When the Cisco I0S XE Catalyst SD-WAN device configuration
lists the Cisco SD-WAN Validator address as a DNS name, the router tries each of the Cisco SD-WAN Validators in the
list, one by one, until it is able to establish a DTLS connection. This mechanism allows a router to always be able to join
the network, even after one of a group of Cisco SD-WAN Validators has failed.

Cisco Catalyst SD-WAN Manager server redundancy

Describes the clustering architecture and redundancy capabilities of Cisco SD-WAN Manager servers. This configuration
ensures network management scalability and high availability for overlay network operations.

Provides a centralized network management system that enables configuration, monitoring, and management of Cisco
devices in the overlay network while maintaining redundancy through clustering.

The Cisco SD-WAN Manager cluster consists of the following architectural components:

o Application server: Provides a web server for user sessions, dashboard summaries, and management of network
serial files, certificates, and software upgrades.

« Configuration database: Stores the inventory, state, and configurations for all Cisco I0S XE Catalyst SD-WAN device
s.

o Network configuration system: Stores all configuration information, policies, templates, and certificates.
o Statistics database: Stores statistics information collected from all Cisco devices in the overlay network.
o Message server: Acts as a communication bus among Cisco SD-WAN Manager instances to share data and coordinate
operations.
The Cisco SD-WAN Manager cluster implements an active-active architecture with the following characteristics:

« Independent processing: Each Cisco SD-WAN Manager instance functions as an independent processing node.

o Load balancing: Control sessions between Cisco SD-WAN Manager instances and other controllers are arranged in
a full-mesh topology.

« Database replication: Configuration and statistics databases are replicated across instances and accessible by all
members.

e High availability: Network management services remain fully available if one Cisco SD-WAN Manager instance fails.

Cisco SD-WAN | Updated October 14, 2026
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@ Note
In Cisco SD-WAN Release 20.6.1 and earlier releases, status information is available on the Dashboard > Main
Dashboard page.
. J
N

g
@ Note

Data nodes should be added to the cluster only after a 3-node cluster with compute +data is added.

.

Figure 1: Interaction between Cisco SD-WAN Manager instances
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Cisco Catalyst SD-WAN Controller redundancy

368523

Explains Cisco Catalyst SD-WAN Controller redundancy in a Cisco Catalyst SD-WAN network, including controller
synchronization, policy requirements, load-balanced connections, placement recommendations, and behavior during a

Cisco Catalyst SD-WAN Controller failure.

A Cisco Catalyst SD-WAN Controller redundancy is a control plane high availability design that

o uses two or more Cisco SD-WAN Controllers per Cisco Catalyst SD-WAN domain, and load-balances router connections

when more controllers exist than connection limits.

Cisco SD-WAN | Updated October 14, 2026
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o requires identical control policies on all Cisco SD-WAN Controllers to provide consistent route information to Cisco
I0S XE Catalyst SD-WAN devices.

¢ maintains a full mesh of DTLS or TLS control connections and OMP sessions among Cisco SD-WAN Controllers, with
permanent connections to each of the Cisco SD-WAN Validators and to Cisco I0S XE Catalyst SD-WAN devices and
Cisco vEdge devices.

Cisco Catalyst SD-WAN Controller redundancy details

The Cisco SD-WAN Controllers are the central orchestrators of the control plane. They have permanent communication
channels with all the Cisco devices in the network. Over the DTLS or TLS connections between the Cisco SD-WAN
Controllers and Cisco SD-WAN Validators and between pairs of Cisco SD-WAN Controllers, the devices regularly exchange
their views of the network, to ensure that their route tables remain synchronized. The Cisco SD-WAN Controllers pass
accurate and timely route information over DTLS or TLS connections to Cisco I0S XE Catalyst SD-WAN devices.

A highly available Cisco Catalyst SD-WAN network contains two or more Cisco SD-WAN Controllers in each domain. A
Cisco Catalyst SD-WAN domain can have up to 12 Cisco SD-WAN Controllers, and each router, by default, connects to
two of them. When the number of Cisco SD-WAN Controllers in a domain is greater than the maximum number of controllers
that a domain's routers are allowed to connect to, the Cisco Catalyst SD-WAN software load-balances the connections
among the available Cisco SD-WAN Controllers.

While the configurations on all the Cisco SD-WAN Controllers must be functionally similar, the control policies must be
identical. This is required to ensure that, at any time, all Cisco I0OS XE Catalyst SD-WAN devices receive consistent views
of the network. If the control policies are not absolutely identical, different Cisco SD-WAN Controllers might give different
information to a Cisco I0S XE Catalyst SD-WAN device, and the likely result will be network connectivity issues.

( )

@ Note

To reiterate, the Cisco Catalyst SD-WAN overlay network works properly only when the control policies on all Cisco
SD-WAN Controllers are identical. Even the slightest difference in the policies will result in issues with the functioning
of the network.

g J

To remain synchronized with each other, the Cisco SD-WAN Controllers establish a full mesh of DTLS or TLS control
connections, as well as a full mesh of OMP sessions, between themselves. Over the OMP sessions, the Cisco SD-WAN
Controllers advertise routes, TLOCs, services, policies, and encryption keys. It is this exchange of information that allows
the Cisco SD-WAN Controllers to remain synchronized.

You can place Cisco SD-WAN Controllers anywhere in the network. For availability, it is highly recommended that the
Cisco SD-WAN Controllers be geographically dispersed.

Each Cisco SD-WAN Controller establishes a permanent DTLS connection to each of the Cisco SD-WAN Validators. These
connections allow the Cisco SD-WAN Validators to track which Cisco SD-WAN Controllers are present and operational.
So, if one of the Cisco SD-WAN Controller fails, the Cisco SD-WAN Validator does not provide the address of the
unavailable Cisco SD-WAN Controller to a router that is just joining the network.

To reiterate, the Cisco Catalyst SD-WAN overlay network works properly only when the control policies on all Cisco
SD-WAN Controllers are identical. Even the slightest difference in the policies result in issues with the functioning of the
network.

The Cisco SD-WAN Controllers are the primary controllers of the network. To maintain this control, they maintain permanent
DTLS connections to all the Cisco SD-WAN Validators and Cisco I0S XE Catalyst SD-WAN devices and Cisco vEdge
devices. These connections allow the Cisco SD-WAN Controllers to be constantly aware of any changes in the network
topology. When a network has multiple Cisco SD-WAN Controllers:

o There is a full mesh of OMP sessions among the Cisco SD-WAN Controllers.

e Each Cisco SD-WAN Controller has a permanent DTLS connection to each Cisco SD-WAN Validator.

Cisco SD-WAN | Updated October 14, 2026
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o The Cisco SD-WAN Controllers have permanent TLS or DTLS connections to the Cisco I0S XE Catalyst SD-WAN
devices and Cisco vEdge devices.

If one of the Cisco SD-WAN Controllers fails, the other Cisco SD-WAN Controllers seamlessly take over handling control
of the network. The remaining Cisco SD-WAN Controllers are able to work with Cisco I0S XE Catalyst SD-WAN devices
and Cisco vEdge devices joining the network and are able to continue sending route updates to the routers. As long as
one Cisco SD-WAN Controller is present and operating in the domain, the Cisco Catalyst SD-WAN network may continue
operating without interruption.

Cisco I0S XE Catalyst SD-WAN Device redundancy

Describes redundancy for branch and hub designs in the SD-WAN network, including secure control and data plane
connectivity, synchronized routes via vSmart controllers, and options using multiple routers or multiple tunnel interfaces
to keep traffic flowing during failures.

A redundancy is a deployment approach that

o A branch site can have two or more routers for redundancy.

o A secure control plane connection, via a TLS or DTLS connection, with one or more Cisco SD-WAN Controllers in its
domain, and

o A secure data plane connection with the other routers.

Recovery from a Cisco |0S XE Catalyst SD-WAN Device failure

The Cisco I0S XE Catalyst SD-WAN device is commonly used in two ways in the Cisco Catalyst SD-WAN network: to be
the Cisco Catalyst SD-WAN routers at a branch site, and to create a hub site that branch routers connect to.

A branch site can have two or more Cisco I0S XE Catalyst SD-WAN devices for redundancy.

Because both the routers receive the same routing information from the Cisco SD-WAN Controllers, each one is able to
continue to route traffic if one fails, even if they are connected to different transport providers.

When using Cisco I0S XE Catalyst SD-WAN devices and Cisco vEdge devices in a hub site, you can provide redundancy
by installing two hub routers. The branch routers need to connect to each of the hub routers by using SD-WAN IPsec data
plane tunnels.

You can also have Cisco I0S XE Catalyst SD-WAN device provide redundancy by configuring multiple tunnel interfaces
on a single router. Each tunnel interface can go through the same or different firewalls, service providers, and network
clouds.

The route tables on Cisco I0S XE Catalyst SD-WAN devices and Cisco vEdge devices are populated by OMP routes
received from the Cisco SD-WAN Controllers. For a site or branch with redundant routers, the route tables on both routers
remain synchronized, so if either of the routers fail, the other one continues to be able to route data traffic to its destination.

Affinity on Cisco |OS XE Catalyst SD-WAN Devices

Describes how a router participates in affinity by configuring the vSmart controllers it is allowed to form control connections
with. By default, the system permits two OMP sessions and two control connections per TLOC.

A router affinity is a configuration setting that

« specifies the Cisco SD-WAN Controllers that the router is allowed to establish control connections with, and

o by default permits two OMP sessions and two control connections per TLOC.
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Affinity between Cisco Catalyst SD-WAN Controllersand Cisco |OS XE Catalyst SD-WAN Device

Describes affinity between controllers and edge routers using controller groups. Each controller is placed in a group, and
routers specify groups for control connections to manage network scale and maintain preferred control-plane relationships.

An affinity between Cisco SD-WAN Controllers and Cisco I0S XE Catalyst SD-WAN devices is a network scale mechanism
that

o places each Cisco SD-WAN Controller in a controller group
o lets a Cisco I0S XE Catalyst SD-WAN device specify the controller groups for establishing control connections, and

o uses the controller groups to establish the affinity between Cisco SD-WAN Controllers and Cisco I0S XE Catalyst
SD-WAN devices.

Best practice for configuring affinity

Outlines best practices for configuring affinity and controller groups in Cisco SD-WAN to maximize redundancy, maintain
capacity, and isolate faults across data centers, including list design, hardware parity, tunnel distribution, and operational
recovery.

e In the system controller-group-list command on the Cisco I0S XE Catalyst SD-WAN device, list all the controller
groups that are available in the overlay network. Doing so ensures that all the Cisco SD-WAN Controllers in the overlay
network are available for the affinity configuration, and provides additional redundancy if connectivity to the preferred
group or groups is lost. You can manipulate the number of control connections and their priority with the maximum
number of OMP sessions for the router, the maximum number of control connections for the tunnel, and the controller
groups that the tunnel should not use as the preferred group (exclude-controller-group-list command).

Listing all controller groups in the system controller-group-list command provides an additional layer of redundancy
in situations where the Cisco I0S XE Catalyst SD-WAN device site is experiencing connectivity problems with the
Cisco SD-WAN Controllers in the controller group list.

To illustrate, consider a network with three controller groups (1, 2, and 3), and in which the controller group list on
a Cisco 10S XE Catalyst SD-WAN device includes only groups 1 and 2 as preferred groups. In this scenario, if the
router learns from the Cisco SD-WAN Validator that the Cisco SD-WAN Controllers in groups 1 and 2 are operational,
but the router is unable to establish a connection to either device, it loses connectivity to the overlay network. However,
if the controller group list contains all three controller groups and group 3 is set up as a less preferred (excluded)
group, the router still normally prefers groups 1 and 2, but would fall back and connect to the controllers in group 3
if it cannot connect to group 1 or group 2.

The controller groups listed in the exclude-controller-group-list command must be a subset of the controller groups
configured for the entire router, in the system controller-group-list command.

When a data center has multiple Cisco SD-WAN Controllers that use the same controller group identifier, and when
the overlay network has two or more data centers, it is recommended that the number of Cisco SD-WAN Controllers
in each of the controller groups be the same. For example, if Data Center 1 has three Cisco SD-WAN Controllers, all
with the same group identifier (let's say, 1), Data Center 2 should also have three Cisco SD-WAN Controllers, all with
the same group identifier (let's say, 2), and any additional data centers should also have three Cisco SD-WAN
Controllers.

When a data center has Cisco SD-WAN Controllers in the same controller group, the hardware capabilities—specifically,
the memory and CPU-on all the Cisco SD-WAN Controllers should be identical. More broadly, all the Cisco SD-WAN
Controllers in the overlay network, whether in one data center or in many, should have the same hardware capabilities.
Each Cisco SD-WAN Controller should have equal capacity and capability to handle a control connection from any
of the Cisco I0S XE Catalyst SD-WAN devices in the network.

« When a router has two tunnel connections and the network has two (or more) data centers, configure one tunnel
interface to go to one data center and the other to the second. This configuration provides Cisco SD-WAN Controller
redundancy with the minimum number of OMP sessions.
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o Whenever possible in your network design, leverage affinity configurations to create fault-isolation domains.

o After affinity reconfiguration, controllers that were previously overloaded may continue to experience persistently
high memory utilization. Reboot such overloaded controllers, one at a time, to recover from memory overload. The
rebalancing requires a reload of the Cisco SD-WAN Controller node.

Configure controller group identifier on Cisco Catalyst SD-WAN Controllers

Configure controller group identifiers so controllers participate in affinity and provide redundancy or preference within a
data center. Configure a numeric ID from 0 to 100 to define membership and control-connection behavior.

To participate in affinity, each Cisco SD-WAN Controller must be assigned a controller group identifier.

For Cisco SD-WAN Controllers in the same data center, they can have the same controller group identifier or different
identifiers.

Procedure

Configure the controller group identifier.

Example
vSmart (config) #system controller-group-id number

The identifier number can be from 0 through 100.
If... Then...

If the Cisco SD-WAN Controllers have the same controller a Cisco I0S XE Catalyst SD-WAN device establishes a

group identifier control connection to any one of them. If that Cisco
SD-WAN Controller becomes unreachable, the router simply
establishes a control connection with another one of the
controllers in the data center. As an example of how this
might work, if one Cisco SD-WAN Controller becomes
unavailable during a software upgrade, the Cisco I0S XE
Catalyst SD-WAN device immediately establishes control
connections and an OMP session with another Cisco
SD-WAN Controller, and the router's network operation is
not interrupted. This network design provides redundancy
among Cisco SD-WAN Controllers in a data center.
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If... Then...

If the Cisco SD-WAN Controllers have different controller a Cisco I0S XE Catalyst SD-WAN device can use one

group identifiers controller as the preferred and the other as backup. As an
example of how this might work, if you are upgrading the
Cisco SD-WAN Controller software, you can upgrade one
controller group at a time. If a problem occurs with the
upgrade, a Cisco I0S XE Catalyst SD-WAN device
establishes control connections and an OMP session with
the Cisco SD-WAN Controllers in the second, backup
controller group, and the router's network operation is not
interrupted. When the Cisco SD-WAN Controller in the first
group again becomes available, the Cisco I0OS XE Catalyst
SD-WAN device switches its control connections and OMP
session back to that controller. This network design, while
offering redundancy among the Cisco SD-WAN Controllers
in a data center, also provides additional fault isolation.

Configure Cisco Catalyst SD-WAN Controller groups

Configure system-wide controller group identifiers and optional tunnel-specific exclusions to control which controllers
your router can establish control connections with. Configure on vEdge and cEdge using system controller-group-list and
tunnel-interface exclude-controller-group-list commands.

Set which controller groups the router can connect to by defining a system-wide list of group identifiers and, if needed,
excluding specific groups per tunnel interface to control control-plane connectivity behavior.

Configuring the Cisco SD-WAN Controllers that the router is allowed to establish control connections is a two-part process:

o At the system level, configure a single list of the controller group identifiers that are present in the overlay network.

o For each tunnel interface, you can choose to restrict which controller group identifiers the tunnel interface can establish
control connections with. To do this, configure an exclusion list.

At a system level, configure the identifiers of the Cisco SD-WAN Controller groups:
Before you begin

Follow these steps to configure controller groups and optional tunnel-interface exclusions:

Procedure

1. Configure the system controller-group list.

Example
ISR4331 (config) #system controller-group-list numbers
List the Cisco SD-WAN Controller group identifiers that any of the tunnel interfaces on the Cisco I0S XE Catalyst

SD-WAN device might want to establish control connections with. It is recommended that this list contain the identifiers
for all the Cisco SD-WAN Controller groups in the overlay network.

2. Configure the tunnel interface exclude-controller-group list.
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Example

ISR4331 (config-interface-GigabitEthernets0/0/1) #tunnel-interface
exclude-controller-group-list numbers

If you want a specific tunnel interface to establish control connections to only a subset of all the Cisco SD-WAN
Controller groups, configure the group identifiers to exclude:

This command lists the identifiers of the Cisco SD-WAN Controller groups that this particular tunnel interface should
not establish control connections with, when a Cisco SD-WAN Controller is available in configured controller groups.
Ensure that the controller groups in this list are a subset of the controller groups that are configured with the system
controller-group-list command.

3. Verify the configured controller groups.

To display the controller groups configured on a Cisco I0S XE Catalyst SD-WAN device, use the show sdwan
running-config system command.

Configure the maximum number of control connections

Configure the maximum number of control connections per tunnel interface by setting the system-wide maximum OMP
sessions (MOS) and, when required, a per-interface limit. Configure values to align with controller connectivity needs
and verify counts and peers using show commands.

Configure device-wide and per-interface limits so that tunnel interfaces establish only the intended number of control
connections to controllers, aligning control-plane scale and behavior with operational requirements.

« Limit control connections using MOS at the system level and, if needed, MCC at the tunnel-interface level.
By default, the maximum number of control connections that each tunnel interface can establish is the same as the

maximum number of OMP sessions that is configured on the Cisco I0S XE Catalyst SD-WAN device. The default value
for Maximum OMP sessions (MOS) is 2.

Configuring the maximum number of control connections for a tunnel interface for a Cisco I0S XE Catalyst SD-WAN device
is a two-part process:

o At the system level, configure the MOS that the Cisco IOS XE Catalyst SD-WAN device can establish to Cisco SD-WAN
Controllers.

o If a tunnel interface needs to connect to a different number Cisco SD-WAN Controllers than the configured MOS
value, configure the maximum number of control connections that the tunnel can establish to Cisco SD-WAN Controllers,
Effectively, the maximum number of control connections a tunnel interface in a Cisco I0S XE Catalyst SD-WAN device
can establish is determined by the following formula:
Max Control Connections for tunnel interface in VPN 0 = MIN(MOS, MCC)
A Cisco I0S XE Catalyst SD-WAN device establishes OMP sessions as follows:
¢ The device, not the individual tunnel interfaces, establishes OMP sessions with Cisco SD-WAN Controllers.
o When different tunnel interfaces on a router connect to the same Cisco SD-WAN Controller, the device creates a
single OMP session with the Cisco SD-WAN Controller and the different tunnel interfaces use this single OMP session.
Before you begin

Follow these steps to configure the maximum number of control connections:
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Procedure

1. Modify the maximum number of OMP sessions.

To modify the maximum number of OMP sessions, enter this command:

Example

Device (Config)# system max-omp-sessions number

2. Modify the maximum number of control connections for a tunnel interface.

p
@ Note

When each tunnel interface connects to the same set of Cisco SD-WAN Controllers, a Cisco I0S XE Catalyst SD-WAN
device has the total number of OMP sessions equal to the configured maximum number of OMP sessions. However,
if each tunnel interface connects to a different Cisco SD-WAN Controller (because of an excluded controller list),

the total number of OMP sessions on the device is higher than the configured maximum number of OMP sessions,

Use the following command to modify the maximum number of control connections for a tunnel interface:

Device (config) #sdwan interface interface-name tunnel-interface
max-control-connections number

. J

The number of control connections can be from 0 through 100. The default value is the maximum number of OMP
sessions that is configured with the system max-OM P-sessions command.

p
Note

If Max Control Connections (MCC) is not configured on a tunnel interface, its default value is the same as the MOS
value.

|\ J

3. Display the number of control connections for each tunnel interface.

To display the actual number of control connections for each tunnel interface, use the show sdwan control affinity
config command.

4. Display the list of controllers per tunnel interface.

To display a list of the Cisco SD-WAN Controllers that each tunnel interface has established control connections with,
use the show sdwan control affinity status command.

Controller group connectionsfor Cisco |OS XE Catalyst SD-WAN Devices

Describes how devices connect to Cisco SD-WAN controllers using controller groups, covering controller group-aware
versus controller group-unaware behavior, connection attempts when controllers are unavailable, and redundancy based
on maximum controller connections (MCC) with intra- and inter-group selection.

A controller group connection is a Cisco Catalyst SD-WAN control-plane behavior that
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o supports controller group-aware devices that connect only to controller groups in a Control Group List (CGL)

e supports controller group-unaware devices that connect exclusively to unassigned controllers in controller group 0,
the default group, and

« maintains redundancy based on the device’s maximum controller connections (MCC) per TLOC using intra- and
inter-controller group selection.

Controller group behaviors

Minimum supported releases: Cisco I0S XE Catalyst SD-WAN Release 17.18.1a and Cisco Catalyst SD-WAN Manager
Release 20.18.1.

Controller group aware Cisco I0S XE Catalyst SD-WAN device is a type of device that connects only to the Cisco SD-WAN
controller groups specified in their Control Group List (CGL).

When a Cisco SD-WAN controller or a controller group becomes unavailable, the device attempts to connect to the next
available SD-WAN controller or controller group listed in its CGL. If all SD-WAN controllers in the CGL are unavailable,
the device remains disconnected until the SD-WAN controllers become available for reconnection.

Figure 2: Example: controller group aware connection

Router
Controller Group List: G1, G2
Maximum Control Connections: 2

Yes Doss the device connect to No

one SD-WAN Controller each
from G1 & G2 ?

Does the device
successtully connect to No

SD-WAN Controllers in G17

Does the device
lly connect to
SD-WAN Controllers in G27

Device remains
disconnected

A Controller group unaware Cisco I0S XE Catalyst SD-WAN device is a type of device that operates without a configured
controller group list.

It connects exclusively to controller groups that are not assigned to any controller group lists. These SD-WAN controllers
are categorized under controller group 0 and are also referred to as the default group. When the SD-WAN controllers in

controller group 0 are unavailable the controller group unaware device remains disconnected until the SD-WAN controllers
become available for reconnection.

Figure 3: Example: controller group unaware connection
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Controller group redundancy

Controller groups maintain redundancy by enabling Cisco Catalyst SD-WAN devices to establish connections with SD-WAN
Controllers based on the device's maximum controller connections (MCC) value. For instance, if the MCC is set to 2, the
device consistently connects with two controllers per TLOC.

Intra and inter controller group redundancy

When a SD-WAN controller within a configured controller group at a specific location goes down, the device selects
another SD-WAN controller from the same controller group and location to maintain redundancy. This process is called
intra-controller group redundancy.

If intra controller group redundancy is not possible because the SD-WAN controllers in the same controller group or
location are either down or unreachable, the device redirects the connection to a SD-WAN controller from other locations.
This is known as inter-controller group redundancy.

Configure control plane and data plane high availability parameters

Configure control and data plane high availability by adjusting controller connections and BFD parameters, and optionally
enabling PMTU discovery, to maintain resilient Cisco Catalyst SD-WAN tunnels and responsive failover across transport
colors.

Configure high availability parameters on the control plane and data plane to optimize controller redundancy and link
failure detection in a Cisco Catalyst SD-WAN deployment.

This topic discusses the configurable high availability parameters for the control plane and the data plane.

BFD, which detects link failures as part of the Cisco Catalyst SD-WAN high availability solution, is enabled by default on
all Cisco devices. BFD runs automatically on all IPsec data tunnels between Cisco 10S XE Catalyst SD-WAN devices. It
does not run on the control plane (DTLS or TLS) tunnels that Cisco SD-WAN Controllers establish with all Cisco devices
in the network.

Before you begin

Follow these steps to configure control plane and data plane high availability parameters:

Procedure

1. Set the maximum number of control connections per tunnel.
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Example

ISR4331 (config) # sdwan interface interface-name tunnel-interface
max-control-connections number

A highly available Cisco Catalyst SD-WAN network contains two or more Cisco SD-WAN Controllers in each domain.
A Cisco Catalyst SD-WAN domain can have up to 12 Cisco SD-WAN Controllers, and each Cisco I0S XE Catalyst
SD-WAN device, by default, connects to two of them. You change this value on a per-tunnel basis:

Regardless of the number of Cisco SD-WAN Controller in the domain, the Cisco I0S XE Catalyst SD-WAN device
connects to the maximum number of controllers based on MCC/MOS configuration (if there are enough controllers).
The Cisco 10S XE Catalyst SD-WAN device connects to the same controllers across all TLOCs.

p
@ Note

To maximize the efficiency of the load-balancing among Cisco SD-WAN Controllers, use sequential numbers when
assigning system IP addresses to the Cisco I0S XE Catalyst SD-WAN devices in the domain. One example of a
sequential numbering schemesis 172.1.1.1, 172.1.1.2, 172.1.1.3, and so forth. Anotheris 172.1.1.1, 172.1.2.1,
172.1.3.1, and so forth.

\§ J

2. Change the BFD Hello packet interval.

Example
ISR4331 (config) #bfd color color hello-interval milliseconds

BFD sends Hello packets periodically to detect faults on the IPsec data tunnel between two Cisco I0S XE Catalyst
SD-WAN devices. By default, BFD sends these packets every 1000 milliseconds (that is, once per second). To change
this interval on one or more traffic flow, use the hello-interval command:

The interval can be a value from 100 to 300000 milliseconds (5 minutes).

Configure the interval for each tunnel connection, which is identified by a color. The color can be 3g, biz-internet,
blue, bronze, custom1, custom2, custom3, default, gold, green, Ite, metro-ethernet, MPL S, privatel, private2,
public-internet, red, or silver.

3. Change the BFD packet interval multiplier.

Example
ISR4331 (config) #bfd color color multiplier integer

After BFD has not received a certain number of Hello packets on a link, it declares that the link has failed. This number
of packets is a multiplier of the Hello packet interval time. By default, the multiplier is 7 for hardware routers and 20
for Cloud software routers. This means that if BFD has not received a Hello packet after 7 seconds, it considers that
the link has failed and implements its redundancy plan.

To change the BFD packet interval multiplier, use the multiplier command:
Multiplier range: 1 to 60 (integer)

You configure the multiplier for each tunnel connection, which is represented by a color.

4. Enable BFD PMTU discovery on a transport connection.
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Example
ISR4331 (config) #bfd color color pmtu-discovery

On each transport connection (that is, for each TLOC, or color), the Cisco Catalyst SD-WAN BFD software performs
path MTU (PMTU) discovery, which automatically negotiates the MTU size in an effort to minimize or eliminate packet
fragmentation on the connection. BFD PMTU discovery is enabled by default, and it is recommended that you use BFD
PMTU discovery and not disable it. To explicitly enable it:

With PMTU discovery enabled, the path MTU for the tunnel connection is checked periodically, about once per minute,
and it is updated dynamically. With PMTU discovery enabled, 16 bytes might be required by PMTU discovery, so the
effective tunnel MTU might be as low as 1452 bytes. From an encapsulation point of view, the default IP MTU for GRE
is 1468 bytes, and for IPsec it is 1442 bytes because of the larger overhead. Enabling PMTU discovery adds to the
overhead of the BFD packets that are sent between the Cisco I0S XE Catalyst SD-WAN devices, but does not add
any overhead to normal data traffic.

If PMTU discovery is disabled, the expected tunnel MTU is 1472 bytes (tunnel MTU of 1500 bytes less 4 bytes for
the GRE header, 20 bytes for the outer IP header, and 4 bytes for the MPLS header). However, the effective tunnel
MTU might be 1468 bytes, because the software might sometimes erroneously add 4 bytes to the header.

Examplesfor affinity deployments

Provides examples configuring high availability for different network scenarios.

Configure affinity for Cisco Catalyst SD-WAN Controller son single data center

Configures affinity settings to restrict Cisco I0S XE Catalyst SD-WAN device control connections to a specific subset of
Cisco SD-WAN Controller s within a data center. This design provides redundant control connections and fault isolation
among controller groups.

In a Cisco Catalyst SD-WAN overlay network with multiple Cisco SD-WAN Controller s, each tunnel interface on a Cisco
I0S XE Catalyst SD-WAN device defaults to establishing control connections to two Cisco SD-WAN Controller s. You can
use affinity to connect to a specific subset of Cisco SD-WAN Controller s by placing them in different controller groups
and configuring the Cisco 10S XE Catalyst SD-WAN device with a list of allowed controller groups.
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( @ Note

If exclude-controller-group-list is configured on a tunnel interface, that tunnel interface may have different Cisco
SD-WAN Controller s assigned to it.
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Procedure

1. Configure the Cisco SD-WAN Controllers into controller groups.

Example

vSmart (config)# system controller-group-id 1
2. Verify the configuration on the Cisco SD-WAN Controller.

Example

vSmart# show running-config system

3. Configure the remaining Cisco SD-WAN Controllers with their respective controller group IDs.
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Example

vSmart2 (config) # system controller-group-id 2
vSmart3 (config) # system controller-group-id 3

4. Configure the Cisco I0S XE Catalyst SD-WAN device with the allowed controller group list.

Example

Edgel (config) # system controller-group-list 2 3

5. Verify the control connections.

Edgel# show sdwan control connections
Edgel# show sdwan control local-properties
Edgel# show sdwan control affinity config

Field Description

Effective Required VS Count Shows that the interface is configured to create two
control connections, and two control connections have
been established.

Effective Controller List Shows that affinity on the interface is configured to use
one Cisco SD-WAN Controller from Controller Group 1
and one from Controller Group 2.

Current Controller List Lists the actual affinity configuration for the interface. The
“Y” indicates that the current and effective controller lists
match.

Equilibrium Indicates that the current controller lists match what is
expected from the affinity configuration for that tunnel
interface.

6. Determine the specific Cisco SD-WAN Controllers with which the tunnel interface has established control connections.

Example

Edgel# show sdwan control affinity status

Configure affinity for Cisco Catalyst SD-WAN Controllers on two data centers

Configure controller group IDs and controller group lists for controllers and edge routers to achieve affinity across two
data centers, improving redundancy during site or link failures and ensuring devices prefer local controllers while still
maintaining cross-site control connections when required.

You can use affinity to enable redundancy among data centers, for a network design in which multiple Cisco SD-WAN
Controllers are spread across two or more data centers. Then, if the link between a Cisco I0S XE Catalyst SD-WAN device
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and one of the data centers goes down, the Cisco SD-WAN Controllers in the second data center are available to continue
servicing the overlay network.

This scenario includes three Cisco SD-WAN Controllers in each of two data centers. Each of the three Cisco I0S XE
Catalyst SD-WAN devices establishes a control connection to one controller in the West data center and one in the East

data center.

“ Validato
~1-Wast DC2-East

Controller group 1D 1 Contraller group 1D 2

QDL OD

JG98EE

Procedure

1. Configure controller group identifier 1 on controllers in DC 1-West.

Example

vSmart-DC1 (config) # system controller-group-id 1
2. Configure controller group identifier 2 on controllers in DC2-East.

Example

vSmart-DC2 (config) # system controller-group-id 2
3. Set the controller group list on routers in the West to prefer DC 1-West, then DC2-East.

Example
ISR4331-West (config) # system controller-group-list 1 2

We want all the Cisco I0S XE Catalyst SD-WAN devices to have a maximum of two OMP sessions, and we want each
tunnel interface to have a maximum of two control connections and to not exclude any controller groups. So the only
configuration that needs to be done on the routers is to set the controller group list. We want Cisco I0S XE Catalyst
SD-WAN devices in the west to prefer Cisco Catalyst SD-WAN Controllers in DC1-West over DC2-East:

The software evaluates the controller group list in order, so with this configuration, the Cisco I0S XE Catalyst SD-WAN
devices-West prefer Cisco SD-WAN Controller group 1 (which is the West data center), and the Cisco 10S XE Catalyst
SD-WAN devices - East prefer Cisco SD-WAN Controller group 2.

When a Cisco I0S XE Catalyst SD-WAN devices-West router needs to connect to only one Cisco SD-WAN Controller
(based on configuration), it connects only to the West data center. If the router needs to connect to two Cisco SD-WAN
Controllers, it connects to one Cisco SD-WAN Controller from the West data center and another Cisco SD-WAN
Controller from the East data center.
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4. Set the controller group list on routers in the East to prefer DC2-East, then DC1-West.

Example

ISR4331-East (config) # system controller-group-list 2 1

5. Optionally fine-tune controller group preference.

o Set the maximum number of OMP sessions allowed on the router to 1 (system max-OM P-sessions 1). To illustrate
how this works, let's look at a Cisco I0S XE Catalyst SD-WAN devices - West. The router has only one tunnel
interface, and that interface creates one control connection to Cisco SD-WAN Controller list 1. If all the Cisco
SD-WAN Controllers in this group become unavailable, or if the connection between the router that the DC 1-West
data center goes down, the tunnel interface establishes one control connection to Cisco SD-WAN Controller list
2, because this group is listed in the system controller-group-list command.

Set the maximum number of control connections that the tunnel interface can establish to 1 (sdwan interface
interface-nametunnel-inter face max-control-connections 1). Because the software evaluates the controller
group list in order, for a Cisco I0S XE Catalyst SD-WAN devices - West, this configuration forces the tunnel
interface to establish a control connection to Cisco SD-WAN Controller group 1. Again, if this controller group or
data center becomes unreachable, the tunnel establishes a control connection with controller group 2, because
this group is configured in the system controller-group-list command.

Exclude the non-preferred Cisco SD-WAN Controller group for a particular tunnel. For example, for a Cisco 10S
XE Catalyst SD-WAN devices -West to prefer controller group 1, you configure sdwan interface
interface-nametunnel-inter face exclude-controller-group-list 2. As with the above configurations, if this
controller group or West data center becomes unreachable, the tunnel establishes a control connection with
controller group 2, because this group is configured in the system controller-group-list command.

Configure redundant control connections on a single device

Configure redundant control connections on a single device with two tunnel interfaces and two data centers by defining
controller groups, limiting OMP sessions to two, and assigning each tunnel to distinct controller groups to provide vSmart
redundancy with minimal sessions.

This task achieves controller redundancy with the minimum number of OMP sessions by assigning each tunnel interface
to a different controller group.

When a Cisco 10S XE Catalyst SD-WAN device has two tunnel connections and the network has two (or more) data
centers, you can configure redundant control connections from the Cisco I0S XE Catalyst SD-WAN device to Cisco
SD-WAN Controllers in two of the data centers. It is recommended that you do this using the minimum number of OMP
sessions—in this case, two. To do this, you configure one of the tunnel interfaces to go only to one of the data centers
and the other to go only to the second. This configuration provides Cisco SD-WAN Controller redundancy with the minimum
number of OMP sessions.
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Before you begin

Follow these steps to configure redundant control connections on a single device:

Procedure

1. On the Cisco I0S XE Catalyst SD-WAN device router, define the controller group list and configure the maximum
number of OMP sessions to be 2.

Example

ISR4331 (config)# system controller-group-list 1 2
ISR4331 (config)# system max-omp-sessions 2

2. On one tunnel, set the maximum number of control connections to 1.

For one of the tunnels, you can use the default affinity configuration (that is, there is nothing to configure) to have this
tunnel prefer a Cisco Catalyst SD-WAN Controller in group 1. You can also explicitly force this tunnel to prefer Cisco
Catalyst SD-WAN Controller group 1.

You do not need to configure exclude-controller-group-list 2, because the software evaluates the controller group
list in order, starting with group 1. However, you could choose to explicitly exclude Cisco SD-WAN Controller group
2.

Example

ISR4331 (config-tunnel-interface-1) # max-control-connections 1

3. On the second tunnel, set the maximum number of control connections to 1 and exclude controller group 1.

Then, on the second tunnel, configure it to prefer a Cisco SD-WAN Controller in group 2. As with the other tunnel,
you limit the maximum number of control connections to 1. In addition, you have to exclude controller group 1 for this
tunnel.

Example

ISR4331 (config-tunnel-interface-2) # max-control-connections 1
ISR4331 (config-tunnel-interface-2)# exclude-controller-group-list 1



2 Redllient Data Plane

Topics: Introduces the concept of a resilient data plane, outlining its purpose and

. . importance in ensuring continuous network operations and robust fault tolerance.
o Feature history: resilient data plane

» Resilient data plane for Cisco Catalyst
SD-WAN

» Configure the resilient data plane

» Verify the resilient data plane
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Feature history: resilient data plane

Development of the resilient data plane feature, release by release.

Development of the resilient data plane feature, release by release.

Feature name Release information Description
Resilient data plane for Cisco Catalyst Cisco I0S XE Catalyst SD-WAN Provides IKEv2/IPsec tunnels and
SD-WAN Release 26.2.1 per-VRF BGP routing that operate

independently of the Cisco SD-WAN
Control Components during an
extended Cisco Catalyst SD-WAN
outage.

Cisco Catalyst SD-WAN Manager
Release 26.2.1

Resilient data plane for Cisco Catalyst SD-WAN

Introduces the resilient data plane feature for Cisco Catalyst SD-WAN, explaining its activation, backup tunnel setup with
IKEv2/IPsec and BGP, and seamless traffic forwarding in case of control component connectivity loss.

Resilient data plane is a high availability feature that

e helps a device maintain branch-to-hub connectivity when the device loses control connections to the SD-WAN Control
Components for an extended period, and

o uses standard IKEv2/IPsec tunnels and BGP routes that operate independently of the SD-WAN Control Components.
Cisco Catalyst SD-WAN normally uses connections to the Cisco Catalyst SD-WAN Control Components, OMP routes,
and Cisco Catalyst SD-WAN IPsec tunnels to forward traffic. If a Cisco I0S XE Catalyst SD-WAN device cannot reach the

Cisco SD-WAN Control Components for an extended period, or starts without connectivity to these components, the
Cisco Catalyst SD-WAN overlay might not be available even when an underlay path to a hub remains reachable.

The resilient data plane provides a backup path. When the activation conditions are met, the Cisco I0S XE Catalyst
SD-WAN device brings up locally configured IKEv2/IPsec tunnels to one or more hubs. BGP exchanges routes across
each tunnel in its single configured service VRF. When connectivity to one of the Cisco SD-WAN Control Components or
an overlay BFD session becomes available again, the device disables the resilient tunnels and returns to normal Cisco
Catalyst SD-WAN forwarding.

Benefits

¢ Maintains branch connectivity when the Cisco Catalyst SD-WAN overlay and Cisco SD-WAN Control Components
are unavailable but an underlay path to a hub still works.

o Supports recovery after a cold boot without connectivity to the Cisco SD-WAN Control Components.

o Supports multiple service VRFs, hubs, and transports. Only one resilient tunnel is supported for each tunnel source
and tunnel destination pair.

o Uses standard IKEv2/IPsec and BGP functions that do not depend on the Cisco SD-WAN Control Components.

o Automatically returns traffic to the Cisco Catalyst SD-WAN overlay after connectivity recovers.

How theresilient data plane works

Describes the conditions that activate resilient mode and the conditions that return the device to normal Cisco Catalyst
SD-WAN forwarding.
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Summary
The device enters resilient mode when all the following conditions are met:
¢ All Cisco Catalyst SD-WAN overlay BFD sessions are down, or Graceful Restart has expired.
¢ No connection to the Cisco Catalyst SD-WAN Controller is available.
o The cold-boot activation delay has expired, when applicable.
o If a last-resort circuit is configured, the LR activation delay has expired without restoring Cisco Catalyst SD-WAN

connectivity.

Workflow

In resilient mode, the device enables all configured resilient tunnels across all protected service VRFs. Each tunnel
negotiates an IKEv2/IPsec security association.

The device exits resilient mode when any overlay BFD session or connection to one of the Cisco SD-WAN Control
Components becomes available.

Compatibility information for theresilient data plane

Lists the supported Industrial Internet of Things (lloT) router platforms and the software, operating-mode, licensing, and
controller requirements for the resilient data plane.

Objective
Use this information to confirm that your lloT router platform and Cisco Catalyst SD-WAN environment support the resilient
data plane.

Supported platforms
The resilient data plane is supported only on the following lloT router platforms operating in Cisco Catalyst SD-WAN

mode.

Platform Supported models
Cisco Catalyst IR1101 Rugged Series Router IR1101

Cisco Catalyst IR1800 Rugged Series Routers IR1835

Cisco Catalyst IR8 140 Heavy Duty Series Router IR8140

Cisco Catalyst IR8340 Rugged Series Router IR8340

Softwar e and system requirements

Requirement Support information

Device software Cisco 10S XE Catalyst SD-WAN Release 26.2.1 or later
Operating mode Cisco Catalyst SD-WAN mode

Licensing No special license is required for the resilient data plane.
Controller requirements Cisco Catalyst SD-WAN Control Components Release

26.2.1 or later
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Prerequisitesfor theresilient data plane
Provides the requirements that must be met before you configure the resilient data plane.
Before you configure the resilient data plane, ensure that the following conditions are met:
¢ IP connectivity is available between the branch tunnel source and the hub tunnel endpoint.
o The hub is configured as an IKEv2/IPsec responder and a BGP peer for each protected service VRF
o Matching IKEv2 pre-shared keys are configured on the hub and branch Cisco I0S XE Catalyst SD-WAN devices.
¢ You have identified the service VRFs, tunnel addresses, BGP autonomous system numbers, and routes to advertise.

o Each resilient BGP neighbor in a service VRF has a unique BGP administrative distance greater than 251.

Restrictionsfor theresilient data plane
Provides the restrictions and limitations that apply to the resilient data plane.
When you configure and use the resilient data plane, follow these restrictions:
¢ Only service VRFs with a resilient tunnel configuration can use the backup path.
o Configure the resilient data plane only through the CLI. Cisco SD-WAN Manager configuration is not supported.

« Application-Aware Routing (AAR) and centralized data policies are not supported for resilient tunnels. Use route maps
to filter resilient-tunnel BGP routes; centralized control policies do not apply to these routes.

Configuretheresilient data plane

Configures resilient branch-to-hub connectivity by using the CLI on the hub and branch Cisco I0S XE Catalyst SD-WAN
devices.

Cisco SD-WAN Manager configuration is not supported. Configure the hub before you configure the branch device.

Procedure

1. Configure a resilient data plane hub.

See Configure a resilient data plane hub.

2. Configure a resilient data plane spoke.

See Configure a resilient data plane spoke.

3. Configure a resilient tunnel.

See Configure a resilient tunnel.

Configurearesilient data plane hub
Configures a Cisco I0S XE Catalyst SD-WAN device as the hub for resilient branch connectivity.

The following configuration is organized by function. The information for each step explains the purpose of the configuration
and identifies the example values that you must customize for your deployment.
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p
@ Note

Maintain consistent names and values wherever an object is referenced by another configuration block.

Procedure

1. Configure network authorization.

IKEv2 uses network authorization when it applies the authorization policy defined later in this configuration. This
example uses the default AAA method list and the local authorization source. Customize the method list and authorization
source to match your AAA design.

aaa authorization network default local

2. Configure route filtering and tagging policies.

The prefix list identifies resilient-tunnel infrastructure routes. The route maps prevent these routes from being advertised
as service routes and tag routes learned through the resilient path. Customize the prefix, route-map names, and tag
value. If you change a name or tag, update every configuration statement that references it.

ip prefix-list TUNNEL-SUBNETS seq 5 permit 172.16.0.0/16 le 32
1

route-map TO-SPOKES deny 10
match ip address prefix-list TUNNEL-SUBNETS
route-map TO-SPOKES permit 20
1
route-map OMP-TO-BGP deny 5
match ip address prefix-list TUNNEL-SUBNETS
route-map OMP-TO-BGP permit 10
set tag 9999
route-map OMP-TO-BGP permit 20
1
route-map RESILIENT-IN permit 10
set tag 9999

3. Configure the IKEv2 proposal, policy, and spoke keyring.

These objects define the IKEv2 cryptographic parameters and authenticate the spoke. Replace 200.100.1.164
with the spoke tunnel-source address and replace <resilient-tunnel-psk> with the shared secret configured
on the spoke. Customize the cryptographic algorithms and object names if required by your security policy, and use
the same names in subsequent references.

crypto ikev2 proposal IKEV2-PROP
encryption aes-cbc-256
integrity sha256
group 14
crypto ikev2 policy IKEV2-POLICY
proposal IKEV2-PROP
1
crypto ikev2 keyring IKEV2-KEYRING
peer SPOKE-PEER-0
address 200.100.1.164
pre-shared-key local <resilient-tunnel-psk>
pre-shared-key remote <resilient-tunnel-psk>
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4. Configure the IPsec transform set and IKEv2 authorization and security profiles.

The transform set defines IPsec protection. The IKEv2 authorization policy assigns the hub loopback interface and
accepts routes from the spoke. The IKEv2 and IPsec profiles bind the security objects to the dynamic tunnel. Customize
the transform set and profile names, hub tunnel-source address 200.100.1.118, loopback interface ID,
virtual-template ID, and authentication settings to match your deployment.

crypto ipsec transform-set IPSEC-TS esp-aes 256 esp-sha256-hmac
mode tunnel
1
crypto ikev2 authorization policy IKEV2-AUTH-T20
route set interface Loopback20
route accept any
!
crypto ikev2 profile IKEV2-PROFILE-T20
match identity remote any
identity local address 200.100.1.118
authentication local pre-share
authentication remote pre-share
keyring local IKEV2-KEYRING
aaa authorization group list default IKEV2-AUTH-T20
virtual-template 20
1
crypto ipsec profile IPSEC-PROFILE-T20
set ikev2-profile IKEV2-PROFILE-T20
set transform-set IPSEC-TS

5. Configure the hub tunnel interfaces.

The loopback interface provides the hub tunnel address. The virtual template supplies the service VRF and IPsec
settings for dynamically created spoke tunnels. Customize the loopback and virtual-template IDs, service VRF 1,
tunnel address 172.16.20.1/32, TCP maximum segment size, and IPsec profile name.

interface Loopback20
vrf forwarding 1
ip address 172.16.20.1 255.255.255.255
!
interface Virtual-Template20 type tunnel
vrf forwarding 1
ip unnumbered Loopback20
ip tcp adjust-mss 1360
tunnel mode ipsec ipv4
tunnel protection ipsec profile IPSEC-PROFILE-T20

6. Configure BGP route exchange with the spokes.

BGP dynamically accepts spoke neighbors, exchanges service routes across the resilient tunnels, and applies the
filtering and tagging policies. Customize the hub autonomous system number 65005, BGP listen range, spoke
autonomous system number 65011, service VRF, peer-group name, and route-map names.

router bgp 65005
bgp log-neighbor-changes
bgp listen range 172.16.20.0/24 peer-group PG-65011
address-family ipv4 vrf 1
neighbor PG-65011 peer-group
neighbor PG-65011 remote-as 65011
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neighbor PG-65011 ebgp-multihop 2

neighbor PG-65011 activate

neighbor PG-65011 route-map RESILIENT-IN in

neighbor PG-65011 route-map TO-SPOKES out

neighbor PG-65011 send-community both

redistribute connected route-map TO-SPOKES

redistribute omp route-map OMP-TO-BGP
exit-address-family

7. Advertise the hub routes to OMP.

This configuration advertises the permitted connected and BGP routes from the service VRF to the Cisco Catalyst
SD-WAN overlay. Customize the service VRF and route-map name to match the BGP configuration.

sdwan
omp
address-family ipv4 vrf 1
advertise connected route-map TO-SPOKES
advertise bgp route-map TO-SPOKES

Configure aresilient data plane spoke
Configures a Cisco I0S XE Catalyst SD-WAN device as a spoke that uses resilient connectivity to the hub.

The following configuration is organized by function. The information for each step explains the purpose of the configuration
and identifies the example values that you must customize for your deployment.

( )

@ Note

Maintain consistent names and values wherever an object is referenced by another configuration block. The hub and
spoke must use compatible IKEv2 and IPsec settings and matching pre-shared keys.

Procedure

1. Enable AAA and configure network authorization.

IKEv2 uses network authorization when it applies the authorization policy defined later in this configuration. This
example enables AAA and uses the default AAA method list with the local authorization source. Customize the method
list and authorization source to match your AAA design.

aaa new-model
aaa authorization network default local

2. Configure the IKEv2 proposal, policy, hub keyring, and IPsec transform set.

These objects define the cryptographic parameters and authenticate the hub. Replace 200.100. 1. 118 with the
hub tunnel endpoint and replace <resilient-tunnel-psk> with the shared secret configured on the hub.
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Customize the cryptographic algorithms and object names if required by your security policy, and use the same names
in subsequent references.

crypto ikev2 proposal IKEV2-PROP
encryption aes-cbc-256
integrity sha256
group 14
crypto ikev2 policy IKEV2-POLICY
proposal IKEV2-PROP
1
crypto ikev2 keyring IKEV2-KEYRING
peer HUB-PEER
address 200.100.1.118
pre-shared-key local <resilient-tunnel-psk>
pre-shared-key remote <resilient-tunnel-psk>
1
crypto ipsec transform-set IPSEC-TS esp-aes 256 esp-sha256-hmac
mode tunnel

. Configure route filtering and tagging policies.

The prefix list identifies resilient-tunnel infrastructure routes. The route maps prevent these routes from being advertised
as service routes, tag routes learned through the resilient path, and prevent tagged resilient routes from being advertised
to the LAN. Customize the prefixes, route-map names, and tag value. If you change a name or tag, update every
configuration statement that references it.

ip prefix-list TUNNEL-SUBNETS permit 172.16.20.0/30
ip prefix-list TUNNEL-SUBNETS permit 172.16.0.0/16 le 32
!

route-map CONN-TO-BGP deny 10
match ip address prefix-list TUNNEL-SUBNETS
route-map CONN-TO-BGP permit 20
!
route-map RESILIENT-IN permit 10
set tag 9999
!
route-map TO-HUB deny 10
match ip address prefix-list TUNNEL-SUBNETS
route-map TO-HUB permit 20
!
route-map TO-LAN deny 10
match tag 9999
route-map TO-LAN deny 20
match ip address prefix-list TUNNEL-SUBNETS
route-map TO-LAN permit 30

. Configure the IKEv2 authorization policy and security profiles.

The authorization policy installs the remote tunnel address and accepts routes from the hub. The IKEv2 and IPsec
profiles bind the authentication and encryption objects to the tunnel. Customize the remote tunnel address
172.16.20.2/32, hub identity address 200.100.1.118, spoke identity address 200.100.1.164, and
security object names.

crypto ikev2 authorization policy IKEV2-AUTH-T20
route set remote ipv4 172.16.20.2 255.255.255.255
route accept any
!
crypto ikev2 profile IKEV2-PROFILE-T20
match identity remote address 200.100.1.118 255.255.255.255
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identity local address 200.100.1.164

authentication local pre-share

authentication remote pre-share

keyring local IKEV2-KEYRING

aaa authorization group list default IKEV2-AUTH-T20
!
crypto ipsec profile IPSEC-PROFILE-T20

set ikev2-profile IKEV2-PROFILE-T20

set transform-set IPSEC-TS

5. Configure the resilient tunnel interface.

The tunnel interface carries service-VRF traffic to the hub and identifies the interface as a resilient tunnel. Customize
the tunnel interface ID, description, service VRF, tunnel address, TCP maximum segment size, tunnel-source interface,
hub destination address, and IPsec profile name.

interface Tunnel20
description IKEv2-IPsec VRFl resilient tunnel to hub
vrf forwarding 1
ip address 172.16.20.2 255.255.255.252
ip tcp adjust-mss 1360
tunnel source GigabitEthernet0/0/0
tunnel destination 200.100.1.118
tunnel mode ipsec ipv4
tunnel sdwan-resilient
tunnel protection ipsec profile IPSEC-PROFILE-T20

6. Configure BGP route exchange with the hub.

BGP exchanges service routes across the resilient tunnel and installs them with an administrative distance that is less
preferred than OMP. Customize the spoke autonomous system number 6501 1, hub autonomous system number
65005, service VRF, hub neighbor address 172.16.20. 1, tunnel interface, timers, administrative distance 253,
and route-map names. Ensure that the administrative distance is unique for each resilient BGP neighbor in the service
VRF and is greater than 251.

router bgp 65011

bgp log-neighbor-changes

address-family ipv4 vrf 1
neighbor 172.16.20.1 remote-as 65005
neighbor 172.16.20.1 ebgp-multihop 2
neighbor 172.16.20.1 update-source Tunnel20
neighbor 172.16.20.1 timers 10 30
neighbor 172.16.20.1 activate
neighbor 172.16.20.1 send-community both
neighbor 172.16.20.1 route-map RESILIENT-IN in
neighbor 172.16.20.1 route-map TO-HUB out
distance 253 172.16.20.1 0.0.0.0
redistribute connected route-map CONN-TO-BGP
redistribute static
redistribute omp

exit-address-family

HRRRRRR

Configurearesilient tunnel
Configures an interface as a resilient tunnel between a branch device and a hub.

The tunnel sdwan-resilient command identifies the interface as a resilient tunnel.
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Procedure

Configure the resilient tunnel interface.

interface Tunnel20
tunnel sdwan-resilient
ip vrf forwarding BRANCH-A
tunnel source GigabitEthernet0/0/0
tunnel destination <hub-ip>
ikev2 profile RES-PROFILE

Verify theresilient data plane
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Provides commands and example output for verifying resilient-tunnel diagnostics, the IKEv2 security association, the

BGP neighbor, and a resilient BGP route.

Objective

Use the verification commands and example output to confirm that the resilient tunnels are operational, the required IKEv2

and BGP sessions are established, and resilient BGP routes are installed.

Verify theresilient-tunnel diagnostics

Use the following commands to verify the operational state, statistics, and control state of the resilient tunnels.

Display detailed status for the resilient tunnels:

Device# show platform software sdwan srtm details

SD-WAN SRTM Detailed Status

SRTM Mode: ACTIVE
Total Resilient Tunnels: 1
Tunnel: Tunnel20

Interface Index: 22
VRF: 1

Source Interface: GigabitEthernet0/0/0

Admin State: UP
Line Protocol: UP

Crypto Status:
IKEv2 SA: UP (count: 1)
IPsec SA: UP (count: 2)
Peer IP: 200.100.1.118

BGP Status:
State: ESTABLISHED
Neighbor: 172.16.20.1
Admin Distance: 0
Prefixes Received: YES

Operational: YES
SRTM Control: Allows UP
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Display statistics for the resilient tunnels:

Device# show platform software sdwan srtm statistics

SD-WAN SRTM Statistics

Current SRTM Mode: ACTIVE
Total Resilient Tunnels: 1

Statistics:
Mode Changes: 1
Registry Callback Invocations: 9
Tunnels Activated: 1
Tunnels Deactivated: 0

Display the resilient-tunnel control state maintained by the Cisco Catalyst SD-WAN daemon:

Device# show platform software sdwan vdaemon srtm

SD-WAN vDaemon SRTM Status

State: ACTIVE (previous: INACTIVE)

BFD: all-down=TRUE

Controllers: vsmart=0 any-up=FALSE
Last-Resort: configured=FALSE active=FALSE
Cold-boot: phase=FALSE delay=300 sec

Timers: lr-delay=120 sec stabilization=15 sec

Last activation: 2026-08-18T18:59:30+0000
Last exit: Never

Statistics:
Activations: 1
Exits: 0
State transitions: 1
BFD events: down=0 up=0
Controller events: down=0 up=0
Oper up sent: 1
Oper down sent: 1

Resilient tunnel inventory is maintained by IOSd.

Verify the IKEV2 security association

Use the following command to verify that the branch and hub Cisco I0S XE Catalyst SD-WAN devices have established
an IKEv2 security association:

Device# show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 200.100.1.107/500 200.100.1.118/500 none/1 READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign:
PSK, Auth verify: PSK

Life/Active Time: 86400/42163 sec

CE id: 1031, Session-id: 16

Local spi: 3EC4C6313A3FE829 Remote spi: COBBO083A1640E1DY

IPv6 Crypto IKEv2 SA
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Verify the BGP neighbor

Use the following command to verify that the resilient BGP neighbor is established in service VRF 1:

Device# show bgp vpnv4 unicast vrf 1 summary

BGP router identifier 200.100.1.107, local AS number 65011

BGP table version is 33, main routing table version 33

2 network entries using 528 bytes of memory

2 path entries using 272 bytes of memory

3/2 BGP path/bestpath attribute entries using 960 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

1 BGP extended community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 1808 total bytes of memory

BGP activity 17/15 prefixes, 17/15 paths, scan interval 60 secs
2 networks peaked at 18:59:34 Aug 18 2026 UTC (2w5d ago)

Neighbor \ AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down
State/PfxRcd
172.16.20.1 4 65005 4433 4420 33 0 0 11:41:27
1

resilient-spoke# show ip bgp vpnv4 vrf 1 summary

BGP router identifier 200.100.1.107, local AS number 65011

BGP table version is 33, main routing table version 33

2 network entries using 528 bytes of memory

2 path entries using 272 bytes of memory

3/2 BGP path/bestpath attribute entries using 960 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

1 BGP extended community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 1808 total bytes of memory

BGP activity 17/15 prefixes, 17/15 paths, scan interval 60 secs
2 networks peaked at 18:59:34 Aug 18 2026 UTC (2w5d ago)

Neighbor Y AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down

State/PfxRcd

172.16.20.1 4 65005 4436 4423 33 0 0 11:41:52
1

Verify aresilient BGP route

Use the following command to verify that a resilient BGP route is installed in service VRF 1:

Device# show ip route vrf 1 10.10.0.0

Routing Table: 1
Routing entry for 10.10.0.0/16
Known via "bgp 65011", distance 253, metric 0
Last update from 172.16.20.1 00:03:42 ago
* 172.16.20.1, from 172.16.20.1, 00:03:42 ago
Route metric is 0, traffic share count is 1



	Topics included
	High Availability
	Feature history of high availability
	High availability
	Configure high availability

	Control components redundancy
	Cisco Catalyst SD-WAN Validator redundancy
	Cisco Catalyst SD-WAN Manager server redundancy
	Cisco Catalyst SD-WAN Controller redundancy
	Cisco IOS XE Catalyst SD-WAN Device redundancy

	Affinity on Cisco IOS XE Catalyst SD-WAN Devices
	Affinity between Cisco Catalyst SD-WAN Controllers and Cisco IOS XE Catalyst SD-WAN Device
	Best practice for configuring affinity
	Configure controller group identifier on Cisco Catalyst SD-WAN Controllers
	Configure Cisco Catalyst SD-WAN Controller groups
	Configure the maximum number of control connections
	Controller group connections for Cisco IOS XE Catalyst SD-WAN Devices
	Configure control plane and data plane high availability parameters

	Examples for affinity deployments
	Configure affinity for Cisco Catalyst SD-WAN Controller s on single data center
	Configure affinity for Cisco Catalyst SD-WAN Controllers on two data centers
	Configure redundant control connections on a single device


	Resilient Data Plane
	Feature history: resilient data plane
	Resilient data plane for Cisco Catalyst SD-WAN
	How the resilient data plane works
	Compatibility information for the resilient data plane
	Prerequisites for the resilient data plane
	Restrictions for the resilient data plane

	Configure the resilient data plane
	Configure a resilient data plane hub
	Configure a resilient data plane spoke
	Configure a resilient tunnel

	Verify the resilient data plane


