Quality of Service Command Reference for Cisco NCS 4000 Series
First Published: 2018-07-23

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.
NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.
IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.
All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
© 2018

Cisco Systems, Inc. All rights reserved.

CONTENTS

PREFACE

Preface

v

Document Objectives v
Audience

v

Document Organization v
Related Documentation vi
Document Conventions vi

CHAPTER 1

Basic QoS Commands

1

class-map 2
class (policy-map) 4
end-class-map 6
end-policy-map 7
policy-map 8
show policy-map interface 10
show running-configuration class-map 12
show running-configuration policy-map 13

CHAPTER 2

QoS Classification Commands

15

match dscp 16
match mpls experimental topmost 19
match precedence 21
match qos-group 23
random-detect discard-class 25
set mpls experimental 27
shape average 28

Quality of Service Command Reference for Cisco NCS 4000 Series
iii

Contents

CHAPTER 3

Marking and Policing Commands

29

set dscp 30
set discard-class 31
set precedence 33
set qos-group 35

CHAPTER 4

Congestion Management Commands

37

police rate 38
priority (QoS) 40
show qos interface

41

show policy-map targets 43

CHAPTER 5

Congestion Avoidance Commands

45

bandwidth (QoS) 46
bandwidth remaining 48
queue-limit 50
random-detect 52
service-policy (interface) 54

Quality of Service Command Reference for Cisco NCS 4000 Series
iv

Preface
This section explains the objectives, intended audience, and organization of this publication and describes the
conventions that convey instructions and other information.
This section provides the following information:
• Document Objectives, on page v
• Audience , on page v
• Document Organization, on page v
• Related Documentation, on page vi
• Document Conventions, on page vi

Document Objectives
This guide describes the various commands available to configure and maintain Quality of Service (QoS) for
the Cisco NCS 4000 Series Routers.

Audience
The Cisco command reference documentation set is intended primarily for users who configure and maintain
Cisco networking devices (such as switches) but who may not be familiar with the tasks or the Cisco IOS XR
commands necessary to perform particular tasks. This document also helps to know about the QoS features
and configuration options in the Cisco NCS 4000 Series Routers.

Document Organization
This document is organized into the following chapters:
Chapter

Description

Basic QoS Commands , on page 1

This chapter describes the basic QoS commands.

QoS Classification Commands, on page 15

This chapter describes the QoS Classification
commands.
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Related Documentation

Chapter

Description

Marking and Policing Commands, on page 29

This chapter describes the Marking and Policing
commands.

Congestion Management Commands, on page 37

This chapter describes the congestion management
commands.

Congestion Avoidance Commands, on page 45

This chapter describes the congestion avoidance
commands.

Related Documentation
Use this guide in conjunction with the following referenced publications:
• Quality of Service Configuration Guide for Cisco NCS 4000 Series
• Configuration Guide for Cisco NCS 4000 Series
• Command Reference for Cisco NCS 4000 Series

Document Conventions
OTN and DWDM Command Reference Guide for Cisco NCS 4000 Series uses the following conventions:
Convention

Description

^ or Ctrl

Both the ^ symbol and Ctrl represent the Control (Ctrl) key on a keyboard.
For example, the key combination ^D or Ctrl-D means that you hold
down the Control key while you press the D key. (Keys are indicated in
capital letters but are not case sensitive.)

bold font

Commands and keywords and user-entered text appear in bold font.

Italic font

Document titles, new or emphasized terms, and arguments for which you
supply values are in italic font.

Courier font

Terminal sessions and information the system displays appear in courier
font.

Bold Courier font

Bold Courier font indicates text that the user must enter.

[x]

Elements in square brackets are optional.

...

An ellipsis (three consecutive non-bold periods without spaces) after a
syntax element indicates that the element can be repeated.

|

A vertical line, called a pipe, indicates a choice within a set of keywords
or arguments.
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Convention

Description

[x | y]

Optional alternative keywords are grouped in brackets and separated by
vertical bars.

{x | y}

Required alternative keywords are grouped in braces and separated by
vertical bars.

[x {y | z}]

Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.

string

A non quoted set of characters. Do not use quotation marks around the
string or the string will include the quotation marks.

<>

Nonprinting characters such as passwords are in angle brackets.

[]

Default responses to system prompts are in square brackets.

!, #

An exclamation point (!) or a pound sign (#) at the beginning of a line of
code indicates a comment line.

R/S/I/P

Rack/Slot/Instance/Port

Reader Alert Conventions
This document uses the following conventions for reader alerts:

Note

Tip

Means reader take note. Notes contain helpful suggestions or references to material not covered in the manual.

Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Timesaver

Means the described action saves time. You can save time by performing the action described in the paragraph.

Warning

Means reader be warned. In this situation, you might perform an action that could result in bodily
injury.
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IMPORTANT SAFETY INSTRUCTIONS
This warning symbol means danger. You are in a situation that could cause bodily
injury. Before you work on any equipment, be aware of the hazards involved with
electrical circuitry and be familiar with standard practices for preventing accidents.
Use the statement number provided at the end of each warning to locate its translation
in the translated safety warnings that accompanied this device. Statement 1071
SAVE THESE INSTRUCTIONS
Waarschuwing BELANGRIJKE VEILIGHEIDSINSTRUCTIES
Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk
letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich
bewust te zijn van de bij elektrische schakelingen betrokken risico's en dient u op de
hoogte te zijn van de standaard praktijken om ongelukken te voorkomen. Gebruik het
nummer van de verklaring onderaan de waarschuwing als u een vertaling van de
waarschuwing die bij het apparaat wordt geleverd, wilt raadplegen.
BEWAAR DEZE INSTRUCTIES
Varoitus

TÄRKEITÄ TURVALLISUUSOHJEITA
Tämä varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja.
Ennen kuin käsittelet laitteistoa, huomioi sähköpiirien käsittelemiseen liittyvät riskit
ja tutustu onnettomuuksien yleisiin ehkäisytapoihin. Turvallisuusvaroitusten käännökset
löytyvät laitteen mukana toimitettujen käännettyjen turvallisuusvaroitusten joukosta
varoitusten lopussa näkyvien lausuntonumeroiden avulla.
SÄILYTÄ NÄMÄ OHJEET

Attention

IMPORTANTES INFORMATIONS DE SÉCURITÉ
Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation
pouvant entraîner des blessures ou des dommages corporels. Avant de travailler sur
un équipement, soyez conscient des dangers liés aux circuits électriques et
familiarisez-vous avec les procédures couramment utilisées pour éviter les accidents.
Pour prendre connaissance des traductions des avertissements figurant dans les consignes
de sécurité traduites qui accompagnent cet appareil, référez-vous au numéro de
l'instruction situé à la fin de chaque avertissement.
CONSERVEZ CES INFORMATIONS

Warnung

WICHTIGE SICHERHEITSHINWEISE
Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu
Verletzungen führen kann. Machen Sie sich vor der Arbeit mit Geräten mit den
Gefahren elektrischer Schaltungen und den üblichen Verfahren zur Vorbeugung vor
Unfällen vertraut. Suchen Sie mit der am Ende jeder Warnung angegebenen
Anweisungsnummer nach der jeweiligen Übersetzung in den übersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerät ausgeliefert wurden.
BEWAHREN SIE DIESE HINWEISE GUT AUF.
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Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA
Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare
infortuni alle persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere
al corrente dei pericoli relativi ai circuiti elettrici e conoscere le procedure standard
per la prevenzione di incidenti. Utilizzare il numero di istruzione presente alla fine di
ciascuna avvertenza per individuare le traduzioni delle avvertenze riportate in questo
documento.
CONSERVARE QUESTE ISTRUZIONI
Advarsel

VIKTIGE SIKKERHETSINSTRUKSJONER
Dette advarselssymbolet betyr fare. Du er i en situasjon som kan føre til skade på person.
Før du begynner å arbeide med noe av utstyret, må du være oppmerksom på farene
forbundet med elektriske kretser, og kjenne til standardprosedyrer for å forhindre
ulykker. Bruk nummeret i slutten av hver advarsel for å finne oversettelsen i de oversatte
sikkerhetsadvarslene som fulgte med denne enheten.
TA VARE PÅ DISSE INSTRUKSJONENE

Aviso

INSTRUÇÕES IMPORTANTES DE SEGURANÇA
Este símbolo de aviso significa perigo. Você está em uma situação que poderá ser
causadora de lesões corporais. Antes de iniciar a utilização de qualquer equipamento,
tenha conhecimento dos perigos envolvidos no manuseio de circuitos elétricos e
familiarize-se com as práticas habituais de prevenção de acidentes. Utilize o número
da instrução fornecido ao final de cada aviso para localizar sua tradução nos avisos de
segurança traduzidos que acompanham este dispositivo.
GUARDE ESTAS INSTRUÇÕES

¡Advertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD
Este símbolo de aviso indica peligro. Existe riesgo para su integridad física. Antes de
manipular cualquier equipo, considere los riesgos de la corriente eléctrica y familiarícese
con los procedimientos estándar de prevención de accidentes. Al final de cada advertencia
encontrará el número que le ayudará a encontrar el texto traducido en el apartado de
traducciones que acompaña a este dispositivo.
GUARDE ESTAS INSTRUCCIONES
Varning!

VIKTIGA SÄKERHETSANVISNINGAR
Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till
personskada. Innan du utför arbete på någon utrustning måste du vara medveten om
farorna med elkretsar och känna till vanliga förfaranden för att förebygga olyckor.
Använd det nummer som finns i slutet av varje varning för att hitta dess översättning
i de översatta säkerhetsvarningar som medföljer denna anordning.
SPARA DESSA ANVISNINGAR
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Aviso

INSTRUÇÕES IMPORTANTES DE SEGURANÇA
Este símbolo de aviso significa perigo. Você se encontra em uma situação em que há
risco de lesões corporais. Antes de trabalhar com qualquer equipamento, esteja ciente
dos riscos que envolvem os circuitos elétricos e familiarize-se com as práticas padrão
de prevenção de acidentes. Use o número da declaração fornecido ao final de cada aviso
para localizar sua tradução nos avisos de segurança traduzidos que acompanham o
dispositivo.
GUARDE ESTAS INSTRUÇÕES
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Advarsel

VIGTIGE SIKKERHEDSANVISNINGER
Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesbeskadigelse. Før du begynder arbejde på udstyr, skal du være opmærksom
på de involverede risici, der er ved elektriske kredsløb, og du skal sætte dig ind i
standardprocedurer til undgåelse af ulykker. Brug erklæringsnummeret efter hver
advarsel for at finde oversættelsen i de oversatte advarsler, der fulgte med denne enhed.
GEM DISSE ANVISNINGER
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Basic QoS Commands
This chapter has details about the generic QoS commands. These are standard commands, which are used
before applying the QoS policies or methods.
• class-map, on page 2
• class (policy-map), on page 4
• end-class-map, on page 6
• end-policy-map, on page 7
• policy-map, on page 8
• show policy-map interface, on page 10
• show running-configuration class-map, on page 12
• show running-configuration policy-map, on page 13
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Basic QoS Commands
class-map

class-map
To define a traffic class and the associated rules that match packets to the class, use the class-map command
in the global configuration mode. To remove an existing class map from the router, use the no form of this
command.
class-map [type [traffic | qos]] [match-all] [match-any] class-map-name
no class-map [type [traffic | qos]] [match-all] [match-any] class-map-name
Syntax Description

type qos

(Optional) Specifies a quality-of-service (QoS) class-map.

traffic

(Optional) Specifies traffic type class-map.

match-all

(Optional) Specifies a match on all of the match criteria.

match-any

(Optional) Specifies a match on any of the match criteria. This is the default.

class-map-name

Name of the class for the class map. The class name is used for the class map and to
configure policy for the class in the policy map. The class name can be a maximum of
63 characters, must start with an alphanumeric character, and in addition to alphanumeric
characters, can contain any of the following characters: . _ @ $ % + | # : ; - =

Command Default

Type is QoS when not specified.

Command Modes

Global configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The class-map command specifies the name of the class for which you want to create or modify class map
match criteria. Use of this command enables class map configuration mode in which you can enter any match
command to configure the match criteria for this class. Packets arriving on the interface are checked against
the match criteria configured for a class map to determine if the packet belongs to that class.
These commands can be used in a class map match criteria for the ingress direction:
• match [not] dscp
• match [not] mpls experimental topmost
• match [not] precedence
• match [not] protocol

Task ID

Task
ID

Operations

qos

read,
write
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class-map

Examples

These examples show how to specify class1 as the name of a class and defines a class map for this
class.
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match dscp ipv4 1
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match precedence ipv4 1
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match cos 1
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Basic QoS Commands
class (policy-map)

class (policy-map)
To specify the name of the class whose policy you want to create or change, use the class command in policy
map configuration mode. To remove a class from the policy map, use the no form of this command.
class [type qos] {class-name | class-default}
no class [type qos] {class-name | class-default}
Syntax Description

Command Default

type qos

(Optional) Specifies a quality-of-service (QoS) class.

class-name

Name of the class for which you want to configure or modify policy.

class-default

Configures the default class.

No class is specified.
Type is QoS when not specified.

Command Modes

Policy map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

Within a policy map, the class (policy-map) command can be used to specify the name of the class whose
policy you want to create or change. The policy map must be identified first.
To identify the policy map (and enter the required policy map configuration mode), use the policy-map
command before you use the class (policy-map) command. After you specify a policy map, you can configure
the policy for new classes or modify the policy for any existing classes in that policy map.
The class name that you specify in the policy map ties the characteristics for that class—that is, its policy—to
the class map and its match criteria, as configured using the class-map command.
The class-default keyword is used for configuring default classes. It is a reserved name and cannot be used
with user-defined classes. It is always added to the policy map (type qos) even if the class is not configured.
For example, the following configuration shows that the class has not been configured, but the running
configuration shows ‘class class-default’.
RP/0/(config)# policy-map pm1
RP/0/(config-pmap)# end-policy-map
RP/0/(config)# end
!
RP/0/# show running-config
!
policy-map pm1
class class-default
!
end-policy-map
!
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class (policy-map)

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to create a policy map called policy1, which is defined to shape class1
traffic at 30 percent and default class traffic at 20 percent.
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match precedence 3
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/config-pmap-c)# shape average percent 30
RP/0/(config-pmap-c)# exit

RP/0/(config-pmap)# class class-default
RP/0/(config-pmap-c)# shape average percent 20

The default class is used for packets that do not satisfy configured match criteria for class1. Class1
must be defined before it can be used in policy1, but the default class can be directly used in a policy
map, as the system defines it implicitly.
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end-class-map

end-class-map
To end the configuration of match criteria for the class and to exit class map configuration mode, use the
end-class-map command in class map configuration mode.
end-class-map
Syntax Description

This command has no keywords or arguments.

Command Default

No default behavior or values

Command Modes

Class map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

No specific guidelines impact the use of this command.

Task ID

Task
ID

Operations

qos

read,
write

Examples

These examples show how to end the class map configuration and exit class map configuration mode:
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match dscp ipv4 1
RP/0/(config-cmap)# end-class-map
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match precedence ipv4 1
RP/0/(config-cmap)# end-class-map
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match cos 1
RP/0/(config-cmap)# end-class-map
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end-policy-map

end-policy-map
To end the configuration of a policy map and to exit policy map configuration mode, use the end-policy-map
command in policy map configuration mode.
end-policy-map
Syntax Description

This command has no keywords or arguments.

Command Default

No default behavior or values

Command Modes

Policy map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

No specific guidelines impact the use of this command.

Task ID

Task
ID

Operations

qos

read,
write

Examples

This example shows how to end the policy map configuration and exit policy map configuration
mode.
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# police rate 250
RP/0/(config-pmap)# end-policy-map
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policy-map

policy-map
To create or modify a policy map that can be attached to one or more interfaces to specify a service policy,
use the policy-map command in global configuration mode. To delete a policy map, use the no form of this
command.
policy-map [type qos] policy-name
no policy-map [type qos] policy-name
Command Default

A policy map does not exist until one is configured. Because a policy map is applied to an interface, no
restrictions on the flow of data are applied to any interface until a policy map is created.
Type is QoS when not specified.

Command Modes

Global Configuration mode

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

Use the policy-map command to specify the name of the policy map to be created, added to, or modified
before you can configure policies for classes whose match criteria are defined in a class map. Entering the
policy-map command enables policy map configuration mode in which you can configure or modify the
class policies for that policy map.
You can configure class policies in a policy map only if the classes have match criteria defined for them. Use
the class-map and match commands to configure the match criteria for a class.
A single policy map can be attached to multiple interfaces concurrently.

Task ID

Examples

Task
ID

Operations

qos

read,
write

These examples show how to create a policy map called policy1 and configures two class policies
included in that policy map. The policy map is defined to contain policy specification for class1 and
the default class (called class-default) to which packets that do not satisfy configured match criteria
are directed.
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match dscp ipv4 136
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# set precedence 3
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# class class-default
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policy-map

RP/0/(config-pmap-c)# queue-limit

1000000 bytes
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show policy-map interface

show policy-map interface
To display policy information and statistics for all classes configured for all service policies on the specified
interface, use the show policy-map interface command in EXEC mode.
show policy-map[interface {interface type | all} interface-path-id][{input | output }]
Syntax Description

interface type

Interface type. For more information, use the question
mark (?) online help function.

all

Specifies all interfaces.

interface-path-id

Physical interface or virtual interface.
Note

Use the show interfaces command to see
a list of all interfaces currently configured
on the router.

For more information about the syntax for the router,
use the question mark (?) online help function.
input

(Optional) Displays per class statistics on inbound
traffic for the specified policy map and interface.

output

(Optional) Displays per class statistics on outbound
traffic for the specified policy map and interface.

Command Default

None

Command Modes

EXEC mode

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The show policy-map interface command displays the statistics for classes in the service policy attached to
an interface.

Task ID

Task
ID

Operations

qos

read

Examples

This sample output shows how to display policy statistics information for all classes on the
interface hundredGigE 0/6/0/0 that are in the output direction:
RP/0/# show policy-map interface hundredGigE 0/6/0/0 output
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show policy-map interface

Wed Dec 9 16:18:10.179 UTC
HundredGigE0/6/0/0 output: test-pol-out
Class qos-grp1
Classification statistics
Matched
:
Transmitted
:
Total Dropped
:
Queueing statistics
Queue ID
Taildropped(packets/bytes)
Class qos-grp2
Classification statistics
Matched
:
Transmitted
:
Total Dropped
:
Queueing statistics
Queue ID
Taildropped(packets/bytes)
Class class-default
Classification statistics
Matched
:
Transmitted
:
Total Dropped
:
Queueing statistics
Queue ID
Taildropped(packets/bytes)

(packets/bytes)
(rate - kbps)
885333442/900384110514
57036859
299199945/304286344065
19278557
586133497/596097766449
37758302
: 10409
: 586133497/596097766449
(packets/bytes)
0/0
0/0
0/0

(rate - kbps)
0
0
0

: 10410
: 0/0
(packets/bytes)
(rate - kbps)
1487720301/1513011546117
98203543
1182422140/1202523316380
78285945
305298161/310488229737
19917598
: 10408
: 305298161/310488229737

This table describes the significant fields shown in the display.
Table 1: show policy-map interface Field Descriptions

Field

Description

Classification Statistics
Matched

Number of packets or bytes that matched this class.

Transmitted

Number of packets or bytes transmitted for this class.

Total Dropped

Number of packets or bytes dropped for this class.

Policing Statistics
Policed(conform)

Number of packets or bytes that conformed to the police rate for this class.

Policed(exceed)

Number of packets or bytes that exceeded the police rate for this class.

Policed(violate)

Number of packets or bytes that violated the police rate for this class.

Policed and dropped Number of packets or bytes dropped by the policer of this class.
Queueing Statistics
Queue ID

VOQ number of the packet in this class.

Taildropped (bytes) Number of bytes taildropped for this queue.
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show running-configuration class-map
To display the configured class-map details, use the show running-configuration class-map command in
EXEC mode.
show running-configuration class-map
Syntax Description

This command has no keywords or arguments.

Command Default

None

Command Modes

EXEC

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The show running-configuration class-map is used for getting the class-map details.

Task ID

Task
ID

Operation

qos

read

Example
This example shows the configured class-map details:
show running-config class-map
class-map match-any CLASS_1_egress_COS
macth qos-group1
end-class-map
!
class-map match-any CLASS_2_egress_COS
macth qos-group2
end-class-map
!
class-map match-any CLASS_3_egress_COS
macth qos-group3
end-class-map
!
class-map match-anyCLASS_1_ingress_COS
macth cos4
end-class-map
!
class-map match-anyCLASS_2_ingress_COS
macth cos7
end-class-map
!
class-map match-anyCLASS_3_ingress_COS
macth cos3
end-class-map
!
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show running-configuration policy-map
To display the configured policy-map details, use the show running-configuration policy-map command
in EXEC mode.
show running-configuration policy-map
Syntax Description

This command has no keywords or arguments.

Command Default

None

Command Modes

EXEC

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The show running-configuration policy-map command is used for getting the policy-map details.

Task ID

Task
ID

Operation

qos

read

Example
This example shows the configured policy-map details.
show running-config policy-map
policy-map egress_POLICY_L2
class CLASS_1_egress_COS
shape average 2 gbps
!
class CLASS_2_egress_COS
shape average 4 gbps
!
class CLASS_3_egress_COS
shape average 4 gbps
!
class class-default
!
end-policy-map
!
policy-map ingress_POLICY_L2
classCLASS_1_ingress_COS
set traffic-class1
!
classCLASS2_ingress_COS
set qos-group2
!
classCLASS_3_ingress_COS
set qos-group3
!
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show running-configuration policy-map

class class-default
!
end-policy-map
!
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QoS Classification Commands
This chapter describes the commands used for QoS packet classification.
• match dscp, on page 16
• match mpls experimental topmost, on page 19
• match precedence, on page 21
• match qos-group, on page 23
• random-detect discard-class, on page 25
• set mpls experimental, on page 27
• shape average, on page 28
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match dscp
To identify specific IP differentiated services code point (DSCP) values as match criteria for a class map, use
the match dscp command in class map configuration mode. To remove a DSCP value from a class map,
use the no form of this command.
match [not] dscp {[{ipv4 | ipv6}] dscp-value [dscp-value1 ... dscp-value7] | [min-value max-value]}
no match [not] dscp {[{ipv4 | ipv6}] dscp-value [dscp-value1 ... dscp-value7] | [min-value max-value]}
Syntax Description

not

(Optional) Negates the specified match result.

ipv4

(Optional) Specifies the IPv4 DSCP value.

ipv6

(Optional) Specifies the IPv6 DSCP value.

dscp-value IP DSCP value identifier that specifies the exact value or a range of values. Range is 0 - 63. Up
to 64 IP DSCP values can be specified to match packets. Reserved keywords can be specified
instead of numeric values.
min-value Lower limit of DSCP range to match. Value range is 0 - 63.
max-value Upper limit of DSCP range to match. Value range is 0 - 63.
Command Default

Matching on IP Version 4 (IPv4) and IPv6 packets is the default.

Command Modes

Class map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The match dscp command is supported only in the ingress direction. The minimum value is 0 and maximum
value is 63. The maximum allowed entries: 64.
The match dscp command specifies a DSCP value that is used as the match criteria against which packets
are checked to determine if they belong to the class specified by the class map.
To use the match dscp command, you must first enter the class-map command to specify the name of the
class whose match criteria you want to establish
The match dscp command examines the higher-order six bits in the type of service (ToS) byte of the IP
header. If you specify more than one match dscp command in a class map, the new values are added to the
existing statement.
The IP DSCP value is used as a matching criterion only. The value has no mathematical significance. For
instance, the IP DSCP value 2 is not greater than 1. The value simply indicates that a packet marked with the
IP DSCP value of 2 should be treated differently than a packet marked with an IP DSCP value of 1. The
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treatment of these marked packets is defined by the user through the setting of policies in policy map class
configuration mode.
Table 2: IP DSCP Reserved Keywords

DSCP
Value

Reserved
Keyword

0

default

10

AF11

12

AF12

14

AF13

18

AF21

20

AF22

22

AF23

26

AF31

28

AF32

30

AF33

34

AF41

36

AF42

38

AF43

46

EF

8

CS1

16

CS2

24

CS3

32

CS4

40

CS5

48

CS6

56

CS7

ipv4

ipv4 dscp

ipv6

ipv6 dscp
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Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to configure the service policy called policy1. In this example, class map
dscp14 evaluates all packets entering for an IP DSCP value of 14. If the incoming packet has been
marked with the IP DSCP value of 14, the packet is queued to the class queue with the bandwidth
setting of 1000 mbps.
RP/0/(config)# class-map dscp14
RP/0/(config-cmap)# match dscp ipv4 14
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class dscp14
RP/0/(config-pmap-c)#bandwidth 1000 mbps
RP/0/(config-pmap-c)#exit
RP/0/(config-pmap)# exit
RP/0/(config)# interface HundredGigE 0/7/0/0
RP/0/(config-if)# service-policy input policy1
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match mpls experimental topmost
To identify specific three-bit experimental (EXP) field values in the topmost Multiprotocol Label Switching
(MPLS) label as match criteria for a class map, use the match mpls experimental topmost command in
class map configuration mode. To remove experimental field values from the class map match criteria, use
the no form of the command.
match [not] mpls experimental topmost exp-value [exp-value1 ...exp-value7]
no match [not] mpls experimental topmost exp-value [exp-value1 ...exp-value7]
Syntax Description

not

not

exp-value

Experimental value that specifies the exact value from 0 to 7. Up to eight experimental values
can be specified to match MPLS headers.

Command Default

No default behavior or values

Command Modes

Class map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The match mpls experimental topmost command is supported only in the ingress direction. The minimum
value is 0 and maximum value is 7. The maximum allowed entries: 8.
The match mpls experimental topmost command is used by the class map to identify MPLS experimental
values matching on a packet.
To use the match mpls experimental topmost command, you must first enter the class-map command to
specify the name of the class whose match criteria you want to establish. If you specify more than one match
mpls experimental topmost command in a class map, the new values are added to the existing match statement.
This command examines the three experimental bits contained in the topmost label of an MPLS packet. Up
to eight experimental values can be matched in one match statement. For example, match mpls experimental
topmost 2 4 5 7 returns matches for experimental values of 2, 4, 5, and 7. Only one of the four values is needed
to yield a match (OR operation).
The experimental values are used as a matching criterion only. The value has no mathematical significance.
For instance, the experimental value 2 is not greater than 1. The value indicates that a packet marked with the
experimental value of 2 should be treated differently than a packet marked with the EXP value of 1. The
treatment of these different packets is defined by the user through the setting of QoS policies in policy map
class configuration mode.

Task ID

Task
ID

Operations

qos

read,
write
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Examples

This example shows how to configure the service policy called policy1 and attach service policy
policy1 to an interface.
RP/0/(config)# class-map mplsmap1
RP/0/(config-cmap)# match mpls experimental topmost 1
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class mplsmap1
RP/0/(config-pmap-c)# bandwidth 1000 mbps
RP/0/(config-pmap-c)#exit
RP/0/(config-pmap)#exit
RP/0/(config)# interface HundredGigabitEthernet
RP/0/(config-if)# service-policy input policy1
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match precedence
To identify IP precedence values as match criteria, use the match precedence command in class map
configuration mode. To remove precedence values from a class map, use the no form of this command.
match [not] precedence [{ipv4 | ipv6}] precedence-value [precedence-value1 ... precedence-value7]
no match [not] precedence [{ipv4 | ipv6}] precedence-value [precedence-value1 ...
precedence-value7]
Syntax Description

not

(Optional) Negates the specified match result.

ipv4

(Optional) Specifies the IPv4 precedence value.

ipv6

(Optional) Specifies the IPv6 precedence value.

precedence-value An IP precedence value identifier that specifies the exact value. Reserved keywords can
be specified instead of numeric values.
Up to eight precedence values can be matched in one match statement.
Command Default

Matching on both IP Version 4 (IPv4) and IPv6 packets is the default.

Command Modes

Class map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The match precedence command is supported only in the ingress direction. The minimum value is 0 and
maximum value is 7. The maximum allowed entries: 8.
The match precedence command specifies a precedence value that is used as the match criteria against which
packets are checked to determine if they belong to the class specified by the class map.
To use the match precedence command, you must first enter the class-map command to specify the name
of the class whose match criteria you want to establish. If you specify more than one match precedence
command in a class map, the new values are added to the existing statement.
The match precedence command examines the higher-order three bits in the type of service (ToS) byte of
the IP header. Up to eight precedence values can be matched in one match statement. For example, match
precedence ipv4 0 1 2 3 4 5 6 7 returns matches for IP precedence values of 0, 1, 2, 3, 4, 5, 6, and 7. Only
one of the eight values is needed to yield a match (OR operation).
The precedence values are used as a matching criterion only. The value has no mathematical significance.
For instance, the precedence value 2 is not greater than 1. The value simply indicates that a packet marked
with the precedence value of 2 is different than a packet marked with the precedence value of 1. The treatment
of these different packets is defined by the user through the setting of QoS policies in policy map class
configuration mode.
This table lists the IP precedence value number and associated name in descending order of importance.
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Table 3: IP Precedence Values and Names

Value Name

Task ID

Examples

0

routine

1

priority

2

immediate

3

flash

4

flash-override

5

critical

6

internet

7

network

Task
ID

Operations

qos

read,
write

This example shows how to configure the service policy called policy1 and attach service policy
policy1 to an interface. In this example, class map ipprec5 evaluates all packets entering
HundredGigabit Ethernet interface 0/1/0/9 for a precedence value of 5. If the incoming packet has
been marked with the precedence value of 5, the packet is queued to the class queue with the bandwidth
setting of 1000 mbps.
RP/0/# configure
RP/0/(config)# class-map ipprec5
RP/0/(config-cmap)# match precedence ipv4 5
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class ipprec5
RP/0/(config-pmap-c)# bandwidth 1000 mbps
RP/0/(config-pmap)# exit
RP/0/(config)# interface HundredGigabitEthernet
RP/0/(config-if)# service-policy input policy1
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match qos-group
To identify specific quality-of-service (QoS) group values as match criteria in a class map, use the match
qos-group command in class map configuration mode. To remove a specific QoS group value from the
matching criteria for a class map, use the no form of this command.
Syntax Description

not

(Optional) Negates the specified match result.

qos-group-value

QoS group value identifier that specifies the exact value from 1 to 7. Range is not
supported.

Command Default

No match criteria are specified.

Command Modes

Class map configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The match qos-group command is supported only in the egress direction. The egress default class will
implicitly match qos-group 0. The minimum value is 1 and maximum value is 7. The maximum allowed
entries: 7.
The match qos-group command sets the match criteria for examining QoS groups marked on the packet.
One class map can match only one qos-group value from 1 to 7. The qos-group values 1 to 7 maps to queue
1 to 7 on the egress port. Queue 0 is reserved for class-default.
The QoS group value is used as a matching criterion only. The value has no mathematical significance. For
instance, the QoS group value 2 is not greater than 1. The value simply indicates that a packet marked with
the QoS group value of 2 should be treated differently than a packet marked with a QoS group value of 1.
The treatment of these different packets is defined using the service-policy command in policy map class
configuration mode.
The QoS group setting is limited in scope to the local router. Typically, the QoS group is set on the local
router to be used locally and the router to give differing levels of service based on the group identifier.
In the ingress policy-map, in order to designate the traffic class to a certain CoSQ other than CoSQ 0, the
class-map needs to have an explicit set qos-group x statement, where 'x' is the CoSQ in the range of 0 to 7.
The default COSQ is 0. In the egress policy-map, a class-map with a corresponding match qos-group x will
allow further Quality of Service actions to be applied to the traffic class. For example,
class-map prec1
match prec 1
policy-map test-ingress
class prec1
set qos-group 1
police rate percent 50

class-map qg1
match qos-group 1
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policy-map test-egress
class qg1
shape average percent 70

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows a service policy called policy1 attached to an HundredGigabit Ethernet interface
0/1/0/9.
RP/0/(config)# class-map qosgroup5
RP/0/(config-cmap)# match qos-group 5
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class qosgroup5
RP/0/(config-pmap-c)# bandwidth 1000 mbps
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# exit
RP/0/(config)# interface HundredGigabitEthernet 0/1/0/9
RP/0/(config-if)# service-policy output policy1
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random-detect discard-class
To configure the Weighted Random Early Detection (WRED) thresholds for packets with a specific discard
class value, use the random-detect discard-class command in policy map class configuration mode. To
return the thresholds to the default for the discard class, use the no form of this command.
random-detect discard-class discard-value min-threshold [units] max-threshold [units]
no random-detect discard-class discard-value min-threshold [units] max-threshold [units]
Syntax Description

discard-value

Discard class value. The value is 0 or 1.

min-threshold

Minimum threshold in number of packets. The value range of this argument is from 0 to
1073741823 in bytes.

max-threshold

Maximum threshold in number of packets. The value range of this argument is from the
value of the min-threshold argument to 1073741823. When the average queue length
exceeds the maximum threshold, WRED drops all packets with the specified discard class
value.

units

(Optional) Units for the threshold values.

Command Default

Default unit for max-threshold and min-threshold is packets.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

WRED is a congestion avoidance mechanism that slows traffic by randomly dropping packets when congestion
exists. WRED is most useful with protocols like TCP that respond to dropped packets by decreasing the
transmission rate.
When you configure the random-detect discard-class command on an interface, packets are given preferential
treatment based on the discard class of the packet.
When the value of the units argument is packets, packets are assumed to be 256 bytes in size.

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to set the discard class values for discard class 1 to a minimum byte threshold
of 1000000 and a maximum byte threshold of 2000000:
RP/0/(config)# policy-map policy1
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RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# random-detect discard-class 1 1000000 bytes 2000000 bytes
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set mpls experimental
To set the experimental (EXP) value of the Multiprotocol Label Switching (MPLS) packet topmost or imposition
labels, use the set mpls experimental command in policy map configuration mode. To leave the EXP value
unchanged, use the no form of this command.
set mpls experimental {topmost} exp-value
no set mpls experimental {topmost} exp-value
Syntax Description

topmost

Specifies to set the EXP value of the topmost label.

exp-value Value of the MPLS packet label. Range is 0 to 7.
Command Default

No MPLS experimental value is set

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

After the MPLS experimental bits are set, other QoS services can then operate on the bit settings.
This command is supported only in ingress direction. Unconditional MPLS experimental marking is supported.
The network gives priority (or some type of expedited handling) to the marked traffic. Typically, the MPLS
experimental value is set at the edge of the network (or administrative domain) and queueing is acted on it
thereafter.

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to set the MPLS experimental to 5:

RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# set mpls experimental topmost 5
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# exit
RP/0/(config)# interface HundredGigE 0/1/0/0
RP/0/(config-if)# service-policy input policy1
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shape average
To shape traffic to the indicated bit rate according to the algorithm specified, use the shape average command
in policy map class configuration mode. To remove traffic shaping, use the no form of this command.
shape average {percent percentage | rate [units]}
no shape average
Syntax Description

percent percentage Specifies the interface bandwidth in percentage. Values can be from 1 to 100.
rate

Average shaping rate in the specified units. Values can be from 1 to 4294967295.

units

(Optional) Units for the bandwidth.

Command Default

units: bps

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The shape average command is supported only in the egress direction.
When you use the shape average command, egress shaping is done at the Layer 1 level and includes the
Layer 1 header in the rate calculation. The minimum shape rate is 469 kbps. If you have both shape and
bandwidth configured for a class, ensure that the shape percent value is always greater than the percent value
for bandwidth. For bundled interfaces, shape average can be configured only as a percentage.
The priority and shape average commands can be configured together in the same class.

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to set traffic shaping to 100000 kbps:
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# shape average 100000 kbps
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This chapter describes the commands to configure marking and policing.
• set dscp, on page 30
• set discard-class, on page 31
• set precedence, on page 33
• set qos-group, on page 35
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set dscp
To mark a packet by setting the IP differentiated services code point (DSCP) in the type of service (ToS) byte,
use the set dscp command in policy-map class configuration mode. To remove a previously set DSCP value,
use the no form of this command.
set dscp[tunnel] dscp-value
no set dscp[tunnel] dscp-value
Syntax Description

tunnel

(Optional) Sets the DSCP on the outer IP header. This command is available on Layer 3
interfaces in the ingress direction.

dscp-value

Number from 0 to 63 that sets the DSCP value. Reserved keywords can be specified instead
of numeric values.

Command Default

No default behavior or values

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

After the DSCP bit is set, other quality-of-service (QoS) services can then operate on the bit settings. The set
dscp is supported only in the ingress direction.
The network gives priority (or some type of expedited handling) to marked traffic. Typically, you set the
DSCP value at the edge of the network (or administrative domain); data then is queued based on the DSCP
value.

Task ID

Examples

Task
ID

Operations

qos

read,
write

In this example, the DSCP ToS byte is set to 6 in the policy map called policy-in. All packets that
satisfy the match criteria of class1 are marked with the DSCP value of 6. The network configuration
determines how packets are marked.
RP/0/ (config)# policy-map policy-in
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# set dscp 6
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set discard-class
To set the discard class and Quality of Service (QoS) group identifiers on IP Version 4 (IPv4) or Multiprotocol
Label Switching (MPLS) packets, use the set discard-class command in policy map class configuration
mode. To leave the discard-class values unchanged, use the no form of this command.
set discard-class discard-class-value
no set discard-class discard-class-value
Syntax Description

discard-class-value Discard class ID. An integer 0 to 1, to be marked on the packet.

Command Default

No default behavior or values

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The set discard-class command associates a discard class ID with a packet. After the discard class is set,
other QoS services such as Weighted Random Early Detection (WRED) can operate on the bit settings.
Discard-class indicates the discard portion of the per hop behavior (PHB). The set discard-class command
is typically used in Pipe mode. Discard-class is required when the input PHB marking is used to classify
packets on the output interface.
The set discard-class command is supported only in the ingress direction.Unconditional discard-class
marking is supported.
The discard-class values can be used to specify the type of traffic that is dropped when there is congestion.

Note

Task ID

Examples

Marking of the discard class has only local significance on a node.
Task
ID

Operations

qos

read,
write

This example shows how to set the discard class value to 1 for packets that match the MPLS
experimental bits 1:
RP/0/(config)# class-map cust1
RP/0/(config-cmap)# match mpls experimental topmost 1
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy2
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RP/0/(config-pmap)# class cust1
RP/0/(config-pmap-c)# set discard-class 1
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# exit
RP/0/(config)# interface HundredGigE 0/1/0/0
RP/0/(config-if)# service-policy input policy2
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set precedence
To set the precedence value in the IP header, use the set precedence command in policy map class
configuration mode. To leave the precedence value unchanged, use the no form of this command.
set precedence [tunnel] value
no set precedence [tunnel] value
Syntax Description

tunnel (Optional) Sets the IP precedence on the outer IP header.
Number or name that sets the precedence bits in the IP header. Range is from 0 to 7. Reserved
keywords can be specified instead of numeric values.

value

Command Default

No default behavior or values

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

Precedence can be set using a number or corresponding name. After IP Precedence bits are set, other QoS
services can then operate on the bit settings.
The set precedence command is supported only in the ingress direction. Unconditional precedence marking
is supported.
The network gives priority (or some type of expedited handling) to the marked traffic. IP precedence can be
set at the edge of the network (or administrative domain) and have queueing act on it thereafter.
The mapping from keywords such as 0 (routine) and 1 (priority) to a precedence value is useful only in some
instances. That is, the use of the precedence bit is evolving. You can define the meaning of a precedence value
by enabling other features that use the value. In the case of high-end Internet QoS, IP precedences can be used
to establish classes of service that do not necessarily correspond numerically to better or worse handling in
the network.

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to set the IP precedence to 5 (critical):
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match dscp ipv4 customer1
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
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RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# set precedence 5
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# exit
RP/0/(config)# interface HundredGigE 0/1/0/9
RP/0/(config-if)# service-policy input policy1
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set qos-group
To set the quality of service (QoS) group identifiers on packets, use the set qos-group command in policy
map class configuration mode. To leave the QoS group values unchanged, use the no form of this command.
set qos-group qos-group-value
no set qos-group qos-group-value
Syntax Description

qos-group-value QoS group ID. An integer from 1 to 7, to be marked on the packet.
The qos-group-value is used to select a CoSQ and eventually to a VOQ

Command Default

No group ID is specified.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The set qos-group command is supported only in the ingress direction.
The set qos-group will be used as internal priority to choose the queue on the egress port.
In the ingress policy-map, in order to designate the traffic class to a certain CoSQ other than CoSQ 0, the
class-map needs to have an explicit set qos-group x statement, where 'x' is the CoSQ in the range of 0 to 7.
The default COSQ is 0. In the egress policy-map, a class-map with a corresponding match qos-group x will
allow further Quality of Service actions to be applied to the traffic class. For example,
class-map prec1
match prec 1
policy-map test-ingress
class prec1
set qos-group 1
police rate percent 50

class-map qg1
match qos-group 1

policy-map test-egress
class qg1
shape average percent 70

Task ID

Task
ID

Operations

qos

read,
write
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Examples

This example sets the QoS group to 5 for packets that match the MPLS experimental bit 1:
RP/0/(config)# class-map class1
RP/0/(config-cmap)# match mpls experimental topmost 1
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# set qos-group 5
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# exit
RP/0/(config)# HundredGigE interface 0/1/0/0
RP/0/(config-if)# service-policy input policy1
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This chapter describes the commands used to manage congestion.
• police rate, on page 38
• priority (QoS), on page 40
• show qos interface , on page 41
• show policy-map targets, on page 43
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police rate
To configure traffic policing and enter policy map police configuration mode, use the police rate command
in policy map class configuration mode. To remove traffic policing from the configuration, use the no form
of this command.
police rate {value [units] | percent percentage}[burst burst-size [burst-units]] [peak-rate {value
[units] | percent percentage}] [peak-burst peak-burst [burst-units]]
no police rate {value [units] | percent percentage}[burst burst-size [burst-units]] [peak-rate {value
[units] | percent percentage}] [peak-burst peak-burst [burst-units]]
Syntax Description

value

Committed information rate (CIR). Range is from 1 to 4294967295.

units

(Optional) Unit of measurement for the CIR.

percent percentage

Specifies the police rate as a percentage of the CIR. Range is from 1 to 100. See
the Usage Guidelines for information on how to use this keyword.

burst burst-size

(Optional) Specifies the burst size in the specified burst-units . The default burst
value is 10 milliseconds of the CIR. The maximum burst value allowed is 4194304
bytes.

burst-units

(Optional) Unit of measurement for the burst values.

peak-rate value

(Optional) Specifies the Peak Information Rate (PIR) in the specified units.

peak-burst peak-burst

(Optional) Specifies the peak burst size in the specified burst-units. The default
peak burst value is 10 milliseconds of the PIR. The maximum peak-burst value
allowed is 8388608 bytes. Also, the difference of the peak-burst value and burst
value cannot be larger than 4194304 bytes.

Command Default

No restrictions on the flow of data are applied to any interface.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

Policer conditional set is unsupported.
Policing can be applied only in the ingress direction.
For police rate commands, interpret the percent keyword in this way:
• For a one-level policy, the percent keyword specifies the CIR as a percentage of the link rate. For
example, the command police rate percent 35 configures the CIR as 35% of the link rate.
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Task ID

Note

Configured values take into account the Layer 2 encapsulation applied to traffic. This applies to ingress
policing. For Ethernet transmission, the encapsulation is considered to be 14 bytes, whereas for IEEE 802.1Q,
the encapsulation is 18 bytes.

Note

A police rate minimum of 21 kbps is supported.
Task
ID

Operations

qos

read,
write

In this example, traffic policing is configured with an average rate of 200 pps, and a normal burst
size of 50 packets, for all packets in class-map class1, leaving HundredGigE interface 0/1/0/0:
RP/0/(config)# policy-map pps-1r2c
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# police rate 200 pps burst 50 packets
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# exit
RP/0/(config)# HundredGigE interface 0/1/0/0
RP/0/(config-if) service-policy input policy1
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priority (QoS)
To assign priority to a traffic class based on the amount of available bandwidth within a traffic policy, use
the priority command in policy map class configuration mode. To remove a previously specified priority
for a class, use the no form of this command.
priority [level priority-level]
no priority
Syntax Description

level priority-level

Command Default

No default action.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

(Optional) Sets multiple levels of priority to a traffic class. Level 1 through 7. Default
level is 1. Level 1 traffic has higher priority.

The priority command configures low-latency queueing (LLQ), providing strict priority queueing (PQ).
Strict PQ allows delay-sensitive data such as voice to be dequeued and sent before packets in other queues
are dequeued. The priority command is supported only in the egress direction. No policer is allowed with
a priority class. To limit the priority traffic use the shape average command.
The priority command sets up classes based on a variety of criteria (not just User Datagram Protocol [UDP]
ports) and assigns a priority to them.
The bandwidth and priority commands cannot be used in the same class, within the same policy map. These
commands can be used together in the same policy map.

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to configure priority queueing for the policy map named policy1 :
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# priority level 1
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show qos interface
To display QoS information for a specific interface, use the show qos interface command in the EXEC mode.
show qos interface interface-name {input | output}[location node-id]
Syntax Description

Interface name. For more information about the
syntax for the router, use the question mark (?) online
help function.

interface-name

Note

input

Attaches the specified policy map to the input
interface.

output

Attaches the specified policy map to the output
interface.

location node-id

(Optional) Displays detailed QoS information for the
designated node. The node-id argument is entered
in the rack/slot/module notation.

Command Default

No default behavior or values

Command Modes

EXEC mode

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

Use the show interfaces command to see
a list of all interfaces currently configured
on the router.

The show qos interface command displays configuration for all classes in the service policy that is attached
to an interface.
Use this command to check the actual values programmed in the hardware from the action keywords in the
police rate command.

Task ID

Examples

Task
ID

Operations

qos

read

This is the sample output shows the QoS information on a interface hundredGigE 0/6/0/18
that are in the output direction:
RP/0/# show qos interface hundredGigE 0/6/0/18 output
Wed Dec 2 22:34:25.476 UTC
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NOTE:- Configured values are displayed within parentheses
Interface HundredGigE0/6/0/18 ifh 0x3000210 -- output policy
NPU Id:
3
Total number of classes:
3
Interface Bandwidth:
100000000 kbps
VOQ Base:
11176
VOQ Stats Handle:
0x887a6e18
Accounting Type:
Layer1 (Include Layer 1 encapsulation and above)
-----------------------------------------------------------------------------Level1 Class (HP7)
=
qos-1
Egressq Queue ID
=
11177 (HP7 queue)
Queue Max. BW.
=
0 kbps (default)
TailDrop Threshold
=
125304832 bytes / 10 ms (default)
WRED not configured for this class
Level1 Class (HP6)
Egressq Queue ID
Queue Max. BW.
TailDrop Threshold
WRED not configured for this class

=
=
=
=

qos-2
11178 (HP6 queue)
0 kbps (default)
125304832 bytes / 10 ms (default)

Level1 Class
Egressq Queue ID
Queue Max. BW.
Queue Min. BW.
Inverse Weight / Weight
TailDrop Threshold
WRED not configured for this class

=
=
=
=
=
=

class-default
11176 (Default LP queue)
101803495 kbps (default)
0 kbps (default)
1 / (BWR not configured)
1253376 bytes / 10 ms (default)

This table describes the significant fields shown in the display.
Table 4: show QoS interface Field Descriptions

Field

Description

Level 1 class

Level 1 class identifier in decimal format.

Policer Bucket ID

Policer bucket identifier.

Policer Stats Handle

Policer statistics handle for this class.

Queue ID

VOQ number of the packet in this class.

Queue Max. BW

Maximum bandwidth of the queue.

Queue Min. BW

Minimum bandwidth of the queue.

Inverse Weight / Weight

Remaining bandwidth weight.
Note

TailDrop Threshold
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The hardware weight is expressed in
inverse value.

Number of bytes taildropped for this queue and the
default/user-configured queue-limit expressed in
milliseconds/user-configured unit.
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show policy-map targets
To display information about the interfaces on which policy maps are applied, use the show policy-map
targets command in EXEC mode.
show policy-map targets [{location node-id | pmap-name name | type qos [{location node-id |
pmap-name name}]}]
Syntax Description

location node-id

(Optional) Displays information about the interfaces on which policy maps are applied
for the specified location. The node-id argument is entered in the rack/slot/module
notation.

pmap-name name (Optional) Displays information about the interfaces on which the specified policy map
is applied.
(Optional) Displays information about the interfaces on which QoS policy maps are
applied. This is the default type.

type qos

Command Default

The default QoS policy type is QoS.

Command Modes

EXEC

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

For a short period of time while a QoS policy is being modified, there might not be any policy in effect on
the interfaces in which the modified policy is used. For this reason, modify QoS policies that affect the fewest
number of interfaces at a time. Use the show policy-map targets command to identify the number of
interfaces that will be affected during policy map modification.

Task ID

Task
ID

Operations

qos

read

Examples

In this example, the TenGigabit Ethernet interface 4/0/10/0 has one policy map attached as a main
policy. Outgoing traffic on this interface will be affected if the policy is modified:
RP/0/# show policy-map targets
Wed Dec 2 22:35:13.993 UTC
1) Policymap: test-qlimit
Type: qos
Targets (applied as main policy):
TenGigE0/4/0/10/0 output
TenGigE0/6/0/30/1 output
Total targets: 2
Targets (applied as child policy):
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Total targets: 0

2) Policymap: test-priority
Type: qos
Targets (applied as main policy):
HundredGigE0/6/0/35 output
HundredGigE0/6/0/34 output
HundredGigE0/6/0/33 output
HundredGigE0/6/0/32 output
HundredGigE0/6/0/31 output
HundredGigE0/6/0/29 output
HundredGigE0/6/0/28 output
HundredGigE0/6/0/27 output
HundredGigE0/6/0/25 output
HundredGigE0/6/0/24 output
HundredGigE0/6/0/23 output
HundredGigE0/6/0/22 output
HundredGigE0/6/0/21 output
HundredGigE0/6/0/20 output
HundredGigE0/6/0/19 output
HundredGigE0/6/0/1 output
HundredGigE0/6/0/3 output
HundredGigE0/6/0/4 output
HundredGigE0/6/0/5 output
HundredGigE0/6/0/6 output
HundredGigE0/6/0/7 output
HundredGigE0/6/0/8 output
HundredGigE0/6/0/9 output
HundredGigE0/6/0/10 output
HundredGigE0/6/0/11 output
HundredGigE0/6/0/13 output
HundredGigE0/6/0/14 output
HundredGigE0/6/0/15 output
HundredGigE0/6/0/16 output
HundredGigE0/6/0/17 output
Total targets: 30
Targets (applied as child policy):
Total targets: 0

Quality of Service Command Reference for Cisco NCS 4000 Series
44

Congestion Avoidance Commands
This chapter describes commands used to avoid congestion.
• bandwidth (QoS), on page 46
• bandwidth remaining, on page 48
• queue-limit, on page 50
• random-detect, on page 52
• service-policy (interface), on page 54
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bandwidth (QoS)
To specify the minimum bandwidth allocated to a class belonging to a policy map, use the bandwidth
command in policy map class configuration mode. To remove the bandwidth specified for a class, use the no
form of this command.
bandwidth {rate [units] | percent percentage-value}
no bandwidth {rate [units] | percent percentage-value}
Syntax Description

rate

Minimum bandwidth, in the units specified, to be assigned to the class. Range
is from 1 to 4294967295.

units

Specifies the units for the bandwidth.

percent percentage-value

Specifies the amount of minimum guaranteed bandwidth, based on an absolute
percentage of available bandwidth. Range is from 1 to 100.

Command Default

The default units is kbps.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The bandwidth command is used to specify the minimum guaranteed bandwidth allocated for traffic matching
a particular class. Bandwidth may be defined as a specific value or may be set as a percentage of the interface
bandwidth.
If a percentage value is set, the accuracy that can be expected is 1 percent.
The bandwidth command is supported only in the egress direction.
A policy map can have a single bandwidth statement per class. Both percentage and actual value bandwidth
configurations can be used within a policy map.
The bandwidth command does not specify how the bandwidth is to be shared. Instead it specifies how much
bandwidth is guaranteed per class, by setting the number of tokens that are assigned to the token bucket of a
particular class. For configured behavior to work correctly, you must ensure that the sum of the bandwidths
plus any priority traffic is not greater than the bandwidth of the interface itself. If the interface is oversubscribed,
unpredictable behavior results.

Task ID

Task
ID

Operations

qos

read,
write
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Examples

This example shows how to guarantee 50 percent of the interface bandwidth to a class called class1
and 10 percent of the interface bandwidth to a class called class2:
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# bandwidth percent 50
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# class class2
RP/0/(config-pmap-c)# bandwidth percent 10
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bandwidth remaining
To specify how to allocate leftover bandwidth to various classes, use the bandwidth remaining command
in policy map class configuration mode. To return to the system defaults, use the no form of this command.
bandwidth remaining [{percent percentage-value | ratio ratio-value}]
no bandwidth remaining [{percent percentage-value | ratio ratio-value}]
Syntax Description

percent percentage-value Specifies the amount of guaranteed bandwidth, based on an absolute percentage
of the available bandwidth. Range is from 1 to 100.
ratio ratio-value

Specifies the amount of guaranteed bandwidth, based on a bandwidth ratio
value. Range is 1 to 2000.

Command Default

No bandwidth is specified.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Bandwidth, bandwidth remaining, shaping, queue-limit and WRED commands can be configured together in
the same class.

Usage Guidelines

Note

The bandwidth remaining command is supported only in the egress direction.
The available bandwidth is equally distributed among those queueing classes that do not have the remaining
bandwidth explicitly configured.
The bandwidth remaining command is used to proportionally allocate bandwidth to the particular classes,
but there is no reserved bandwidth capacity.
On egress, if the bandwidth remaining command is not present, then the bandwidth is shared equally among
the configured queueing classes present in the policy-map.

Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how the remaining bandwidth is shared by classes class1 and class2 in a 20:80
ratio.
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RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# bandwidth remaining percent 20
RP/0/(config-pmap-c)# exit
RP/0/(config-pmap)# class class2
RP/0/(config-pmap-c)# bandwidth remaining percent 80
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queue-limit
To specify or modify the maximum number of packets the queue can hold for a class policy configured in a
policy map, use the queue-limit command in policy map class configuration mode. To remove the queue
packet limit from a class, use the no form of this command.
queue-limit value [unit]
no queue-limit
Syntax Description

value Maximum threshold for tail drop in bytes. Range is from 1 to 4294967295.
unit

(Optional) Units for the queue limit value.
Note

When the specified units is packets, packets are assumed to be
256 bytes in size.

Command Default

The default value is 10 milliseconds for all queues including the high-priority queues.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

When configuring the queue-limit command, you must configure one of the following commands: priority,
shape average, bandwidth or bandwidth remaining, except for the default class. The default value is 10
milliseconds for all queues including the high-priority queues.
The queue-limit command is supported only in the egress direction.
Packets satisfying the match criteria for a class accumulate in the queue reserved for the class until they are
serviced by the scheduling mechanism. The queue-limit command defines the maximum threshold for a
class. When that threshold is reached, enqueued packets to the class queue result in tail drop (packet drop).
Tail drop is a congestion avoidance technique that drops packets when an output queue is full, until congestion
is eliminated.
Use the show qos interface command to display the queue limit and other QoS values.
These restrictions apply to queue limits:
• Queue limit should be at least the maximum MTU size, which is 9 * 1024 bytes = 9kb.
• Queue limit should be 3 GB, which is the maximum packet buffer size in ingress and egress queueing
ASICs.
• Only time-based units are allowed on bundle targets.
Guaranteed Service Rate
The guaranteed service rate is defined as the service rate of the queue when all queues are backlogged and
derived as:
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minimum_bandwidth + (bandwidth_remaining_percent * unallocated_bandwidth)
This example shows the guaranteed service rate calculation:
policy-map sample_policy
class c1
bandwidth percent 30
bandwidth remaining percent 40
class c2
bandwidth percent 20
class class-default

guaranteed service rate of c1 = 30 percent LR + (40 percent * 50 percent * LR)
guaranteed service rate of c2 = 20 percent LR + (30 percent * 50 percent * LR)
guaranteed service rate of class-default = 30 percent * 50 percent * LR
• Where LR is line rate of the target on which service policy "sample_policy" is attached.
• 50 percent is unallocated bandwidth.
Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to set the queue limit for a class to 1000000 packets for policy map policy1:
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# queue-limit 1000000
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random-detect
To enable random early detection (RED), use the random-detect command in policy map class configuration
mode. To remove RED, use the no form of this command.
random-detect {default | discard-class value | min-threshold [units] max-threshold [units]}
no random-detect
Syntax Description

default

Enables RED with default minimum and maximum thresholds.

discard-class value

Discard-class based WRED (up to 2 values, which is 0 and 1).

min-threshold

Minimum threshold in number of packets. The value range of this argument is from
0 to 1073741823 in packets.

max-threshold

Maximum threshold in number of packets. The value range of this argument is from
the value of the min-threshold argument to 1073741823. When the queue length
exceeds the maximum threshold, RED drops all packets with the specified discard
class value.

units

(Optional) Units for the threshold values.

Command Default

Default unit for max-threshold and min-threshold is packets.

Command Modes

Policy map class configuration

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

The RED congestion avoidance technique takes advantage of the congestion control mechanism of TCP. By
randomly dropping packets before periods of high congestion, RED tells the packet source to decrease its
transmission rate. Assuming the packet source is using TCP, it decreases its transmission rate until all the
packets reach their destination, indicating that the congestion is cleared. You can use RED as a way to cause
TCP to slow transmission of packets. TCP not only pauses, but it also restarts quickly and adapts its transmission
rate to the rate that the network can support.
RED distributes losses in time and maintains normally low queue depth while absorbing traffic bursts. When
enabled on an interface, RED begins dropping packets when congestion occurs at a rate you select during
configuration.
When time units are used, the guaranteed service rate is used to compute thresholds. The default minimum
threshold is 6 ms and the maximum threshold is 10 ms.
When the value of the units argument is packets, packets are assumed to be 256 bytes in size.
Weighted Random Early Detection
The following restriction apply to Weighted Random Early Detection (WRED):
• For thresholds in time units, the guaranteed service rate is used to calculate the thresholds in bytes.
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For bundles, queue limit and WRED thresholds are supported in time units only.
Task ID

Examples

Task
ID

Operations

qos

read,
write

This example shows how to enable RED using a minimum threshold value of 1000000 and a maximum
threshold value of 2000000:
RP/0/(config)# policy-map policy1
RP/0/(config-pmap)# class class1
RP/0/(config-pmap-c)# random-detect 1000000 2000000
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service-policy (interface)
To attach a policy map to an input interface or output interface to be used as the service policy for that interface,
use the service-policy command in the appropriate configuration mode. To remove a service policy from
an input or output interface, use the no form of the command.
service-policy {input | output} policy-map
no service-policy {input | output} policy-map
Syntax Description

input

Attaches the specified policy map to the input interface.

output

Attaches the specified policy map to the output interface.

policy-map Name of a service policy map (created using the policy-map command) to be attached.
Command Default

No service policy is specified.

Command Modes

Interface configuration.

Command History

Release

Modification

Release
6.1.42

This command was introduced.

Usage Guidelines

You can attach a single policy map to one or more interfaces to specify the service policy for those interfaces.
The class policies composing the policy map are then applied to packets that satisfy the class map match
criteria for the class. To apply a new policy to an interface, you must remove the previous policy. A new
policy cannot replace an existing policy.

Task ID

Task
ID

Operations

qos

read,
write

Examples

This example shows policy map policy2 applied to HundredGigabitEthernet 0/0/0/1.
RP/0/(config)# class-map class2
RP/0/(config)# match precedence ipv4 2
RP/0/(config-cmap)# exit
RP/0/(config)# policy-map policy2
RP/0/(config-pmap)# class-map class2
RP/0/(config-pmap-c)# set precedence 3
RP/0/(config-pmap)# exit
RP/0/(config)# HundredGigabitEthernet 0/0/0/1
RP/0/(config-if)# service-policy input policy2
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This example shows policy map policy 1 applied to Bundle-Ether interface.
RP/0/(config)# interface Bundle-Ether1
RP/0/(config-if)# service-policy input policy1
RP/0/(config-if)# exit
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