Preface

This section explains the objectives, intended audience, and organization of this publication and describes
the conventions that convey instructions and other information.

This section provides the following information:
* Document Objectives, page i
e Audience, page i
* Document Organization, page i
» Related Documentation, page iii

* Document Conventions, page iii

Document Objectives

This guide describes the commands available to configure and maintain the Cisco NCS 4000 Series.

Audience

The Cisco IOS XR documentation set is intended primarily for users who configure and maintain Cisco
networking devices (such as routers and switches) but who may not be familiar with the tasks or the Cisco
I0S XR commands necessary to perform particular tasks. This document also helps to know about the features,
configuration options, in the OTN IOS XR for Cisco NCS 4000 Series Router.

Document Organization

This document is organized into the following chapters:

Chapter Description

Configure Authentication This chapter describes the CTC procedures to create
users and configure authentication.
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Chapter

Description

Configure the NCS4K-2H-W Card

This chapter explains the NCS4K-2H-W card and its
key features. This chapter also provides the CTC
procedures to configure the card.

Configure the OTN Cards

This chapter describes the CTC procedures to
configure the OTN controllers.

Configure Circuits

This chapter provides the CTC procedures to
configure the circuits.

Configure the Bridge and Roll

This chapter provides the CTC procedures to
configure the bridge and roll.

Configure Performance Monitoring

This chapter describes the CTC procedures to
configure the performance monitoring for various
controllers.

Manage Alarm Profiles

This chapter provides the CTC procedures to create,
load and store the alarm profiles.

Manage the Node

This chapter provides the CTC procedures for
maintaining the nodes, including backup and
restoration, viewing the audit trails, and resetting the
cards.

Configure SNMP

This chapter explains Simple Network Management
Protocol (SNMP) as implemented by Cisco NCS 4000
series.

Configure Authentication

This chapter describes the Cisco IOS XR commands
to configure the authentication and multiple privilege
levels. This chapter also describes the IOS XR
commands to encrypt a password and change the
static or line password. This chapter also explains to
manage the RADIUS and TACACS server.

Configure the OTN Controllers

This chapter describes the IOS XR commands to
configure the OTN controllers.

Configure the OTN Circuits

This chapter describes the IOS XR commands to
configure the OTN circuits. This chapter also
describes the IOS XR commands to configure the
explicit path and permanent connection.

Configure Fault Management

This chapter describes the IOS XR commands for fast
recovery of the system from various faults that can
occur in any part of the network.
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Chapter

Description

Configure SNMP

This chapter describes the Simple Network
Management Protocol (SNMP) as implemented by
NCS 4000.

Configure Fault Management

This chapter describes the Cisco IOS XR commands
to create and load the fault profiles.

Alarm Management

This chapter describes the severity, and
troubleshooting procedure for each commonly
encountered NCS 4000 alarm and condition.

System Messages

This chapter describes all the system messages that
appears when you work with the OTN application.

Configure the OTN Protection

This chapter provides the Cisco IOS XR commands
to add the path protection profile and switch the traffic
from working to protected path.

Configure Performance Monitoring

This chapter describes the Cisco IOS XR commands
to configure the performance monitoring for various
controllers.

Configure High Availability

This chapter describes the procedures for fast recovery
of the system from various faults that can occur in
any part of the network.

Related Documentation

Use this guide in conjunction with the following referenced publications:

* OTN and DWDM CTC Configuration Guide for Cisco NCS 4000 Series .
*« OTN and DWDM Command Reference for Cisco NCS 4000 Series.

Document Conventions

This document uses the following conventions:

Convention Description

~or Ctrl Both the * symbol and Ctrl represent the Control (Ctrl) key on a keyboard.

For example, the key combination ~D or Ctrl-D means that you hold
down the Control key while you press the D key. (Keys are indicated in
capital letters but are not case sensitive.)

bold font Commands and keywords and user-entered text appear in bold font.
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Convention

Description

Italic font

Document titles, new or emphasized terms, and arguments for which you
supply values are in italic font.

Courier font

Terminal sessions and information the system displays appear in courier
font.

Bold Courier font

Bold Courier font indicates text that the user must enter.

[x]

Elements in square brackets are optional.

An ellipsis (three consecutive nonbolded periods without spaces) after
a syntax element indicates that the element can be repeated.

A vertical line, called a pipe, indicates a choice within a set of keywords
or arguments.

[x]y]

Optional alternative keywords are grouped in brackets and separated by
vertical bars.

X1y}

Required alternative keywords are grouped in braces and separated by
vertical bars.

[x {y[z}]

Nested set of square brackets or braces indicate optional or required
choices within optional or required elements. Braces and a vertical bar
within square brackets indicate a required choice within an optional
element.

string

A nonquoted set of characters. Do not use quotation marks around the
string or the string will include the quotation marks.

Nonprinting characters such as passwords are in angle brackets.

Default responses to system prompts are in square brackets.

An exclamation point (!) or a pound sign (#) at the beginning of a line
of code indicates a comment line.

Reader Alert Conventions

This document uses the following conventions for reader alerts:

)

Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the

manual.

OTN and DWDM Configuration Guide for Cisco NCS 4000 Series
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Means the following information will help you solve a problem.

Caution

Means reader be careful. In this situation, you might do something that could result in equipment damage

or loss of data.

Timesaver

y'\

Means the described action saves time. You can save time by performing the action described in the

paragraph.

Warning

| 78-21449-03

Means reader be warned. In this situation, you might perform an action that could result in bodily

injury.

Warning

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily
injury. Before you work on any equipment, be aware of the hazards involved with
electrical circuitry and be familiar with standard practices for preventing accidents.
Use the statement number provided at the end of each warning to locate its translation
in the translated safety warnings that accompanied this device. Statement 1071

SAVE THESE INSTRUCTIONS

Waarschuwing

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk
letsel kan veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich
bewust te zijn van de bij elektrische schakelingen betrokken risico's en dient u op de
hoogte te zijn van de standaard praktijken om ongelukken te voorkomen. Gebruik het
nummer van de verklaring onderaan de waarschuwing als u een vertaling van de
waarschuwing die bij het apparaat wordt geleverd, wilt raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus

TARKEITA TURVALLISUUSOHJEITA

Téamai varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja.
Ennen kuin Kisittelet laitteistoa, huomioi siihkopiirien kisittelemiseen liittyviit riskit

ja tutustu onnettomuuksien yleisiin ehkéiisytapoihin. Turvallisuusvaroitusten kéinnokset
loytyvit laitteen mukana toimitettujen kifinnettyjen turvallisuusvaroitusten joukosta
varoitusten lopussa niikyvien lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET
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Attention

IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation
pouvant entrainer des blessures ou des dommages corporels. Avant de travailler sur
un équipement, soyez conscient des dangers liés aux circuits électriques et
familiarisez-vous avec les procédures couramment utilisées pour éviter les accidents.
Pour prendre connaissance des traductions des avertissements figurant dans les
consignes de sécurité traduites qui accompagnent cet appareil, référez-vous au numéro
de l'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS

Warnung

WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu
Verletzungen fithren kann. Machen Sie sich vor der Arbeit mit Geriiten mit den
Gefahren elektrischer Schaltungen und den iiblichen Verfahren zur Vorbeugung vor
Unfillen vertraut. Suchen Sie mit der am Ende jeder Warnung angegebenen
Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerit ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza

IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare
infortuni alle persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere
al corrente dei pericoli relativi ai circuiti elettrici e conoscere le procedure standard
per la prevenzione di incidenti. Utilizzare il numero di istruzione presente alla fine di
ciascuna avvertenza per individuare le traduzioni delle avvertenze riportate in questo
documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel

VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa
person. For du begynner & arbeide med noe av utstyret, ma du vaere oppmerksom pa
farene forbundet med elektriske kretser, og Kjenne til standardprosedyrer for a
forhindre ulykker. Bruk nummeret i slutten av hver advarsel for & finne oversettelsen
i de oversatte sikkerhetsadvarslene som fulgte med denne enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso

INSTRUCOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé esta em uma situacio que podera ser
causadora de lesdes corporais. Antes de iniciar a utilizacdo de qualquer equipamento,
tenha conhecimento dos perigos envolvidos no manuseio de circuitos elétricos e
familiarize-se com as praticas habituais de prevencio de acidentes. Utilize 0 nimero
da instrucio fornecido ao final de cada aviso para localizar sua traducio nos avisos de
seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

OTN and DWDM Configuration Guide for Cisco NCS 4000 Series
78-21449-03 |




| Preface

| 78-21449-03

Document Conventions .

jAdvertencia!

INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de
manipular cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese
con los procedimientos estindar de prevencion de accidentes. Al final de cada
advertencia encontrara el nimero que le ayudara a encontrar el texto traducido en el
apartado de traducciones que acompaiia a este dispositivo.

GUARDE ESTAS INSTRUCCIONES

Varning!

VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till
personskada. Innan du utfor arbete pa nagon utrustning maste du vara medveten om
farorna med elkretsar och kénna till vanliga forfaranden for att forebygga olyckor.
Anviind det nummer som finns i slutet av varje varning for att hitta dess dversittning
i de dversatta sikerhetsvarningar som medfoljer denna anordning.

SPARA DESSA ANVISNINGAR

Figyelam

FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos dramkordk
okozta kockdzatokra, és ismerkedjen meg a szokédsos balesetvédelmi eljdrasokkal.

A kiadvanyban szereplo figyelmeztetések forditdsa a késziilékhez mellékelt biztonsagi
figyelmeztetések kzott talalhato; a forditas az egyes figyelmeztetések végén lathatd
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Npenynpexnenne

BAXHBIE MHCTPYKUWK NO COEMOAEHUIO TEXHMKK BE30NACHOCTH

JTOT CHMBEON NpeaynpexneHa 0bo3HaYaeT ONnacHoCcTs. TO eCTk MMEET MeCTO CHTYAaLMA, B
KOTOpPOW CRNeayeT oNacaTeCA TenecHbIX NoBpexaeHwi. MNepen akcnnyarauwen obopynoBaHHA
BLISICHUTE, KAKMM ONACHOCTAM MOXET NOABEPraTLCH NONL30BaTeNb NPU MCNONB30BAHWK
ANEKTPUMECKWX LieNneH, W OIHAKOMLTECH C NpaBunamin TeEXHWKW DesonacHocTH gna
NpegoTBPaLEHNA BOIMOKHLIX HECHACTHLIX Criyvaes. BocnonbayiTecs HOMeEpOM 3anBEHWA,
npHBEACHHBIM B KOHLIE K&WAOro NpeaynpemaeHns, 4Tobbl HAHTH ero NepeBefeHHLIN BApHaHT
B nepesoge npegynpexaeHnid no Be3onNacHOCTH, NPUNaraemoM K JaHHOMY YCTPOWCTBY.

COXPAHWTE 3TH UHCTPYKLIMMA

BE

EENEEMRE

EEESFERREE. BEELTAREISAEHENLARES. CEERAGEFEIEZN. SATSE
REALE AR, RGBSR NEETIERF. BRETRESEREEOERSHAELR
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ERIFRE T IR

4
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Mk OE®RTY, ASEHEFUHTLLN0ZRBHEMEESATULEY, EEORYBLERE
TR, BERRBEOGREISEREL. —ANTSEMLECEEL T S0, BSOEEERD.
LRAEFEOEBSERIZ, HBWICHRED Mranslated Safety Wamings) #EBLT S,
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Aviso

INSTRUCOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacido em que ha
risco de lesdes corporais. Antes de trabalhar com qualquer equipamento, esteja ciente
dos riscos que envolvem os circuitos elétricos e familiarize-se com as praticas padrao
de prevencio de acidentes. Use o niimero da declaragao fornecido ao final de cada aviso
para localizar sua traducgio nos avisos de seguranca traduzidos que acompanham o
dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel

VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesbeskadigelse. For du begynder arbejde pa udstyr, skal du vaere opmzerksom
p4 de involverede risici, der er ved elektriske kredsleb, og du skal szette dig ind i
standardprocedurer til undgielse af ulykker. Brug erkleeringsnummeret efter hver
advarsel for at finde overszttelsen i de oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER
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Upozorenje

VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzroéiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektriéne sklopove, te biti upoznati sa standardnim naéinima izbjegavanja nesreca. U
prevedenim sigurnosnim upozorenjima, priloZenima uz uredaj, moZete prema broju koji se
nalazi uz pojedino upozorenje pronaéi i njegov prijevod.

SACUVAJTE OVE UPUTE

Upozornéni

DULEZITE BEZPEENOSTNI POKYNY

Tento upozoriiujici symbol oznaguje nebezpedi. Jste v situaci, kterd by mohla zplsobit
nebezpeéi Urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeéi souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchéazeni drazim.
Podle éisla na konci kazdého upozornéni vyhledejte jeho pfeklad v preloZzenych
bezpeénostnich upozornénich, kterd jsou pfiloZena k zafizeni.

USCHOVEJTE TYTO POKYNY
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AuTé To TpoedoToinTiké oupRoho onpaivel kiviuvo. BpiokeoTE O KOTAOTOON TTOU PTTOPE] va
Tpokahfoel Tpaupanioud. Npiv EpyacTEeme ot oTToI0SATIOTE eE0TTAICUG, Va EXETE UTIOWN OGS TOUG
KivBOvoug TTou oxEeTifovTan JE TO NAEKTRIKG KUKAOpOTO Kol va EXETE eEokeBel pe nig auvriBeg
TpaKNKES yia TRV amoguyr artuynudrwy. Xpnopomoifote Tov apiBpd flwong Trou Trapéyeral oo
TEhog kaBE TTpoaBoTioinang, Via va EVIOTIIOETE T PETAEPaa TN oG HETAPPAaTUEVES
TpoeiboTonoeg asgaleios TTou cuvoBEDOUY TN CUTKEUT.

DYNASTE AYTEZ TIZ OAHIMEZ
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npenynpeaysatse BAXKHW BEE3EEHOCHW HANATCTBUJA

CumBonoT 3a npeaynpeaysatke 2Ha4u onacHocT. Ce HaoraTe BO cUTyalmja WTo MoXe ga
npeau3sKka TenecHn nospeau. MNpen aa pabotute co onpemara, BUAETE CBECHW 38 PUSMKOT LITO
NOGCTOK Kaj enekTpu4HKTE Kona 1 Tpeba ga v nosHasaTe CTaHAapAHWTE NOCTANKK 3a Crpeqysake Ha
HecpekHM cnyYau. WMckopucTeTe ro GpojoT Ha WajaBarta WTo ce Haora Ha KPajoT Ha cexoe
npeaynpeysarke 3a Aa ro Hajaete HeroBuoT nepuoi Bo npeseneHnTe GeabenHocHH
npegynpeaysaka WTo ce WCNopa4aHy co ypeaoT.

YYBAJTE ' OBME HAMATCTBWJA

OsirzeZzenie | WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzeZzenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktora moze
powodowac obrazenia ciata. Przed przystapieniem do prac przy urzgdzeniach nalezy
zapoznac sig z zagrozeniami zwigzanymi z ukiadami elektrycznymi oraz ze standardowymi
srodkami zapobiegania wypadkom. Na koricu kazdego ostrzeZzenia podano numer, na
podstawie ktdrego mozna odszukac tlumaczenie tego ostrzezenia w dotgczonym do
urzgdzenla dokumencie z ttumaczenlaml| ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozomenie | DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol oznaéuje nebezpeéenstvo. Nachéddzate sa v
situgcii s nebezpeéenstvom lrazu, Pred précou na akomkolvek vybaveni
si uvedomte nebezpeéensivo sivisiace s elektrickymi obvodmi a
oboznamte sa so standardnymi opatreniami na predchadzanie Grazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
preloZenych bezpeénosinych upozormeniach, ktoré su priloZzené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD
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