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Configuring Interface Characteristics

This chapter defines the types of interfaces on the Cisco 910 Industrial Routers (hereafter referred to as 
the router) and describes how to configure them. 

The chapter consists of these sections:

• Understanding Interface Types, page 7-1

• Using Interface Configuration Mode, page 7-2

• Configuring Ethernet Interfaces, page 7-3

• Monitoring and Maintaining the Interfaces, page 7-8

Understanding Interface Types
This section describes the different types of interfaces supported by the switch with references to 
chapters that contain more detailed information about configuring these interface types. 

• Switch Ports, page 7-1

• Dual-Purpose Uplink Ports, page 7-2

Switch Ports
Switch ports are Layer 2-only interfaces associated with a physical port. A switch port can be an access 
port, a trunk port, or a tunnel port. You can configure a port as an access port or trunk port. Switch ports 
are used for managing the physical interface and associated Layer 2 protocols.

Configure switch ports by using the switchport interface configuration commands. Use the switchport 
command with no keywords to put an interface that is in Layer 3 mode into Layer 2 mode.

Note When you put an interface that is in Layer 3 mode into Layer 2 mode, the previous configuration 
information related to the affected interface might be lost, and the interface is returned to its default 
configuration.

For detailed information about configuring access port and trunk port characteristics, see Chapter 8, 
“Configuring VLANs.” 
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Access Ports

An access port belongs to and carries the traffic of only one VLAN (unless it is configured as a voice 
VLAN port). Traffic is received and sent in native formats with no VLAN tagging. Traffic arriving on 
an access port is assumed to belong to the VLAN assigned to the port. 

Dual-Purpose Uplink Ports
The router supports a dual-purpose uplink ports. The uplink port is considered as a single interface with 
dual front exits—an RJ-45 connector and a small form-factor pluggable (SFP) module connector. The 
dual front exits are not redundant interfaces, and the router activates only one connector of the pair. 

By default, the router dynamically selects the interface type that first links up. However, you can use the 
media-type interface configuration command to manually select the RJ-45 connector or the SFP module 
connector. For information about configuring speed and duplex settings for a dual-purpose uplink, see 
the “Setting the Interface Speed and Duplex Parameters” section on page 7-6.

The uplink port has two LEDs: one shows the status of the RJ-45 port, and one shows the status of the 
SFP module port. The port LED is on for whichever connector is active. For more information about the 
LEDs, see the hardware installation guide.

Using Interface Configuration Mode
The switch supports these interface types:

• Physical ports—switch ports and routed ports

• VLANs—switch virtual interfaces

• Port channels—EtherChannel interfaces

To configure a physical interface (port), specify the interface type, module number, and port number, and 
enter interface configuration mode. 

Procedures for Configuring Interfaces
These general instructions apply to all interface configuration processes.

Step 1 Enter the configure terminal command at the privileged EXEC prompt:

Router# configure terminal 
Router(config)# 

Step 2 Enter the interface global configuration command. 

Identify the interface type and the interface number, Gigabit Ethernet port 0/1 in this example:

Router(config)# interface gigabitethernet 0/1 
Router(config-if)# 

Step 3 Follow each interface command with the configuration commands that the interface requires. The 
commands that you enter define the protocols and applications that will run on the interface. The 
commands are collected and applied to the interface when you enter another interface command or enter 
exit to return to privileged EXEC mode. 
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Step 4 After you configure an interface, verify its status by using the show privileged EXEC commands listed 
in the “Monitoring and Maintaining the Interfaces” section on page 7-8.

Enter the show interfaces privileged EXEC command to see a list of all interfaces on or configured for 
the router. A report is provided for each interface that the device supports or for the specified interface. 

Configuring Ethernet Interfaces
These sections contain this configuration information:

• Setting the Type of a Dual-Purpose Uplink Port, page 7-3

• Configuring Interface Speed and Duplex Mode, page 7-5

• Configuring Auto-MDIX on an Interface, page 7-6

• Adding a Description for an Interface, page 7-7

Setting the Type of a Dual-Purpose Uplink Port
The router supports a dual-purpose uplink port. By default, the router dynamically selects the interface 
type that first links up. However, you can use the media-type interface configuration command to 
manually select the RJ-45 connector or the SFP module connector. For more information, see the 
“Dual-Purpose Uplink Ports” section on page 7-2.

Beginning in privileged EXEC mode, follow these steps to select which dual-purpose uplink to activate so 
that you can set the speed and duplex. This procedure is optional.

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Specify the dual-purpose uplink port to be configured, and enter 
interface configuration mode.
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To return to the default setting, use the media-type auto interface or the no media-type interface 
configuration commands. 

The router configures both types to autonegotiate speed and duplex (the default). If you configure 
auto-select, you cannot configure the speed and duplex interface configuration commands.

When the router powers on or when you enable a dual-purpose uplink port through the shutdown and 
the no shutdown interface configuration commands, the router gives preference to the SFP module 
interface. In all other situations, the router selects the active link based on which type first links up.

The router operates with 100BASE-x (where -x is -BX, -FX-FE, -LX) SFP modules as follows:

• When the 100BASE -x SFP module is inserted into the module slot and there is no link on the RJ-45 
side, the router disables the RJ-45 interface and selects the SFP module interface. This is the 
behavior even if there is no cable connected and if there is no link on the SFP module side. 

• When the 100BASE-x SFP module is inserted and there is a link on the RJ-45 side, the router 
continues with that link. If the link goes down, the router disables the RJ-45 side and selects the SFP 
module interface.

• When the 100BASE-x SFP module is removed, the router again dynamically selects the type 
(auto-select) and re-enables the RJ-45 side. 

The router does not have this behavior with 100BASE-FX-GE SFP modules.

Step 3 media-type {auto-select | rj45 | sfp} Select the interface and type of a dual-purpose uplink port. The 
keywords have these meanings:

• auto-select—The router dynamically selects the type. When link 
up is achieved, the router disables the other type until the active 
link goes down. When the active link goes down, the router 
enables both types until one of them links up. In auto-select 
mode, the router configures both types with autonegotiation of 
speed and duplex (the default). depending on the type of installed 
SFP module, the router might not be able to dynamically select it. 
For more information, see the information that follows this 
procedure.

• rj45—The router disables the SFP module interface. If you 
connect an SFP module to this port, it cannot attain a link even if 
the RJ-45 side is down or is not connected. In this mode, the 
dual-purpose port behaves like a 10/100/1000BASE-TX 
interface. You can configure the speed and duplex settings 
consistent with this interface type. 

• sfp—The router disables the RJ-45 interface. If you connect a 
cable to the RJ-45 port, it cannot attain a link even if the SFP 
module side is down or if the SFP module is not present. Based 
on the type of installed SFP module, you can configure the speed 
and duplex settings consistent with this interface type. 

For information about setting the speed and duplex, see the “Speed 
and Duplex Configuration Guidelines” section on page 7-5.

Step 4 exit Return to privileged EXEC mode.

Step 5 show interfaces interface-id Verify your setting. 

Step 6 copy running-config startup-config (Optional) Save your entries in the configuration file.

Command Purpose
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Configuring Interface Speed and Duplex Mode
Ethernet interfaces on the router operate in either full- or half-duplex mode. In full-duplex mode, two 
stations can send and receive traffic at the same time. Normally, 10-Mb/s ports operate in half-duplex 
mode, which means that stations can either receive or send traffic. 

These sections describe how to configure the interface speed and duplex mode:

• Speed and Duplex Configuration Guidelines, page 7-5

• Setting the Interface Speed and Duplex Parameters, page 7-6

Speed and Duplex Configuration Guidelines

When configuring an interface speed and duplex mode, note these guidelines:

• Fast Ethernet (10/100-Mb/s) ports support all speed and duplex options.

• Gigabit Ethernet (10/100/1000-Mb/s) ports support all speed options and all duplex options (auto, 
half, and full). However, Gigabit Ethernet ports operating at 1000 Mb/s do not support half-duplex 
mode.

• For SFP module ports, the speed and duplex CLI options change depending on the SFP module type:

– The 1000BASE-x (where -x is -BX, -CWDM, -LX, -SX, and -ZX) SFP module ports support 
the nonegotiate keyword in the speed interface configuration command. Duplex options are not 
supported.

– The 1000BASE-T SFP module ports support the same speed and duplex options as the 
10/100/1000-Mb/s ports.

– The 100BASE-x (where -x is -BX, -CWDM, -LX, -SX, and -ZX) SFP module ports support only 
100 Mb/s. These modules support full- and half- duplex options but do not support 
autonegotiation.

For information about which SFP modules are supported on your router, see the product 
release notes.

• If both exits of the line support autonegotiation, we highly recommend the default setting of auto 
negotiation.

• If one interface supports autonegotiation and the other exit does not, configure duplex and speed on 
both interfaces; do not use the auto setting on the supported side.

Caution Changing the interface speed and duplex mode configuration might shut down and re-enable the 
interface during the reconfiguration.
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Setting the Interface Speed and Duplex Parameters

Beginning in privileged EXEC mode, follow these steps to set the speed and duplex mode for a physical 
interface:

Use the no speed and no duplex interface configuration commands to return the interface to the default 
speed and duplex settings (autonegotiate). 

This example shows how to set the interface speed to 100 Mb/s on a 10/100/1000 Mb/s port:

Router# configure terminal
Router(config)# interface gigabitethernet 0/1
Router(config-if)# speed 100

Configuring Auto-MDIX on an Interface
When automatic medium-dependent interface crossover (auto-MDIX) is enabled on an interface, the 
interface automatically detects the required cable connection type (straight through or crossover) and 
configures the connection appropriately. With auto-MDIX enabled, you can use either type of cable to 
connect to other devices, and the interface automatically corrects for any incorrect cabling. 

Auto-MDIX is enabled by default. When you enable auto-MDIX, you must also set the interface speed 
and duplex to auto so that the feature operates correctly.

Auto-MDIX is not supported on 1000BASE-SX or -LX SFP module interfaces.

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Specify the physical interface to be configured, and enter interface 
configuration mode.

Step 3 speed {10 | 100 | 1000 | auto} Enter the appropriate speed parameter for the interface:

• Enter 10, 100, or 1000 to set a specific speed for the interface. 
The 1000 keyword is available only for 10/100/1000 Mb/s ports.

• Enter auto to enable the interface to autonegotiate speed with the 
connected device. If you use the 10, 100, or the 1000 keywords 
with the auto keyword, the port autonegotiates only at the 
specified speeds.

For more information about speed settings, see the “Speed and Duplex 
Configuration Guidelines” section on page 7-5.

Step 4 duplex {auto | full | half} Enter the duplex parameter for the interface. 

Enable half-duplex mode (for interfaces operating only at 10 or 
100 Mb/s). You cannot configure half-duplex mode for interfaces 
operating at 1000 Mb/s.

For more information about duplex settings, see the “Speed and 
Duplex Configuration Guidelines” section on page 7-5.

Step 5 exit Return to privileged EXEC mode.

Step 6 show interfaces interface-id Display the interface speed and duplex mode configuration. 

Step 7 copy running-config startup-config (Optional) Save your entries in the configuration file.
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Table 7-1 shows the link states that result from auto-MDIX settings and correct and incorrect cabling.

Beginning in privileged EXEC mode, follow these steps to configure auto-MDIX on an interface:

To disable auto-MDIX, use the no mdix auto interface configuration command.

This example shows how to enable auto-MDIX on a port:

Router# configure terminal
Router(config)# interface gigabitethernet 0/1
Router(config-if)# speed auto
Router(config-if)# duplex auto
Router(config-if)# mdix auto
Router(config-if)# exit

Adding a Description for an Interface 
You can add a description about an interface to help you remember its function. The description appears 
in the output of these privileged EXEC commands: show running-config and show interfaces.

Beginning in privileged EXEC mode, follow these steps to add a description for an interface:

Table 7-1 Link Conditions and Auto-MDIX Settings

Local Side Auto-MDIX Remote Side Auto-MDIX With Correct Cabling With Incorrect Cabling

On On Link up Link up

On Off Link up Link up

Off On Link up Link up

Off Off Link up Link down

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Specify the physical interface to be configured, and enter interface 
configuration mode.

Step 3 speed auto Configure the interface to autonegotiate speed with the connected device.

Step 4 duplex auto Configure the interface to autonegotiate duplex mode with the connected 
device.

Step 5 mdix auto Enable auto-MDIX on the interface. 

Step 6 exit Return to privileged EXEC mode.

Step 7 copy running-config startup-config (Optional) Save your entries in the configuration file.

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface interface-id Specify the interface for which you are adding a description, and enter 
interface configuration mode.

Step 3 description string Add a description (up to 18 characters) for an interface.
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Use the no description interface configuration command to delete the description.

This example shows how to add a description on a port and how to verify the description:

Router# config terminal
Router(config)# interface gigabitethernet 0/1
Router(config-if)# description ConnectstoMarketing
Router(config-if)# exit
Router# show interfaces gigabitethernet 0/1
GigabitEthernet0/1 is up, line protocol is up
        Hardware is Combo Gigabit Ethernet and SFP Slot, address is 3C:CE:73:A5:5B:B0
        Description:ConnectstoMarketing
        MTU is 1500 bytes
        duplex full, speed 1000M, media type is Combo
        10079967 packets input, 479985141 bytes
        Received 2252279 broadcasts (2747874 multicasts)
        0 FCS errors, 0 under size, 0 over size, 0 pause input
        94789 packets output, 27415703 bytes
        Transmited 325 broadcasts (30985 multicasts)
        0 FCS errors, 0 collisions, 0 deferred, 0 pause output

Monitoring and Maintaining the Interfaces
These sections contain interface monitoring and maintenance information:

• Monitoring Interface Status, page 7-8

• Clearing and Resetting Interfaces and Counters, page 7-9

• Shutting Down and Restarting the Interface, page 7-9

Monitoring Interface Status 
Commands entered at the privileged EXEC prompt display information about the interface, including 
the versions of the software and the hardware, the configuration, and statistics about the interfaces. 
Table 7-2 lists some of these interface monitoring commands. (You can display the full list of show 
commands by using the show ? command at the privileged EXEC prompt.) 

Step 4 exit Return to privileged EXEC mode.

Step 5 show interfaces interface-id 

or

show running-config

Verify your entry.

Step 6 copy running-config startup-config (Optional) Save your entries in the configuration file.

Command Purpose

Table 7-2 Show Commands for Interfaces

Command Purpose

show interfaces [interface-id] (Optional) Display the status and configuration of all interfaces or a 
specific interface.

show ip interface [interface-id] (Optional) Display the usability status of all interfaces configured for 
IP routing or the specified interface.
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Clearing and Resetting Interfaces and Counters
To clear the interface counters shown by the show interfaces privileged EXEC command, use the clear 
counters privileged EXEC command. The clear counters command clears all current interface counters 
from the interface unless you specify optional arguments that clear only a specific interface type from a 
specific interface number.

Note The clear counters privileged EXEC command does not clear counters retrieved by using Simple 
Network Management Protocol (SNMP), but only those seen with the show interface privileged EXEC 
command.

Shutting Down and Restarting the Interface
Shutting down an interface disables all functions on the specified interface and marks the interface as 
unavailable on all monitoring command displays. This information is communicated to other network 
servers through all dynamic routing protocols. The interface is not mentioned in any routing updates.

Beginning in privileged EXEC mode, follow these steps to shut down an interface:

Use the no shutdown interface configuration command to restart the interface.

To verify that an interface is disabled, enter the show interfaces privileged EXEC command. A disabled 
interface is shown as administratively down in the display.

show running-config interface [interface-id] Display the running configuration in RAM for the interface.

show version Display the hardware configuration, software version, the names and 
sources of configuration files, and the boot images.

Table 7-2 Show Commands for Interfaces (continued)

Command Purpose

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 interface {vlan vlan-id} | {GigabitEthernet interface-id} Select the interface to be configured.

Step 3 shutdown Shut down an interface.

Step 4 exit Return to privileged EXEC mode.

Step 5 show running-config Verify your entry.
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