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CHAPTER 1

Unboxing, Installing, and Connecting the 1C3000

This section contains the following topics:

* Introduction, on page 1
* Related Documentation, on page 4

Introduction

The 1C3000 Industrial Compute Gateway (IC3000) is an edge computing platform which extends the cloud
computing paradigm to the edge of the network. Instead of hosting applications in a remote data center,
applications can now be hosted on the edge itself. Imagine, if we can host specific applications in the field
close to the sensors, meters or the things. whatever may be the IOT use case, IC3000 serves the purpose by
allowing us to deploy applications that need more cores and memory.

Note

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

The Cisco IC3000 Industrial Compute Gateway is fully supported by Cisco loT Field Network Director for
zero-touch deployment, lifecycle management, application management, monitoring, and troubleshooting
securely at scale from a single pane of glass.

The 1C3000 is a mid-range, low-power, fanless, edge server ruggedized for Industrial Applications. It is
powered by a 4 core 1.2GHz Intel Rangeley CPU with 8 GB of 1333MHz DDR3 memory, and a 100GB
mMSATA drive (internal). For connectivity it supports 2x1GbE SFP and 2x10/100/1000Base-T with a
management port.

This next section describes the phases you will need to follow for a successful installation.

Note

Examples shown in this document use IP addresses that are from a lab environment and should not be used
on a typical customer installation.
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. Unboxing, Installing and Connecting to the 1C3000 Device

Unboxing, Installing and Connecting to the 1C3000 Device

Unboxing the 1C3000

Complete details for the hardware installation of the product are covered in the Cisco 1C3000 Industrial
Compute Gateway Hardware Installation Guide . The following steps are a high level overview.

Installing the 1C3000

1. Review the general description of the unit in the Product Overview section of the hardware installation
guide.

2. Check the Equipment, Tools, and Connections section of the hardware installation guide to ensure you
have everything you need for the installation.

3. Review the procedures for Mounting, Grounding, Connecting to DC Power and Connecting to the IC3000
in the hardware installation guide.

4. If you are installing the device in a Hazloc location, follow the printed instructions that came inside the
box with the device.

5. Power on the device.

Connecting the IC3000 to a PC

Step 1

Step 2

Step 3

Step 4

Procedure

Connect a PC to the device. If your PC warns you that you do not have the proper drivers to communicate
with the device, you can obtain them from your computers manufacturer or go to:

https://software.cisco.com/download/home/282774227/type/282855122/release/3.1

Determine how your computer mapped the new COM port that was created when you installed the USB-to-serial
port driver. You need this information to appropriately configure your serial communications program in the
next step.

Start your serial communications program and connect to the router. The console port settings to use for the
serial connection are:

* 9600 baud

* 8 data bits

« 1 stop bit

* NO parity

« no flow control

If the device is properly connected and powered up, you should see the ic3k> prompt.

Verify that your computer is properly connected to the device by checking the LEDs on the unit as described
in the Hardware Installation Guide.

What to do next

There is a new banner during boot starting with release 1.3.1, informing the user to use Local Manager or
FND for configuring the networking and device. For example:

. Cisco 1C3000 Industrial Compute Gateway Deployment Guide
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Press RETURN to get started

1C3000 Show Commands .

*

*

CLI1 1is for viewing configuration, settings and device information *

*

Use Field Network Detector/Local Manager for configuring 1C3000

IC3000 Show Commands

The following show commands are supported on the device via the console. Unlike other Cisco routers, the
IC3000 only supports one user mode, which is user EXEC mode. The device prompt shows as ic3k>.

The CLI and prompt is a CLISH wrapper built on top of Linux OS for administrator usage.

Table 1: show commands

Show Command

Description

show version

shows the version information

show dns

shows the domain name service information

show ida status

shows the device management tool connection information

show ntp shows the network time protocol information
show techsupport shows the technical support logs
show iox shows the 10x application hosting information

show iox summary

shows the application hosting summary

show iox detail

shows the application hosting details

show operating-mode

shows operating mode information

show ntp manual config

shows the ntp configuration pushed from FND or LM

show ntp association

shows the ntp association information

show ntp status

shows whether the device has been synced with ntp server

show ntp mode

shows whether ntp config mode is in auto or manual mode

show dns manual config

shows the dns configuration pushed from FND or LM

show dns mode

shows whether dns config mode is in auto or manual mode

show clock

shows the time on the device

help standalone-mode

shows instructions for configuring standalone-mode

help managed-mode

shows instructions for configuring managed-mode
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Show Command

Description

show sfp information port3/port4 | Shows the Fiber/Copper SFP details.

show golden image

Shows the golden image and golden application image (If the device is shipped with application).

show tech support ush2/sdcard | Show tech support no longer prints on console. Support has been added for downloading logs to

usb?2.

Related Do

There are examples of command output to illustrate the show commands located in Additional Administration
> Troubleshooting. Your device may show different results depending on your configuration.

cumentation

All of the 1C3000 documentation is found here:
https:/Amwwicisco.com/clen/us/support/routers/3000-series-industrial-compute-gateways/tsd-products-support-series-home.html
For information about FND, go to the following:
https:/Amwwicisco.com/c/enfus/support/cloud-systems-management/iot-field-network-director/tsd-products-support-series-home. html
Cisco Fog Director Reference Guide:
http:/Aww.cisco.com/c/en/us/support/cloud-systems-management/fog-director/products-technical-reference-list.ntml
Cisco 10x Local Manager User Guide
https://www.cisco.com/c/en/us/support/cloud-systems-management/iox/products-technical-reference-list.html
For additional information about Cisco 10x, go to the following:

DevNet documentation on 10x. Provides an overview as well as details by scrolling down the left hand side:
https://developer.cisco.com/site/devnet/support/

Cisco 10x:

https://www.cisco.com/c/en/us/support/cloud-systems-management/iox/tsd-products-support-series-home.html
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CHAPTER 2

Managing the IC3000 with Field Network Director
(FND)

The following steps show how to install and manage your device with FND.

* Step 1: Installing FND, on page 5

« Step 2: DHCP Options, on page 6

« Step 3: Understanding the Device Configuration Template, on page 7
« Step 4: NTP Configuration, on page 8

« Step 5: DNS Configuration, on page 9

« Step 6: Adding the 1C3000 Gateway(s) to FND, on page 10

« Step 7: 1C3000 Registration, on page 12

« Step 8: Uploading the Firmware to FND, on page 12

* Step 9: Upgrading Firmware with FND, on page 13

« Step 10: Deploying 10x Applications via FND, on page 13

Step 1: Installing FND

If this is your first time setting up the FND OVA infrastructure, go to Appendix for complete information.
Download the 10T Field Network Director software from this location:
https://software.cisco.com/download/home/286287993/type

Visit FND URL https://<IP address from step 4>/ and change the password for root user. Default
username/password is root/root123

)

Note Change the ADMIN > SYSTEM MANAGEMENT > PROVISIONING SETTINGS> 10T FND URL
with the FND IP address as shown below. Otherwise, registration may fail.

Cisco 1C3000 Industrial Compute Gateway Deployment Guide .


https://software.cisco.com/download/home/286287993/type

Managing the 1C3000 with Field Network Director (FND) |
. Step 2: DHCP Options

Figure 1: Provisioning Settings

ADMIN > SYSTEM MANAGEMENT > PROVISIONING SETTINGS
Provisioning Process
1oT-FND URL:  nttps://172.27.127.11:9121
Field Area Router uses this URL to register with loT-FND after the tunnel is configured
Periodic Metrics URL:

Field Area Router uses this URL for reporting periodic metrics with loT-FND

Step 2: DHCP Options

If the 1C3000 gateway gets an IP address from the DHCP server, Option 43 is used to advertise the FND IP
address and Option 42 is used to advertise the NTP server IP address via DHCP.

The management interface sends a DHCP option 60, also known as vendor-class-identifier, in its request. The
device identification is sent as the string cisco-ic3000. Upon receiving the vendor-class-identifier, the DHCP
server can take actions as required.

Example of DHCP Option 42 and 43

Configure the following on an IR8x9:

ip dhcp pool ic3000 pool2

network 172.27.88.0 255.255.255.128
dns-server 173.36.131.10

option 43 ascii 5A;K4;B2;1172.27.88.63;J9125
option 42 ip 171.70.168.183

default-router 172.27.88.1

lease 0 0 2

Please make note of Option 43 usage:

« If you have a DHCP server, use the “same” PNP discovery option string that we use for regular 10S
routers Option 43 ascii “5A;K4;B2;1172.27.88.63;J9125" (IGMA will use port 9121 as default. loT FND
IP is 172.27.88.63)

« If you wish to use a different port provide the following configuration:

option 43 ascii “5A;K4;B2;1192.168.10.6;J9125;W9128"

On a regular Linux server running DHCP, use the following instructions:

cat /etc/dhcp/dhcpd.conf
subnet 10.10.100.0 netmask 255.255.255.0 {

option routers 10.10.100.1;

range 10.10.10.100 10.10.10.199;

option domain-name-servers 10.10.100.1;

option domain-name ''testl.dom™;

option vendor-encapsulated-options "5A;K4;B2;110.48.43.227;J9125";

}
In the above example for option 43, the following describes the options:
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Option 42 Usage .

* 5A;K4;B2;1172.27.88.63;J9125

* 5— DHCP type code 5

» A — Active feature operation code

* ; - Delimiter

» K4 — HTTP transport protocol

* B2 — PnP server /FND IP address type is IPv4
* J9125 - port number

Option 42 Usage

The system time may not be synchronized when receiving the device from the factory. It is important to
provide ntp server information to get the device clock to current time. This will avoid any issues when
establishing a connection to FND and make sure the timestamp on data packets from apps are up to date.

On a regular Linux server running DHCP, use the following instructions:

cat /etc/ntp.conf

subnet 10.10.100.0 netmask 255.255.255.0 {
max-lease-time 604800;

default-lease-time 86400;

option ntp-servers 10.10.100.112;

}

Step 3: Understanding the Device Configuration Template

\}

There is a default template within the FND for 1C3000. It is located under CONFIG >Device Configuration
tab > default-1C3000 > Edit Configuration template. See Step 6: Adding the IC3000 Gateway(s) to FND,
on page 10.

Edit the interface configuration or add interface settings as required by your use case. Once edited, use the
Push Configuration tab to push the new configuration to the active or registered devices.

Note

It is important to make sure the map is correctly configured. If valid entries do not exist, you will get an error
message like the on shown in the following image. This error does not impact the operation of the device,
you can still continue.
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. Step 4: NTP Configuration

Figure 2: Map Error

.............

Oops! Something went wrong.

Step 4. NTP Configuration

To push the NTP configuration via FND, perform the following:

Procedure

Step 1 Go to FND GUI > Config > Device Configuration > Edit Configuration Template.
Step 2 Select both the NTP Server Configuration and the NTP Configuration checkbox.

a) Optional: Select the NTP Auth Configuration checkbox if the NTP server has been configured with
authentication. Add the Key ID and corresponding SHA1 key as the password. Refer to Figure 3: Add
NTP Authentication, on page 8. Note: NTP Authentication is only offered for NTP servers that support
SHAL.

b) Optional: Select the Auto Get checkbox under NTP Configuration to delete the NTP configuration that
has been manually pushed onto the device from FND

Figure 3: Add NTP Authentication

ssssssss

Step 3 Add the NTP server entry. Click the + symbol under NTP Server Configuration. Refer to Figure 4: Add NTP
Configuration, on page 9.

a) To prioritize a certain NTP server for clock synchronization, click the Preferred checkbox

. Cisco 1C3000 Industrial Compute Gateway Deployment Guide
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Step 5

Managing the 1C3000 with Field Network Director (FND)

Step 5: DNS Configuration .

b) If NTP authentication is to be configured, add the Key ID set in the NTP Auth Configuration as the Auth
ID.

Figure 4: Add NTP Configuration

™ ovnv  apps

10x Password: | Use property ‘IOxUserPassword!

1722788000 @ 11
171.68.98.66

10.61.254.131

Push NTP configuration by going to Push Configuration > Select Operation Scroll down > Push
GATEWAY Configuration > Start. Refer to Figure 5: Push NTP Configuration, on page 9.

Figure 5: Push NTP Configuration

DEVICESv  OPERATIONS v

Push Status  IP Address Error Message Error Details

031 SUCCESS 17227166117

27 SUCCESS 17227166113

The NTP Configuration is now complete.

Step 5: DNS Configuration

Step 1
Step 2
Step 3

To push DNS configuration via FND perform the following steps, referring to Figure 6: Add DNS
Configuration, on page 10 for guidance.

Procedure

Go to FND GUI > Config > Device Configuration > Edit Configuration Template.
Select the DNS configuration checkbox.
Add DNS search, domain, or server entries.
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a) Optional: Select the Auto Get checkbox within the DNS Configuration tab to delete the DNS configuration
that has been manually pushed onto the device from FND.

Step 4 Push the DNS configuration by navigating to Push Configuration > Select Operation Scroll down > Push
GATEWAY Configuration > Start.

Figure 6: Add DNS Configuration

S — B oy s ‘@
&
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Step 6: Adding the 1C3000 Gateway(s) to FND

Follow these steps to add your device to FND.

Procedure

Step 1 Prepare a spreadsheet with the list of devices to add. This must be completed before adding devices to avoid
additional steps. The default template is in .csv format, and can be downloaded from the FND - import
Inventory -> Add device tab.

Your spreadsheet will need the fields as shown in the following example:

Example:

eid deviceType lat Ing 10xUserName
10xUserPassword

1C3000-2C2F-K9+F0C2227Y2ZC 1C3000 37.414639 -121.936836 sampleadmin
1C3000password

Note The eid is a combination of the PlatformID+HardwarelD. The platform id for the 1C3000 is always
IC3000-2C2F-K9 and the HardwarelD or Serial number is unique for each platform. The serial
number can be read from the label on the box, or if you have access to the console of the device run
the show ver sion command and the hardware id /serial number will be displayed.
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Step 2

Step 3

Step 6: Adding the 1C3000 Gateway(s) to FND .

Note The latitude (lat) and Longitude (Ing) entries in the spreadsheet will need to represent actual values,
complete with decimal notation. For latitude, a positive number represents North and a negative
number represents South. For longitude, a positive number represents East and a negative number
represents West. Failure to specify an actual value will result in an error being displayed from
Google Maps.

Note The following password rules for the 10xUserPassword must be adhered to:

Minimum length = 6

Must not be based upon a dictionary word

Must not be a combination of dictionary words

Must not be composed of common string patterns like “qwerty”, “asdfgh” etc...
Must not be a combination of common string patterns and dictionary words
Currently not supporting Unicode

To download a sample spreadsheet go to FND -> Inventory -> Add devices. Then click 1C3000.
Get the Serial number and Model number and use system as the ioxusername and admin as the password. The

serial number is located on the device label and is something like "FOC2227Y304". The serial number can
also be found through the show version command output:

Example:

ic3k>show version

Version: 1.2.1

Platform ID: 1C3000-2C2F-K9
Hardware ID: FOC2227Y304
ic3k>

Click DEVICES > FIELD DEVICES > Inventory > Add Devices. Browse to the location of your excel
spreadsheet and click Add. See Figure 7: Add Devices, on page 11.

Figure 7: Add Devices

Uplosd File
CSVIRML ) he & m
Fila:

Downlcad samgle .cev template for Router, Gateway, End

File By Submitted At Last Updated  Status Total Successt  Failured

. . 20180812 2018-08-12
eallisto_input... root 10:48 10:48

COMPLETED 2 2 [

Note The 1C3000 belongs under the gateway category when adding devices.
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. Step 7: IC3000 Registration

Step 7. 1C3000 Registration

After you add devices to the 10T FND (FND) Network Management application, wait for a few minutes for
the 1C3000 devices to learn the option 43 settings from the DHCP server, and then register with FND. Once
the 1C3000 gets an ip address from DHCP server, the option 43 issues an FND IP address for the device to
register to FND.

Note

Make sure the DHCP server settings are set properly with FND IP in option 43 string.

Once the device is registered you should see the registration events listed for each IC3000 unit as shown in
the example on Figure 8: Device Registration, on page 12.

Figure 8: Device Registration

DASHBOARD OPERATIONS~  CONFIGv  ADMIN~  APPS

bl loT
€is<o  FIELD NETWORK DIRECTOR

Onptong 111011114 ¢ L rages a1+ 41 [s0 [%[E)

Time Event Name Severty Mossage
2018-08-14 10:35:26:826 Up INFO Device is up

B urneara 2018-08-14 09:56:51:210  Dawn MAJCR Davica Is down

K 2018-06-14 09:26:06:108  FAegistration Success INFO Registration of Device successtul.
2018-08-14 09:26:06:015  Registration Request INFO Registration request fram Device.
2018:08:13 22:41:06:875  Registration Success INFO Regisiration of Device successiul,
20%8-08-13 22:41:06:778  Rasgistration Request INFO Registration request from Davice.
20180812 11:04:15:870  Registration Suceess INFO Registration of Deviee suscesstul,
2018-08-12 11:04:15:743  Registration Aequest INFO RAegistration request from Device.
2018-08-12 10:55:26:668  Registration Success INFO Rsgistration of Device succasstul,
2018-06-12 10:55:26:477  Aegistration Request INFO RAegistration request from Device.
2018-08-12 10:51:13:508  Registrat tion Success INFQ Registration of Device success! ful,

The refresh metric should work and should be able to refresh the device related details.

Step 8: Uploading the Firmware to FND

In order to upgrade the firmware of the IC3000, you must download the required firmware from Cisco.com
to upload the firmware to FND.

Select CONFIG > Firmware Update > Images. A list of the IC3000 images is presented. Click + - and
upload the required image. See Figure 9: Firmware Upload, on page 13.
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Step 9: Upgrading Firmware with FND .

Figure 9: Firmware Upload

il 16T v o v - v ol
€1i€e FIELD NETWORK DIREGTOR o o o

Oiapiaying 1 - 30t Pags 1 of 1 0 |*
+ :
Narme Version Hardwara ID Kerel Varsion  Siza Active Download?
a
1G3000-K8-1.7.0-0.8.63.5PA 1.7.0-0.8.63 Naot specified BB.3 MB Mo
IC3000-K8-1.7.0-0.8.64. SPA. 1.7.0-0.8.84 Nat specified 8B.3 MB No
1C3000-| A0d Firmware Image to: iotgateway x No
Fie: Select a e from local directory.

Step 9: Upgrading Firmware with FND

Once Step 5: DNS Configuration, on page 9 is complete, you may now upgrade the firmware against the
registered Units that require the update.

Select CONFIG > Firmware update > Select the device group > Upload Image

Once the Image upload is complete, select the I nstall Image tab and proceed with upgrading the firmware.

Figure 10: Firmware Update

alialn loT v v v v root
‘cisco’ FIELD NI /ORK DIREGTOR 'DASHBOARD DEVICES 'OPERATIONS ADMIN APPS oot @v

nnnnnnn

+
a
o]
Diplyiog 11 4 4 | Page 1 Pl < |
] Upl age 10: te x
stt.. N

Select Type: LORAWAN
LORAWAN
13000

Install WPAN firmware
from this bundie:

Step 10: Deploying 10x Applications via FND

To deploy an 10x application perform the following:

Procedure

Step 1 From the Main page select APP > Import Appsand select the required application to install.
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. Step 10: Deploying 10x Applications via FND

Figure 11: Application Upload

OPERATIONS v~ CONFIGv  ADMin v [EEESS

ORK DIRECTOR

mongo

cpu: App Type: DOCKER

Memory: Resource Profile: cl.large

Import New App £
EditAne 7

loxPackage  OVA

© Upload an application package created via the IOx SOK.

Package File:  Select ..

Once imported, you will find the list of applications imported in the left column.

a) To upload an application from your local machine that has been packaged using 10x client, use the 10x
Package option as shown in Figure 12: Import New App (I0x Package Option), on page 14

Figure 12: Import New App (I0x Package Option)

Import New App X

10x Package | OVA  Docker

@ Upload an application package created via the 10x SDK.

Package File: Select...

b) To upload an OVA VM application use the OVA option as shown in Figure 13: Import New App (OVA
Option), on page 15.
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Step 10: Deploying I0x Applications via FND .

Figure 13: Import New App (OVA Option)

Import New App X

10x Package OVA Docker

© Upload an OVA file.

App Name:

App Version:

OVA File: Select...

¢) To upload a native docker app from the docker hub/registry or from your local machine use the Docker
option as shown in Figure 14: Import New App (Docker Option), on page 15.

Note To upload a native docker application using the docker hub option just pass the docker image name
exactly as shown from the docker hub.

Figure 14: Import New App (Docker Option)

Import New App X

10x Package OVA Docker

@ Upload a saved docker image Or specify image and its registry details.
Source: ") My Computer @ Docker registry

Use docker hub

Image name or ID: mongo| Image tag:  (Optional)

Step 2 Select the application that needs to be installed and click I nstall.

Note You can now import multiple versions of the same application (IoT FND 4.5 and greater).
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Step 10: Deploying 10x Applications via FND

Figure 15: Application Install

maongo
I — s o
Step 3 Select the Devices > Add Selected Devices. With your device present, click Next
Figure 16: Add Devices
el T ORK DIEGTOR DEVICESv ~ OPERATIONSv CONFIGv  ADMINv [RESE oo @

APP MANAGE

v

’—“mm o Filter Devices mongo |

> Filter Devices

|~ MONGO 01 You can add more devices from table below. Install app Version latest Search Hostname, IP Address
eSO Show:  Alltags
st
e 1C3000-202F-KO+FOC2238V2LZ  172.27166.113 iporf1 | MTComnectt | dsl | sfmic3k | MTConnectt. postgres python alpine dsl | MTCsim  iperf)
YTHON 1C3000-2C2F-KO+FCH230TY02H  172.27166.118 iperft | MComnectt | dsl | efmic3k  MTComeet) postgres  ubuntuNginx | MTComectia  python i
POSTGHES (3 1C3000-202F-KO+FCH2307Y031 17227166117 iperft | MTComnect | dsl | efmic3k | MTComnectl posigres alpine  dsl _ ubuntuNginx  ofm_ic3k
s P 1 5 7 itemsperpage

» EMICIK (3 Add Selected Devices.

Selected Devices: [ Search Hostname, IP Address

o 5 7 items per page

Select the appropriate actions and tabs and provide details as required. See Figure 17: Selected Device Action
Tabs, on page 16

Figure 17: Selected Device Action Tabs

Step 4 Then click Done, Let s Go. The Installation progress window appears. See Figure 18: Installation Progress,
on page 17.
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