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1 Install Oracle DB 19c

Outlines the Oracle DB 19c installation tasks required for Cisco IoT FND, including
virtual machine setup, Oracle DB preparation, Oracle 19c installation, and installer
execution.

Topics:

• Set up a virtual machine
• Set up Oracle DB
• Install Oracle 19c
• Run the Oracle DB installer



Set up a virtual machine
Provides instructions to prepare and install a virtual machine with the required hardware resources and RHEL ISO image
before setting up Oracle DB.
The hardware requirements for setting up the virtual machine (VM) are:
Table 1: Hardware Requirements for Setting Up a VM

200 GB (minimum 120 GB)Hard Disk

16 GB (minimum 4 GB)Memory

4vCPU

Use these steps to install a virtual machine with a RHEL 8.x ISO file:
1. Download RHEL ISO image from Red Hat Customer Portal.

Note

You can download RHEL ISO image 8.9 for Cisco IoT FND release 5.0 and RHEL 9.5 ISO image for Cisco IoT FND
Release 5.1.

2. Install RHEL 8.x with ISO file. For more information on how to install RHEL 8.x ISO image, see Interactively installing
RHEL from installation media.

3. Create a VM using RHEL. For more information on how you can create a VM, see Installing Red Hat Enterprise Linux
Virtual Machines.

4. Boot the VM using the downloaded ISO image file. Example ISO file: rhel-8.5-x86_64-dvd.iso.

Refer to Set up Oracle DB.

Set up Oracle DB
Provides instructions to prepare Oracle DB prerequisites on the virtual machine, including creating the Oracle user and
group, creating installation directories, and downloading Oracle software.
• Complete the steps in Set up a virtual machine, before you attempt to set up Oracle DB.

• For RHEL 8.x version support details, see Supported Red Hat Enterprise Linux 8 Distributions.

• For RHEL 9.x version support details, see Supported Red Hat Enterprise Linux 9 Distributions.

Use this task to set up Oracle DB in the VM.
1. Log in as a root user in the VM deployed with RHEL 8.x ISO image.
2. Create a group called dba and set the username to Oracle.

groupadd dba
adduser -d /home/oracle -g dba -s /bin/bash oracle
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3. Create the directories required for installing Oracle software in the VM.

mkdir -p /home/oracle/app/oracle/product/19.0.0/dbhome_1
chown -R oracle:dba /home/oracle/app/oracle/product/19.0.0/dbhome_1
chmod -R 775 /home/oracle/app/oracle/product/19.0.0/dbhome_1

4. Download Oracle software from Oracle Database Software Downloads.
5. Once the Oracle software download is complete, as a root user, save the downloaded

LINUX.X64_193000_db_home.zip in the directory of your choice.
mkdir /usr/programs

6. Manually set up and install Oracle 19c. For more information, refer to Manual setup instructions.
Refer to Install Oracle 19c.

Install Oracle 19c
Provides instructions to install Oracle 19c by preparing the Oracle home directory, extracting installation files, setting
environment variables, and creating the Oracle inventory directory.
Use this procedure to prepare the Oracle 19c installation environment and create the required Oracle directories.
Before you install Oracle 19c with the RHEL 8.x ISO, set up the VM with Oracle DB. Refer to Set up Oracle DB.
1. Log in to the VM as a root user using the following command:

xhost +local:oracle
cd /home/oracle/app/oracle/product/19.0.0/dbhome_1

2. Unzip the Oracle software that you downloaded from the Oracle website and copy it in the/usr/programs directory,
using the following command:

unzip -oq /usr/programs/LINUX.X64_193000_db_home.zip

For more information about downloading Oracle software, refer to Set up Oracle DB.

3. Run chown -R and chmod -R 775 commands on the unzipped directory.

chown -R oracle:dba /home/oracle/app/oracle/product/19.0.0/dbhome_1
chmod -R 775 /home/oracle/app/oracle/product/19.0.0/dbhome_1

Note

This command helps in creating all the required directories for installing Oracle software.

4. Create a scripts directory and create a shell file, setEnv.sh, using the following command:

mkdir /home/oracle/scripts

5. Copy and paste the following content in the terminal:

cat > /home/oracle/scripts/setEnv.sh <<EOF

# Oracle Settings
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export ORACLE_BASE=/home/oracle/app/oracle

export ORACLE_HOME=\$ORACLE_BASE/product/19.0.0/dbhome_1

export PATH=\$PATH:\$ORACLE_HOME/bin

export ORACLE_SID=cgms

EOF

6. Add the setEnv.sh file at the end of the /home/oracle/.bash_profile file.

echo ". /home/oracle/scripts/setEnv.sh" >> /home/oracle/.bash_profile

7. Use the following command to grant permission:

chown -R oracle:oinstall /home/oracle/scripts
chmod u+x /home/oracle/scripts/*.sh

Note

The environment variable setup allows Oracle database installation settings to be accessed by other processes.

8. Create an Oracle inventory directory using the following commands:

mkdir -p /home/oracle/app/oraInventory
chown -R oracle:dba /home/oracle/app/oraInventory
chmod -R 775 /home/oracle/app/oraInventory

Refer to Create an ESXi VM Terminal Desktop Instance.

Create an ESXi VM terminal desktop instance
Provides instructions to create an ESXi VM terminal desktop instance and start the Oracle installer from the Oracle home
directory.
Refer to Install Oracle 19c.
Once you create the Oracle inventory directory, use the following steps to create an ESXi VM terminal desktop instance.
1. Log in as the oracle user and set the CV_ASSUME_DISTID to OEL8.1 and then run the following commands:

su - oracle
export DISPLAY=:0.0
export CV_ASSUME_DISTID=OEL8.1
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Note

If you get any error messages during installation, see Unexpected Errors During Oracle 19c Installation.

2. Optional: Source the updated .bash_profile file as the oracle user.
source /home/oracle/.bash_profile

3. Run the installer.

cd /home/oracle/app/oracle/product/19.0.0/dbhome_1/
./runInstaller

Follow the runInstaller GUI instructions for Oracle 19c installation. Refer to Run Installer.

Run the Oracle DB installer
Provides instructions to run the Oracle 19c software installer and use Oracle installation documentation to complete the
database software installation.
Use this procedure to install Oracle 19c software in the VM.
Run the Oracle 19c software installer by following the steps in Install Oracle 19c.
Refer to Configure Oracle DB with Cisco IoT FND.

Cisco IoT Field Network Director | Updated October 17, 2025

| Install Oracle DB 19c | 9

https://forums.oracle.com/ords/apexds/post/oracle-client-19c-installation-failure-on-rhel-8-1700
https://docs.oracle.com/en/database/oracle/oracle-database/19/ladbi/installing-oracle-database.html




2 Configure Oracle DB with Cisco IoT FND

Explains how Cisco IoT FND uses Oracle DB configuration during deployment
and identifies the setup tasks required before the application can use the
database.

Topics:

• Install the Cisco IoT FND RPM

Configure Oracle DB so that Cisco IoT FND can use the database during
deployment.



Install the Cisco IoT FND RPM
Provides instructions to install the Cisco IoT FND RPM, run database migration, start the cgms service, and verify service
status.
Use this procedure to install the Cisco IoT FND RPM package.
To install the Cisco IoT FND RPM, follow these steps:
1. Install the cgms RPM by running the following command:

rpm -ivh cgms-<release-number>-<build-number>.x86_64.rpm

2. Optional: Copy the cgms_keystore and cgms.properties from any working Cisco IoT FND server into the
/opt/cgms/server/cgms/conf/ directory.

3. Run the db-migrate command:

cd /opt/cgms/bin/
./db-migrate

[root@fnd-rhel8-33 bin]#./db-migrate
Enter database password: <database-password>
02-11-2022 10:48:11 EST: INFO: Log file:
/opt/cgms/bin/../server/cgms/log/cgms_setup.log
02-11-2022 10:48:11 EST: INFO: Performing pre migration. This may take a
while. Please wait ...
02-11-2022 10:48:12 EST: INFO: Pre migration completed.
02-11-2022 10:48:12 EST: INFO: Performing migration. This may take a while.
Please wait ...
02-11-2022 10:48:58 EST: INFO: Migration completed.
02-11-2022 10:48:58 EST: INFO: Performing post migration. This may take a
while. Please wait ...
02-11-2022 10:51:57 EST: INFO: Post migration completed.
[root@fnd-rhel8-33 bin]#

4. Start the cgms service by running the following command:

service cgms start

5. Check the cgms service status using the service cgms status command as given in the example:

[root@fnd-rhel8-33 ~]# service cgms status

IoT-FND Version 4.8.1-8
02-14-2022 14:43:30 IST: INFO: IoT-FND database server: localhost
02-14-2022 14:43:31 IST: INFO: IoT-FND database connection verified.
02-14-2022 14:43:32 IST: INFO: IoT-FND application server is up and running.
02-14-2022 14:43:32 IST: INFO: IoT-FND is up and running.
[root@fnd-rhel8-33 ~]#

Refer to Install Oracle DB patch.



3 Upgrade Oracle DB from 18c to 19c

Outlines the process for upgrading Oracle DB from 18c to 19c before continuing
with optional Oracle DB patch installation tasks.

Topics:

• Upgrade Oracle DB from 18c to 19c
Upgrade Oracle DB from 18c to 19c before you continue with optional Oracle
DB patch installation tasks.



Upgrade Oracle DB from 18c to 19c
Provides instructions to upgrade Oracle DB from 18c to 19c by following Oracle upgrade documentation after Oracle DB
installation is complete.
Refer to Install Oracle DB.
After you install the Oracle 19c database successfully, you can upgrade your Oracle DB software to Oracle DB 19c
software by following these steps.
Follow the steps given in Upgrade Oracle DB to 19c software to upgrade to 19c.
The Oracle DB version is upgraded to Oracle DB 19c.
You can optionally install the Oracle DB patch. Refer to Install Oracle DB patch.

https://docs.oracle.com/en/database/oracle/oracle-database/19/upgrd/index.html


4 Install Oracle DB patch

Explains when the Oracle DB patch installation procedure applies and introduces
the task for installing the patch in Cisco IoT FND deployments.

Topics:

• Install Oracle DB patch
Install the Oracle DB patch when your deployment requires the additional Oracle
19c patch update.



Install Oracle DB patch
Provides instructions to prepare for and install an Oracle 19c patch by checking the current Oracle version, stopping
Cisco IoT FND and Oracle services, and applying the patch file.

Note

To install the Oracle 19c patch as an additional option from 19.3.0.0.0 to 19.18.0.0.0, complete these prerequisites
before installing the patch.

• Check the current Oracle version using the given command:

[root@iot-fnd-oracle ~]# su - oracle

[oracle@iot-fnd-oracle ~]$ sqlplus / as sysdba
SQL*Plus: Release 19.0.0.0.0 - Production on Wed Mar 29 20:59:44 2023
Version 19.3.0.0.0

Copyright (c) 1982, 2019, Oracle. All rights reserved.

Connected to:
Oracle Database 19c Enterprise Edition Release 19.0.0.0.0 - Production
Version 19.3.0.0.0

SQL> exit;

• Stop the Cisco IoT FND application if it is already running. Use the given command:

service cgms stop

• Log in as the oracle user.

su - oracle

Note

Stop the Oracle service if it is already running:

cd /opt/cgms-oracle/scripts
./stopOracle.sh

• Apply the patch file: p34765931_190000_Linux-x86-64.zip.

Use the following steps to install the Oracle DB patch:
Use this procedure to install the Oracle DB patch.
Follow the steps given in Downloading and Installing Release Update Patches.

https://docs.oracle.com/en/database/oracle/oracle-database/19/ntcli/downloading-and-installing-patch-updates.html
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