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1 Recommended computing resources

Outlines the hardware and software requirements your network must support to
use Cisco IoT FND running Cisco IoT FND Release 5.x.x and later releases.

Topics:

• Minimum system requirements
• Oracle DB server hardware

requirements
• Tunnel provisioning servers

hardware requirements
• Application servers hardware

requirements
• Obtain Cisco licenses for Oracle DB

on Cisco IoT FND
• Install the required Linux packages

for Oracle database on Cisco IoT
FND server

• RPM package requirements
• Configure the NTP service
• Cisco IoT FND ISO image zip file

contents
• Verify the signature of ISO and RPM

images



Minimum system requirements
This topic explains the minimum hardware and software requirements for installing and operating Oracle Database and
Cisco IoT FND. It covers essential specifications for servers, securitymodules, and storage to ensure successful deployment.
Minimum system requirements specify the essential hardware and software specifications needed for Oracle Database
and Cisco IoT FND installation, including key requirements such as processor type, RAM, disk space, operating system,
and security modules. Meeting these requirements ensures reliable installation, operation, andmaintenance of the system.

Minimum hardware and software requirements

Ensure that the /tmp folder can accommodate at least a 5GB file before downloading and installing Oracle Database.
After installation, a larger /tmp folder will help when zipping log file sets while using Cisco IoT FND.

Supported Oracle DB versions

The supported Oracle DB versions on Cisco IoT FND Release 5.x.x and later releases are:
• Oracle 19c

• Oracle 18c
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Table 1: Minimum hardware and software requirements table

Software requirementsHardware requirementsComponent

• OS: Red Hat Enterprise Linux
(RHEL) 7.5+ (64-bit) with all
packages installed (software
development and web server)

• Internet Connection: Required to
download GIS map data via client
browser

• Licenses: SafeNet for mesh
endpoint security

Note

Cisco IoT FND software includes
required Java version

• Processor : Intel Xeon x5680
2.27 GHz (64-bit), 4 CPUs

• RAM : 16 GB

• Disk Space : 100 GB

• Hardware Security Module (HSM)
or Software Security Module

Cisco IoT FND Application Server

• OS: RHEL 7.5+ with all packages
installed (software development
and web server)

• Internet Connection: Required

Note

Cisco IoT FND software includes
required Java version

• Processor: ntel Xeon x5680 2.27
GHz (64-bit), 2 CPUs (virtual cores)

• RAM: 4GB

• Disk Space: 100 GB

Cisco IoT FND TPS Proxy

• OS: RHEL 7.5+ (64-bit) with all
packages installed (software
development and web server) or
RHEL 8.5

• Database: Oracle Database 19c,
18c, 12c2, or 12cR2 Enterprise
Editions

Note

Install Linux packages before
installing Oracle software

• Processor: Intel Xeon x5680 3.33
GHz (64-bit), 4 CPUs

• RAM: 32 GB

• Disk Space: 150 GB

Database Server for Cisco IoT FND
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Software requirementsHardware requirementsComponent

Hardware Security Module (HSM) • Firmware: Luna SA 6.10.2
(contact SafeNet for compatibility
with newer versions)

• Software: Luna SA 5.4.7-1 with
security patches and Luna SA client
software: Release 5.4.7-1

Luna SA appliance

• OS: RHEL 7.5 (64-bit) with all
packages installed (software
development and web server)

• Processor: 2 GHz, 2 CPUs

• RAM: 8 GB

Software Security Module (SSM)

Oracle DB server hardware requirements
This topic explains the example hardware requirement profiles for Oracle DB servers based on the number of nodes
(routers) and endpoints being managed.
This section defines example hardware requirement profiles for Oracle DB servers according to the number of nodes
(routers) and endpoints being managed.
Table 2: Oracle DB server hardware requirements example profiles

Disk Space (GB)Memory (RAM GB)CPU (virtual cores)Nodes
(Routers/Endpoints)

10016225/10,000

20016450/50,000

500328500/500,000

100048121,000/1,000,000

100064162,000/2,000,000

100096205,000/5,000,000

100096206,000/6,000,000

Tunnel provisioning servers hardware requirements
This topic explains the example hardware requirement profiles for the Tunnel Provisioning Server (TPS) based on the
number of nodes (routers) and endpoints being supported.
The following table provides example hardware requirement profiles for the Tunnel Provisioning Server (TPS) based on
the number of nodes (routers) and endpoints being supported.
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Example profiles
Table 3: TPS requirements profiles

Disk Space (GB)Memory (RAM GB)CPU (virtual cores)Nodes
(Routers/Endpoints)

504225/10,000

1004250/50,000

10042500/500,000

100421,000/1,000,000

100422,000/2,000,000

100425,000/5,000,000

100426,000/6,000,000

Application servers hardware requirements
This topic provides the example hardware requirement profiles for the application server, based on the number of routers
and endpoints being managed.
The following table outlines example hardware requirement profiles for the application server, based on the number of
routers and endpoints being managed.
Table 4: Application server hardware requirements example profiles for routers and endpoints

Disk Space (GB)Memory (RAM GB)CPU (virtual cores)Nodes
(Routers/Endpoints)

10016225/10,000

20016450/50,000

250164500/500,000

2501681,000/1,000,000

5001682,000/2,000,000 1

5003285,000/5,000,000 1

5003286,000/6,000,000 1

Obtain Cisco licenses for Oracle DB on Cisco IoT FND
Learn how to obtain the required Cisco licenses to use Oracle DB on Cisco IoT FND, including licenses for Cisco IoT FND,
Cisco Network Register (CNR), and SafeNet HSM for mesh endpoint security.
Follow these instructions to meet the licensing requirements to use Oracle DB on Cisco IoT FND:
1. Contact your Cisco partner to obtain the necessary licenses to use Cisco IoT FND and Cisco Network Register (CNR).
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2. Obtain a license to use SafeNet as your Hardware Security Module (HSM) for mesh endpoint security.

Install the required Linux packages for Oracle database on Cisco IoT FND server
Learn how to install the required Linux packages in the correct order to prepare your Cisco IoT FND server for a stable
and compatible Oracle database installation.
These steps ensure the Cisco IoT FND server has the necessary dependencies and libraries for a stable and compatible
Oracle database installation.
To simplify the process of preparing your Cisco IoT FND server for Oracle database installation, follow these steps to
install the required Linux packages in the correct order:
Download the following Linux packages and install them in the following order:
• libaio-devel-0.3.106-5.i386.rpm

• libaio-devel-0.3.106-5.x86_64.rpm

• sysstat-7.0.2-11.el5.x86_64.rpm

• unixODBC-libs-2.2.11-10.el5.i386.rpm

• unixODBC-libs-2.2.11-10.el5.x86_64.rpm

• unixODBC-2.2.11-10.el5.i386.rpm

• unixODBC-2.2.11-10.el5.x86_64.rpm

• unixODBC-devel-2.2.11-10.el5.i386.rpm

• unixODBC-devel-2.2.11-10.el5.x86_64.rpm

RPM package requirements
This topic explains the requirements and descriptions of the RPM packages needed for Cisco IoT FND installation and
operation.
This topic provides an overview of the required RPM packages for Cisco IoT FND, including their descriptions and installation
targets.

Example profiles

DescriptionRPM Package

Contains the Cisco IoT FND installer. This is the main RPM
that contains the Cisco IoT FND application server. Install
this package on the Cisco IoT FND application servers.

cgms- version_buildnumber .x86_64.rpm

Contains the scripts and tools to create the Cisco IoT FND
Oracle database. This package contains theOracle database
template and management scripts. Install this package on
the Cisco IoT FND database server system.

cgms-oracle- version_number .x86_64.rpm

Contains a few optional command-line tools. If needed,
install this package on the system running the Cisco IoT
FND application server.

cgms-tools- version_number .x86_64.rpm

Cisco IoT Field Network Director | Updated March 2, 2026

| Recommended computing resources | 12



DescriptionRPM Package

Contains the Software Security Module (SSM). Install this
package on the system running the Cisco IoT FND
application server.

cgms-ssm- version_number .x86_64.rpm

Contains the TPS proxy application. Install this package on
the Cisco IoT FND TPS proxy system.

cgms-tpsproxy- version_number .x86_64.rpm

Configure the NTP service
Learn how to configure Network Time Protocol (NTP) on RHEL servers to ensure accurate time synchronization across all
system components in your Cisco IoT FND deployment.
Use this procedure to configure Network Time Protocol (NTP) on your RHEL servers to ensure accurate time synchronization
across all system components.
Here are the instructions to configure NTP on RHEL servers:
• Enable and configure NTP on all RHEL servers in your Cisco IoT FND deployment to use the system time servers.

• Before certificates are generated, synchronize the clocks of all system components.

1. Configure the /etc/ntp.conf file.

cat /etc/ntp.conf
...
# Use the same NTP servers on all our Connected Grid systems.
server 0.ntp.example.com
server 1.ntp.example.com
server 2.ntp.example.com
...

2. Restart the NTP daemon and ensure that it is set to run at boot time.

service chrony restart
chkconfig chrony on

3. Check the status of the NTP daemon.
This example shows that the system at 192.0.2.1 is configured to be a local NTP server. This server synchronizes
its time using the NTP server at 10.0.0.0.

# ntpq -p
remote refid st t when poll reach delay offset

jitter

==============================================================================

*192.0.2.1 198.51.100.1 3 u 309 1024 377 0.694
0.899 0.435

LOCAL(0) .LOCL. 10 l 36 64 377 0.000
0.000 0.001

You've configured NTP on RHEL servers.
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Cisco IoT FND ISO image zip file contents
This topic explains the contents of the Cisco IoT FND image zip file and how to verify if your image file contains the
necessary components.
Use this topic to understand the contents of Cisco IoT FND image zip file and verify if your image file contains the necessary
contents.

ISO image file contents

Here's an example ISO file name: iot-fnd-<release>-<build number>-signed.

DescriptionZip file contents

Cisco provided image for which signature is to be verified.iot-fnd-<release>-<build number>.iso

Signature generated for the image.iot-fnd-<release>-<build number>.iso.signature

Cisco signed x.509 end-entity certificate contains the public
key that is used to verify the signature. This certificate is
chained to Cisco root CA and sub CA posted on
https://www.cisco.com/security/pki/

FND_RPM_SIGN-CCO_RELEASE.pem

Signature verification program. After downloading the
image, its digital signature, and the x.509 certificate, this
program is used to verify the 3-tier x.509 certificate chain
and the signature. Certificate chain validation is done by
verifying the authenticity of end-entity using Cisco-sourced
sub CA and root CA (which the script downloads from
Cisco).

cisco_x509_verify_release.py

Signature generated for the script
cisco_x509_verify_release.py.

cisco_x509_verify_release.py.signature

Signature verification program for verifying the Open-pgp
Complaint Public Key against x.509 end-entity certificate.

cisco_openpgp_verify_release.py

Signature generated for the script
cisco_openpgp_verify_release.py.

cisco_openpgp_verify_release.py.signature

Open-pgp public key is used for verification of the signed
RPM.

FND-rel-binary.gpg

Open-pgp public key is used for verification of the signed
RPM.

FND-rel-ascii.gpg

Verify the signature of ISO and RPM images
Learn how to verify the authenticity and integrity of ISO and RPM images by running signature verification procedures
using OpenSSL, GPG, and provided verification scripts.
Use this procedure to run a signature verification program to verify if your ISO and RPM images are genuine.
Here are the prerequisites for you to verify the ISO and RPM images:
• Python 2.7.x
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• OpenSSL

• Verification scripts running on your systems requires internet connectivity to reach Cisco to download root and sub-CA
certificates.

1. Unzip the file iot-fnd-<release>-<build number>-signed.zip
2. Change directory to the folder iot-fnd-<release>-<build number>-signed using the cd command.
3. Extract the public key from the public certificate:

openssl x509 -pubkey -noout -in FND_RPM_SIGN-CCO_RELEASE.pem >
FND-EE-cert.pubkey

FND-EE-cert.pubkey is created under the same folder

4. Verify the integrity and authenticity of script files by checking their digital signatures against a provided public key.

openssl dgst -sha512 -verify FND-EE-cert.pubkey -signature
cisco_x509_verify_release.py.signature cisco_x509_verify_release.py

openssl dgst -sha512 -verify FND-EE-cert.pubkey -signature
cisco_openpgp_verify_release.py.signature cisco_openpgp_verify_release.py

Verified OK

5. Verify the ISO file.

./cisco_x509_verify_release.py -e FND_RPM_SIGN-CCO_RELEASE.pem -s
iot-fnd-<release>-<build number>.iso.signature -i iot-fnd-<release>-<build
number>.iso -v dgst -sha512

Retrieving CA certificate from
http://www.cisco.com/security/pki/certs/crcam2.cer ...

Successfully retrieved and verified crcam2.cer.
Retrieving SubCA certificate from

http://www.cisco.com/security/pki/certs/innerspace.cer ...
Successfully retrieved and verified innerspace.cer.
Successfully verified root, subca and end-entity certificate

chain.
Successfully fetched a public key from

FND_RPM_SIGN-CCO_RELEASE.pem.
Successfully verified the signature of iot-fnd-<release>-<build

number>.iso using FND_RPM_SIGN-CCO_RELEASE.pem

6. Install the ISO image file.

cd /mnt
mkdir iso
mount -t iso9660 -o loop <path>/iot-fnd-<release>-<build

number>.iso /mnt/iso
mkdir /tmp/ISO
cp -pRf /mnt/iso /tmp/ISO
umount /mnt/iso/
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7. Verify if the delivered binary and ASCII keys have matching fingerprints.

gpg FND-rel-binary.gpg

gpg FND-rel-ascii.gpg

pub 2048R/F7D5ED29 2017-01-01 identity-name (FND.rel) identity-name@cisco.com

pub 2048R/F7D5ED29 2017-01-01 identity-name (FND.rel) identity-name@cisco.com

8. Verify the binary GPG key against the EE cert.

./cisco_openpgp_verify_release.py -e FND_RPM_SIGN-CCO_RELEASE.pem -G
FND-rel-binary.gpg

Downloading CA certificate from
http://www.cisco.com/security/pki/certs/crcam2.cer ...

Successfully downloaded crcam2.cer.
Downloading SubCA certificate from

http://www.cisco.com/security/pki/certs/innerspace.cer ...
Successfully downloaded innerspace.cer.

Successfully verified Cisco root, subca and end-entity certificate
chain.

Successfully fetched a public key from
FND_RPM_SIGN-CCO_RELEASE.pem.

Successfully authenticated FND-rel-binary.gpg key using Cisco
X.509 certificate trust chain.

9. Verify the RPM signature using the GPG ASCII key.

sudo rpm --import FND-rel-ascii.gpg
rpm -K /tmp/ISO/iso/cgms-<release>-<build number>.x86_64.rpm

/tmp/ISO/iso/cgms-<release>-<build number>.x86_64.rpm: rsa sha1
(md5) pgp md5 OK

You've verified the ISO and RPM signatures.



2 Certificates

This topic explains the concept of certificates and their role in secure
communications and authentication within network environments.

Topics:

• Cisco IoT FND certificates
• Types of certificates
• Role of certificates
• Keystore
• Generate and export certificates
• Install certificates on Cisco IoT FND

and TPS proxy servers



Cisco IoT FND certificates
This topic explains howCisco IoT FND uses digital certificates to ensure secure communication and device authentication,
maintaining the integrity and confidentiality of data within Cisco IoT deployments.
Digital certificates are used by Cisco IoT FND to ensure secure communication and device authentication within the
network.
• Certificates validate the identities of devices and users.

• They help maintain the integrity and confidentiality of data transmitted across the Cisco IoT infrastructure.

• Certificates ensure that only authorized devices and users can access network resources.

• Cisco IoT FND enhances the security of IoT deployments by using digital certificates to protect against unauthorized
access and potential cyber threats.

Types of certificates
This topic explains the different types of certificates used in networking, including device certificates, web certificates,
and CSMP certificates, and describes their roles in authentication and secure communication.
• Device certificates are digital certificates used to authenticate and secure devices within a network, serving as electronic

credentials that verify device identity.

• Web certificates (SSL/TLS certificates) authenticate the identity of a website and enable secure, encrypted
communication between web servers and browsers.

• CSMP certificates are used within Cisco Smart Licensing to ensure secure communication and authentication for
managing Cisco software licenses.

There are three primary types of certificates relevant to network security and management.
• Device certificates: Authenticate and secure devices within a network.

• Web certificates: Authenticate websites and enable encrypted communication.

• CSMP certificates: Used for secure communication in Cisco Smart Licensing.

For example, a router may use a device certificate to securely join a network, a website uses a web certificate to enable
HTTPS, and Cisco Smart Licensing uses CSMP certificates to validate license management communications.

Role of certificates
This topic explains the role of certificates in enablingmutual authentication between Cisco routers and the Cisco Connected
IoT FND. It describes the requirement for certificates signed by a common Certificate Authority to ensure secure
communication.
Certificates are digital credentials that enable mutual authentication between Cisco routers and the Cisco Connected IoT
FND, ensuring secure communication.
• Both the device and Cisco IoT FND must possess certificates signed by the same Certificate Authority (CA).

• Mutual authentication is required for all communications between supported Cisco routers and the Cisco Connected
IoT FND.

• Certificates can be signed by either a root CA or a subordinate CA (sub-CA).
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Generating and managing certificates involves creating certificates for both the devices and the Cisco IoT FND, including
the TPS Proxy component.
• Certificates must be imported into the keystore on both the TPS proxy and Cisco IoT FND after generation.

For more information on generating certificates for CGRs, refer to the Certificate Enrollment Guide for the Cisco 1000
Series Connected Grid Routers .

Keystore
This topic explains the concept of a keystore, which stores device certificates, private keys, aliases, and issuer information
for systems such as Cisco IoT FND or TPS proxy.
The keystore is a secure storage repository that holds device certificates, private keys, aliases, and issuer information
for specific systems such as Cisco IoT FND or TPS proxy.
• Stores device certificates and private keys.

• Contains aliases and issuer information.

• Used by systems like Cisco IoT FND and TPS proxy.

The following table lists the certificate types used by Cisco IoT FND and the keystore location of the certificates.
Table 5: Keystore Certificate Types and Locations

Keystore LocationCisco IoT FND Certificate Type

cgms_keystoreDevice Certificate

jbossas.keystoreWeb Certificate

HSM or SSMCSMP Certificate

The keystore must contain the following information for Cisco IoT FND to function:
• Cisco SUDI or the device manufacturing certificate.

• The root CA certificate of the issuing root CA or sub-CA server.

• The certificate that is generated for the Cisco IoT FND server or TPS server for TPS (private key for the system).

For example, the keystore for Cisco IoT FND may contain a device certificate stored in cgms_keystore , a web
certificate in jbossas.keystore , and a CSMP certificate in HSM or SSM.

Generate and export certificates
This topic explains how to create certificate templates using Microsoft Certificate Authority (CA) to generate certificates
for Cisco IoT FND and TPS proxy.

Create certificate template using Microsoft CA
Learn how to create certificate templates using the Microsoft Certificate Authority (CA) to generate certificates for Cisco
IoT FND and TPS proxy.
Here's the instructions to create a certificate template:
Create certificate templates using the Microsoft Certificate Authority (CA) to generate certificates for Cisco IoT FND and
TPS proxy. For more information about certificate templates see, certificate templates .
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1. Open Microsoft CA application.
Ensure that you are on a system operating with the enterprise edition of Microsoft CA.

2. Follow the instructions provided in the Create a Certificate Template: Enterprise CAs to create a certificate template.

Enable a certificate template
Learn how to enable a certificate template using the Windows server CA application and follow the required configuration
steps.
You must create and configure a certificate template.
1. Open the CA application using the Windows server.
2. Follow the instructions provided in Configure the Certificate Template to enable a certificate template.

Generate a certificate for TPS Proxy
Learn how to generate certificates for IoT FND and IoT FND TPS Proxy using Microsoft CA and the official Microsoft
documentation.
You must create and enable a certificate template using Microsoft CA.
1. Log in to the target machine with administrator rights.
2. Follow the instruction provided in the Request a Certificate Using a Request File to generate a certificate.

Export the certificates
Learn how to export certificates from Microsoft CA or subordinate CA to Cisco IoT FND using the certificate management
console and Microsoft documentation.
Follow these instructions to export certificates from Microsoft CA or subordinate CA to Cisco IoT FND.
1. Open the certificate management console for the local computer by running the following command. Some methods

of running this command are from the Start menu , theWindows Run prompt, PowerShell prompt, or command prompt.
2. Follow the instructions provided in Export a Certificate .

Install certificates on Cisco IoT FND and TPS proxy servers
Learn how to create and install the cgms_keystore file on both Cisco IoT FND and Cisco IoT FND TPS proxy servers using
Keytool.
Create a cgms_keystore file on both the servers running Cisco IoT FND and Cisco IoT FND TPS proxy using tools like
Keytool.
Here's a quick overview of how the cgms_keystore file is copied to Cisco IoT FND and Cisco IoT FND TPS proxy servers:
• On Cisco IoT FND server: When you create the cgms_keystore file, you import the Cisco IoT FND certificate, the private

key, and the certificate chain. Once you create the cgms_keystore file, copy the file into a specific directory on the
Cisco IoT FND server.

• Cisco IoT FND TPS proxy server: When you create the cgms_keystore file, you import the Cisco IoT FND TPS proxy
certificate, the private key, and the certificate chain. Once you create the cgms_keystore file, copy the file into a
specific directory on the Cisco IoT FND proxy server.

1. Create the cgms_keystore file using Keytool on both Cisco IoT FND and Cisco IoT FND TPS proxy servers.
2. Copy cgms_keystore files to Cisco IoT FND.
3. Extract cgms.pem and cgms.key files from .pfx file.
4. Copy the cgms.pem and cgms.key files.
5. Import the CA certificates to the cgms_keystore.
6. Import the SUDI certificate.
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7. Configure Cisco IoT FND server to access the keystore.
8. Configure the TPS proxy to access the cgms_keystore.

Create the cgms_keystore file using Keytool
Learn how to create the cgms_keystore file using Keytool by viewing the contents of a .pfx file, identifying the required
alias, and importing certificates into the keystore.
Here are the instructions to create cgms_keystore files using Keytool:
1. Log in to the root directory of Cisco IoT FND using the SSH command.
2. Enter the following command to view the content of the .pfx file:

[root@ tps_server~]# keytool -list -v -keystore nms_cert.pfx -srcstoretype
pkcs12

3. Enter the keystore password. The keystore password is the password created while creating the .pfx file.
4. Here's an example of the output:

# keytool -list -v -keystore nms_cert.pfx -srcstoretype
pkcs12

Enter keystore password: keystore
Keystore type: PKCS12
Keystone provider: SunJSSE
Your keystore contains 1 entry

Alias name: le-cgnms-75edd1e3-7e65-41b4-97f1-a913ebf21c8b

Creation date: March 29.2018
Entry type: PrivateKey Entry
Certificate chain length: 3
Certificate[1]:
Owner: CN=nms.sgbu.cisco.com
Issuer: CN=cisco-RSA-SUBCA-CA, DC=cisco, DC=com
...

Note

Make a note of the Alias name that you require while importing the certificates to the cgms_keystore file.

5. Enter the following command to import the certificates to the cgms_keystore file:

# keytool -importkeystore -v
-srckeystore nms_cert.pfx -srcstoretype pkcs12
-destkeystore cgms_keystore -deststoretype jks

-srcalias
le-cgnms-75edd1e3-7e65-41b4-97f1-a913ebf21c8b

-destalias cgms
-destkeypass
keystore_password

Enter destination keystore password: keystore_password

Re-enter new password: keystore_password
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Enter source keystore password: keystore
...Storing cgms_keystore

6. Storing cgms_keystore indicates successful completion.
This example shows the steps for the nms_cert . pfx . To view the details on the tps_cert.pfx and import the certificates
to the TPS proxy, use the same commands but replace the references to nms_cert.pfx with tps_cert.pfx , and use the
Alias name from the tps_cert.pfx file.

Copy the cgms_keystore file to Cisco IoT FND
Learn how to copy the cgms_keystore file to the appropriate directories on Cisco IoT FND and TPS proxy servers to
complete the configuration process.
1. For Cisco IoT FND server, copy the cgms_keystore file that you just created to the following directory:

/opt/cgms/server/cgms/conf/

2. For the Cisco IoT FND TPS proxy server, copy the cgms_keystore file that you just created to the following directory:

/opt/cgms-tpsproxy/conf/

Extract the cgms.pem and cgms.key files
Learn how to extract the cgms.pem and cgms.key files from a .pfx file using OpenSSL commands.
Here are the instructions to extract the cgms.pem and cgms.key files from the .pfx file:
1. Enter the following command to extract the certificates into a file named as cgms.pem:

openssl pkcs12 -in cgms.pfx -nokeys -out cgms.pem

2. Enter the following command to extract the certificates into a file named as cgms.key:

openssl pkcs12 -in cgms.pfx -nocerts -out cgms.key -nodes

Copy the cgms.pem and cgms.key files
Learn how to copy the cgms.pem and cgms.key files to the Cisco IoT FND server using SCP or SFTP sessions.
Copy the cgms.pem and cgms.key files to the following directory using SCP or SFTP:

/opt/cgms/server/cgms/conf/

Import the CA certificate
Learn how to import the CA certificate into the cgms_keystore for Cisco IoT FND. Use this procedure to ensure the CA
certificate is properly added to the keystore for secure operations.
Here are the instructions to import the CA certificates to the cgms_keystore:
1. Log in to the root directory of Cisco IoT FND using the SSH command.
2. Change directory to the folder in which you have the cgms_key file

# cd /opt/cgms/server/cgms/conf
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3. Import the CA certificate using the following command:

# keytool -import -trustcacerts -alias
root -keystore cgms_keystore -file ca_cert.cer

4. Enter the keystore password when asked.
5. Enter yes when prompted to trust the certificate.
6. The certificate is added to the cgms_keystore.

Here's an example of the output:

# keytool -import -trustcacerts -alias root -keystore
cgms_keystore -file ca_cert.cer
Enter keystore password: keystore_password
Owner:

CN=SGBUNMSCA-WIN-4BGS4M94L66-CA,DC=SGBUNMSCA,DC=lab,DC=co
Issuer:

CN=SGBUNMSCA-WIN-4BGS4M94L66-CA,DC=SGBUNMSCA,DC=lab,DC=co
Serial number:50adbd57e6b136984f9c1512a0eb7174
Valid from: Wed Jan 11 10:58:09 PDT 2018 until: Wed

Jan 11:08:59 PDT 2018
Certificate _fingerprints:
MD5: AE:5D:F4:0A:2B:E5:C8:D8:4A:F4:18:56:FD:A7:8D:7D

SHA1:
83:22:12:8C:6A:23:D3:08:2B:00:55:EF:BD:FF:BA:47:97:99:7E:41

Signature algorithm name: SHA1withRSA
Version:3
Extensions:
#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:[
CA:true
PathLen:2147483647
]
#2:ObjectId: 2.5.29.15 Criticality=false
KeyUsage[
DigitalSignature
Key_CertSign
Crl_Sign
]
#3:ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [
0000:C6 AB 38 CC EE 79 B0 51 3B 4D 13 c8 9A 56 F6

73..8..y.Q;M...V.s
0010:B9 19 FF 7B....
]
]
#4: ObjectId:1.3.6.1.4.1.311.21.1 Criticality=false
Trust this certificate [no] yes
Certificate was added to the keystore.
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Note

Follow the same steps to import the CA certificate into cgms_keystore on the TPS proxy.

Import the SUDI certificate
Learn how to import the Secure Unique Device Identifier (SUDI) certificate into the cgms_keystore for secure device
authentication and zero-touch provisioning.
A Secure Unique Device Identifier (SUDI) certificate is a cryptographic certificate that contains a unique identifier for the
device, along with a public key and other relevant information. It is typically issued by a trusted Certificate Authority (CA)
and is an essential component of secure device authentication and zero-touch provisioning.
Here are the instructions to import the SUDI certificate into the cgms_keystore:
1. Log in to the root directory of Cisco IoT FND using the SSH command.
2. Change the directory to the folder where the cgms_keystore file is present:

# cd /opt/cgms/server/cgms/conf

3. Enter the following command to import the SUDI certificate:

#keytool -import -trustcacerts -alias sudi -keystore cgms_keystore -file
ciscosudi/cisco-sudi-ca.pem

# keytool -import -trustcacerts -alias sudi1 -keystore
cgms_keystore -file ciscosudi/cisco-ca.pem

Note

Import both the SUDI certificates with 2029 and 2099 expiry periods.

4. Enter the keystore password when asked to.
5. The certificate is added to the keystore.

Note

For the TPS proxy, copy the cgms_keystore file to this directory:
/opt/cgms-tpsproxy/conf/ciscosudi

Configure Cisco IoT FND to access the keystore
Learn how to configure Cisco IoT FND to access the keystore after creating the cgms_keystore and importing the NMS
and CA certificates.
Here are the steps to configure Cisco IoT FND server to access the keystore:
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Once you are done creating the cgms_keystore and importing the NMS and CA certificates, configure the Cisco IoT FND
server to access the cgms_keystore file.
1. Stop the Cisco IoT FND.
2. Run the following setup cgms.sh script:

pwd
/opt/cgms/bin ./setupCgms.sh

06-12-2024 10:21:39 PDT: INFO: ========== CG-NMS Setup
Started - 2018-06-12-10-21-39 =====

06-12-2024 10:21:39 PDT: INFO: Log file:
/opt/cgms/bin/../server/cgms/log/cgms_setup.log

Are you sure you want to setup CG-NMS (y/n)? y
06-12-2024 10:21:39 PDT: INFO: User response: y
...
Do you want to change the keystore password (y/n)? y

06-12-2024 10:21:52 PDT: INFO: User response: y
Enter keystore password: keystore_password
Re-enter keystore password: keystore_password
06-12-2024 10:21:59 PDT: INFO: Configuring keystore

password. This may take a while.
Please wait...
06-12-2024 10:22:00 PDT: INFO: Keystore password

configured.

The cgms.sh script saves the password set in the cgms.properties file.

3. Restart Cisco IoT FND.

Note

Set the permissions to root read only and protect the cgms_keystore and cgms.properties files.

Configure the TPS Proxy to access the keystore
Learn how to configure the TPS proxy to access thecgms_keystore by changing directories, encrypting your password,
updating the properties file, and restarting the TPS proxy service.
Here are the instructions to configure the TPS proxy to access the cgms_keystore:

1. Change the directory to the tpsproxy bin directory:

cd /opt/cgms-tpsproxy/bin

2. Encrypt your password:

[root@fndnms bin]#./encryption_util.sh
Usage: EncryptionUtil <encrypt|decrypt> <data>
[root@fndnms bin]#./encryption_util.sh encrypt test
Kq+bA+oLBlo=

3. Copy the encrypted password into the tpsproxy.properties file:
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a) Open the file for editing:

cd /opt/cgms-tpsproxy/conf
emacs tpsproxy.properties

b) Add the following line to the file:

cgms-keystore-password-hidden=keystore_password

4. Restart the TPS proxy using the appropriate command for your RHEL version:

systemctl restart tpsproxy
service tpsproxy restart



3 Properties used in Cisco IoT FND and TPS configuration

This topic explains the available properties for configuration in Cisco IoT FND
and TPS, including CGMS and TPSPROXY properties. It provides details on
property names, example values, and descriptions to assist with system setup
and management.
The available properties in Cisco IoT FND and TPS are configuration parameters
for CGMS and TPSPROXY that control system behavior, security, and integration.
• Properties include names, example values, and descriptions for each

configurable item.

• CGMS properties manage gateway management, security modules, and
network integration.

• TPSPROXY properties handle proxy configuration, bootstrapping, and allowed
network addresses.

CGMS and TPSPROXY properties

The following tables list the properties available for configuration in Cisco IoT
FND and TPS, grouped by CGMS and TPSPROXY.
Table 6: CGMS properties

DescriptionExample valueProperty name

Encrypted password for
the cgms keystore.
Encrypt or decrypt with
encryption_util.sh.

< encrypted >cgms-keystore-password-hidden=

The source IP address of
messages coming from
the TPS proxy.

<ipv4/v6 address or
FQDN >

cgdm-tpsproxy-addr=

The exact certificate
subject contained in the
TPS proxy's certificate.

CN=common_name,
OU=organizational_unit,
O=organization,
L=location, ST=state,
C=country

cgdm-tpsproxy-subject=

HSM partition name.testGroup1hsm-keystore-name=

Encrypted HSM partition
password.

< encrypted >hsm-keystore-password=

Type of security module
being used.

ssm/hsmsecurity-module=

IP Address of SSM
server.

<ipv4 address >ssm-host=

Port of SSM server.8445ssm-port=



DescriptionExample valueProperty name

Alias name for SSM
certificate in keystore.

ssm_csmpssm-keystore-alias=

Encrypted password for
the SSM keystore.

< encrypted >ssm-keystore-password=

Encrypted key for the
SSM key.

< encrypted >ssm-key-password=

Cisco IoT FND IPv6
source address for
multicast traffic.

< ipv6 address >multicast-interface-address=

IPv4 address on your
Cisco IoT FND server
used to exchange
DHCPv4 messages.

<ipv4 address >dhcpV4ClientListenAddresses=

IPv6 address on your
Cisco IoT FND server
used to exchange
DHCPv6 messages.

< ipv6 address >dhcpV6ClientListenAddresses=

Indicates whether or not
to lock the HER during
tunnel provisioning.

true/falseoptimizeTunnelProv=

Frequency of metrics
polling for HER.

60her-metrics-pollinterval-minutes=

Allow outage skew in
seconds, for outage or
restoration events.

5000allowed-outage-skew=

Skips CG-Mesh device
firmware validation.

true/falserf.validate-firmware-tlvs=

Google maps client ID.< Client ID >googleMapsClientId=

Google maps API key.< API key >googleMapsApiKey=

Used to enable PNP
bootstrapping service.

true/falseenable-bootstrap-service=

URL of SCEP server.http(s) :// < url of SCEP
server >

scep-url=

Fingerprint of CA
certificate.

< fingerprint of CA
certificate >

ca-fingerprint=

PNP server identity sent
by Cisco IoT FND to the
PNP agent.

<ipv4/v6 address or
FQDN >

proxy-bootstrap-ip=
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DescriptionExample valueProperty name

Alias name assigned to
the CA certificate from
the issuer in the Cisco IoT
FND keystore.

subcabootstrap-fnd-alias=

PNP server port, default
is 9125.

9125pnp-server-port=

Send the CA bundle file
which includes well
known public CA
certificates.

true/falsepnp-install-trustpool=

Indicates whether or not
to reload a device after
PNP boostrapping.

true/falsereload-during-bootstrap=

Number of retries for
router file upload job

0router-file-upload-retries

Number of retries for the
firmware upload job.

0router-firmware-upload-retries

Number of retries for the
firmware install job.

0router-firmware-install-retries

Indicates whether or not
to collect cellular metrics.

true/falsecollect-cellular-link-metrics

Interval for cellular
metrics.

30collect-cellular-link-metrics-interval

Firmware upload job
timeout duration in
minutes.

30router-firmware-upload-timeout-minutes=

Firmware install job
timeout duration in
minutes.

60router-firmware-install-timeout-minutes=

Number of attempts to
fetch the mesh keys.

3cgr-ha-fetch-mesh-key-attempts

Number of minutes or
interval between
mesh-key-attempts.

1cgr-ha-fetch-mesh-key-delay-mins

FND-RA integrationtrue/falseenable-httpcoap-proxy

FND-RA integrationtrue/falseenable-est

FND-RA integrationrf.min-reenrollment-delay-second

FND-RA integrationrf.max-reenrollment-delay-seconds
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Table 7: TPSPROXY properties

DescriptionExample ValueProperty Name

Encrypted password for
the cgms keystore.
Encrypt/decrypt with
encryption_util.sh

< encrypted >cgms-keystore-password-hidden=

Used to enable PNP
bootstrapping service

true/falseenable-bootstrap-service=

Port on which TPS is
listening for HTTP traffic.

9125bootstrap-proxy-listen-port=

IP address and port to
forward info received
from the router over
HTTP.

<ipv4/v6 address or
FQDN >

inbound-bsproxy-destination=

Comma separated list of
FQDN/IP addresses, the
proxy allows outbound
messages to originate
from it.

<ipv4/v6 address or
FQDN >

outbound-proxy-allowed-addresses=
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4 Install Cisco IoT FND on Oracle DB

Explains the procedures required to install Cisco IoT FND for the first time.Topics:

• Install and setup Cisco IoT FND DB
• Install and setup the SSM
• Install and set up Cisco IoT FND
• Install Cisco IoT FND
• Set up Cisco IoT FND
• Configure the database settings
• Configure the standby DB settings
• Configure the Cisco IoT FND DB

password
• Configure the keystore password
• Change the web root user password
• Configure the FTPS settings
• Run the Cisco IoT FND DB

migration script
• Access Cisco IoT FND
• Cisco IoT FND CLIs
• Clean up the Cisco IoT FND

database
• Cisco IoT FND helper scripts
• Cisco IoT FND TPS Proxy
• Backup and restore Cisco IoT FND

DB



Install and setup Cisco IoT FND DB
Outlines how to install and set up the Cisco IoT FND database, providing an overview of the required steps and
considerations for deployment.

Deploy single servers
Learn how to install and set up the Cisco IoT FND database for a single-server database deployment.
This procedure describes the steps required to deploy the Cisco IoT FND DB on a single server.
1. Log in to the database server.
2. Download and unpack the Oracle Database.
3. Run the Oracle Database Installer.
4. Set up the Cisco IoT FND Database.

Deploy HA DB servers
Learn how to install and set up the Cisco IoT FND database for HA by configuring both primary and standby database
servers.
Use this procedure to deploy a high availability (HA) database server for Cisco IoT FND.
1. Log in to the primary Cisco IoT FND database server.
2. Download and unpack the Oracle Database on the primary server.
3. Run the Oracle Database Installer on the primary server.
4. Log in to the standby database server.
5. Download and unpack the Oracle Database on the standby server.
6. Run the Oracle Database Installer on the standby server.

Download and unpack the Oracle DB
Learn how to download and unpack the Oracle Database, including preparing your system, creating required users and
groups, and extracting the installation files.
• Before downloading and installing the Oracle Database, ensure that the /tmp folder can handle, at a minimum, a 5GB

file. After you complete the full installation and are working with the Cisco IoT FND user interface, you may need to
zip up log files sets and the larger /tmp folder will be of value.

To download the Oracle database, follow these steps to ensure your environment is properly prepared and the necessary
files are obtained and extracted.
1. Log in to your server as root.
2. Download the supported Oracle19c Enterprise Edition Release.
3. To avoid display-related errors when installing the Oracle Database software, as root run this command:

#
xhost + local:oracle

4. Create the oracle user and dba group:

#
groupadd dba
#
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adduser -d /home/oracle -g dba -s /bin/bash oracle

5. Unpack the Oracle Database zip archives.

p10404530_121020_Linux-x86-64_1of7.zip
p10404530_121020_Linux-x86-64_2of7.zip
p10404530_121020_Linux-x86-64_3of7.zip
p10404530_121020_Linux-x86-64_4of7.zip
p10404530_121020_Linux-x86-64_5of7.zip
p10404530_121020_Linux-x86-64_6of7.zip
p10404530_121020_Linux-x86-64_7of7.zip

Run the Oracle DB installer
Learn how to run the Oracle Database Installer to set up the Oracle database, including required pre-installation steps,
configuration options, and post-installation actions.
To install the Oracle database, follow the steps in this procedure to ensure a successful installation and configuration.
• Before running the Oracle installer, disable the firewall.

• Extract the database image files and use the runInstaller command to start the installation.

For more information on running the Oracle DB installer, see Running Oracle Database Setup Wizard to Install Oracle
Database.

Install Oracle DB patches
Learn how to install the mandatory Oracle 18c patch on FND 4.5.x and 4.6.x systems for new Oracle 18c installations
and Oracle 11g upgrades.
For all new Oracle 18c database installations and all Oracle 11g upgrades, you must install the 18c patch.
To install the patch, follow these steps.
1. Stop IoT FND application if running.
2. Stop Oracle service if running.
3. For more information see, Oracle DB Patch Installation.

Set up Cisco IoT FND DB
This topic explains how to set up the IoT FND database by following the required procedures.

Oracle DB environment variables
This topic explains how to define and set the required Oracle database environment variables before installing the IoT
FND Oracle database, including examples for primary and standby servers.
Before installing the IoT FND Oracle database, switch to the oracle user account and define the required Oracle database
environment variables.

Oracle Database Environment Variables

Define the following Oracle database environment variables:
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Table 8: Oracle Database Environment Variables

DescriptionVariable

Defines the path to the Oracle root directory on your system.
For example:

$

export
ORACLE_BASE=/home/oracle/app/oracle

If this variable is not set, the IoT FND setup script displays
an error.

ORACLE_BASE

Defines the path to the Oracle home of the IoT FND
database. For example:

$

export
ORACLE_HOME=/home/oracle/app/oracle/product/12.1.0/dbhome_1

Note

Do not have any trailing backslashes in the
ORACLE_HOME environment variable.

ORACLE_HOME

Defines the path to the Oracle binaries. For example:

$

export PATH=$PATH:$ORACLE_HOME/bin

PATH

Defines the path to the libraries. For example:

$

export
LD_LIBRARY_PATH=$ORACLE_HOME/lib:$LD_LIBRARY_PATH

LD_LIBRARY_PATH
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DescriptionVariable

Defines the Oracle System ID (SID).
If you are only using one database server or installing an
HA deployment, set this variable on the primary database
server to cgms :

$

export ORACLE_SID=cgms

If deploying a standby database server, set this variable on
the standby database server to cgms_s :

$

export ORACLE_SID=cgms_s

If this variable is not set, the IoT FND setup script displays
an error.

ORACLE_SID

You can set these variables manually, as shown in the following example:
Table 9: Manual Environment Variable Settings Example

On a Standby Database ServerOn a Single or Primary Database Server

$

su - oracle

$ export
ORACLE_BASE=/home/oracle/app/oracle

$ export
ORACLE_HOME=/home/oracle/app/oracle/

product/12.1.0/dbhome_1

$ export PATH=$PATH:$ORACLE_HOME/bin

$ export LD_LIBRARY_PATH=$ORACLE_HOME/

lib:$LD_LIBRARY_PATH

$ export ORACLE_SID=cgms_s

$

su - oracle

$ export
ORACLE_BASE=/home/oracle/app/oracle

$ export
ORACLE_HOME=/home/oracle/app/oracle/

product/12.1.0/dbhome_1

$ export PATH=$PATH:$ORACLE_HOME/bin

$ export LD_LIBRARY_PATH=$ORACLE_HOME/

lib:$LD_LIBRARY_PATH

$ export ORACLE_SID=cgms
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Install Cisco IoT FND Oracle DB scripts
Learn how to install the IoT FND Oracle database scripts on your Oracle server using the provided RPM and installation
script.
Cisco IoT FND is packaged with scripts and Oracle database templates.
To install the Oracle scripts on your Oracle server:
1. Log in as the root user.
2. Securely copy the IoT FND Oracle script RPM to your Oracle server:

$
scp cgms-oracle-
version_number
.x86_64.rpm root@
oracle-machine:~
$
rpm –ivh cgms-oracle-
version_number
.x86_64.rpm

3. Run the script installCgmsOracleScripts.sh from the path /opt/cgms-oracle/scripts/

Create Cisco IoT FND Oracle DB
Learn how to create the IoT FNDOracle database in a single-database-server deployment by running the setupCgmsDb.sh
script as the oracle user. This procedure starts the Oracle Database and creates the IoT FND database.
To create the IoT FND Oracle database in a single-database-server deployment, run the setupCgmsDb.sh script as the
user oracle . This script starts the Oracle Database and creates the IoT FND database.
This script creates the user cgms_dev used by IoT FND to access the database. The default password for this user
account is cgms123 . The default password for the sys DBA account is cgmsDba123 .
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Note

We strongly recommend that you change all default passwords. Do not use special characters such as, @, #, !, or +
when using the encryption_util.sh script. The script cannot encrypt special characters.

Note

If the DB server is used by other applications in addition to IOT FND and cgms DB is also created on that DB server,
then use Oracle provided tools like RMAN for DB management tasks.

Note

This script might run for several minutes. To check the setup progress, run the command: $ tail -f
/tmp/cgmsdb_setup.log

Run the following commands as the oracle user to create the IoT FND Oracle database:

$
su - oracle
$ export DISPLAY=localhost:0
$
cd $ORACLE_BASE/cgms/scripts
$
./setupCgmsDb.sh
09-13-2018 10:38:07 PDT: INFO: ======== CGMS Database

Setup Started ==========
09-13-2018 10:38:07 PDT: INFO: Log file:

/tmp/cgmsdb_setup.log
Are you sure you want to setup CG-NMS database (y/n)?

y
09-13-2018 10:38:08 PDT: INFO: User response: y
09-13-2018 10:38:08 PDT: INFO: CGMS database does not

exist.
Enter new password for SYS DBA:
Re-enter new password for SYS DBA:
09-13-2018 10:38:14 PDT: INFO: User entered SYS DBA

password.
Enter new password for CG-NMS database:
Re-enter new password CG-NMS database:
09-13-2018 10:38:18 PDT: INFO: User entered CG-NMS DB

password.
09-13-2018 10:38:18 PDT: INFO: Stopping listener...

09-13-2018 10:38:18 PDT: INFO: Listener already stopped.

09-13-2018 10:38:18 PDT: INFO: Deleting database
files...
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09-13-2018 10:38:18 PDT: INFO: Creating listener...
09-13-2018 10:38:19 PDT: INFO: Listener creation

completed successfully.
09-13-2018 10:38:19 PDT: INFO: Configuring listener...

09-13-2018 10:38:19 PDT: INFO: Listener successfully
configured.

09-13-2018 10:38:19 PDT: INFO: Creating database. This
may take a while. Please be patient...

09-13-2018 10:42:55 PDT: INFO: Database creation
completed successfully.

09-13-2018 10:42:55 PDT: INFO: Updating /etc/oratab...

09-13-2018 10:42:55 PDT: INFO: /etc/oratab updated.
09-13-2018 10:42:55 PDT: INFO: Configuring database...

09-13-2018 10:42:56 PDT: INFO: Starting listener...
09-13-2018 10:42:56 PDT: INFO: Listener start completed

successfully.
09-13-2018 10:42:56 PDT: INFO: Starting database

configuration...
09-13-2018 10:43:17 PDT: INFO: Database configuration

completed successfully.
09-13-2018 10:43:17 PDT: INFO: Starting Oracle...

09-13-2018 10:43:17 PDT: INFO: Starting Oracle in mount
state...

ORACLE instance started.
Total System Global Area 1.6836E+10 bytes
Fixed Size 2220032 bytes
Variable Size 8589934592 bytes
Database Buffers 8187281408 bytes
Redo Buffers 56487936 bytes
Database mounted.
09-13-2018 10:43:26 PDT: INFO: Opening database for

read/write...
Database altered.
09-13-2018 10:43:29
PDT: INFO: ========== CGMS Database Setup Completed

Successfully ==========

Set up Cisco IoT FND DB
This topic explains how to set up the IoT FND database by following the required procedures.

Cisco IoT FND DB management procedures
This topic explains additional IoT FND database management topics, including procedures for stopping, removing,
upgrading, and changing passwords, as well as using helper scripts and verifying connections.
The following procedures discuss database management for IoT FND, including stopping, removing, upgrading, and
changing passwords, as well as using helper scripts.
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Table 10: Cisco IoT FND DB Management Procedures

Notes/WarningsDetails/OutputCommand/ActionTopicCategory

Procedures for
databasemanagement

• Stopping the IoT FND
Oracle Database •
Removing the IoT FND
Database • Upgrading
the IoT FND Database
• Changing the SYS
DBA and IoT FND
Database Passwords •
IoT FND Database
Helper Scripts

DatabaseManagement
Topics

Overview

Typically not required
during installation

Switch to oracle usersu - oracleStep 1Stopping Database

Navigate to scripts
directory

cd
$ORACLE_BASE/cgms/scripts

Step 2

Execute stop script./stopOracle.shStep 3

Script permanently
deletes database

Do not use during
normal operation

CAUTION:
Destructive Script

WarningRemoving Database

Navigate to scripts
directory

cd
$ORACLE_BASE/cgms/scripts

Step 1

Execute deletion script./deleteCgmsDb.shStep 2

Required for scaling
the system

Add 15 database files
total

ALTER
TABLESPACE
USERS ADD
DATAFILE
'&oracle_base/oradata/&sid_caps/users<02
to 15>.dbf'
SIZE 5M
AUTOEXTEND ON;

Step 1: Add Database
Files

Upgrading Database

Required for
incremental backup

Enable tracking for
incremental backups

ALTER DATABASE
ENABLE BLOCK
CHANGE TRACKING
USING FILE
'&oracle_base/oradata/&sid_caps/rman_change_track.f'
REUSE;

Step 2: Enable
Block-Change
Tracking

Disable parallel
execution

set
parallel_max_servers
= 0 scope=both

Step 3: Disable
Parallel Execution
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Notes/WarningsDetails/OutputCommand/ActionTopicCategory

CAUTION: Run
these commands to
avoid losing data

Delete IoT FND
database and run
setupCgmsDb.sh
before first
incremental backup

sqlplus
sys/password@cgms
as sysdba ALTER
DATABASE ENABLE
BLOCK CHANGE
TRACKING USING
FILE
'/home/oracle/app/oracle/oradata/CGMS/rman_change_track.f'
REUSE; exit;

Incremental Backup
Warning

Password for IoT FND
database and
cgnms_dba user must
match

Change to bin
directory

# cd
/opt/cgms/bin

NavigateChange Password -
FND Server

Execute setup script#./setupCgms.shRun Script

Enter: yDo you want to
change the
database
password (y/n)?

Prompt

09-13-2018
17:15:07 PDT:
INFO: User
response: y

Log Response

Enter new passwordEnter database
password:

Enter Password

Re-enter new
password

Re-enter
database
password:

Re-enter Password

Processing09-13-2018
17:15:31 PDT:
INFO:
Configuring
database
password.
This may take
a while.

Please
wait...

Configuration Status

Password updated
successfully

09-13-2018
17:15:34 PDT:
INFO: Database
password
configured.

Completion

As root, can also
change sys user (SYS
DBA) password

Execute password
change utility

$
./change_password.sh

Run ScriptChange Password -
Oracle Server
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Notes/WarningsDetails/OutputCommand/ActionTopicCategory

09-13-2018
10:48:32 PDT:
INFO:
========
Database
Password Util
Started

==========

Start Message

Log location09-13-2018
10:48:32 PDT:
INFO: Log file:
/tmp/cgms_oracle.log

Log File

Enter: yAre you sure
you want to
change CG-NMS
database
password (y/n)?

Confirmation

09-13-2018
10:48:33 PDT:
INFO: User
response: y

Response Log

Enter current
password twice

Enter current
password for
SYS DBA:
Re-enter
current
password for
SYS DBA:

Current SYS DBA
Password

09-13-2018
10:48:41 PDT:
INFO: User
entered current
SYS DBA
password.

Current Password Log

Enter new password
twice

Enter new
password for
SYS DBA:
Re-enter new
password for
SYS DBA:

New SYS DBA
Password

09-13-2018
10:48:54 PDT:
INFO: User
entered SYS DBA
password.

New Password Log
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Notes/WarningsDetails/OutputCommand/ActionTopicCategory

Enter new password
twice

Enter new
password for
CG-NMS
database:
Re-enter new
password CG-NMS
database:

CG-NMSDBPassword

09-13-2018
10:49:03 PDT:
INFO: User
entered CG-NMS
DB password.

CG-NMS Password
Log

Password change
successful

User altered.Completion

Check FND statussystemctl
status cgms

RHEL 8.xVerify Connection

Check FND statusservice cgms
status

RHEL 7.x

Connection verification# service cgms
status
09-06-2018
18:51:20 PDT:
INFO: CG-NMS
database
server:
localhost
09-06-2018
18:51:21 PDT:
INFO: CG-NMS
database
connection
verified.

Example Output

DB administration
tasks are NOT
responsibility of Cisco
- must be handled by
DB administrator

Location of all helper
scripts

$ORACLE_BASE/cgms/scripts/Script LocationHelper Scripts

Used by IoT FND to
access the database

Change passwords for
database
administration and IoT
FND database user
accounts

change_password.sh

Archive log backupBack up the archive
logs

backup_archive_log.sh

Supports full and
incremental backups

Back up the IoT FND
database

backupCgmsDb.sh
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Notes/WarningsDetails/OutputCommand/ActionTopicCategory

Database restorationRestore the IoT FND
database from a
backup

restoreCgmsDb.sh

Initial database setupSet up IoT FND
database

setupCgmsDb.sh

Database startupStart the IoT FND
database

startOracle.sh

Database shutdownStop the IoT FND
database

stopOracle.sh

HA installations onlySet up the standby
database server

setupStandbyDb.sh

HA installations onlySet up the primary
database server

setupHaForPrimary.sh

HA configuration
verification

Verify that the
database is set up for
HA

getHaStatus.sh

Install and setup the SSM
This topic explains how to install and set up the Software Security Module (SSM) as a utility deployment, including
prerequisites, installation, integration, and key security features provided by SSM for IoT FND environments.
The Software Security Module (SSM) is a low-cost alternative to a Hardware Security Module (HSM) that provides
cryptographic services for IoT FND environments.
• SSM uses the CSMP protocol to communicate with meters, DA Gateway (IR500 devices), and range extenders.

• it provides cryptographic services such as signing and verifying CSMP messages, and CSMP Keystore management.

• SSM ensures Federal Information Processing Standards (FIPS) compliance while providing secure services.

After installing, configuring, and starting the SSM server, and configuring IoT FND for SSM, you can view the CSMP
certificate by navigating to Admin > Certificates > Certificate for CSMP in the IoT FND interface.

Install or Upgrade the SSM Server
Learn how to install or upgrade the SSM server, including running installation scripts, configuring credentials, and starting
the server for Cisco IoT FND integration.

Note

If you are upgrading the SSM server, first backup the ssm_web_keystore file located at /opt/cgms-ssm/conf and restore
after the update is complete.

To install the SSM server:
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1. Run the cgms-ssm-<version>-<release>.<architecture>.rpm rpm script:

[root@VMNMS demossm]#
rpm -Uvh cgms-ssm-<version>.x86_64.rpm
Preparing...

########################################### [100%]
1:cgms-ssm ###########################################

[100%]

2. Copy the pre-shared key file (fnd_psk.tgz) from Cisco IoT FND installation in opt/cgms/server/cgms/conf to
/opt/cgms-ssm/conf .

3. Get the IoT FND configuration details for the SSM. SSM ships with following default credentials:
• ssm_csmp_keystore password: ciscossm

• csmp alias name: ssm_csmp

• key password: ciscossm

• ssm_web_keystore password: ssmweb

[root@VMNMS demossm]# cd /opt/cgms-ssm/bin/
[root@VMNMS bin]#
./ssm_setup.sh
Software Security Module Server

1. Generate a new keyalias with self signed certificate
for CSMP

2. Generate a new keypair & certificate signing request
for CSMP

3. Import a trusted certificate
4. Change CSMP keystore password
5. Print CG-NMS configuration for SSM
6. Change SSM server port
7. Change SSM-Web keystore password
Select available options.Press any other key to exit

Enter your choice :

4. Enter 5 at the prompt, and complete the following when prompted:

Enter current ssm_csmp_keystore password :
ciscossm
Enter alias name :
ssm_csmp
Enter key password :
ciscossm
security-module=ssm
ssm-host=<Replace with IPv4 address of SSM server>
ssm-port=8445
ssm-keystore-alias=ssm_csmp
ssm-keystore-password=NQ1/zokip4gtUeUyQnUuNw==
ssm-key-password=NQ1/zokip4gtUeUyQnUuNw==
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5. To connect to this SSM server, copy paste the output from Enter 5 at the prompt, and complete the following when
prompted: into the cgms.properties file.

Note

You must include the IPv4 address of the interface for Cisco IoT FND to use to connect to the SSM server.

6. Configure the certificate for Cisco IoT FND to SSM communication. See document .
7. (Optional) Run the ssm_setup.sh script to:

• Generate a new key alias with self-signed certificate for CSMP

• Change SSM keystore password

• Change SSM server port

• Change SSM-Web keystore password

Note

If you perform any of the above operations, you must run the SSM setup script, select “Print CG-NMS configuration
for SSM,” and copy and paste all details into the cgms.properties file.

8. Start the SSM server by running the following command:

CommandRHEL Version

systemctl start ssm8.x

service ssm start7.x

Example Output :

[root@VMNMS ~]# service ssm start
Starting Software Security Module Server: [ OK ]

Monitor SSM log files
Learn how to monitor SSM logs and adjust the metrics report interval using the ssm.properties file.
You canmonitor SSM logs in /opt/cgms-ssm/log/ssm.log. The default metrics report interval is 900 secs (15min.), which
is the minimum valid value. Only servicing metrics are logged. If there are no metrics to report, no messages are in the
log.
• Your SSM server must be up and running before starting the IoT FND server.

To change the metrics report interval, set the ssm-metrics-report-interval field (in secs) in the
/opt/cgms-ssm/conf/ssm.properties file.
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Uninstall SSM servers
Learn how to completely uninstall the SSM server, including steps for a fresh installation. Use this procedure to remove
the SSM server and prepare for a new installation if required.
This section presents steps to completely uninstall the SSM server, including the steps for a fresh installation.
To uninstall the SSM server:
1. Stop the SSM server by running the following command:

CommandRHEL Version

systemctl stop ssm8.x

service ssm stop7.x

2. Copy and move the /opt/cgms-ssm/conf directory and contents to a directory outside of /opt/cgms-ssm.
3. Uninstall the cgms-ssm rpm:

rpm -e cgms-ssm

Fresh installations only.
4. Install a new SSM server.
5. Copy and overwrite the /opt/cgms-ssm/conf directory.

Switch to SSM
Learn how to integrate the Secure Software Module (SSM) with IoT Field Network Director (FND) by switching from
HSM-based messaging to SSM, updating configuration files, and restarting services.

Note

You must install and start the SSM server before switching to SSM.

To switch from using the Hardware Security Module (HSM) for CSMP-based messaging and use the SSM:
1. Run the following command to stop Cisco IoT FND.

CommandRHEL Version

systemctl stop cgms8.x

service cgms stop7.x

2. Run the ssm_setup.sh script on the SSM server.
3. Select option 3 to print Cisco IoT FND SSM configuration.
4. Copy and paste the details into the cgms.properties to connect to that SSM server.
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EXAMPLE

security-module=ssm
ssm-host=127.107.155.85
ssm-port=8445
ssm-keystore-alias=ssm_csmp
ssm-keystore-password=NQ1/zokip4gtUeUyQnUuNw==
ssm-key-password=NQ1/zokip4gtUeUyQnUuNw==

5. To set up the HSM, specify the following properties in the cgms.properties file.

security-module=ssm/
hsm
(required; hsm: Hardware Security Module default.)
hsm-keystore-name=
testGroup1
(optional; hsm partition name; testGroup1 default)
hsm-keystore-password=
TestPart1
(optional; encrypted hsm partition password;
TestPart1 default)

6. Ensure that the SSM up and running and you can connect to it.
7. Start Cisco IoT FND.

Install and set up Cisco IoT FND
This topic explains how to install and set up IoT FND, providing an overview of the required steps and considerations for
deployment.

Single-server deployment
Learn how to install and set up Cisco IoT FND for a single-server deployment, including logging in, installing, configuring,
migrating the database, checking status, and accessing the web GUI.
1. Log in to the RHEL server that will host IoT FND.
2. Install Cisco IoT FND.
3. Set up Cisco IoT FND.
4. Run the Cisco IoT FND Database Migration Script.
5. Check Cisco IoT FND Status.
6. Access Cisco IoT FND.

Deploy a Cluster for High Availability
Learn how to install and set up Cisco IoT FND for high availability (HA) deployments by repeating the single-server
deployment steps and running the database migration script only once.
For HA deployments of Cisco IoT FND, youmust repeat the installation and setup steps used for a single-server deployment,
but only run the IoT FND database migration script once.
Repeat the steps in Single-server deployment for each node in the cluster.
Ensure that you only run the Cisco IoT FND database migration script a single time during the deployment process.
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Set up a cluster on CG-NMS
Learn how to set up a unique cluster for CG-NMS versions greater than 2.1.x by configuring the required parameters in
the cgms.conf file and restarting all cluster members.
A unique cluster for CG-NMS versions greater than 2.1.x is identified by the tuple (UDP_MULTICAST_ADDR,
UDP_MULTICAST_PORT).

Note

HA_PARTITION_NAME is not honored now. However, a new parameter CLUSTER_BIND_ADDR is required and it should
be set to the IP address of the server that is reachable by other servers in the cluster.

Note

By default, JBOSS starts forming cluster over 228.11.11.11 and port 45688.

Note

If you have multiple clusters on the same network, you must configure a different multicast IP and Port pair for each of
the clusters.

1. Set the following parameters in the /opt/cgms/bin/cgms.conf file on each cluster member:

CLUSTER_BIND_ADDR=2.2.55.25
UDP_MULTICAST_ADDR=228.11.11.21

UDP_MULTICAST_PORT=45691

2. Restart all cluster members after updating the configuration.

Install Cisco IoT FND
Learn how to install the IoT FND application using the installation RPM and verify the installation by checking the RPM
version.
Use this procedure to install the Cisco IoT FND application.
1. Run the Cisco IoT FND installation RPM:

$
rpm –ivh cgms-
version
.x86_64.rpm
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2. Verify installation and check the RPM version:

$ rpm -qa |
grep -i cgms

cgms-1.0

Set up Cisco IoT FND
This topic explains how to set up Cisco IoT FND using the setupCgms.sh script, including configuration steps, important
notes, and example command output.
To set up Cisco IoT FND, run the setupCgms.sh script.

Note

If deploying a Cisco IoT FND server cluster, the setupCgms.sh script must be run on every node in the cluster.

Caution

The Cisco IoT FND certificate encrypts data in the database. The setupCgms.sh script runs database migration, which
requires access to the Coscp IoT FND certificate in the keystore. You must set up certificates before running
setupCgms.sh. The script results in an error if it migrates the database and cannot access the certificate.

Caution

Ensure that the database password entered while running the setupCgms.sh script is valid. If you enter an invalid
password multiple times, Oracle might lock your user account. You can unlock your account on the database server.

Note

For more information about unlocking your password, see Generating and installing certificates for Cisco IoT FND.

This example uses the setupCgms.sh script to set up a single-server Cisco IoT FND system that uses one database.

# <uicontrol>cd /opt/cgms/bin</uicontrol>
# <uicontrol>./setupCgms.sh</uicontrol>

07-10-2023 17:10:00 IST: INFO: ========== IoT-FND Setup Started
- 2018-09-13-17-10-00 ==========

07-10-2023 17:10:00 IST: INFO: Log file:
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/opt/cgms/bin/../server/cgms/log/cgms_setup.log
Are you sure you want to setup CG-NMS (y/n)?

<uicontrol>y</uicontrol>
07-10-2023 17:10:02 IST: INFO: User response: y
Do you want to change the database settings (y/n)?

<uicontrol>y</uicontrol>
07-10-2023 17:10:05 IST: INFO: User response: y
Enter database server IP address [example.com]:

<uicontrol>128.107.154.246</uicontrol>
07-10-2023 17:11:02 IST: INFO: Database server IP:

128.107.154.246
Enter database server port [1522]:
07-10-2023 17:11:07 IST: INFO: Database server port: 1522
Enter database SID [cgms]:
07-10-2023 17:11:12 IST: INFO: Database SID: cgms
Do you wish to configure another database server for this

CG-NMS ? (y/n)? <uicontrol>n</uicontrol>
07-10-2023 17:11:18 IST: INFO: User response: n
07-10-2023 17:11:18 IST: INFO: Configuring database settings.

This may take a while. Please wait ...
07-10-2023 17:11:19 IST: INFO: Database settings configured.
Do you want to change the database password (y/n)?

<uicontrol>y</uicontrol>
07-10-2023 17:15:07 IST: INFO: User response: y
Enter database password:
Re-enter database password:
07-10-2023 17:15:31 IST: INFO: Configuring database password.

This may take a while. Please wait ...
07-10-2023 17:15:34 IST: INFO: Database password configured.
Do you want to change the keystore password (y/n)?

<uicontrol>n</uicontrol>
07-10-2023 17:16:18 IST: INFO: User response: n
Do you want to change the web application 'root' user password

(y/n)? <uicontrol>n</uicontrol>
07-10-2023 17:16:34 IST: INFO: User response: n
Do you want to change IPAM and PSK Settings (y/n)?
07-10-2023 17:16:34 IST: INFO: User response:

<uicontrol>y</uicontrol>
Do you want to use Internal IP Address Management (IPAM) for

Loopback (y/n)?
07-10-2023 17:16:34 IST: INFO: User response:

<uicontrol>y</uicontrol>
07-10-2023 17:16:45 IST: Configuring Preferences settings for

IPAM. This may take a while.
Please wait…

07-10-2023 17:16:45 IST: Preferences Settings for IPAM completed
successfully

Do you want to manage Tunnels using Unique Pre-Shared Keys
(y/n)?

07-10-2023 17:16:34 PDT: INFO: User response:
<uicontrol>y</uicontrol>

07-10-2023 17:16:45 IST: Configuring Preferences settings for
Tunnel Mgmt. This may take a while.

Please wait…
07-10-2023 17:16:45 IST: Preferences Settings for Tunnel Mgmt

completed successfully
Do you want to change the FTP settings (y/n)?

<uicontrol>n</uicontrol>
07-10-2023 17:16:45 IST: INFO: User response: n
07-10-2023 17:16:45 IST: INFO: ========== IoT-FND Setup

Completed Successfully ==========
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The setupCgms.sh script lets you configure these settings:
• Configuring Database Settings

• Configuring Database HA

• Configuring the IoT FND Database Password

• Configuring the Keystore Password

• Configuring the Web root User Password

• Configuring FTPS Settings

Configure the database settings
Learn how to configure the database settings by providing the required information when prompted by the setupCgms.sh
script.
Use this procedure to configure the database settings for the Cisco IoT FND database server using the setupCgms.sh
script.
• IP address of the primary Cisco IoT FND database server

• Port number of the Cisco IoT FND database server

• Database System ID (SID), which is cgms for the primary database server

Run the setupCgms.sh script and respond to the prompts to configure the database settings.

Do you want to change the database settings (y/n)?
<uicontrol>y</uicontrol>

09-13-2018 17:10:05 PDT: INFO: User response: y
Enter database server IP address [example.com]:

<uicontrol>128.107.154.246</uicontrol>
09-13-2018 17:11:02 PDT: INFO: Database server IP:

128.107.154.246
Enter database server port [1522]:
09-13-2018 17:11:07 PDT: INFO: Database server port:

1522
Enter database SID [cgms]:
09-13-2018 17:11:12 PDT: INFO: Database SID: cgms

• Press Enter to accept the default port number (1522).

• Press Enter to accept the default SID (cgms). This SID identifies the server as the primary database server.

Configure the standby DB settings
Learn how to configure the standby database settings using the setupCgms.sh script, including entering the IP address,
port number, and SID for the standby IoT FND database server.
To configure the standby database settings, the setupCgms.sh script prompts you for the following information:
• IP address of the standby Cisco IoT FND database server

• Port number of the standby Cisco IoT FND database server
Enter 1522 .

Cisco IoT Field Network Director | Updated March 2, 2026

| Install Cisco IoT FND on Oracle DB | 53



• Database System ID (SID), which is cgms for the primary database server
Enter cgms_s . This SID identifies the server as the standby database server.

Run the setupCgms.sh script and follow the prompts to configure the standby database settings.

Do you wish to configure another database server for
this CG-NMS ? (y/n)?

y
09-13-2018 17:11:18 PDT: INFO: User response: y
Enter database server IP address []:
128.107.154.20
09-13-2018 17:11:02 PDT: INFO: Database server IP:
128.107.154.20
Enter database server port []:
1522
09-13-2018 17:11:07 PDT: INFO: Database server port:

1522
Enter database SID []:
cgms_s
09-13-2018 17:11:12 PDT: INFO: Database SID: cgms_s
09-13-2018 17:11:18 PDT: INFO: Configuring database

settings. This may take a while. Please wait ...
09-13-2018 17:11:19 PDT: INFO: Database settings

configured.

Configure the Cisco IoT FND DB password
Learn how to configure the Cisco IoT FND database password by following the prompts to enter the CGMS_DEV account
password on the database server.
When prompted to change the Cisco IoT FND database password, enter the password of the CGMS_DEV account on the
database server. If using the default password, do not change the database password now.
Change the Cisco IoT FND database password when prompted.

Do you want to change the database password (y/n)?
y
09-13-2018 17:15:07 PDT: INFO: User response: y
Enter database password:
Re-enter database password:
09-13-2018 17:15:31 PDT: INFO: Configuring database

password. This may take a while. Please wait ...
09-13-2018 17:15:34 PDT: INFO: Database password

configured.

Configure the keystore password
Learn how to configure the keystore password by following the interactive prompts to set and confirm the new password.
Follow the prompts to configure the keystore password.

Do you want to change the keystore password (y/n)?
<uicontrol>y</uicontrol>
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09-13-2018 10:21:52 PDT: INFO: User response: y
Enter keystore password:
keystore_password
Re-enter keystore password:
keystore_password
09-13-2018 10:21:59 PDT: INFO: Configuring keystore

password. This may take a while.
Please wait ...
09-13-2018 10:22:00 PDT: INFO: Keystore password

configured.

Change the web root user password
Learn how to change the password of the root user account to access the IoT FND browser-based interface.
Enter y when prompted to change the web application 'root' user password and provide the new password.

Do you want to change the web application 'root' user
password (y/n)?

n
09-13-2018 17:16:34 PDT: INFO: User response: n

This step allows you to update the password for the root user, which is required for accessing the Cisco IoT FND
browser-based interface.

Configure the FTPS settings
Learn how to configure FTPS settings to enable secure log downloads between cluster nodes. Use this procedure to
ensure logs can be accessed from all nodes in a cluster deployment.
If deploying a cluster, provide the FTPS settings required for downloading logs. FTPS securely transfers files between
cluster nodes. If the FTPS settings are not configured, you can only download logs from the IoT FND node where you are
currently logged in.
Configure the FTPS settings as prompted by the system.

Do you want to change the FTP settings (y/n)?
<uicontrol>y</uicontrol>

09-13-2018 17:16:45 PDT: INFO: User response: y
Enter FTP user password:
Re-enter FTP user password:

09-13-2018 17:16:49 PDT: INFO: Configuring FTP settings.
This may take a while. Please wait ...

09-13-2018 17:16:57 PDT: INFO: FTP settings
configuration completed successfully
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Run the Cisco IoT FND DB migration script
Learn how to run the IoT FND databasemigration script to set up or update IoT FND tables before launching the application
for the first time or after an upgrade.
Cisco IoT FND uses a databasemigration system that allows you tomigrate your Cisco IoT FND databasewithout performing
a full database dump and restore. Each migration updates the database tables and keeps a record of migrations already
performed.
Before launching Cisco IoT FND for the first time, you must run the database migration script to set up the required tables
in the database.
1. Change to the Cisco IoT FND binary directory and run the database migration script:

#
cd /opt/cgms/bin
#
./db-migrate

Note

This script runs for a fewminutes before launching Cisco IoT FND for the first time. Running this script after upgrading
to a new version of Cisco IoT FND takes longer depending on the amount of data in the Cisco IoT FND database.

Note

If deploying Cisco IoT FND server cluster, run the db-migrate script on only one cluster node.

2. When prompted, enter the database password.
The db-migrate command prompts you for the database password. The default password is cgms123 .

3. If you enter an incorrect password multiple times, unlock your Oracle user account.

Caution

Ensure that the password entered while running the db-migrate script is the correct password. If you enter an
incorrect password multiple times, Oracle might lock your user account. If so, you have to unlock your account on
the database server.

• If you enter an incorrect Cisco IoT FND Database password multiple times, Oracle locks your user account. Unlock
your password using the Oracle software, as shown in this example:

# su - oracle
# sqlplus sys/<database_password>@cgms as sysdba
alter user cgms_dev account unlock;
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exit;

Access Cisco IoT FND
Learn how to access the Cisco IoT FND Web GUI, including browser security exception requirements and supported
HTTPS protocols.
Cisco IoT FND has a self-signed certificate for its Web GUI. You must add a security exception in your browser to access
the Cisco IoT FND GUI. Once you start Cisco IoT FND, you can access its web GUI at the specified address.
The initial default username is root; the password is root123 . Cisco IoT FND uses the default password of root123
unless the password was changed when the setup script ran.
For more information on the setup script, see Setting Up Cisco IoT FND.

Note

If the Cisco IoT FND includes the Hardware Security Module (HSM), the Firefox browser will not connect to Cisco IoT
FND. To work around this issue, open Firefox Preferences, navigate to Advanced , and click the Encryption tab.
Under Protocols, clear the Use TLS 1.0 check box. Reconnect to Cisco IoT FND and ensure that the page loaded
properly.

Cisco IoT FND only accepts TLSv1.2 based HTTPS connections. To access the Cisco IoT FND GUI, you must enable the
TLSv1.2 protocol to establish an HTTPS connection with the Cisco IoT FND.
1. Open your web browser and enter the Cisco IoT FND GUI address.
2. Add a security exception for the Cisco IoT FND self-signed certificate if prompted.
3. Log in using the default username root and password root123 , unless the password was changed during setup.
4. Ensure your browser supports and is configured to use TLSv1.2 for HTTPS connections.

Cisco IoT FND only accepts TLSv1.2 based HTTPS connections. Earlier versions of TLS (v1.0 or v1.1) are not supported
in Cisco IoT FND Release 2.1.1-54 and later.

5. If using Firefox and the Cisco IoT FND includes the Hardware Security Module (HSM), adjust browser settings as
follows:
Open Firefox Preferences, navigate to Advanced , and click the Encryption tab. Under Protocols, clear the Use
TLS 1.0 check box. Reconnect to Cisco IoT FND and ensure that the page loaded properly.

Cisco IoT FND CLIs
This topic explains the key command-line interface (CLI) commands used to manage IoT FND, including starting, stopping,
checking status, and accessing logs and helper scripts.
This section addresses key command-line interface (CLI) commands used to manage Cisco IoT FND.

Additional NotesCommandRHEL VersionTopic

—systemctl start
cgms

8.xStarting IoT FND

—service cgms start7.xStarting IoT FND
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Additional NotesCommandRHEL VersionTopic

Configures IoT FND to run
automatically at boot time

chkconfig cgms onAllAuto-start at Boot

Verifies DB connection; IoT
FND cannot start if
connection fails

systemctl status
cgms

8.xChecking IoT FND
Status

Verifies DB connection; IoT
FND cannot start if
connection fails

service cgms status7.xChecking IoT FND
Status

App takes ~10 sec to stop;
run ps | grep java to
confirm

systemctl stop cgms8.xStopping IoT FND

App takes ~10 sec to stop;
run ps | grep java to
confirm

service cgms stop7.xStopping IoT FND

—systemctl restart
cgms

8.xRestarting IoT FND

—service cgms
restart

7.xRestarting IoT FND

Log file name:
server.log

/opt/cgms/server/cgms/log/server.logAllLog File Location

⚠� Deletes all config,
installation files &
keystore/certificates. Back
up keystore before
uninstalling if reinstall is
planned.

rpm -e cgms then rm
-rf /opt/cgms

AllUninstalling IoT FND

Clean up the Cisco IoT FND database
Learn how to clean up the Cisco IoT FND database by stopping the Observer server and running the appropriate scripts
to remove standby and primary database configurations.
1. (HA database configurations) Stop the Observer server.
2. (HA database configurations) Run the $ORACLE_BASE/cgms/scripts/ha/deleteStandbyDb.sh script

to delete the standby database.
3. (HA database configurations) Run the$ORACLE_BASE/cgms/scripts/ha/deletePrimaryDbHa.sh script

to delete the HA configuration from primary database.
4. Run the $ORACLE_BASE/cgms/scripts/deleteCgmsDb.sh script to delete primary database.

Cisco IoT FND helper scripts
This topic explains the available IoT FND helper scripts in the /opt/cgms/bin/ directory and their functions.
The following describes the helper Cisco IoT FND scripts in the /opt/cgms/bin/ directory.
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Table 11: IoT FND Helper Scripts

DescriptionScript

Uninstalls the watchdog script.deinstall_cgms_watchdog.sh

Installs the watchdog script.install_cgms_watchdog.sh

Tests the communication between cluster members.mcast_test.sh

Changes or resets the user password used to access IoT
FND.

password_admin.sh

Prints cluster members.print_cluster_view.sh

Cisco IoT FND TPS Proxy
This topic explains how to install and configure the Cisco IoT FND TPS proxy, which enables field area routers to securely
communicate with the Cisco IoT FND application server for tunnel provisioning, especially when Cisco IoT FND is behind
a firewall.
The Cisco IoT FND TPS proxy is an optional server component that allows field area routers to initiate secure tunnel
provisioning requests to the Cisco IoT FND application server, particularly when Cisco IoT FND is not directly accessible
due to firewall restrictions.
• Enables routers such as CGRs to contact Cisco IoT FND for Zero Touch Deployment (ZTD) initialization.

• Operates when Cisco IoT FND does not have a publicly reachable IP address.

• Authenticates HTTPS inbound requests from the TPS proxy using certificate subjects.

The Cisco IoT FND TPS proxy is used when field area routers need to communicate with Cisco IoT FND for tunnel
provisioning, especially during Zero Touch Deployment (ZTD).
• The TPS proxy does not have its own GUI.

• Configuration requires editing the cgnms.properties and tpsproxy.properties-template files.

• After tunnel provisioning, routers can contact Cisco IoT FND directly without the proxy.

Example: Using the TPS Proxy for Tunnel Provisioning

For example, when a field area router first contacts Cisco IoT FND, it uses the TPS proxy to request tunnel provisioning.
After the tunnel is provisioned, the router can communicate directly with Cisco IoT FND without the proxy.

Set up the TPS Proxy
Learn how to set up the TPS proxy by installing and configuring the cgms-tpsproxy application on a RHEL server to act
as a stateless extension of IoT FND outside the firewall.
Install the cgms-tpsproxy RPM package Java application on a separate (TPS proxy) server to act as a stateless extension
of IoT FND outside the firewall. The TPS proxy can be a Red Hat Enterprise Linux (RHEL) server. The cgnms-tpsproxy
application runs as a daemon on the server and requires the following configuration parameters:
• URL of the IoT FND server (to forward inbound requests).

• IP address of the IoT FND server, as part of a whitelist (approved list) for forwarding outbound requests.
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Before you install the TPS proxy, obtain the TPS proxy installation package:

cgms-tpsproxy-version_number.x86_64.rpm

To configure the proxy-server settings:
1. Configure a RHEL server to use as the TPS proxy.
2. Connect this RHEL server so that it can be reached while outside the firewall.
3. Configure the TPS proxy using the template file:

ssh root@
tps_proxy_server
cd /opt/cgms-tpsproxy/conf
cp tpsproxy.properties-template tpsproxy.properties

4. Edit the tpsproxy.properties file to add the following lines defining the inbound and outbound addresses for the IoT
FND application server:

[root@cgr-centos57 conf]# cat
tpsproxy.properties-template

inbound-proxy-destination=https://
nms_domain_name
:9120
outbound-proxy-allowed-addresses=
nms_ip_address
cgms-keystore-password-hidden=<
obfuscated password
>

Note

You must edit the properties in the cgnms.properties and tpsproxy.properties-template files for HTTPS outbound
tunnel provisioning requests so that IoT FND recognizes them as requests from the TPS proxy.

Configure the TPS Proxy Firewall
Learn how to configure the TPS proxy firewall to allow secure HTTPS communication between the TPS proxy and the IoT
FND server on the required ports.
1. Set up a firewall rule to allow HTTPS connections from the TPS proxy to the Cisco IoT FND server on port 9120 (for

HTTPS inbound requests).
2. Set up a firewall rule to allow HTTPS connections from the Cisco IoT FND server to the TPS proxy on port 9122 (for

HTTPS outbound requests).
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Enroll the TPS Proxy for Cisco IoT FND
Learn how to enroll the TPS proxy for Cisco IoT FND by creating a keystore, adding certificates, and copying the file to
the appropriate directory.
The enrollment process for the TPS proxy is the same as the Cisco IoT FND enrollment process. The certification authority
(CA) that signs the certificate of the Cisco IoT FND application server must also sign the certificate of the TPS proxy. The
certificate of the TPS proxy is stored in a Java keystore and is similar to the Cisco IoT FND certificate.
For the enrollment process, consider these scenarios:
• Fresh installation

• If the keystore password is the same as the default password, change the default password.

Note

We strongly recommend that you change all default passwords. Do not use special characters such as, @, #,
!, or + as the encryption_util.sh script cannot encrypt special characters.

• If the keystore password is different from default password, run the encryption_util.sh script and copy the encrypted
password to the properties file.

Note

Edit the cgnms.properties and tpsproxy.properties files after running the encryption_util.sh script.

• Upgrade
Regardless of whether you are using the default password or a custom one, the upgrade process encrypts the password
in the /opt/cgms-tpsproxy/conf/tpsproxy.properties file.

To enroll the terminal TPS proxy:
1. Create a cgms_keystore file .
2. Add your certifications to this file.
3. Copy the file to the /opt/cgms-tpsproxy/conf directory.

Configure Cisco IoT FND to use the TPS Proxy
Learn how to configure Cisco IoT FND to use the TPS proxy by editing the required properties files and ensuring the
correct proxy information is set for secure outbound tunnel provisioning requests.
You must edit the properties in the cgnms.properties and tpsproxy.properties-template files for HTTPS outbound tunnel
provisioning requests so that Cisco IoT FND recognizes them as requests from the TPS proxy. The TPS proxy logs all
inbound and outbound requests.
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Note

If the properties in the cgnms.properties and tpsproxy.properties-template files are not set, Cisco IoT FND does not
recognize the TPS proxy, drops the forwarded request, and considers it from an unknown device.

Note

The following examples employ variable not mandatory values, and are provided as examples only.

To configure Cisco IoT FND to use the TPS proxy:
1. Open an SSH connection to the Cisco IoT FND server:

ssh root
@nms_machine
cd /opt/cgms/server/cgms/conf/

2. Edit the cgms.properties file to add lines identifying the TPS proxy IP address, domain name, and user subjects
in the cgdm-tpsproxy-subject property:

Note

The cgdm-tpsproxy-subject property must match the installed TPS proxy certificate.

cgdm-tpsproxy-addr=
proxy_server_IP_address
cgdm-tpsproxy-subject=CN=
"common_name"
, OU="
organizational_unit
", O="
organization
", L="
location
", ST="
state
", C="
country
"
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Note

Use quotes around comma-separated strings.

Start the Cisco IoT FND TPS Proxy
Learn how to start the Cisco IoT FND TPS proxy after it has been installed, configured, and enrolled. Use this procedure
to run the appropriate start script for your RHEL version.
Start the TPS proxy after it is installed, configured, and enrolled.
Run the appropriate start script for your RHEL version:

CommandRHEL Version

systemctl start tpsproxy8.x

service tpsproxy start7.x

The TPS proxy log file is located at /opt/cgms-tpsproxy/log/tpsproxy.log .

Validate the TPS Proxy log entries
Learn how to validate TPS proxy log entries to confirm inbound and outbound HTTPS requests and verify successful
message forwarding between the TPS proxy and Cisco IoT FND.
The TPS proxy logs all HTTPS inbound and outbound requests in the TPS proxy log file located at
/opt/cgms-tpsproxy/log/tpsproxy.log . Reviewing these logs helps confirm the flow of requests and
successful communication between the TPS proxy and Cisco IoT FND.
1. Check the TPS proxy log file for inbound request entries for a CGR.

73: cgr-centos57: May 21 2014 01:05:20.513 -0700: %CGMS-6-UNSPECIFIED:

%[ch=TpsProxyServlet-49dc423f][eid=CGR1240/K9+JAF1732ARCJ][ip=192.168.201.5]

[sev=INFO][tid=qtp46675819-29]: Inbound proxy request from
[192.168.201.5]

with client certificate subject [CN=CGRJAF1732ARCJ.example.com,
SERIALNUMBER=PID:CGR1240/K9 SN:JAF1732ARCJ]

This log entry indicates an inbound HTTPS request received by the TPS proxy for a CGR device.

2. Verify that the TPS proxy log file contains a message indicating successful forwarding to Cisco IoT FND.

74: cgr-centos57: May 21 2014 01:05:20.564 -0700: %CGMS-6-UNSPECIFIED:

%[ch=TpsProxyServlet-49dc423f][sev=INFO]
[tid=com.cisco.cgms.tpsproxy.TpsProxyServlet-49dc423f-22]:
Completed inbound proxy request from [192.168.201.5]
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with client certificate subject [CN=CGRJAF1732ARCJ.example.com,
SERIALNUMBER=PID:CGR1240/K9 SN:JAF1732ARCJ]

This entry confirms that the TPS proxy has successfully forwarded the inbound request to Cisco IoT FND.

3. Check the Cisco IoT FND server log file for entries identifying the TPS proxy and client subject.

Request came from proxy
Using forwarded client subject (CN=cg-cgr-1, SERIALNUMBER=PID:CGR1240/K9

SN:JSJ15220047)
for authentication

This log entry in the Cisco IoT FND server log confirms that the request was received from the proxy and identifies
the client subject used for authentication.

4. Review the TPS proxy log file for outbound request entries.

%CGMS-6-UNSPECIFIED: %[ch=TpsProxyOutboundHandler][ip=192.168.205.5]
[sev=INFO][tid=qtp257798932-15]: Outbound proxy request from

[192.168.205.5]
to [192.168.201.5:8443]

This entry shows an outbound HTTPS request initiated by the TPS proxy.

5. Check the Cisco IoT FND server log file for entries identifying the HTTPS connection from the proxy.

Using proxy at 192.168.201.6:9122 to send to
https://192.168.201.4:8443/cgdm/mgmt commands:

This entry confirms that the Cisco IoT FND server received a command via the proxy, identifying the proxy address
and the target HTTPS endpoint.

Backup and restore Cisco IoT FND DB
This topic explains how to back up and restore the Cisco IoT FND database to ensure data integrity and system recovery.

Create a full backup of Cisco IoT FND DB
Learn how to create a full backup of the Cisco IoT FND database using the provided backup script while the system is
running. Use this procedure to ensure your Cisco IoT FND data is safely backed up for disaster recovery.
Full backups back up all the blocks from the data file. Full backups are time consuming and consume more disk space
and system resources than partial backups.
Cisco IoT FND lets you perform full hot backups of Cisco IoT FND database. In a hot backup, Cisco IoT FND and the Cisco
IoT FND database are running during the backup.
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Note

The destination backup directory must be writable by the oracle user and have enough space for the Cisco IoT FND
data.

To create a backup file of the Cisco IoT FND software:
1. On the Cisco IoT FND database server, open a CLI window.
2. Switch to the user oracle:

su - oracle

3. Change directory to the location of the Cisco IoT FND backup script (backupCgmsDb.sh):

cd /home/oracle/app/oracle/cgms/scripts

4. Run the backup script and specify the destination folder. For example, to store the backup data in the /home/oracle/bkp
folder, enter this command:
./backupCgmsDb.sh full /home/oracle/bkp08-03-201815:54:10PST: INFO: ==========CGMSDatabase
Backup Started ==========08-03-2018 15:54:10 PST: INFO: Log file: /tmp/cgms_backup_restore.logAre you
sure you want to backup CG-NMS database (y/n)? y

5. Enter y to begin the backup process.

Schedule a full Cisco IoT FND Backup
Learn how to schedule a full Cisco IoT FND backup to run daily at 1:00 AM using the CLI on the Cisco IoT FND database
server.
To schedule a full Cisco IoT FND backup to run daily at 1:00 AM (default setting):

Note

The destination backup directory must be writable by the oracle user and have enough space for the Cisco IoT FND
data.

1. On the Cisco IoT FND database server, open a CLI window.
2. Switch to the user oracle :

su - oracle
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3. Change directory to the location of the Cisco IoT FND backup script (backupCgmsDb.sh):

cd /home/oracle/app/oracle/cgms/scripts

4. Run the backup script and specify the destination folder.
To change the backup scheduling interval, edit the installCgmsBackupJob.sh script before running it. For example,
to store the backup data in /home/oracle/bkp, enter this command:

./installCgmsBackupJob.sh /home/oracle/bkp

To delete the backup job, enter these commands:

cd /home/oracle/app/oracle/cgms/scripts
./deinstallCgmsBackupJob.sh

Restore a Cisco IoT FND Backup
Learn how to restore an Cisco IoT FND backup using the provided scripts. This procedure covers restoring on the same
or a different host, including steps for both full and incremental backups.
Perform database backups and restores using the scripts provided in the cgms-oracle.rpm package. If using the supplied
scripts, backups and restores only work if performed on the same Oracle database version.

Note

Backups from Oracle version 12.1.0 can only be restored on v12.1.0 if using the supplied scripts. Backups do not
work across different versions of Oracle, for example, a backup taken on 12.1.0 cannot be restored on a different
version of a future v12.x version using the supplied scripts. If a database upgrade from v12.1.0 to a future v12.x
version is required, follow the Oracle upgrade procedure. Refer to the Oracle upgrade document and website.

Cisco IoT FND supports restoring Cisco IoT FND backups on the same host or different host. If you choose to restore
Cisco IoT FND backups on a different host, ensure that the host runs the same version of the Oracle database software
and that Cisco IoT FND database on the destination host was created using the setupCgmsDb.sh script.

Note

Cisco IoT FND does not support cross-platform backups.

1. Run the following command to stop Cisco IoT FND.
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CommandRHEL Version

systemctl stop cgms8.x

service cgms stop7.x

2. Switch to the user oracle, change directories to the script location, and stop Oracle:

su - oracle

cd /home/oracle/app/oracle/cgms/scripts

./stopOracle.sh

3. To restore the Cisco IoT FND database, run the command:

./restoreCgmsDb.sh full-backup-file

Tip

Performing a restore from a full backup can be time consuming. For large deployments, we recommend restoring
the database from incremental backups.

To restore Cisco IoT FND database from an incremental backup, run these commands and specify the path to last
incremental backup file:

su - oracle

cd /home/oracle/app/oracle/cgms/scripts

./restoreCgmsDb.sh last-incr1-backup-file

The restore script might display these errors:

06-08-2018 13:12:56 PDT: INFO: Import completed successfully
06-08-2018 13:12:56 PDT: INFO: Shared memory file

system. Required (1K-blocks): 6084456,
Available (1K-blocks): 4083180
06-08-2018 13:12:56 PDT: ERROR: Insufficient shared

memory file system. Increase your
shared memory file system before restoring this

database.
06-08-2018 13:12:56 PDT: ERROR: ========== CGMS

Database Restore Failed ==========
06-08-2018 13:12:56 PDT: ERROR: Check log file for

more information.
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To avoid these errors, increase the size of the shared memory file system:

###### as "root" user
###### Following command allocates 6G to shm. Adjust

size as needed.
# umount tmpfs
# mount -t tmpfs tmpfs -o size=6G /dev/shm
###### Edit /etc/fstab and replace defaults as shown

below
tmpfs /dev/shm tmpfs size=6G 0 0

4. Start Oracle:

./startOracle.sh

5. Change directories to /opt/cgms and run the db-migrate script:

$ cd /opt/cgms
$ bin/db-migrate

When you restore a Cisco IoT FND database, the restore script restores the database to the Cisco IoT FND version
the database was using. An error returns if you restore an old database to a newer version of Cisco IoT FND. Run the
migrate script to ensure that the database runs with the current version of Cisco IoT FND.

6. Start Cisco IoT FND by running the following command:
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CommandRHEL Version

systemctl start cgms8.x

service cgms start7.x

Note

For disaster recovery, perform a clean restore. The script starts by deleting the current Cisco IoT FND database:

$ su - oracle
$ cd /home/oracle/app/oracle/cgms/scripts
$ ./deleteCgmsDb.sh
INFO: ======== CGMS Database Deletion Started -

2011-10-16-07-24-09 ==========
INFO: Log file: /tmp/cgmsdb_setup.log
INFO: Deleting database. This may take a while. Please

be patient...
INFO: Delete database completed successfully
INFO: ========== CGMS Database Deletion Completed

Successfully
- 2011-10-16-07-25-01 ==========

Note

If a clean restore is not required, use the Oracle tool to restore the database.

Incremental backup of Cisco IoT FND DB
This topic explains how to perform incremental backups of the Cisco IoT FND database, including the different backup
levels and recommended scheduling practices for maintaining data integrity and storage efficiency.
Incremental backups in Cisco IoT FND only back up data file blocks that have changed since the previous specified backup.
• Cisco IoT FND supports two incremental backup levels: incr0 and incr1 .

• There is also an hourly archivelog backup to manage database archive log files.

• Incremental backups help optimize storage and ensure efficient recovery by only saving changed data blocks.

Incremental Backup Levels and Scheduling

Incremental backups in Cisco IoT FND are categorized into incr0 (base), incr1 (differential), and hourly archivelog backups,
each with specific scheduling recommendations for large deployments.
• incr0 – Base backup for subsequent incremental backups. This is similar to a full backup. For large deployments

(millions of mesh endpoints and several thousand routers such as CGR1000 and IR800), run incr0 backups twice a
week.
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• incr1 – Differential backup of all blocks changed since the last incremental backup. For large deployments, run incr1
backups once a day.

• Hourly archivelog backup – The Oracle Database uses archived logs to record all changes made to the database.
These files grow over time and can consume a large amount of disk space. Schedule the backup_archive_log.sh
script to run every hour. This script backs up the database archive (.arc) log files, stores them on a different server,
and deletes the source archivelog files to free space on the database server.

Note

An incr0 backup must run before an incr1 backup to establish a base for the incr1 differential backup.

Tip

Before performing any significant operation that causes many changes in the Cisco IoT FND database (for example,
importing a million mesh endpoints or uploading firmware images to mesh endpoints), perform an incr0 backup. After
the operation completes, perform another incr0 backup, and then resume the scheduled incremental backups.

Perform an incremental backup
Learn how to perform an incremental backup of the Cisco IoT FND database using the provided backup script and
appropriate user permissions.

Note

The destination backup directory must be writable by the oracle user and have enough space for the Cisco IoT FND
data.

To perform an incremental backup:
1. On the Cisco IoT FND database server, open a CLI window.
2. Switch to the user oracle and change directory to the location of the Cisco IoT FND backup script:

su - oracle
cd /home/oracle/app/oracle/cgms/scripts

3. Run the backup script and specify the incremental backup level and the destination folder where the backup data is
stored (for example, /home/oracle/bkp). For example, to perform an incr0 backup to /home/oracle/bkp, enter the
command:

./backupCgmsDb.sh incr0 /home/oracle/bkp
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To perform an incr1 backup, enter the command:

./backupCgmsDb.sh incr1 /home/oracle/bkp
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5 Upgrade Cisco IoT FND

This topic explains the process for upgrading Cisco IoT FND, including
pre-upgrade checklists, certificate and system requirement verification, upgrade

Topics:

• Pre-upgrade checklist steps for IoT FND and FND TPS Proxy, post-upgrade validation, and instructions
for high availability or clustered environments.• Verifying certificates and system

requirements
• Upgrade Cisco IoT FND
• Upgrade the Cisco IoT FND TPS

proxy server
• Post-upgrade checklist
• Upgrade Cisco IoT FND in HA

configuration or clustered mode



Pre-upgrade checklist
This topic explains the pre-upgrade checklist, which identifies the tasks to perform before starting an upgrade to ensure
a successful process and minimize downtime.
The pre-upgrade checklist is a set of recommended tasks to complete before beginning an upgrade to ensure system
integrity and reduce downtime.
• Back up the application directory, such as /opt/cgms , before upgrading specific components like cgms RPM .

• Back up the database to preserve data before the upgrade process.

Before starting the upgrade, perform the following tasks to ensure a smooth and successful upgrade process:
• Back up the application directory. For example, if you want to upgrade cgms RPM , then you must back up the

/opt/cgms folder. For more information, refer to Installing or Upgrading the SSM Server .

• Back up the database. For more information, refer to Creating a Full Backup of the IoT FND Database , Backing Up
the IoT FND Database Incrementally .

Note

After the upgrade, the manual changes made to the application scripts are lost.

For instance, before upgrading the cgms RPM, back up the /opt/cgms directory and ensure a full database backup
is completed to prevent data loss.

Verifying certificates and system requirements
This topic explains how to verify certificates and system requirements for the upgrade procedure, providing links to
detailed instructions and requirements documentation.
Verifying certificates and system requirements is a critical step before performing an upgrade procedure to ensure system
compatibility and security.
• Ensures that all necessary certificates are valid and properly installed.

• Confirms that the system meets the required specifications for the upgrade.

For more information on generating and installing certificates, and to review the system requirements, refer to the following
resources:
• Generating and installing certificates

• System requirements

Cisco IoT Field Network Director | Updated March 2, 2026

| Upgrade Cisco IoT FND | 74

https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot_fnd/install/oracle/b-cisco-iot-fnd-install-guide-oracle-r43x/m-generating-and-installing-certificates1.html
https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/iot_fnd/release_notes/4_8/b-release-notes-for-iot-field-network-director-release-48x.html#Cisco_Reference.dita_d60b846b-5275-46c6-962a-9dc4a6d7766c


Upgrade Cisco IoT FND
Learn how to upgrade the Cisco IoT FND application by following a step-by-step procedure, including stopping services,
upgrading RPMs, and restarting the application.

Note

It is not necessary to stop the database during normal upgrades. All upgrades are in place.

Note

For virtual IoT FND installations using custom security certificates, see Managing custom certificates before performing
an upgrade.

Caution

Run the following steps sequentially.

To upgrade the IoT FND application:
1. Obtain the new IoT FND ISO from Cisco and extract the cgms rpms into a directory from the FND release ISO file.
2. Run rpm -qa | grep cgms to get the list of rpms installed in the application server.
3. Run the following command to stop IoT FND.

CommandRHEL version

systemctl stop cgms8.x

service cgms stop7.x

Note

The application typically takes approximately 10 seconds to stop.

4. Run ps | grep java to verify that no Java processes are running.
5. Run the following command to make sure that the cgms service has stopped.
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CommandRHEL version

systemctl status cgms8.x

service cgms status7.x

6. Run the following script to upgrade the IoT FND RPM.

CommandIoT FND release

rpm -Uvh <new_cgms_rpm_filename>
--force

For example, to upgrade to IoT FND release 4.11.0, run
the following command.
rpm -Uvh cgms-4.11.0-46.x86_69.rpm
--force

Upgrade to 4.11.0 from any earlier release.

rpm -Uvh <new_cgms_rpm_filename>Upgrades prior to release 4.11.0.

Note

We recommend that you upgrade all the installed rpms with the same FND version that you will upgrade to. The
new rpm files overwrite the existing files in /opt/cgms .

7. Run ./db-migrate in /opt/cgms/bin directory to upgrade the database.

Note

Ensure that you run the db-migrate script after each upgrade.

8. Enter the database password when prompted.

Note

The default password is cgms123 .

9. Run the following command to start IoT FND.
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CommandRHEL version

systemctl start cgms8.x

service cgms start7.x

Note

You can also use the RHEL (Red Hat Enterprise Linux) GUI to start the IoT FND service ( ADMIN > System
Management > Server Settings > Services ).

You have upgraded Cisco IoT FND.

Upgrade the Cisco IoT FND TPS proxy server
Learn how to upgrade the Cisco IoT FND TPS Proxy server, including backing up configuration files, stopping and starting
services, and verifying the upgrade process.

Note

Based on the RHEL version, choose either systemctl or service commands.
For example, to stop the tpsproxy services:

CommandRHEL version

systemctl stop tpsproxy.service8.x

service tpsproxy stop7.x

To upgrade the TPS Proxy server manually:
1. Back up the following config files in the /opt/cgms-tpsproxy/conf directory.

• tpsproxy.properties

• cgms_keystore

2. Before starting the upgrade process, ensure that the following services are running.

[root@iot-tps opt]# systemctl status tpsproxy.service
● tpsproxy.service - SYSV: CGMS Tunnel Provisioning

proxy server
Loaded: loaded (/etc/rc.d/init.d/tpsproxy; generated)
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Active: active (running) since Mon 2023-11-06 23:51:00
IST; 6 months 2 days ago

Docs: man:systemd-sysv-generator(8)
Process: 35730 ExecStart=/etc/rc.d/init.d/tpsproxy

start (code=exited, status=0/SUCCESS)
Tasks: 45 (limit: 152533)
Memory: 204.1M
CGroup: /system.slice/tpsproxy.service
└─35748 java -server -Xms128m -Xmx2g

-XX:MaxPermSize=256m -server -XX:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=/opt/cgms-tpsproxy/log -XX:-OmitStackTraceInFastThrow
-XX:-Use>

Nov 06 23:50:58 iot-tps systemd[1]: Starting SYSV:
CGMS Tunnel Provisioning proxy server...

Nov 06 23:50:59 iot-tps runuser[35746]:
pam_unix(runuser:session): session opened for user root by (uid=0)

Nov 06 23:50:59 iot-tps runuser[35746]:
pam_unix(runuser:session): session closed for user root

Nov 06 23:51:00 iot-tps tpsproxy[35730]: [36B blob
data]

Nov 06 23:51:00 iot-tps systemd[1]: Started SYSV:
CGMS Tunnel Provisioning proxy server.

3. Run the following command to stop the tpsproxy services.

systemctl stop tpsproxy

4. Copy the cgms-tpsproxy.rpm downloaded from software.cisco.com to a directory in the TPS server.
5. Run the following command to upgrade the tpsproxy server.

rpm -Uvh cgms-tpsproxy-<fnd-version>.rpm

[root@iot-tps opt]# rpm -Uvh cgms-tpsproxy-<fnd-version>.rpm
Verifying...

################################# [100%]
Preparing...

################################# [100%]
Updating / installing...
1:cgms-tpsproxy-4.12.0-56

################################# [ 50%]
PSK key already present
05-09-2024 15:36:02 IST: INFO: Looking for

/opt/cgms-tpsproxy/conf/tpsproxy.properties
05-09-2024 15:36:02 IST: INFO:

cgms-keystore-password-hidden already exists. Doing nothing.
Cleaning up / removing...
2:cgms-tpsproxy-4.10.0-45

################################# [100%]
[root@iot-tps opt]#

6. Run the following command to start the tpsproxy services .

systemctl start tpsproxy.service

[root@iot-tps opt]# systemctl start tpsproxy.service
[root@iot-tps opt]# systemctl status tpsproxy.service
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● tpsproxy.service - SYSV: CGMS Tunnel Provisioning
proxy server

Loaded: loaded (/etc/rc.d/init.d/tpsproxy; generated)

Active: active (running) since Thu 2024-05-09 15:36:45
IST; 4s ago

Docs: man:systemd-sysv-generator(8)
Process: 209931 ExecStart=/etc/rc.d/init.d/tpsproxy

start (code=exited, status=0/SUCCESS)
Tasks: 39 (limit: 152533)
Memory: 71.1M
CGroup: /system.slice/tpsproxy.service
└─209949 java -server -Xms128m -Xmx2g

-XX:MaxPermSize=256m -server -XX:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=/opt/cgms-tpsproxy/log -XX:-OmitStackTraceInFastThrow -XX:-Us>

May 09 15:36:44 iot-tps systemd[1]: Starting SYSV:
CGMS Tunnel Provisioning proxy server...

May 09 15:36:44 iot-tps runuser[209947]:
pam_unix(runuser:session): session opened for user root by (uid=0)

May 09 15:36:44 iot-tps runuser[209947]:
pam_unix(runuser:session): session closed for user root

May 09 15:36:45 iot-tps tpsproxy[209931]: [36B blob
data]

May 09 15:36:45 iot-tps systemd[1]: Started SYSV:
CGMS Tunnel Provisioning proxy server.

a) Run the following command to check the log.

tail -f /opt/cgms-tpsproxy/log/tpsproxy.log

Example output:

[root@iot-tps opt]# tail -f /opt/cgms-tpsproxy/log/tpsproxy.log
32: iot-tps: May 09 2024 06:06:45.108 -0400:

%CGMS-6-UNSPECIFIED: %[ch=BootstrapProxy][sev=INFO][tid=main]:
bootstrap-proxy-listen-port=9125

33: iot-tps: May 09 2024 06:06:45.108 -0400:
%CGMS-6-UNSPECIFIED: %[ch=BootstrapProxy][sev=INFO][tid=main]:
inbound-proxy-destination=http://<fnd hostname/ip address>:9125

34: iot-tps: May 09 2024 06:06:45.108 -0400:
%CGMS-6-UNSPECIFIED: %[ch=BootstrapProxy][sev=INFO][tid=main]:
inbound-proxy-timeout=300000

35: iot-tps: May 09 2024 06:06:45.108 -0400:
%CGMS-6-UNSPECIFIED: %[ch=BootstrapProxy][sev=INFO][tid=main]:
inbound-proxy-idle-timeout=300000

36: iot-tps: May 09 2024 06:06:45.108 -0400:
%CGMS-6-UNSPECIFIED: %[ch=BootstrapProxy][sev=INFO][tid=main]:
inbound-proxy-connections=30

37: iot-tps: May 09 2024 06:06:45.108 -0400:
%CGMS-6-UNSPECIFIED: %[ch=BootstrapProxy][sev=INFO][tid=main]:
inbound-proxy-max-response-timeout=305000

38: iot-tps: May 09 2024 06:06:45.110 -0400:
%CGMS-6-UNSPECIFIED: %[ch=Server][sev=INFO][tid=main]:
jetty-9.2.19.v20160908

39: iot-tps: May 09 2024 06:06:45.111 -0400:
%CGMS-6-UNSPECIFIED: %[ch=ContextHandler][sev=INFO][tid=main]: Started
o.e.j.s.ServletContextHandler@4d41cee{/,null,AVAILABLE}

40: iot-tps: May 09 2024 06:06:45.112 -0400:
%CGMS-6-UNSPECIFIED: %[ch=ServerConnector][sev=INFO][tid=main]: Started
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ServerConnector@3712b94{HTTP/1.1}{0.0.0.0:9125}
41: iot-tps: May 09 2024 06:06:45.112 -0400:

%CGMS-6-UNSPECIFIED: %[ch=Server][sev=INFO][tid=main]: Started @697ms

7. Check the tpsproxy service status.

systemctl status tpsproxy.service

Example output:

[root@iot-tps opt]# systemctl status tpsproxy.service
● tpsproxy.service - SYSV: CGMS Tunnel Provisioning

proxy server
Loaded: loaded (/etc/rc.d/init.d/tpsproxy; generated)

Active: active (running) since Thu 2024-05-09 15:36:45
IST; 1min 52s ago

Docs: man:systemd-sysv-generator(8)
Process: 209931 ExecStart=/etc/rc.d/init.d/tpsproxy

start (code=exited, status=0/SUCCESS)
Tasks: 39 (limit: 152533)
Memory: 71.1M
CGroup: /system.slice/tpsproxy.service
└─209949 java -server -Xms128m -Xmx2g

-XX:MaxPermSize=256m -server -XX:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=/opt/cgms-tpsproxy/log -XX:-OmitStackTraceInFastThrow -XX:-Us>

May 09 15:36:44 iot-tps systemd[1]: Starting SYSV:
CGMS Tunnel Provisioning proxy server...

May 09 15:36:44 iot-tps runuser[209947]:
pam_unix(runuser:session): session opened for user root by (uid=0)

May 09 15:36:44 iot-tps runuser[209947]:
pam_unix(runuser:session): session closed for user root

May 09 15:36:45 iot-tps tpsproxy[209931]: [36B blob
data]

May 09 15:36:45 iot-tps systemd[1]: Started SYSV:
CGMS Tunnel Provisioning proxy server.

You have upgraded the Cisco IoT FND TPS proxy server.

Post-upgrade checklist
This topic explains the essential tasks to perform after an upgrade, ensuring that all necessary configurations and services
are restored for proper system operation.
The post-upgrade checklist is a set of tasks that must be completed after performing a system upgrade to ensure all
configurations and services are correctly restored.
• Manual changes to cgms scripts are lost after an upgrade and must be reapplied.

• Reconfiguration of FND using the setupCgms script is required.

• Database upgrade must be performed using the DB migrate script.

• The cgms service should be started to monitor system status.
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After completing an upgrade, it is important to follow a checklist to restore system functionality and apply any necessary
manual changes.
• Manual script changes must be reapplied.

• Run setupCgms to reconfigure FND.

• Run DB migrate to upgrade the database.

• Start cgms service to monitor status.

Note

Any manual changes made to the cgms scripts are lost post upgrade; therefore, you have to make the changes again.

For example, after upgrading, an administrator runs setupCgms to reconfigure FND, executes DB migrate to update
the database, and starts the cgms service to ensure the system is operational.

Upgrade Cisco IoT FND in HA configuration or clustered mode
This topic explains the process for upgrading Cisco IoT FND in high-availability (HA) configuration or clustered mode,
outlining the key steps required to ensure a successful upgrade.
Upgrading IoT FND in HA configuration or clusteredmode involves a series of coordinated steps to ensure system integrity
and minimal downtime.
• Upgrade the Oracle database as the initial step.

• Stop all application servers that are part of the cluster before proceeding.

• Upgrade all FND applications to the latest version.

• Run db-migrate post upgrade on one of the application servers.

• Start FND services one by one to complete the upgrade process.

For more information about upgrading the Oracle database, refer to the related documentation.
For instance, after stopping all application servers in the cluster, upgrade the Oracle database, then proceed to upgrade
each FND application, run db-migrate on one server, and finally start the FND services sequentially.
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6 HA for Cisco IoT FND

Topics:

• HA components and configuration
• Restrictions
• Solution components
• Cisco IoT FND server HA
• Load balancer
• Load-balancing policies
• DB HA
• Set up the Cisco IoT FND DB for

HA
• Set up the standby DB
• Set up the primary DB
• Set up the observer
• Validate Cisco IoT FND Oracle DB

HA
• Set up the Cisco IoT FND DB for

HA
• Disable Cisco IoT FND DB HA
• Tunnel HA
• HER redundancy
• Configure tunnel provisioning policy
• Define a policy for mapping

interfaces between FAR and HER
• FAR tunnel addition template
• HER tunnel addition template
• FAR redundancy
• PKI
• Troubleshoot



HA components and configuration
This topic explains the concept of High Availability (HA) deployment for Cisco IoT FND, including its key components,
how HA is achieved, and the required configurations at different levels.
High Availability (HA) deployment for Cisco IoT FND is a solution that ensures continuous operation and minimal downtime
by providing redundancy at both the server and database levels.
• Cisco IoT FND Server HA is achieved by connecting multiple Cisco IoT FND servers to a load balancer, distributing

traffic among cluster servers.

• Cisco IoT FND Database HA is achieved by configuring a primary and standby database server, with an Observer
program monitoring and promoting the standby if the primary fails.

High Availability in Cisco IoT FND is implemented at both the server and database levels, each with specific configurations
and operational mechanisms.
• Cisco IoT FND Server HA: Multiple servers connected to a load balancer distribute traffic from Mesh Endpoints (ME),

Field Area Routers (FAR), and Aggregation Services Routers (ASR).

• Cisco IoT FND Database HA: A primary and standby database server are configured, with an Observer program
monitoring the servers and promoting the standby if the primary fails.

Note

To set up an Observer server running Oracle 12c on a separate server (distinct from the Cisco IoT FND Database
servers), refer to the instructions in the Oracle 12c (12.1.0.2): Documentation Library.

The following image illustrates the High Availability deployment for Cisco IoT FND:
Figure 1: High Availability Deployment for Cisco IoT FND

Example of High Availability Deployment

For example, in a typical Cisco IoT FND deployment, multiple servers are connected to a load balancer to ensure server
HA, while the database HA is maintained by configuring a primary and standby database with an Observer program to
monitor and manage failover.
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Restrictions
This topic explains the key guidelines and limitations for implementing High Availability (HA) in Cisco IoT FND solutions,
including requirements for nodes, scripts, and service downtime expectations.
Zero service downtime is targeted by Cisco IoT FND HA, but it is not guaranteed.
• Cisco IoT FND HA refers to FND server HA. HA for other Cisco IoT FND solution components like FAR, ASR, load

balancer etc, has to be considered during design for Cisco IoT FND Solution HA.

• All Cisco IoT FND nodes must on the same subnet.

• All Cisco IoT FND nodes must run on similar hardware.

• All Cisco IoT FND nodes must run the same software version.

• Run the Cisco IoT FND setup script (/opt/cgms/bin/setupCgms.sh) on all the nodes.

• Run the DB migration script (/opt/cgms/bin/db-migrate) on only one node.

• The /opt/cgms/bin/print_cluster_view.sh script displays information about Cisco IoT FND cluster members.

Solution components
This topic explains the high availability (HA) features of Cisco IoT FND solution components, including mandatory and
optional elements, and describes how redundancy and failover are achieved for each component.
Cisco IoT FND solution components can be classified as mandatory and optional, with high availability achieved through
redundancy and failover mechanisms for each component as required.
Cisco IoT FND has mandatory components as well as optional components. FND application server itself and the database
server form the mandatory components, however, all other components come under optional because some components
are required ONLY as per need, for example, Hardware Security Module (HSM) or Software Security Module (SSM) is
required only if end points have to be managed.

Note

There are multiple options for Cisco IoT FND deployment. Cisco IoT FND can also be deployed without tunnels, for
example, if you use a private Access Point Name (APN) network or already have a encrypted Multiprotocol Label
Switching (MPLS) network for connectivity and choose not to use Tunnel Provisioning Server (TPS) and tunnel provisioning
and directly register to Cisco IoT FND, in which case, Tunnel High Availability and TPS High Availability might not apply.
Also if FND Easy mode is used, then Public Key Infrastructure (PKI) High Availability will not apply.

The following table describes the Cisco IoT FND solution components and their high availability features.
Table 12: Cisco IoT FND Solution Components and High Availability

DescriptionFND Solution Component

Cisco IoT FND HA is achieved by connecting multiple Cisco IoT FND
servers to a load balancer. Traffic originating at MEs, FARs, and ASRs
goes to the load balancer, and based on the load balancing algorithm,
the load balancer distributes the load among the Cisco IoT FND cluster
servers.

FND Application Server
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DescriptionFND Solution Component

There can be HA for load balancer as well, which can be discussed
with the Load Balancer product vendor, however, this document
discusses load balancer in the context of providing HA for FND servers.

Load Balancer

HA is achieved using Oracle Data Guard, which provides automatic
failover between primary and secondary DB servers.

Database Server

HA is achieved by using alternate links and/or more than one Head
End Router (HER) or FAR.

Tunnel HA

HER is not managed by Cisco IoT FND, but used for tunnel termination.
HA is achieved by having multiple HERs.

HER

FAR redundancy using Hot Standby Router Protocol (HSRP) is
supported for the LAN, where one device can act as primary and
another can act as secondary router for the LAN and hence forWireless
Personal Area Network (WPAN) components, if the router itself fails.

Note

FAR HA is available only for CGR devices.

FAR

HA is achieved using load balancer which is similar to FND server.TPS

HA can be achieved by having multiple servers that are clustered or
load balanced. There can be manual failover as well. It depends on
the PKI vendor and product capabilities.

Note

Please consult your PKI vendor for HA capabilities and
implementation.

PKI (CA/Sub CA/RA servers)

Only manual HA is achieved for SSM at the time of release of 4.9.0
FND. SSM is an optional component that is required only if MEs are
managed by Cisco IoT FND.

SSM

HSM HA can vary. There can be two different HSM servers with one
partition on each HSM server. HSM client has to be installed on same
RHEL server in which FND server is installed and HSM client also has
to be configured appropriately.

HSM
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Cisco IoT FND server HA
This topic explains how to achieve high availability (HA) for Cisco IoT FND servers using multiple application servers and
load balancers, including configuration requirements and certificate considerations.
Cisco IoT FND Server HA can be achieved by having two or more Cisco IoT FND application servers that are balanced
using load balancers.
Load balancers can take in incoming connections, monitor the load on each Cisco IoT FND and serve traffic accordingly.

Note

If there are cgmesh keys, enter these parameters in /opt/cgms/server/cgms/conf/cgms.properties
file to fetch mesh keys from the primary CGR in a HA setup.
• cgr-ha-fetch-mesh-key-attempts = 3 <-- you can modify the number of attempts to fetch the mesh keys

• cgr-ha-fetch-mesh-key-delay-mins = 1 <-- number of minutes (interval) between mesh-key-attempts

The following configuration is required for Cisco IoT FND application server HA.
• Configure at the /opt/cgms/bin/cgms.conf file that specifies the CLUSTER_BIND_ADDR and

UDP_MULTICAST_ADDR

CLUSTER_BIND_ADDR= a.b.c.d
UDP_MULTICAST_ADDR= w.x.y.z
where CLUSTER_BIND_ADDR is the IP address of the server itself and UDP_MULTICAST_ADDR must be the
same on all instances. It can be either an IPv4 multicast address or an IPv6 address which is not used in the network.

• See Certificate requirements for Cisco IoT FND server HA deployment for more information on generating certificate
for Cisco IoT FND server HA deployment.

• In FND UI, the provisioning settings must point to the cluster VIP IP of the FND servers. For example, if there are
fndserver1 and fndserver2, and they are served by fndserverhaVIP.ciscolab.com, then provide it inAdmin >System
Management > Provisioning Settings.

Load balancer
This topic explains the role and behavior of the load balancer in Cisco IoT FND High Availability (HA) environments, including
its traffic management, health monitoring, and failover mechanisms.
The load balancer is a critical component in Cisco IoT FND HA that distributes incoming traffic and monitors the health of
servers in the cluster.
• Distributes and balances traffic destined for Cisco IoT FND servers.

• Maintains heartbeats with each server in the cluster to detect failures and ensure high availability.

• Redirects traffic to healthy servers if a failure is detected, ensuring continuous service.

Load balancer health monitoring and configuration

The load balancer uses a health monitoring mechanism to determine the status of each Cisco IoT FND server. Heartbeats
are sent to each server, and responses are evaluated to mark servers as active or down.
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• Heartbeats are typically implemented as HTTP GET messages to the Cisco IoT FND server on port 80.

• If a server responds with HTTP 200 OK within a specified interval, it is considered active.

• If no response or an unexpected response is received, the server is marked down and retried after a specific interval.

• Some load balancers support custom health monitors using user-defined scripts.

The default values for heartbeat checks and retry intervals depend on the vendor-specific implementation of the load
balancer.
• Custom health monitors can use scripts to check server status.

To check the status of the Cisco IoT FND server on different RHEL versions, use the following commands:
Table 13: Cisco IoT FND Server Status Commands by RHEL Version

CommandRHEL Version

systemctl status cgms8.x

service cgms status7.x

For custom health monitors, the script can check if the last two lines of the output indicate "up and running" to confirm
the Cisco IoT FND application server is operational.
The following is an example output when running the status check command on the Cisco IoT FND server. The presence
of "up and running" in the last two lines indicates the application server is operational.

[root@fndtest ~]# service cgms status
IoT-FND Version 4.8.1-72
09-22-2022 16:45:59 IST: INFO: IoT-FND database server: 1.1.1.1
09-22-2022 16:45:59 IST: INFO: IoT-FND database connection verified.
09-22-2022 16:46:00 IST: INFO: IoT-FND application server is up and running.
09-22-2022 16:46:01 IST: INFO: IoT-FND is up and running.
[root@fndtest ~]#

Load-balancing policies
This topic explains the load-balancing policies used by the LB for different types of network traffic, including HTTPS,
FAR, and IPv6 CSMP traffic.
The table describes the load-balancing policy for each type of traffic the LB supports.
Table 14: Load-Balancing Policies by Traffic Type

Load Balancing PolicyTraffic

The LB uses Layer 7 load balancing for all traffic from Web
browsers and Cisco IoT FND API clients.
The LB uses stickiness for general HTTPS traffic.

HTTPS traffic to and from browsers and Cisco IoT FND API
clients (IPv4; ports 80 and 443)

The LB uses Layer 3 load balancing for all FAR traffic. This
is the traffic from the FAR to Cisco IoT FND.

For FAR IPv4 traffic going to ports 9121 and 9120:
• Tunnel Provisioning on port 9120 over HTTPS

• Regular registration and periodic on 9121 over HTTPS
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Load Balancing PolicyTraffic

The LB uses Layer 3 load balancing for all ME traffic to port
61624, and outage messages to port 61625.

For IPv6 CSMP traffic to and from mesh endpoints (MEs):
• UDP traffic over port 61624

• Registration

• Periodic transmission of metrics

• Firmware push

• Configuration push

• UDP traffic over port 61625
For outage notifications sent by MEs.

DB HA
This topic explains how Cisco IoT FND Database High Availability (HA) is achieved using Oracle Active Dataguard, including
configuration steps, helper scripts, and considerations for primary and secondary database deployment.
Cisco IoT FND Database HAworks in Cisco IoT FND single-server and cluster deployments, using Oracle Active Dataguard
to deploy Oracle HA.
To configure HA for the Cisco IoT FND Database, use the Oracle Recovery Manager (RMAN) and Dataguard Management
CLI (DGMGRL). Helper scripts are provided by Cisco to achieve this deployment of primary and secondary DB, if the DB
is set up ONLY for the purpose of Cisco IoT FND application.
If Oracle DB is used by other applications as well, then RMAN and DGMGRL can be used to set up the primary and
secondary DB, but in this case, the other helper scripts like backup on FND and the restore of FND scripts might not work
because the Oracle environment variables will differ.
Oracle DB HA can be achieved whether we have redundancy at the FND server or not. One or more FND servers can
connect to the same Database Data Guard cluster.
The Cisco IoT FND Database HA configuration process involves:
• Configuring the primary and secondary databases on separate physical servers or VM.
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Note

The secondary database server is also referred to as the standby database.
There is a possibility of losing some data during a database failover.

Note

If the primary database fails, the associated standby database becomes the primary database. This is transparent
to the Cisco IoT FND servers. All Cisco IoT FND servers in the cluster connect to the new primary database.

• Configuring data replication to be performed over SSL using an Oracle wallet. The wallet contains a self-signed
certificate to facilitate quick deployment.

Note

The Oracle wallet bundled with the Cisco IoT FND RPMs uses self-signed certificates. You can configure custom
certificates and wallet to facilitate replication.
There is no performance impact when performing data replication over SSL.

• Using the sys user for replication and not cgms_dev.

• Configuring replication as asynchronous to prevent performance bottlenecks.

By default, Cisco IoT FND connects to the database using TCP over port 1522. Replication uses TCPS (TCP over SSL)
on port 1622.
The scripts for configuring Cisco IoT FND Database HA are included in the Cisco IoT FND Oracle Database RPM package
(cgms-oracle-version_number.x86_64.rpm). When you install the Cisco IoT FND Database, the HA scripts are located
in $ORACLE_HOME/cgms/scripts/ha.

Set up the Cisco IoT FND DB for HA
Learn how to set up the Cisco IoT FND Database for high availability (HA) by configuring the standby and primary databases,
Cisco IoT FND, and the database Observer.
To set up the Cisco IoT FND Database HA, follow these steps to configure the required components for high availability.
1. Set up the standby database.
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Note

Always configure the standby database first.

• The default SID for the standby server is cgms_s and not cgms.

• Before setting up the standby server for HA, ensure that the environment variable $ORACLE_SID on the standby
server is set to cgms_s .

• The port is always 1522.

2. Set up the primary database.
• The default SID for the primary server is cgms .

• Before setting up the primary server for HA, ensure that the environment variable $ORACLE_SID on the primary
server is set to cgms .

3. Set up Cisco IoT FND for database HA.
4. Set up the database Observer.

Set up the standby DB
Learn how to set up the standby database server for high availability (HA) by running the setupStandbyDb.sh script and
providing the required configuration information.
Use this procedure to configure a standby database server for HA. The setupStandbyDb.sh script prompts for configuration
details, including the primary database IP address.
Run the setupStandbyDb.sh script from the $ORACLE_BASE/cgms/scripts/ha directory and follow the prompts to configure
the standby database.

$
cd $ORACLE_BASE/cgms/scripts/ha
$
./setupStandbyDb.sh
$ Are you sure you want to setup a standby database ?

(y/n)?
y
09-20-2012 13:59:18 PDT: INFO: User response: y
09-20-2012 13:59:18 PDT: INFO: CGMS_S database does

not exist.
Enter the SYS DBA password. NOTE: This password should

be same as the one set on the primary server:
Re-enter password for SYS DBA:
09-20-2012 13:59:58 PDT: INFO: User entered SYS DBA

password.
Enter new password for CG-NMS database:
Re-enter new password CG-NMS database:
09-20-2012 14:00:09 PDT: INFO: User entered CG-NMS DB

password.
Enter primary database server IP address: 192.168.1.12

09-20-2012 14:00:27 PDT: INFO: Cleaning up instance -
cgms_s
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DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

…
Total System Global Area 329895936 bytes
Fixed Size 2228024 bytes
Variable Size 255852744 bytes
Database Buffers 67108864 bytes
Redo Buffers 4706304 bytes
...
09-20-2012 14:00:29 PDT: INFO: ========== CGMS_S

Database Setup Completed Successfully ==========

The script will prompt for the SYS DBA password, a new password for the CG-NMS database, and the IP address of the
primary database server. Ensure the SYS DBA password matches the one set on the primary server.
The standby database is configured and ready for use when the script completes successfully.

Set up the primary DB
Learn how to set up the primary database server for high availability (HA) by running the setupHaForPrimary.sh script and
providing the required configuration information, including the standby database IP address.
Use this procedure to configure the primary database server for high availability (HA). The setupHaForPrimary.sh script
prompts for configuration details, such as the standby database IP address, and performs the necessary setup steps.
Run the setupHaForPrimary.sh script from the HA scripts directory on the primary database server.

$
cd $ORACLE_BASE/cgms/scripts/ha
$
./setupHaForPrimary.sh
[oracle@pdb ha]$ ./setupHaForPrimary.sh
09-20-2012 13:58:39 PDT: INFO: ORACLE_BASE:

/home/oracle/app/oracle
09-20-2012 13:58:39 PDT: INFO: ORACLE_HOME:

/home/oracle/app/oracle/product/11.2.0/dbhome_1
09-20-2012 13:58:39 PDT: INFO: ORACLE_SID :
cgms
09-20-2012 13:58:39 PDT: INFO: Make sure the above

environment variables are what you expect
Are you sure you wish to configure high availability

for this database server ? (y/n)?
y
09-20-2012 13:58:45 PDT: INFO: User response: y
Enter standby database server IP address:
192.168.1.10
09-20-2012 13:58:56 PDT: INFO: Secondary listener

reachable. Moving on with configuration
mkdir: cannot create directory

`/home/oracle/app/oracle/oradata/cgms': File exists
09-20-2012 13:58:58 PDT: INFO: Reloading the listener

to pick the new settings
LSNRCTL for Linux: Version 11.2.0.3.0 - Production on

20-SEP-2012 13:58:58
…
DGMGRL> 09-20-2012 14:14:54 PDT: INFO: Please start

the 'Observer' on appropriate server for ha
monitoring
Total time taken to perform the operation: 975 seconds
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09-20-2012 14:14:54 PDT: INFO: ========== Completed
Successfully ==========

The script will prompt you to confirm HA configuration and to enter the standby database server IP address. Ensure that
the environment variables (ORACLE_BASE, ORACLE_HOME, ORACLE_SID) are set correctly before proceeding.
The primary database server is configured for high availability, and the operation completes successfully.

Set up the observer
Learn how to set up the Observer on a separate server to monitor Oracle Data Guard configurations for high availability.
Use this procedure to ensure the Observer is running and verify the database HA setup.
The Observer should run on a separate server, but can be set up on the server hosting the standby database.
To set up the Observer:
1. On a separate server, run the observer script.

$
cd $ORACLE_BASE/cgms/scripts/ha
$
./manageObserver.sh start cgms_s
password
$ DGMGRL for Linux: Version 11.2.0.3.0 - 64bit

Production
...
Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.
DGMGRL> Observer started

2. Run the getHaStatus.sh script to verify that the database is set up for HA.

$
cd $ORACLE_BASE/cgms/scripts/ha
$
./getHaStatus.sh
...
Configuration - cgms_dgconfig
Protection Mode: MaxPerformance
Databases:
cgms - Primary database
cgms_s - (*) Physical standby database
Fast-Start Failover: ENABLED
Configuration Status:
SUCCESS
DGMGRL>
Database - cgms
Role: PRIMARY
Intended State: TRANSPORT-ON
Instance(s):
cgms
Database Status:
SUCCESS
DGMGRL>
Database - cgms_s
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Role: PHYSICAL STANDBY
Intended State: APPLY-ON
Transport Lag: 0 seconds
Apply Lag: 0 seconds
Real Time Query: OFF
Instance(s):
cgms_s
Database Status:
SUCCESS

Validate Cisco IoT FND Oracle DB HA
Learn how to validate the FND Oracle database high availability (HA) setup by running commands to check database roles,
flashback status, open mode, and synchronization between primary and secondary databases.
This section provides commands to validate the post FND Oracle database HA setup.
1. To check the roles, flashback status, and open mode of the database, run the following commands on the primary

and the secondary DBs.
a) Primary DB:

[oracle@fndPrimaryDB ~]$ sqlplus / as sysdba
SQL> select name, open_mode, flashback_on,

DATABASE_ROLE from v$database;

NAME OPEN_MODE FLASHBACK_ON DATABASE_ROLE
--------- ------------ ---------------

--------------
CGMS READ WRITE YES

PRIMARY

b) Secondary DB:

[oracle@fndSecondaryDB ~]$ sqlplus / as sysdba
SQL> select name , open_mode , flashback_on

, DATABASE_ROLE from v$database;

NAME OPEN_MODE FLASHBACK_ON DATABASE_ROLE
--------- -------------

------------- -------------
CGMS MOUNTED YES

PHYSICAL STANDBY

Note

Ensure that the FLASHBACK_ON is YES and the roles and the open mode of the database are displayed in output.

2. Run the following commands in the data guard broker to ensure that the databases are ready for the switchover. The
expected output post validation of the servers for switchover is shown in steps a and b.
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a) To log into DB and Oracle data guard broker:

[oracle@fndSecondaryDB ~]$ dgmgrl sys/<cgmsdba password>
DGMGRL> validate database "cgms";

Output :

Database Role: Primary database
Ready for Switchover: Yes

Note

You can run the command either on the primary or the secondary DB.

b) To check the status of DB and the data guard broker:

DGMGRL> validate database "cgms_s";

Output :

Database Role: Physical standby database
Primary Database: cgms_s
Ready for Switchover: Yes

Ready for Failover: Yes (Primary Running)

3. Run the following commands to check if the primary and the secondary DB are in sync.
a) Primary:

SQL> archive log list;

Output :

Database log mode Archive
Mode

Automatic archival Enabled
Archive destination

USE_DB_RECOVERY_FILE_DEST
Oldest online log sequence 6

Next log sequence to archive   8

Current log sequence 8

b) Secondary:

SQL>
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select process, status, sequence# from 
v$managed_standby;

Output :

PROCESS STATUS SEQUENCE#
--------- ------------ ----------
ARCH CONNECTED 0
ARCH CLOSING 6
ARCH CONNECTED 0
ARCH CONNECTED 0
ARCH CLOSING 7
RFS RECEIVING 8
RFS IDLE 0
RFS IDLE 0

MRP0  APPLYING_LOG           8

Note

The primary and the secondary DB are in sync only if the output of MRP0 APPLYING_LOG in the secondary
matches with the Next log sequence to archive of the primary as shown in the above output.

Set up the Cisco IoT FND DB for HA
Learn how to set up the Cisco IoT FND Database for high availability (HA) by configuring the standby and primary databases,
Cisco IoT FND, and the database Observer.
To set up the Cisco IoT FND Database HA, follow these steps to configure the required components for high availability.
1. Set up the standby database.

Note

Always configure the standby database first.

• The default SID for the standby server is cgms_s and not cgms.

• Before setting up the standby server for HA, ensure that the environment variable $ORACLE_SID on the standby
server is set to cgms_s .

• The port is always 1522.

2. Set up the primary database.
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• The default SID for the primary server is cgms .

• Before setting up the primary server for HA, ensure that the environment variable $ORACLE_SID on the primary
server is set to cgms .

3. Set up Cisco IoT FND for database HA.
4. Set up the database Observer.

Disable Cisco IoT FND DB HA
Learn how to disable Cisco IoT FND Database High Availability (HA) by stopping the Observer, deleting the standby
database, and removing the HA configuration from the primary server.
Use this procedure to disable Cisco IoT FND Database HA. This process involves stopping the Observer, deleting the
standby database, and removing the HA configuration from the primary server.
1. On the server running the Observer program, stop the Observer:

$
./manageObserver.sh stop cgms_s
password

DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.
DGMGRL> Done.
$ Observer stopped

2. On the standby Cisco IoT FND Database server, delete the standby database:

$
./deleteStandbyDb.sh
Are you sure you want to delete the standby database

? All replicated data will be lost (y/n)? y
09-20-2012 14:27:02 PDT: INFO: User response: y
09-20-2012 14:27:02 PDT: INFO: Cleaning up instance

- cgms_s
DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production

Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.
DGMGRL> Done.
DGMGRL> DGMGRL for Linux: Version 11.2.0.3.0 - 64bit

Production
Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.
DGMGRL> Disabled.
DGMGRL> 09-20-2012 14:27:06 PDT: INFO: Removing

dataguard configuration
DGMGRL for Linux: Version 11.2.0.3.0 - 64bit Production
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Copyright (c) 2000, 2009, Oracle. All rights reserved.

Welcome to DGMGRL, type "help" for information.
DGMGRL> Connected.
DGMGRL> Removed configuration
DGMGRL> 09-20-2012 14:27:07 PDT: INFO: Stopping the

database
SQL*Plus: Release 11.2.0.3.0 Production on Thu Sep

20 14:27:07 2012
Copyright (c) 1982, 2011, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release

11.2.0.3.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real

Application Testing options
SQL> ORA-01109: database not open
Database dismounted.
ORACLE instance shut down.

SQL> Disconnected from Oracle Database 11g Enterprise
Edition Release 11.2.0.3.0 - 64bit Production

With the Partitioning, OLAP, Data Mining and Real
Application Testing options

LSNRCTL for Linux: Version 11.2.0.3.0 - Production
on 20-SEP-2012 14:27:19

Copyright (c) 1991, 2011, Oracle. All rights reserved.

Connecting to
(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=test-scale-15krpm)(PORT=1522))(CONNECT_DATA=(SERVER=DEDICATED)(SERVICE_NAME=cgms_s)))

The command completed successfully
Cleaning up instance - cgms_s
09-20-2012 14:27:29 PDT: INFO: ========== Completed

Successfully ==========

3. On the primary Cisco IoT FND Database server, delete the HA configuration:

$
./deletePrimaryDbHa.sh

Are you sure you want to delete the high availability
configuration ? All replicated data will be lost (y/n)?

y
09-20-2012 14:25:25 PDT: INFO: User response: y
09-20-2012 14:25:25 PDT: INFO: Removing secondary

configuration from primary
SQL*Plus: Release 11.2.0.3.0 Production on Thu Sep

20 14:25:25 2012
Copyright (c) 1982, 2011, Oracle. All rights reserved.

Connected to:
Oracle Database 11g Enterprise Edition Release

11.2.0.3.0 - 64bit Production
With the Partitioning, OLAP, Data Mining and Real

Application Testing options
SQL>
System altered.
...

SQL> Disconnected from Oracle Database 11g Enterprise
Edition Release 11.2.0.3.0 - 64bit Production

With the Partitioning, OLAP, Data Mining and Real
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Application Testing options
09-20-2012 14:25:28 PDT: INFO: Removing data guard

config files
09-20-2012 14:25:28 PDT: INFO: Removing standby redo

logs
09-20-2012 14:25:29 PDT: INFO: Creating listener file

09-20-2012 14:25:29 PDT: INFO: Listener successfully
configured.

09-20-2012 14:25:29 PDT: INFO: Recreating tnsnames
ora file

09-20-2012 14:25:29 PDT: INFO: reloading the listener

LSNRCTL for Linux: Version 11.2.0.3.0 - Production
on 20-SEP-2012 14:25:29

Copyright (c) 1991, 2011, Oracle. All rights reserved.

Connecting to
(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=test-scale-15krpm-db2)(PORT=1522)))

The command completed successfully
LSNRCTL for Linux: Version 11.2.0.3.0 - Production

on 20-SEP-2012 14:25:30
Copyright (c) 1991, 2011, Oracle. All rights reserved.

Starting
/home/oracle/app/oracle/product/11.2.0/dbhome_1/bin/tnslsnr: please wait...

TNSLSNR for Linux: Version 11.2.0.3.0 - Production
System parameter file is

/home/oracle/app/oracle/product/11.2.0/dbhome_1/network/admin/listener.ora
Log messages written to

/home/oracle/app/oracle/diag/tnslsnr/test-scale-15krpm-db2/cgmstns/alert/log.xml

Listening on:
(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=test-scale-15krpm-db2)(PORT=1522)))

Connecting to
(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=test-scale-15krpm-db2)(PORT=1522)))

STATUS of the LISTENER
------------------------
Alias cgmstns
Version TNSLSNR for Linux: Version 11.2.0.3.0 -

Production
Start Date 20-SEP-2012 14:25:30
Uptime 0 days 0 hr. 0 min. 0 sec
Trace Level off
Security ON: Local OS Authentication
SNMP OFF
Listener Parameter File

/home/oracle/app/oracle/product/11.2.0/dbhome_1/network/admin/listener.ora
Listener Log File

/home/oracle/app/oracle/diag/tnslsnr/test-scale-15krpm-db2/cgmstns/alert/log.xml

Listening Endpoints Summary...

(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=test-scale-15krpm-db2)(PORT=1522)))

Services Summary...
Service "cgms" has 1 instance(s).

Instance "cgms", status UNKNOWN, has 1 handler(s) for
this service...
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The command completed successfully
09-20-2012 14:25:30 PDT: INFO: ========== Completed

Successfully ==========

Tunnel HA
This topic explains tunnel high availability, including how Cisco IoT FND manages tunnels, the dependencies for tunnel
redundancy, and the configuration steps required to ensure reliable tunnel operation in the network.
Tunnel high availability refers to the ability of the network to maintain continuous tunnel connectivity by leveraging
redundancy in links, FARs, and HERs.
• Tunnels are managed by Cisco IoT FND, but HER is not managed by Cisco IoT FND.

• Cisco IoT FND reads and maintains a copy of the configuration made on HER.

• Tunnel redundancy depends on link redundancy, FAR redundancy, and HER redundancy.

Dependencies and redundancy options for Tunnel HA

The redundancy of the tunnel source (CGR), the redundancy of the tunnel destination (HER), and the link between HER
and FAR over which the tunnel is formed are critical for tunnel redundancy.
The following options are possible for high availability:
• Option 1: There can be one FAR, one HER, but more than one link and hence more than one tunnel.

• Option 2: There can be one FAR, but more than one link and one HER.
Figure 2: Option 2 Topology

To configure tunnel redundancy at Cisco IoT FND, perform the following steps:
1. Configure Tunnel Provisioning Policies: Add HER to the tunnel provisioning group and define policies that determine

the mapping between FAR and HER (ASR) interfaces.

2. Modify the Tunnel Provisioning Templates: Use the sample FAR tunnel addition template and HER tunnel addition
template as provided.
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Note

If a tunnel fails, traffic flows through another tunnel.

HER redundancy
This topic explains HER redundancy, focusing on the configuration steps required at both the FND and HER (ASR) to ensure
dynamic Flex VPN connectivity in an IoT FND solution.
• HER redundancy requires configuration at both the FND and HER (ASR).

• Flex VPN configuration at HER is performed once during initial setup and does not require modification for subsequent
FAR additions.

• The virtual tunnel template Flex VPN configuration at HER enables dynamic Flex VPN between HER (hub) and FAR
(spoke).

Configuration details for HER redundancy

Configuration for HER redundancy involves two main components: FND and HER (ASR).
• Configuration at HER (ASR). Flex VPN configuration at HER must be done once manually when setting up the IoT FND

solution. After this, for subsequent addition of FARs, modification is not required at HER. This is because the virtual
tunnel template Flex VPN configuration at HER manages dynamic Flex VPN between HER (hub) and FAR (spoke).

Configure tunnel provisioning policy
Learn how to configure tunnel provisioning policies in Cisco IoT FND to map FAR-to-HER interfaces and assign devices
to tunnel groups using CSV or XML files.
To map FAR-to-HER interfaces in Cisco IoT FND, follow these steps to configure tunnel provisioning policies and assign
devices to tunnel groups.
1. Choose Config > Tunnel Provisioning .
2. In the TUNNEL GROUPS pane, select a group to configure with tunnel redundancy.
3. Create a CSV or XML file that lists the HERs to add to the group in the format EID, device type , as follows:

eid,deviceType

asr-0, asr1000

asr-1, asr1000

asr-2, asr1000

4. Click Assign Devices to Tunnel Group to import the file and add HERs to the group.
5. With the tunnel provisioning group selected, click the Policies tab.

By default, Cisco IoT FND displays the default-interface-mapping-policy-tunnel-group name for the selected tunnel
group within the Policy Name panel.
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Note

Interface-mapping is the only policy type currently supported in Cisco IoT FND.

Cisco IoT FND displays one interface mapping entry for every HER in the group. You can add or remove interface
mapping entries as needed.

Define a policy for mapping interfaces between FAR and HER
Learn how to define policies that determine the mapping between interfaces on FAR and HER using the Policy Name panel
in the GUI.
Use this procedure to define policies that map interfaces between FAR and HER.
1. Click the Policy Name link within the Policy Name Panel to open an entry panel. In the Policy Name field, enter the

name of the policy.
To add an interface-mapping entry to the policy, clickAddMore Interfaces (button found above Select HER listing
right-side of page). To delete an entry, click Delete (X) for that entry.

2. To configure an interface-mapping entry, click the Policy Name link, and complete the following as necessary:
a) To select a different HER, click the currently selected HER and choose a different one from the Select a HER

drop-down menu.
b) To select the HER IP for the tunnel destination on the HER, click the selected interface and choose a different one

from the Select HER IP drop-down menu.
c) To select the FAR interface that maps to the selected HER interface, choose an interface from the Select CGR

Interface drop-down menu.
d) Click Update .

3. To enable the policy, check the Enabled check box.
4. Click Save .

FAR tunnel addition template
This topic explains how to modify the Field Area Router Tunnel Addition template to create multiple tunnels, including
configuration steps and template macros for both IPsec and GRE tunnels.
This example demonstrates the changesmade to the default Field Area Router Tunnel Addition template to create multiple
tunnels.
In this example, bold text indicates the changesmade to the default Field Area Router Tunnel Addition template to create
multiple tunnels:

<#--
Configure a Loopback0 interface for the FAR. This is done first

as features
look for this interface and use it as a source.
This is independent of policies
-->
interface Loopback0
<#--
Now obtain an IPv4 address that can be used to for this FAR's

Loopback
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interface. The template API provides methods for requesting a
lease from

a DHCP server. The IPv4 address method requires a DHCP client
ID and a link

address to send in the DHCP request. The 3rd parameter is
optional and

defaults to "CG-NMS". This value is sent in the DHCP user class
option.

The API also provides the method "dhcpClientId". This method
takes a DHCPv6

Identity association identifier (IAID) and a DHCP Unique
IDentifier (DUID)

and generates a DHCPv4 client identifier as specified in RFC
4361. This

provides some consistency in how network elements are identified
by the

DHCP server.
-->
ip address ${far.ipv4Address(dhcpClientId(far.enDuid, 0),

far.dhcpV4LoopbackLink).address}/32
<#--
Now obtain an IPv6 address that can be used to for this FAR's

loopback
interface. The method is similar to the one used for IPv4,

except clients
in DHCPv6 are directly identified by their DUID and IAID. IAIDs

used for
IPv4 are separate from IAIDs used for IPv6, so we can use zero

for both
requests.
-->
ipv6 address ${far.ipv6Address(far.enDuid, 0,

far.dhcpV6LoopbackLink).address}/128
exit
<#-- Make certain the required features are enabled on the

FAR. -->
feature crypto ike
feature ospf
feature ospfv3
feature tunnel
<#-- Features ike and tunnel must be enabled before ipsec. -->

feature crypto ipsec virtual-tunnel
<#--
Toggle on/off the c1222r feature to be certain it uses the

Loopback0
interface as its source IP.
-->
no feature c1222r
feature c1222r
<#-- Configure Open Shortest Path First routing processes for

IPv4 and IPv6. -->
router ospf 1
exit
router ospfv3 2
exit
<#--
Now that OSPF has been configured complete the configuration

of Loopback0.
-->
interface Loopback0
ip router ospf 1 area ${far.ospfArea1!"1"}
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ipv6 router ospfv3 2 area ${far.ospfV3Area1!"0"}
exit
<#-- Configure Internet Key Exchange for use by the IPsec

tunnel(s). -->
crypto ike domain ipsec
identity hostname
policy 1
<#-- Use RSA signatures for the authentication method. -->
authentication rsa-sig
<#-- Use the 1536-bit modular exponential group. -->
group 5
exit
exit
crypto ipsec transform-set IPSecTransformSet esp-aes 128

esp-sha1-hmac
crypto ipsec profile IPSecProfile
set transform-set IPSecTransformSet
exit
<#--
Define template variables to keep track of the next available

IAID (IPv4)
and the next available tunnel interface number. We used zero

when leasing
addresses for Loopback0, so start the IAID at one.
-->
<#assign iaId = 1>
<#assign interfaceNumber = 0>
<#--
The same logic is needed for each of the IPsec tunnels, so a

macro is used
to avoid duplicating configuration. The first parameter is the

prefix to
use when looking for the WAN interface on the FAR to use for

the source of
the tunnel. The second parameter is the OSPF cost to assign

to the tunnel.
-->

<#macro configureTunnel interfaceNamePrefix destinationInterface
her tunnelIndex ospfCost>

<#--
If an interface exists on the FAR whose name starts with the

given prefix
and an IPv4 address as been assigned to that interface then

the IPsec
tunnel can be configured, otherwise no tunnel will be

configured. The
template API interfaces method will return all interfaces whose

name
starts with the given prefix.
-->
<#assign wanInterface = far.interfaces(interfaceNamePrefix)>

<#-- Check if an interface was found and it has an IPv4 address.
-->

<#if (wanInterface[0].v4.addresses[0].address)??>
<#--
Determine the HER destination address to use when configuring

the tunnel.
If the optional property "ipsecTunnelDestAddr1" has been set

on this FAR
then use the value of that property. Otherwise look for that

same property
on the HER. If the property is not set on the FAR or the HER,
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then fallback
to using an address on the HER GigabitEthernet0/0/0 interface.

-->
<#assign destinationAddress =

her.interfaces(destinationInterface)[0].v4.addresses[0].address>
<#if !(destinationAddress??)>
${provisioningFailed("Unable to determine the destination

address for IPsec tunnels")}
</#if>
interface Tunnel${interfaceNumber}
<#assign interfaceNumber = interfaceNumber + 1>
description IPsec tunnel to ${her.eid}
<#--
For a tunnel interface two addresses in their own tiny subnet

are
needed. The template API provides an ipv4Subnet method for

leasing an
IPv4 from a DHCP server. The parameters match those of

ipv4Address,
with a fourth optional parameter that can be used to specify

the
prefix length of the subnet to request. If not specified the

prefix
length requested will default to 31, which provides the two

addresses
needed for a point to point link.
NOTE: If the DHCP server being used does not support leasing

an IPv4
subnet, then this call will have to be changed to use the

ipv4Address
method and the DHCP server will have to be configured to respond

appropriately to the request made here and the second request
that

will have to be made when configuring the HER side of the
tunnel.

That may require configuring the DHCP server with reserved
addresses

for the client identifiers used in the calls.
-->
<#assign lease = far.ipv4Subnet(dhcpClientId(far.enDuid,

tunnelIndex), far.dhcpV4TunnelLink)>
<#assign iaId = iaId + 1>
<#-- Use the second address in the subnet for this side of the

tunnel. -->
ip address ${lease.secondAddress}/${lease.prefixLength}
ip ospf cost ${ospfCost}
ip ospf mtu-ignore
ip router ospf 1 area ${far.ospfArea1!"1"}
tunnel destination ${destinationAddress}
tunnel mode ipsec ipv4
tunnel protection ipsec profile IPSecProfile
tunnel source ${wanInterface[0].name}
no shutdown
exit
</#if>
</#macro>
<#--
Since we are doing policies for each tunnel here, the list of

policies passed to this template can be
iterated over to get the tunnel configuration viz interface
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mapping
tunnelObject.ipSecTunnelDestInterface is the "interface on

CGR"
tunnelObject.ipSecTunnelSrcInterface is the "interface on HER"

tunnelObject.her is the HER of interest
-->
<#list far.tunnels("ipSec") as tunnelObject>
<@configureTunnel tunnelObject.ipSecTunnelDestInterface

tunnelObject.ipSecTunnelSrcInterface
tunnelObject.her tunnelObject.tunnelIndex 100/> <----- Loop

through policies (aka Tunnels)
</#list>
<#--
Make certain provisioning fails if we were unable to configure

any IPsec
tunnels. For example this could happen if the interface

properties are
set incorrectly.
-->
<#if iaId = 1>
${provisioningFailed("Did not find any WAN interfaces to use

as the source for IPsec tunnels")}
</#if>
<#--
Configure an IPv6-in-IPv4 GRE tunnel to allow IPv6 traffic to

reach the data
center.
-->

<#macro configureGreTunnel destinationInterface her tunnelIndex>

<#assign destinationAddress =
her.interfaces(destinationInterface)[0].v4.addresses[0].address>

<#if !(destinationAddress??)>
${provisioningFailed("Unable to determine the destination

address for GRE tunnels")}
</#if>
interface Tunnel${interfaceNumber}
<#assign interfaceNumber = interfaceNumber + 1>
description GRE IPv6 tunnel to ${her.eid}
<#--
The ipv6Subnet method is similar to the ipv4Subnet method

except instead
of obtaining an IPv4 subnet it uses DHCPv6 prefix delegation

to obtain an
IPv6 prefix. The prefix length will default to 127, providing

the two
addresses needed for the point to point link. For the IAID,

zero was used
when requesting an IPv6 address for loopback0, so use one in

this request.
-->
<#assign lease = far.ipv6Subnet(far.enDuid, tunnelIndex,

far.dhcpV6TunnelLink)>
ipv6 address ${lease.secondAddress}/${lease.prefixLength}
ipv6 router ospfv3 2 area ${far.ospfV3Area1!"0"}
ospfv3 mtu-ignore
tunnel destination ${destinationAddress}
tunnel mode gre ip
tunnel source Loopback0
no shutdown
exit
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</#macro>
<#-- Loop through the policies for GRE tunnels -->
<#list far.tunnels("gre") as greTunnelObj>
<@configureGreTunnel greTunnelObj.greDestInterface

greTunnelObj.her greTunnelObj.tunnelIndex/>
</#list>

HER tunnel addition template
This topic explains how to modify the Head-End Router Tunnel Addition template to create multiple tunnels, highlighting
the changes made to the default configuration.
This example demonstrates the changesmade to the default Head-End Router Tunnel Addition template to create multiple
tunnels.
In this example, bold text indicates the changes made to the default Head-End Router Tunnel Addition template to
create multiple tunnels:

<#--
Define template variables to keep track of the IAID (IPv4)

that was used by
the FAR template when configuring the other end of the tunnel.

This template
must use the same IAID in order to locate the same subnet that

was leased by
the FAR template so both endpoints are in the matching subnet.

-->
<#assign iaId = 1>
<#--
The same logic is needed for each of the IPsec tunnels, so a

macro is used.
-->

<#macro configureTunnel ipSecTunnelSrcInterface
ipSecTunnelDestInterface her tunnelIndex ospfCost>

<#--
Only configure the HER tunnel end point if the FAR tunnel

end point was
configured. This must match the corresponding logic in the

FAR tunnel
template. The tunnel will not have been configured if the

WAN interface
does not exist on the FAR or does not have an address

assigned to it.
-->
<#assign wanInterface =

far.interfaces(ipSecTunnelDestInterface)>
<#if (wanInterface[0].v4.addresses[0].address)??>
<#-- Obtain the full interface name based on the prefix.

-->
<#assign interfaceName = wanInterface[0].name>
<#--
Locate a tunnel interface on the HER that is not in use.

The template
API provides an unusedInterfaceNumber method for this

purpose. All of
the parameters are optional. The first parameter is a name
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prefix
identifying the type of interfaces, it defaults to "tunnel".

The second
parameter is a lower bound on the range the unused interface

number must
be in, it defaults to zero. The third parameter is the

upper bound on
the range, it defaults to max integer (signed). The method

remembers
the unused interface numbers it has returned while the

template is
being processed and excludes previously returned numbers.

If no unused
interface number meets the constraints an exception will

be thrown.
-->
interface Tunnel${her.unusedInterfaceNumber()}
description IPsec tunnel to ${far.eid}
<#assign lease = far.ipv4Subnet(dhcpClientId(far.enDuid,

tunnelIndex), far.dhcpV4TunnelLink)>
<#assign iaId = iaId + 1>
ip address ${lease.firstAddress} ${lease.subnetMask}
ip ospf cost ${ospfCost}
ip ospf mtu-ignore
tunnel destination

${wanInterface[0].v4.addresses[0].address}
tunnel mode ipsec ipv4
tunnel protection ipsec profile IPSecProfile
tunnel source ${ipSecTunnelSrcInterface}
no shutdown
exit
router ospf 1
network ${lease.prefix} ${lease.wildcardMask} area

${far.ospfArea1!"1"}
exit
</#if>
</#macro>
<#list far.tunnels("ipSec") as tunnelObject>
<@configureTunnel tunnelObject.ipSecTunnelSrcInterface

tunnelObject.ipSecTunnelDestInterface
tunnelObject.her tunnelObject.tunnelIndex 100/>
</#list>
<#--
Configure an IPv6-in-IPv4 GRE tunnel to allow IPv6 traffic

to reach the data
center.
-->

<#macro configureGreTunnel greSrcInterface her tunnelIndex>

interface Tunnel${her.unusedInterfaceNumber()}
description GRE IPv6 tunnel to ${far.eid}
<#assign lease = far.ipv6Subnet(far.enDuid, tunnelIndex,

far.dhcpV6TunnelLink)>
ipv6 address ${lease.firstAddress}/${lease.prefixLength}
ipv6 enable
ipv6 ospf 2 area ${far.ospfV3Area1!"0"}
ipv6 ospf mtu-ignore
tunnel destination

${far.interfaces("Loopback0")[0].v4.addresses[0].address}
tunnel mode gre ip
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tunnel source ${greSrcInterface}
exit
</#macro>
<#-- Loop through the policies for GRE tunnels -->
<#list far.tunnels("gre") as greTunnelObj>
<@configureGreTunnel greTunnelObj.greSrcInterface

greTunnelObj.her greTunnelObj.tunnelIndex/>
</#list>

FAR redundancy
This topic explains the FAR Redundancy feature, which provides high availability for CGR1240 and CGM-WPAN-OFDM
modules in mesh networks. It describes the deployment, key properties, and configuration steps required for a successful
HA setup.
FAR Redundancy is a high availability (HA) feature for CGR1240 and CGM-WPAN-OFDMmodules that ensures continuous
connectivity to themesh network by deploying two CGR1240s, each with a CGM-WPAN-OFDMmodule, managed through
a network switch.
• Supported only on CGR1240s and CGM-WPAN-OFDM modules.

• Only one CGR1240 can be active at a time, and each has its own IP address.

• Both CGM-WPAN-OFDM modules must run the same software version.

Key facts and properties of FAR redundancy

The following information outlines the key facts, new properties, and configuration requirements for deploying FAR
Redundancy in a mesh network environment.
• CGR1240 HA application is supported on new installs only. Existing installations must be disabled and re-installed

for HA deployment.

• A minimum version of Cisco IOS 158-3.M is required on both CGR1240s.

• Each CGR1240 sends its HA state to FND, which updates its database accordingly.

There are three new properties associated with the HA feature, which are populated in FND via CSV import after the two
CGRs are installed and configured for HA deployment:
• peerDevice (CGR1240): EIDs for the CGR1240 HA pairs represented as R1 and R2

• haTunnelip: IP address used by HSRP process

• ipsecTunnelDestAddr2: IP addresses of the HA destination tunnel

Table 15: Values You Must Assign To Support a Tunnel (Example Values Only)

ipsecTunnelDestAddr2haTunnelIppeerDevice

10.255.255.211.0.0.2CGR1240/K9+FTX2150G04T

10.255.255.111.0.0.1CGR1240/K9+FTX2150G04T
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Note

The high availability feature is only supported on CGR1240s and CGM-WPAN-OFDM modules.

Listed below are sample configurations for the two CGRs in a HA deployment. These examples show typical settings for
both the active and standby routers.
CGR Router 1 (R1) - Active

track 1 interface fa2/4 line-protocol
track 2 interface wpan 4/1 line-protocol
Conf t
Int fa2/4
ip address 11.0.0.2 255.255.255.128
standby version 2
standby 12 ip 11.0.0.11
standby 12 preempt
standby 12 track 1 decrement 10
standby 12 track 2 decrement 10
standby 12 track 3 decrement 10
duplex auto
speed auto
interface Wpan4/1
bandwidth inherit
no ip address
ip broadcast-address 0.0.0.0
standby 12 track 1 decrement 10
standby 12 track 2 decrement 10
no ip route-cache
ieee154 beacon-async min-interval 10 max-interval 10

suppression-coefficient 1
ieee154 dwell window 12400 max-dwell 400
ieee154 panid 440
ieee154 ssid hatest
outage-server 2002:1111:2222::250
peer-to-peer
rpl dag-lifetime 60
rpl dio-dbl 4
rpl dio-min 14
ha enable
control-interface fa2/4 standby 12
peer-ip 11.0.0.1
authentication host-mode multi-auth
authentication port-control auto
ipv6 address 2002:DB8:1111:2222::1/64
ipv6 dhcp server iok-dhcpd6 rapid-commit
dot1x pae authenticator

CGR Router 2 (R2) - Standby

track 1 interface fa2/4 line-protocol
track 2 interface wpan 4/1 line-protocol
interface fa2/4
ip address 11.0.0.1 255.255.255.0
standby version 2
standby 12 ip 11.0.0.11
standby 12 preempt
standby 12 track 1 decrement 10
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standby 12 track 2 decrement 10
standby 12 track 3 decrement 10
duplex auto
speed auto
interface Wpan4/1
bandwidth inherit
no ip address
ip broadcast-address 0.0.0.0
standby 12 track 1 decrement 10
standby 12 track 2 decrement 10
no ip route-cache
shutdown
ieee154 beacon-async min-interval 10 max-interval 10

suppression-coefficient 1
ieee154 dwell window 12400 max-dwell 400
ieee154 panid 440
ieee154 ssid hatest
outage-server 2002:1111:2222::250
peer-to-peer
frame-counter
rpl dag-lifetime 60
rpl dio-dbl 4
rpl dio-min 14
ha enable
control-interface fa2/4 standby 12
peer-ip 11.0.0.2
authentication host-mode multi-auth
authentication port-control auto
ipv6 address 2002:DB8:1111:2222::1/64
ipv6 dhcp server iok-dhcpd6 rapid-commit
dot1x pae authenticator

PKI
This topic explains the considerations and requirements for implementing high availability (HA) in Public Key Infrastructure
(PKI) environments, including clustering support and configuration guidance for Certificate Authority and related services.
Public Key Infrastructure (PKI) is a framework that manages digital certificates and public-key encryption to secure
communications and authenticate identities within a network.
• Supports high availability (HA) for Certificate Authority (CA) and Registration Authority (RA) servers, depending on

vendor capabilities.

• Clustering is supported for the Certificate Services role in Microsoft PKI solutions fromWindows Server 2019 onwards.

• Other role services such asWeb Enrollment, Net Device Enrollment, andOnline Responder require separate configuration
for HA, typically using load balancers.

PKI HA and Design References

Consult PKI vendors for HA capabilities and implementation details for CA and RA servers. Microsoft PKI solutions support
clustering for Certificate Services from Windows Server 2019 onwards.
• For PKI design, see Microsoft PKI Architecture .

• For more information on making other role services highly available, see Active Directory Certificate Services (AD CS)
Public Key Infrastructure (PKI) Design Guide .
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Troubleshoot
Use this topic to troubleshoot some of the common issues faced while configuring HA.

Note

The steps recommended here are some of the common issues that are faced when configuring HA. Therefore, it is
recommended to take help from a DBAwhen configuring the HA to find the root cause and fix any setup-specific issues.

1. Validate the fal parameters mismatch: Run the query below on both primary and secondary DB to ensure that
the fal parameters are matching. The expected output of the matching fal parameters of the primary and secondary
DB is shown below.
If the fal parameters are not matching, then use the alter command to fix as shown in steps a and b.

Note

The fal_client of primary DB is the fal_server of secondary and the fal_server of primary DB is the fal_client of
secondary.

Expected output of the matching fal parameters:
Primary DB:

SQL> show parameter fal
NAME TYPE VALUE
------------ ---------- --------
fal_client string cgms_p
fal_server string cgms_s

Secondary DB:

SQL> show parameter fal
NAME TYPE VALUE
------------ ---------- --------
fal_client string cgms_s
fal_server string cgms_p

a) If the fal parameters of the databases are not matching, then run the following commands to fix the fal parameter
mismatch.

alter system set fal_client=cgms_p;
alter system set fal_server=cgms_s;

b) Validate the tnsping on both servers after fixing the fal parameters:

su - oracle
tnsping cgms_p
tnsping cgms_s

Ensure that the tnsping works for both fal_client and fal_server. If the tnsping fails, then check the
tnsnames.ora file that is located in the $ORACLE_HOME/network/admin folder. Make sure that there is an

Cisco IoT Field Network Director | Updated March 2, 2026

| HA for Cisco IoT FND | 112



entry for cgms_p and cgms_s in the tnsnames.ora file. A sample output of the ora file is shown. Any missing
entry in the ora file is added manually.
Sample ora file output

cgms =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP)(HOST = fndPrimaryDB)(PORT = 1522))
(CONNECT_DATA =

(SERVER = DEDICATED)
(SERVICE_NAME = cgms)

)
)
cgms_p =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS)(HOST = fndPrimaryDB)(PORT = 1622))
(CONNECT_DATA =

(SERVER = DEDICATED)
(SERVICE_NAME = cgms)

)
)
cgms_ss =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS)(HOST = 10.104.198.103)(PORT = 1622))
(CONNECT_DATA =

(SERVER = DEDICATED)
(SERVICE_NAME = cgms_s)

)
)
cgms_s =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCPS)(HOST = 10.104.198.103)(PORT = 1622))
(CONNECT_DATA =

(SERVER = DEDICATED)
(SERVICE_NAME = cgms_s)

)
)

2. Validate the redo log and standby log: Ensure that the redo log outputs are same in both primary and secondary
DB as shown in the sample output below:

SQL> select THREAD#, count(*) from v$log group by THREAD#;

THREAD# COUNT(*)
-------- ----------

1 3

SQL> select THREAD#, count(*) from v$STANDBY_LOG group by THREAD#;

THREAD# COUNT(*)
-------- ----------

1 4

If the redo logs are not matching as shown in the above output, then follow the steps below to fix the redo logmismatch:
a) Run the following scripts:

SQL> select THREAD#, count(*) from v$log group by THREAD#;

THREAD# COUNT(*)
-------- ----------

1 3
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SQL> select THREAD#, count(*) from v$STANDBY_LOG group by THREAD#;

THREAD# COUNT(*)
-------- ----------

0 2
1 2

b) Run the following script in the standby database.

dgmgrl sys/cgmsDba123
disable fast_start failover;
exit

sqlplus / as sysdba
recover managed standby database cancel;

create a sql file like "a.sql" with below content.
vi a.sql[copy the below content and paste in the file]

set linesize 200
set pagesize 3000
set echo on
set feedback on
spool standby_redo.log
set time on
ALTER DATABASE CLEAR LOGFILE GROUP 4;
ALTER DATABASE CLEAR LOGFILE GROUP 5;
ALTER DATABASE CLEAR LOGFILE GROUP 6;
ALTER DATABASE CLEAR LOGFILE GROUP 7;

ALTER DATABASE DROP LOGFILE GROUP 4;
ALTER DATABASE DROP LOGFILE GROUP 5;
ALTER DATABASE DROP LOGFILE GROUP 6;
ALTER DATABASE DROP LOGFILE GROUP 7;

alter database add standby logfile thread 1 group 4
'/home/oracle/app/oracle/oradata/cgms_s/srl01.log' size 2147483648 reuse;
alter database add standby logfile thread 1 group 5
'/home/oracle/app/oracle/oradata/cgms_s/srl02.log' size 2147483648 reuse;
alter database add standby logfile thread 1 group 6
'/home/oracle/app/oracle/oradata/cgms_s/srl03.log' size 2147483648 reuse;
alter database add standby logfile thread 1 group 7
'/home/oracle/app/oracle/oradata/cgms_s/srl04.log' size 2147483648 reuse;

spool off

execute the a.sql file in the sql prompt.

sqlplus / as sysdba
@a.sql

c) Run the following command in the primary database.

create a sql file like "a.sql" with below content.
vi a.sql[copy the below content and paste in the file]
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set time on
set feedback on
set echo on
spool standby.log

ALTER DATABASE CLEAR LOGFILE GROUP 4;
ALTER DATABASE CLEAR LOGFILE GROUP 5;
ALTER DATABASE CLEAR LOGFILE GROUP 6;
ALTER DATABASE CLEAR LOGFILE GROUP 7;

ALTER DATABASE DROP LOGFILE GROUP 4;
ALTER DATABASE DROP LOGFILE GROUP 5;
ALTER DATABASE DROP LOGFILE GROUP 6;
ALTER DATABASE DROP LOGFILE GROUP 7;

alter database add standby logfile thread 1 group 4
'/home/oracle/app/oracle/oradata/cgms/srl01.log' size 2147483648 reuse;
alter database add standby logfile thread 1 group 5
'/home/oracle/app/oracle/oradata/cgms/srl02.log' size 2147483648 reuse;
alter database add standby logfile thread 1 group 6
'/home/oracle/app/oracle/oradata/cgms/srl03.log' size 2147483648 reuse;
alter database add standby logfile thread 1 group 7
'/home/oracle/app/oracle/oradata/cgms/srl04.log' size 2147483648 reuse;

spool off

execute the a.sql file in the sql prompt.

sqlplus / as sysdba
@a.sql

d) Verify the redo logs after fixing the mismatch: On running the above scripts (steps a, b, and c), redo logs should
be the same on both primary and secondary DB. To confirm, run the following commands on both primary and
secondary DB.

select THREAD#, count(*) from v$log group by THREAD#;
select THREAD#, count(*) from v$STANDBY_LOG group by THREAD#;

If the output of the primary and secondary DB are the same, then redo log issue is fixed.

3. Validate the 'flashback_on' on both primary and secondary DB:
a) Run the following commands on both primary and secondary DB:

su - oracle
sqlplus / as sysdba
set linesize 200
set pagesize 3000
col file_name for a80
col member for a80
select name , open_mode , flashback_on , DATABASE_ROLE from v$database;

SQL> select name , open_mode , flashback_on , DATABASE_ROLE from v$database;

NAME OPEN_MODE FLASHBACK_ON DATABASE_ROLE
--------- ----------------- ---------------- --------------
CGMS READ WRITE YES PRIMARY

Cisco IoT Field Network Director | Updated March 2, 2026

| HA for Cisco IoT FND | 115



b) Check the tablespace flashback.

select a.file#, a.name file_name, b.ts#, b.name ts_name, b.flashback_on
from v$datafile a, v$tablespace b where a.ts#=b.ts#;

SQL> select a.file#, a.name file_name, b.ts#, b.name ts_name, b.flashback_on
from v$datafile a, v$tablespace b where a.ts#=b.ts#;

FILE# FILE_NAME TS# TS_NAME
FLA

---- -------------------------------------------------- ----------
----------------------- ---
1 /home/oracle/app/oracle/oradata/CGMS/system01.dbf 0 SYSTEM

YES
3 /home/oracle/app/oracle/oradata/CGMS/sysaux01.dbf 1 SYSAUX

YES
4 /home/oracle/app/oracle/oradata/CGMS/undotbs01.dbf 2 UNDOTBS1

YES
7 /home/oracle/app/oracle/oradata/CGMS/users04.dbf 4 USERS

YES
8 /home/oracle/app/oracle/oradata/CGMS/users05.dbf 4 USERS

YES
9 /home/oracle/app/oracle/oradata/CGMS/users06.dbf 4 USERS

YES
10 /home/oracle/app/oracle/oradata/CGMS/users07.dbf 4 USERS

YES
11 /home/oracle/app/oracle/oradata/CGMS/users08.dbf 4 USERS

YES
12 /home/oracle/app/oracle/oradata/CGMS/users09.dbf 4 USERS

YES
13 /home/oracle/app/oracle/oradata/CGMS/users10.dbf 4 USERS

YES
14 /home/oracle/app/oracle/oradata/CGMS/users11.dbf 4 USERS

YES
15 /home/oracle/app/oracle/oradata/CGMS/users12.dbf 4 USERS

YES
16 /home/oracle/app/oracle/oradata/CGMS/users13.dbf 4 USERS

YES
17 /home/oracle/app/oracle/oradata/CGMS/users14.dbf 4 USERS

YES
6 /home/oracle/app/oracle/oradata/CGMS/users01.dbf 4 USERS

YES
5 /home/oracle/app/oracle/oradata/CGMS/users02.dbf 4 USERS

YES
18 /home/oracle/app/oracle/oradata/CGMS/users15.dbf 4 USERS

YES
2 /home/oracle/app/oracle/oradata/CGMS/users03.dbf 4 USERS

YES

Note

Ensure that the flashback_on is 'yes' for the database and also for the tablespace.

If the flashback_on is not enabled for the tablespace, then follow the steps given below to enable:
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1. Run the following commands in the secondary DB:

sqlplus / as sysdba

alter tablespace SYSTEM flashback on;
alter tablespace SYSAUX flashback on;
alter tablespace UNDOTBS1 flashback on;
alter tablespace USERS flashback on;

2. Run the following commands in the primary DB.

sqlplus / as sysdba
shutdown immediate
startup mount
alter tablespace SYSTEM flashback on;
alter tablespace SYSAUX flashback on;
alter tablespace UNDOTBS1 flashback on;
alter tablespace USERS flashback on;
alter database open;

c) On executing the above commands, theflashback_on should be enabled on the DB and also on the tablespace.
Verify using the following commands:

select name , open_mode , flashback_on , DATABASE_ROLE from v$database;
select a.file#, a.name file_name, b.ts#, b.name ts_name, b.flashback_on
from v$datafile a, v$tablespace b where a.ts#=b.ts#;

4. Start the recovery manager and enable the fast_start failover:
a) To start the recovery manager in the standby DB:

sqlplus / as sysdba
recover managed standby database parallel 4 nodelay disconnect from session;

b) To enable fast_start failover:

dgmgrl sys/cgmsDba123
show configuration verbose;
enable fast_start failover;

The above steps (1 through 4) provide guidance and is likely to resolve the failover or switchover issues on the HA
servers.
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