Overview

Manage Tunnel Provisioning

This section describes how to configure Cisco [oT FND for tunnel provisioning and how to manage and
monitor tunnels connecting FARs (CGRs ) and HERs.

* Overview, on page 1

* Autosync of CGMS Properties Files, on page 5
* Configuring Tunnel Provisioning, on page 8

* Configuring FND for IXM, on page 18

* Monitoring Tunnel Status, on page 32

* Reprovisioning CGRs, on page 33

Cisco IoT FND sends the commands generated from processing the tunnel provisioning templates to FARs
and HERs to provision secure tunnels between them. The default Cisco IoT FND templates contain CLI
commands to set up and configure GRE and IPsec tunnels. One HER can serve up to 500 FARs, which may
include multiple tunnels with the same HER EID and name.

Figure 1: Tunnels Connect FARs and their Corresponding HERs
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B 710 without IPSec

To provision tunnels between HERs and FARs, Cisco IoT FND executes CLI tunnel configuration commands
on these devices. By default, Cisco [oT FND provides basic tunnel configuration templates containing the
CLI tunnel configuration commands. You can also use your own templates. Although the tunnel provisioning
process is automatic, you must first complete the configuration steps outlined in Tunnel Provisioning
Configuration Process. After that, whenever a FAR comes online, Cisco IoT FND automatically provisions
it with a tunnel. Before you configure Cisco IoT FND for tunnel provisioning, ensure that the Cisco [oT FND
TPS Proxy is installed and running.

\)

Note Cisco IoT FND can handle a maximum of 12 Tunnel provisioning or reprovisioning requests in parallel.

ZTD without IPSec

Beginning with Cisco IoT FND Release 3.1.x, you have the option to initiate ZTD with no IPSec configured
by ensuring that the Tunnel Provisioning Template is empty of any CLI. This initial approach of bringing up
your network without a factory configuration does not preclude subsequent use of IPSec in your network

Tunnel Provisioning Configuration Process

To configure Cisco IoT FND for tunnel provisioning:

1 Configure the DHCP servers. Configuring the DHCP Server for

Configure DHCP servers to provide unique IP addresses to Tunnel Provisioning, on page 8

IoT FND. The default Cisco IoT FND tunnel provisioning | Note
templates configure a loopback interface and the IP addresses | In Cisco IoT FND 4.6.1 release
required to create the tunnels. and greater you can use the

wp | Provisioni
Cisco IOS CGRs/FARs use FlexVPN. Ensures that the Lnne Fov3151on1ng

. . Optimization” feature that allows
template only contains addresses for the loopback interface. o

the following:

When using a FlexVPN/DMVPN
for a FAR, a new property
‘optimizeTunnelProv=true’ is used
to tell Cisco IoT FND to avoid
HER configuration during the
Tunnel Provisioning of the device
(router). This property is uploaded
for each router using the CSV file.

2 Configure the tunnel settings. See the Configuring Provisioning

Configure the NMS URL and the DHCP proxy client settings in Managing System Settings

on the Provisioning Settings page in Cisco loT FND chapter
(ADMIN > System M anagement > Provisioning Settings).
3 Cisco IOS CGRs use the CGNA service See Managing Devices chapter.
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Tunnel Provisioning Configuration Process .

Configure HER management.

Configure HERs to allow management by Cisco loT FND
using NETCONF over SSH.

Configuring HERs before adding
them to Cisco IoT FND.

Add HERs to Cisco IoT FND.

Adding HERs to Cisco IoT FND.

See Adding HER to IoT FND in
Managing Devices chapter.

Review the Cisco IoT FND tunnel provisioning templates to
ensure that they create the correct type of tunnel.

See Tunnel Provisioning Templates
in Managing Tunnel Provisioning
chapter.

(Optional) If you plan to use your own templates for tunnel
provisioning, create one or more tunnel provisioning groups
and modify the default tunnel provisioning templates.

Configuring Tunnel Provisioning
Templates, on page 15

Configure FARSs to contact Cisco IoT FND over HTTPS
through the Cisco IoT FND TPS proxy.

This step is typically performed at
the factory where the FARs are
configured to contact the TPS
Proxy.

Add FARs to Cisco IoT FND.

Import the FARs into Cisco loT FND using the
Notice-of-Shipment XML file.

See Adding FARs to IoT FND in
the Managing Devices chapter.

10

Map FARs to their corresponding HER.

Tunnel Provisioning Configuration
Process, on page 2

After completing the previous steps, deploy the FARs and power them on. Tunnel provisioning happens
automatically.

This is the sequence of events after a FAR is turned on:

Before you begin

You must generate the keystore files on the Cisco IoT FND and TPS Proxy before configuring tunnel
provisioning. Then, you configure Cisco IoT FND and the TPS Proxy to talk to one another (refer to Setting
Up TPS Proxy, Configuring [oT FND to Use the TPS Proxy, and Starting the IoT FND TPS Proxy). Use the
systemctl command for TPS proxy if the OS version is RHEL 8.x or greater.

RHEL Version Command
8.x systemctl <start/stop/status/restart> tpsproxy
7.xX service tpsproxy <start/stop/status/restart>

Procedure

Step 1
Step 2

Upon joining the uplink network after being turned on, the FAR sends a request for certificate enrollment.
The FAR then requests tunnel provisioning to Cisco IoT FND through the Cisco IoT FND TPS Proxy.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Cisco IoT FND looks up the FAR record in the Cisco IoT FND database and determines which tunnel provisioning
templates to use. Cisco IoT FND also looks up which HERs to which to establish a tunnel.

For Cisco IOS CGRs, the default templates configure the CGR to use FlexVPN. The FlexVPN client is configured on
the CGR that will contact the HER and ask for a FlexVPN tunnel to be dynamically constructed. This is how the HER
dynamically adds a new tunnel endpoint interface for the CGR.

Before processing FAR templates, Cisco [oT FND processes the HER Tunnel Deletion template and sends the resulting
commands to the HERs. This is done for each HER to remove existing tunnel configuration that may be associated with
the FAR.

Cisco IoT FND uses the FreeMarker template engine to process the FAR Tunnel Addition template. The engine converts
the templates to text, which Cisco IoT FND assumes to be CLI configuration commands (Cisco IOS per the CGR). Cisco
IoT FND uses these commands to configure and bring up one end of the tunnel on the FAR.

Cisco IoT FND uses the FreeMarker template engine to process the HER Tunnel Addition template. The engine converts
the templates to text, which Cisco loT FND assumes to be commands for configuring the tunnel on the HERs.

For Cisco I0S CGRs, if no errors occurred applying the commands generated by the templates to the FAR and HERs,
Cisco IoT FND configures a new active CGNA profile “cg-nms-register,” and deactivates the cg-nms-tunnel profile.
That cg-nms-register profile uses the Cisco [oT FND URL.
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ciscod  FIELD METY

Autosync of CGMS Properties Files .

. DIRECTOR

ADMIN = SYSTEM MANAGEMENT = PROVISIONING SETTINGS

Provisioning Process

loT-FHD URL:

Periodic Meatrics LIRL:

DHCPv6 Proxy Client

Setver Address:

Server Part:

Client Listen Address:

DHCPv4 Proxy Client

Server Address:

Server Port:

Client Listen Address:

hitpssind.iot.cisco.com: 9121

Field Area Router uses this LURL to register with I0T-FMD after the tunnel is configured

Field Area Router uses this URL for reporting periodic metrics with [aT-FRD

2001:420:7Thf 57703

IPvE address to send {or multicasty DHCPYE messades to (can be multiple addresses, separated hy
cammas)

547
Fortto send (or multicast) DHCPvE messages to
2001:420:7bf 5115525

IPvE address to hind to, for sending and receiving DHCPE messages (can he multiple addresses,
separated by commas)

2.2.55.60

IPv4 address to send {or broadcast) DHCPv4 messages to (can be multiple addresses, separated hy
camimas)

67
Fartto send {or broadcast) DHCPv4 messages to
2245624

IPv4 address to hind to, for sending and receiving DHCPwd messages (can he multiple addresses,
separated hy commas)

=]

The specified URL uses the Cisco IoT FND registration port (default 9121) instead of the tunnel provisioning port. The
Fully Qualified Domain Name (FQDN) in that URL is different and resolves to an IP address that is only reachable

through the tunnels.

Autosync of CGMS Properties Files

Cisco IoT FND facilitates the seamless synchronization of the cgms properties files located both inside and
outside the container. This feature ensures that any modifications made to one file is auto reflected in the
other, maintaining consistency and simplifying configuration management.

Manage Tunnel Provisioning .
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\)

Note * When you restart the CGMS service or the Cisco IoT FND container, the CGMS property files inside
and outside of the docker are in-sync with each other.

* The version of Cisco IoT FND you are using must be for Cisco [oT FND Release 5.0 or later releases.

Table 1: Feature History

Release Feature Name Description
Cisco IoT FND Release 5.0 Autosync of CGMS Properties Cisco IoT FND ensures that any
Files changes made to the CGMS

properties file, whether inside or
outside the container, are
automatically mirrored in the
corresponding file. This
synchronization maintains
consistency across configurations,
reducing the risk of errors and
ensuring seamless application
performance.

Benefits of autosync of CGMS properties files

* Autosync of cgms properties files feature ensures that both the internal and external .cgms properties
files are always in sync, reducing the risk of configuration mismatches.

* Minimizes the potential for human error by autosyncing changes in the cgms properties files, which helps
maintain reliable system performance.

» Enhances the overall reliability of Cisco IoT FND and ensures that all components operate with the same
configuration settings.

Configure the CGMS properties files

Here are the instructions to making changes to the CGMS properties files:
1. Login to Cisco IoT FND server using the SSH command.
2. Navigate to /opt/fnd/data directory using the cd command.
[root@iot-fnd ~]# cd /opt/fnd/data/
3. Use1s -1rth command to view all the properties.
[root@iot-fnd datal# 1ls -lrth

Here's an example output:

total 24K

—rw--———--- . 1 root root 1.3K Nov 7 05:15 userPropertyTypes.xml
-rw-r--r--. 1 root root 518 Nov 7 06:22 fnd psk.keystore
—rw--———-—-— . 1 root root 1.5K Nov 8 05:06 cisco-sudi-ca.pem
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—rwW--—————— . 1 root root 4.3K Nov 8 05:06 cgms_keystore.selfsigned
-rwxrwxrwx. 1 root root 278 Nov 11 10:40 cgms.properties
[root@iot-fnd datal# docker exec -i -t fnd-container /bin/bash
[root@fnd-server /]# cd /opt/cgms/server/cgms/conf/
[root@fnd-server confl# 1ls -lrth

total 664K

-rw-r--r--. 1 root root 518 Nov 7 06:22 fnd psk.keystore

Edit the CGMS properties file using the vi command.

[root@fnd-server confl# vi cgms.properties

Make the necessary changes to the cgms properties file and save the changes.

Log in to the docker using the docker exec -it fnd-container /bin/bash command.
[root@iot-fnd datal# docker exec -it fnd-container /bin/bash

Navigate to the docker's directory using the cd command.

[root@fnd-server /]# cd /opt/cgms/server/cgms/conf/

Use 1s -1rth command to view all the properties.

Here's an example output:

total 664K

-rw-r--r--. 1 root root 518 Nov 7 06:22 fnd psk.keystore
-rw-r--r--. 1 root root 115K Nov 8 01:00 standardjbosscmp-jdbc.xml
-rw-r--r--. 1 root root 65K Nov 8 01:00 standardjboss.xml
-rw-r--r--. 1 root root 41K Nov 8 01:00 standalone.xml.template
-rw-r--r--. 1 root root 41K Nov 8 01:00 standalone-postgres.xml.template
-rw-r--r--. 1 root root 42K Nov 8 01:00 standalone-postgres-cluster.xml.template
-rw-r--r--. 1 root root 43K Nov 8 01:00 standalone-cluster.xml.template
-rw-r--r--. 1 root root 7.6K Nov 8 01:00 login-config.xml.template
-rw-r--r--. 1 root root 7.6K Nov 8 01:00 login-config.xml
-rw-r--r--. 1 root root 2.0K Nov 8 01:00 logging.properties
-rw-r--r--. 1 root root 194 Nov 8 01:00 jndi.properties
-rw-r--r--. 1 root root 15K Nov 8 01:00 jbossts-properties.xml
-rw-r--r--. 1 root root 840 Nov 8 01:00 jbossas_server.cer
-rw-r--r--. 1 root root 52 Nov 8 01:00 jbossas.keystore.password
-rw-r--r--. 1 root root 15K Nov 8 01:00 jboss-service.xml
-rw-r--r--. 1 root root 15K Nov 8 01:00 jboss-log4j.xml
-rw-r--r--. 1 root root 7.8K Nov 8 01:00 jax-ws-catalog.xml
-rw-r--r--. 1 root root 95 Nov 8 01:00 java.policy

-rw-r--r--. 1 root root 143K Nov 8 01:00 ios.p7b

-rw-r--r--. 1 root root 20 Nov 8 01:00 cgmsdb master.password
-rw-r--r--. 1 root root 485 Nov 8 01:00 bootstrap.xml

-rw-r--r--. 1 root root 19 Nov 8 01:00 cgnms_schema version.txt
-rw-r--r--. 1 root root 572 Nov 8 01:00 cgnms_aggr metadata.xml
drwxr-xr-x. 2 root root 4.0K Nov 8 04:35 xmdesc

drwxr-xr-x. 2 root root 4.0K Nov 8 04:35 props

drwxr-xr-x. 2 root root 135 Nov 8 04:35 migration

-rw-r--r--. 1 root root 689 Nov 8 04:35 fnd psk.tgz

drwxr-xr-x. 2 root root 4.0K Nov 8 04:35 endpoint-meta-templates
drwxr-xr-x. 2 root root 51 Nov 8 04:35 ciscosudi

drwxr-xr-x. 2 root root 133 Nov 8 04:35 bootstrap

drwxr-xr-x. 3 root root 54 Nov 8 04:35 bindingservice.beans
drwxr-xr-x. 2 root root 6 Nov 8 10:45 device licenses
—rwxrwxrwx. 1 root root 278 Nov 11 10:40 cgms.properties
—rW-——————— 1 root root 4.3K Nov 11 10:41 cgms_ keystore

—rw--———--- 1 root root 1.3K Nov 11 10:41 userPropertyTypes.xml
-rw-r--r--. 1 root root 2.2K Nov 11 10:41 jbossas.keystore

When you edit the cgms . properties using the vi command. You'll see the changes you made to the cgms
properties file outside the container reflected here as well.
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A

Note * When you make changes to the CGMS properties file values inside the docker, the changes are replicated
in the CGMS properties file outside the docker as well.

* Restart the Cisco IoT FND container or the CGMS service for the properties to take effect. The CGMS
properties file is in-sync with both inside and outside the docker.

Configuring Tunnel Provisioning

This section describes how to configure IoT FND for tunnel provisioning.

Configuring the DHCP Server for Tunnel Provisioning

For tunnel provisioning to succeed, configure the DHCP server used by IoT FND to supply addresses to create
tunnels between the FARs and HERs. For example, configure the DHCP server to provide IP addresses for
tunnel provisioning on a permanent-lease basis.

IoT FND makes the DHCP requests based on the settings defined in the tunnel provisioning templates. During
tunnel provisioning, the [oT FND templates can make two kinds of DHCP requests:

* Request an IP address, and then make it available to the template.

* Request a subnet with two IP addresses, and then make both addresses available to the template.

IoT FND can make these requests for IPv4 addresses and IPv6 addresses.

The ability to request DHCP addresses from the template gives you maximum flexibility when defining tunnel
configurations because you allocate the exact address needed for each FAR and corresponding interface on
the HER. The default tunnel provisioning templates provided address the most common use case: one IPsec
tunnel between the FAR and its corresponding HER. Each end of this IPsec tunnel gets a dynamically allocated
IPv4 address:

* If your DHCP server supports subnet allocation, use it to obtain two addresses that belong to the same
subnet.

* If your DHCP server only supports address allocation, configure it so that the two DHCP address requests
return addresses that can be used as ends of an IPsec tunnel.

* If your routing plan calls for allocating unique IPv4 addresses for each FAR and assigning it to a loopback
interface above the IPsec tunnel, allocate this address using the IoT FND template.
If you choose to build IPv6 GRE tunnels, allocate the IPv6 addresses for each end of the tunnel using DHCP
prefix delegation or individual address requests.

This section describes example DHCP settings for tunnel provisioning. How you configure these settings
depends on your installation. This section provides general guidelines for configuring the DHCP server for
tunnel provisioning using the Cisco Network Registrar (CNR).
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Configuring DHCP for Tunnel Provisioning Using CNR

The CNR CLI script in the following example configures the CNR DHCP server to service requests made by
the default tunnel provisioning templates in loT FND. When using this script, ensure that the subnets are
appropriate for your DHCP server environment.

Example CNR DHCP Server Tunnel Provisioning Script

These commented out commands support re-applying the configuration by first
removing any previously applied configuration, in reverse order. This should
not be done in a production environment, but may be useful when initially
developing and testing a configuration.

HH FH I I

scope v4address-perm delete
dhcp-address-block v4subnet-perm delete
prefix vésubnet-perm delete

prefix véaddress-perm delete

policy permanent delete

HH FH o H

Configure the server to automatically map any IPv4 or IPv6 user class
option values to selection tags. By default CG-NMS includes a value of
"CG-NMS" for the user class in its requests. The tag is used to insure
prefixes and scopes configured to satisfy requests from CG-NMS are only
used for that purpose.

HH FH o H

dhcp set map-user-class-id=append-to-tags

Since CG-NMS uses the leased addresses and subnets in router
configuration the addresses and subnets must be permanently allocated
for that purpose. Create a policy that instructs the DHCP server to
offer a permanent lease.

HH FH I I

policy permanent create
policy permanent set permanent-leases=enabled

# Configure DHCPvVG6.

# The default CG-NMS tunnel template will request IPv6 addresses for
# use with CGR loopback interfaces.

prefix v6address-perm create 2001:DB8:0:0:1::/80 dhcp-type=dhcp

prefix véaddress-perm set description="Pool for leasing addresses for loopback
interfaces."”

prefix véaddress-perm set policy=permanent

prefix véaddress-perm set selection-tags=CG-NMS

# The default CG-NMS tunnel template will request IPv6 prefixes for
# use with GRE tunnels. Force use of a /127 prefix.

prefix vésubnet-perm create 2001:DB8:0:0:2::/80 dhcp-type=prefix-delegation
prefix vésubnet-perm set description="Pool for leasing prefixes for GRE tunnels."
prefix vésubnet-perm set policy=permanent

prefix vésubnet-perm set selection-tags=CG-NMS

prefix-policy vésubnet-perm set default-prefix-length=127

prefix-policy vésubnet-perm set shortest-prefix-length=127

# Configure DHCPv4.

The default CG-NMS tunnel template will request IPv4 subnets for
use with IPsec tunnels. Note that currently address pools for

IPv4 subnet allocation can only be configured using the CLI as the
CNR Web UI does not currently support them.

HH FH I I
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# If CNR allowed you to set a description on DHCP address blocks it would be:
# "Pool for leasing subnets for IPsec tunnels."

dhcp-address-block v4dsubnet-perm create 192.0.2.0/24
dhcp-address-block v4subnet-perm set default-subnet-size=31
dhcp-address-block vé4subnet-perm set policy=permanent
dhcp-address-block v4subnet-perm set selection-tags=CG-NMS

# The default CG-NMS tunnel template will request IPv4 addresses for
# use with loopback interfaces.

scope v4address-perm create 198.51.100.0 255.255.255.0

scope vé4address-perm set description="Pool for leasing addresses for
loopback interfaces."

scope v4address-perm set policy=permanent

scope vé4address-perm addRange 198.51.100.2 198.51.100.254

scope vé4address-perm set selection-tag-list=CG-NMS

# Configure detailed logging of incoming and outgoing packets. This is useful when
# debugging issues involving DHCP, however this level of logging will lower the

# performance of the DHCP server. If this is a production server under heavy load
# it may be necessary to forgo detailed packet logging.

dhcp set log-settings=missing-options, incoming-packet-detail,
outgoing-packet-detail,unknown-criteria,client-detail,
client-criteria-processing,dropped-waiting-packets,v6-lease-detail

# Save the changes and reload the server to have them take effect.
save
dhcp reload

# List the current configuration.

policy list

prefix list
dhcp-address-block list
scope list

dhcp show

Configuring Tunnel Group Settings

You use groups in IoT FND to bulk configure tunnel provisioning. By default, all FARs are added to the
appropriate default group (default-cgr). Default groups contain the templates used for tunnel provisioning.

Creating Tunnel Groups

If you plan to use one set of templates for all FARs, whether using the default templates, modified default
templates or custom templates, do not create additional groups. To define multiple sets of templates, create
groups and customize the templates for these groups.

)

Note CGRs can be in the same tunnel provisioning group if your custom templates are applicable to both router
types.

To create a tunnel group:
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Procedure

Step 1 Choose CONFIG > Tunnéel Provisioning.
Step 2 Click + icon in left pane to add a group.
Step 3 Enter a name of the new group, and then click OK.

The group appears in the Tunnel Groups pane.

After creating a tunnel group, the next step is to move FARs from other groups to it, as described in Moving FARs to
Another Group, on page 13.

Deleting Tunnel Groups

Only empty groups can be deleted. Before you can delete a tunnel group, you must move the devices it contains
to another group.

To delete an empty tunnel group:

Procedure

Step 1 Choose CONFIG > Tunnéel Provisioning.

Step 2 In the TUNNEL GROUPS left pane, select the tunnel group to delete.
Step 3 Click (-) to delete the group.

Step 4 Click Yesto confirm deletion.

Viewing Tunnel Groups
The Tunnel Provisioning page lists information about existing tunnel groups.

Follow these steps to view the tunnel groups defined in IoT FND:

Procedure

Step 1 Choose CONFIG > Tunnéel Provisioning.
Step 2 Click Group Memberstab.
Step 3 In the TUNNEL GROUPS pane (left), select a group.

IoT FND displays the following Tunnel Group information for each router in the group. Not all routers support all fields.

Table 2: Tunnel Group Fields

Field Description

Manage Tunnel Provisioning .
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Name

Router EID (device identifier).

Status

Status of the router:
» Unheard—The router has not contacted IoT FND yet.
* Unsupported—The router is not supported by IoT FND.
* Up—The router is in operation.

¢ Down—The router is turned off.

Last Heard

Last time the router contacted or sent metrics to [oT FND. If the router
never contacted IoT FND, never appears in this field. Otherwise, IoT
FND displays the date and time of the last contact, for example,4/10 19:06.

Tunnel Source Interface 1Tunnel Source
Interface 2

Router interface used by the tunnel.

OSPF Area 1
OSPF Area 2

Open shortest path first (OSPF) areas 1 and 2.

OSPFv3 Area 1
OSPFv3 Area 1

OSPFv3 area 1
OSPFv3 area 2.

IPsec Dest Addr 1
IPsec Dest Addr 2

IPv4 destination address of the tunnel.

GRE Tunnel Dest Addr 1
GRE Tunnel Dest Addr 2

IPv6 destination address of the tunnel.

Certificate Issuer Common Name

Name of the CA that issued the certificate.

Renaming a Tunnel Group

In the Tunnel Provisioning page, there are two tunnel provisioning groups available, namely user-created
group and default group. IoT FND allows you to rename the user-created Tunnel Provisioning Groups only.
You cannot rename the default Tunnel Provisioning Groups.

\}

Note  You can rename the user-created tunnel group at any time. Cisco recommends using short, meaningful names.

Names cannot be more than 250 characters long.

To rename a tunnel group:
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Procedure

Step 1 Choose CONFIG > Tunnéel Provisioning.
Step 2 In the TUNNEL GROUPS pane, mouse over the tunnel group to rename and click the Edit pencil icon.

Note
The pencil icon does not appear for Default Tunnel Provisioning groups.

Step 3 Enter the new Group Name and then click OK.

What to do next

)

Note When you enter an invalid character entry (such as, @, #, !, or +) in the entry field, the field is highlighted in
red and disables the OK button.

Moving FARs to Another Group

You can move FARs to another group either in bulk or manually.

Moving FARs to Another Group Manually

To move FARs to another group manually:

Procedure

Step 1 Choose CONFIG > Tunnéel Provisioning.
Step 2 Click the Group M emberstab.
Step 3 In the TUNNEL GROUPS pane, select the tunnel group with the routers to move.
Step 4 Choose the device type from the Select a device type drop-down menu.
Step 5 Check the check boxes of the FARs to move.
To select all FARSs in a group, click the check box at the top of the column. When you select devices, a yellow bar displays

that maintains a count of selected devices and has the Clear Selection and Select All commands. The maximum number
of devices you can select is 1000.

Step 6 Click the Change Tunnel Group button.

Manage Tunnel Provisioning .
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h'f|||1u|||. IoT
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ROUTER (T} = Select a device type and 1+ devices to enable actions EEEUT R ETTTAREL ]

2] Default-esr (3) 2 ltems selecled (Max 1000 Clear Selection

& Default-cgri00oo0 (9)

I 3 Default-irg00 (7)

Tunnel Source
Hame = Status LastHeard Interface 1

@ Denali-1(2)
& Denali-AP1 (1)

; vl  IRB29GW-LTE-NA-AKS+FTX2113202D gfm“““““ Vian555
® Emply-temp (0)

20GW-LTE-NA-AKS+FTX21132025
& 1R800 (1) IRB29 GW-LTE-NA-AKS+FTX2113202 © 27daysago  VianSss
& Mo-Psec (0) _
v|  IRG29GW-LTE-NA-AK9+FTX2039Z00L 2 minutes ago Vian55S
B NXT (0)
™ Stalic (0) IRE29 GW-LTE-NA-AKS+FTX2029Z00K €@ 1monthago  Vian555
L4
- W
Step 7 From the drop-down menu, choose the tunnel group to which you want to move the FARs.

Step 8 Click Change Tunnel Group.
Step 9 Click OK to close the dialog box.

Moving FARs to Another Group in Bulk

You can move FARs in bulk to another group by importing a CSV or XML file containing the names of the
FARs to move. Ensure that the file contains entries in the format shown the following example:

eid

CGR1120/k9+JSM1

CGR1120/k9+JSM2

CGR1120/k9+JSM3

CGR1120/k9+JSM4
C819HGW-S-A-K9+FTX174685V0

The first line is the header, which tells IoT FND to expect FAR EIDs in the remaining lines (one FAR EID
per line).

To move FARs to another group in bulk:

Procedure

Step 1 Create a CSV or XML file with the EIDs of the devices to move to a different group.
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Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Configuring Tunnel Provisioning Templates .

Choose CONFIG > Tunnel Provisioning
Click Assign Devicesto Tunnel Group to open an entry panel.

st 10T : :
[SEl- = = Ne R = nte] Assign Devices to Tunnel Group

COMFIG > TUNNMEL PRO Upload File and Select Group
| Assign Devices to Group CaVIML Devices to be changed ... m
File:
@ Denali-1(2 Group: c800 -
@ Denali-AP1 (1)
s Empty-temp (0 Status
@ (RB00 (1) Mo job running
@ No-Psec
-‘: MET
@ Static (0 Histony
e Test (1) There is no history available.
B Test-C8 1
B TEST_HARI
[ Default-lorawan (0

Click Browse and locate the file that contains the FARs that you want to move.
From the Group drop-down menu, choose the destination tunnel group.

Click Assign To Group.

Click Close.

Configuring Tunnel Provisioning Templates

IoT FND has three default tunnel provisioning templates:

* Field Area Router Tunnel Addition—IoT FND uses this template to generate the CLI configuration
commands for creating one end of an IPsec tunnel on the FAR.

* Head-End Router Tunnel Addition—IoT FND uses this template to generate the CLI configuration
commands for creating the other end of the IPsec tunnel on the HER.

» Head-End Router Tunnel Deletion—IoT FND uses this template to generate the CLI configuration
commands for deleting any existing tunnel to the FAR at the other end of the tunnel.

Manage Tunnel Provisioning .
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Tunnel Provisioning Template Syntax

The IoT FND tunnel provisioning templates are expressed with the FreeMarker syntax. FreeMarker is an
open-source Java-based engine for processing templates and is built into [oT FND. As shown in CLI Command
Generation from Templates in [oT FND, FreeMarker takes as input the tunnel provisioning template and data
supplied by IoT FND, and generates CLI commands that [oT FND runs on the FARs and HERs in the “configure
terminal” context.

Figure 2: CLI Command Generation from Templates in loT FND

Tunnel loT FND
Provisioning
Template | | e ey [ gy
FreeMarker {31 CLI L 13! FAR/ASR
Engine i Commands |
laT FND
Database

In IoT FND, the tunnel provisioning templates consist of router CLI commands and FreeMarker variables
and directives. The use of FreeMarker syntax allows [oT FND to define one template to provision multiple
routers.

This section describes the basic FreeMarker syntax in the tunnel provisioning templates. For information
about FreeMarker visit http://freemarker.sourceforge.net/.

Configuring the Field Area Router Tunnel Addition Template

To edit the FAR Tunnel Addition template to provide one end of an IPsec tunnel on FARs in the group:

Procedure

Step 1 Choose CONFIG > Tunnéel Provisioning.
Step 2 In the TUNNEL GROUPS pane, select the tunnel group with the template to edit.
Step 3 Click the Router Tunnel Addition tab.
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Configuring the Head-End Router Tunnel Addition Template .

Group Members Router Tunnel Addition HER Tunnel Addition HER Tunnel Deletion Router Factory Reprovision

Policies
Revision #0 - Last Saved on 2016-01-238 14:58

=#-- This template only supports FARS running CG-0S or 103, --=

=#if farisRunningCgOs() && farisRunninglos()=
S{provisioningFailed("FAR is not running CG-05 or [Q57)}

=i#if=

<H--
For FARs running 103 configure a FlexVPM client in order to establish secure
communications to the HER. This template expects that the HER has been
appropriately pre-configured as a FlexVPN server.
-
=#if farisRunninglos()=
= -
Configure a LoopbackD interface for the FAR.
—-_—
interface Loopbackl
< f--
Ifthe loopback interface IPv4 address property has been set on the CGR
then configure the interface with that address. Otherwise aobtain an
address for the interface now using DHCR
_—
=#if farloopbackV4Address??=
=#assign loopbacklpvdAddres s=farloopbackV4Addres s=
=Helse=

Step 4 Modify the default template.

Tip

Use a text editor to modify templates and copy the text into the template field in IoT FND.

Step 5 Click the Disk icon to save changes.
Step 6 Click OK to confirm the changes.

See also, Tunnel Provisioning Template Syntax, on page 16.

Configuring the Head-End Router Tunnel Addition Template

\)

Note To ensure that both endpoints are in a matching subnet, this template must use the same Identity Association

Identifier (IAID) as the FAR template.

To edit the HER Tunnel Addition template to create the other end of the IPsec tunnel on HERs in the group:

Manage Tunnel Provisioning .
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. Configuring the HER Tunnel Deletion Template

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Procedure

Choose CONFIG > Tunnel Provisioning.

In the TUNNEL GROUPS pane, select a tunnel group.
Click the HER Tunnel Addition tab.

Modify the default HER addition template.

Click the Disk icon to save changes.

Click OK to confirm the changes.

Configuring the HER Tunnel Deletion Template

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

To edit the HER tunnel deletion template to delete existing tunnels to FARs at the other end of the tunnel:

Procedure

Choose CONFIG > Tunné Provisioning.

In the TUNNEL GROUPS pane, select the tunnel group whose template to edit.
Click the HER Tunnel Deletion tab.

Modify the default HER deletion template.

Click the Disk icon to save changes.

Click OK to confirm the changes.

Configuring FND for IXM

Cisco IoT FND supports the following configurations for the Cisco Wireless Gateway for LoORaWAN:

» Firmware upgrade
» Hardware monitoring and events reporting
* IP networking configuration and operations (for example, IP address and [Psec)

» Zero Touch provisioning that includes either installing Thingpark LRR software or configuring Common
Packet Forwarder (CPF)

PNP Support for IXM

By default, PNP (Plug and Play) automatic discovery mode for Dynamic Host Configuration Protocol (DHCP),
Domain Name System (DNS) and Cisco Connection Online (CCO) is enabled. When using DHCP server
with option 43, for example, on boot-up, the IXM device gets the IP address from the DHCP server. The
device gets the PNP Server IP address (TPS or FND IP) through option 43. The PNP request is sent to IoT
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Step 1

Step 2

Gateway Bootstrap Configuration Template .

FND. IoT FND applies the config to the running config and configures the startup config by executing the
copy running-config startup-config command. IoT FND terminates the PNP profile when IoT FND pushes
the configuration to IXM.

For CCO redirection, associate the root certificate with the PNP profile. For this, export the FND root certificate
using the below command under /opt/cgms/ser ver /cgms/conf.

keytool -export -alias root -file mydomain.der -keystore cgms keystore & & openss x509 -inform der
-in mydomain.der -out certificate root.pem

Upload the root certificate in the PNP redirection page or along PNP profile.

Set the following property in cgms.properties to true in order to trust the (IXM) server.

trust-ixm-server-cert=true //Default value is false

Restart FND service.

To clean the startup config and trigger PNP, enter the following command.

archive download-sw firmware /factory /
force-reload <image file path>

Gateway Bootstrap Configuration Template

In the Config> Tunnel Provisioning page, choose Default-Lorawan. In the Gateway Bootstrap Configuration
tab, enter the commands to LoORaWAN before triggering PnP on the device.

The sample config is given below.

hostname <hostname>
lcrypto ipsec profile primary
ipaddr <ipaddr> iketime 86000 keytime 86000 aes 256
subnet <subnet> ip>/24
exit
ip domain lookup
ip domain name cisco.com
ip host fnd.iot.cisco.com <fnd ip address>
|
interface Fast Ethernet 0/1
ipaddress dhcp
exit
|

ip default-gateway <default gateway ip>
|

username <username> password <password>
|

ip ssh authenticaton-retires 3

radio off

ip ssh admin-access

ip ssh port 22

|
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ntp server ip <ntp server ip>
ipsec isakmp admin <password> group 19 <password>

ipsec enable
|

igma secure enable

igms event destination <FND IP> 5683

igma profile iot-fnd-register

active
add-command
add-command
add-command
add-command
add-command
add-command
add-command
interval 2

show
show
show
show
show
show
show

fpga

inventory

ip interface FastEthernet 0/1
ipsec status info

platform status

radio

version

url https://fnd.iot.cisco.com:9121/igma/register

exit
|

igma local-trustpoint sudi

Preparing loT FND for IXM Zero Touch Deployment

Follow these steps to prepare IoT FND for IXM Zero Touch Deployment (ZTD)
* Using Thingpark LRR Software

* Enabling CPF (Common Packet Forwarder)

\)

Manage Tunnel Provisioning |

Note To enable CPF, set enable-cpf=true flag in cgms.properties file.

Procedure
Step 1 If you are using Pre-Shared Key (PSK) authentication for tunneling, add the user PropertyTypes.xml file to the IoT
FND server under /opt/cgms/server/cgms/conf.
Step 2 Restart the IoT FND service after adding the following.
Note

If you are using Rivest-Shamir-Adleman (RSA), ignore this step.

The userPropertyTypes.xml is shown below.
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version="1.0" encoding="UTF-8"7>

¥mlns="http://www.w3schools.com"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemaLocation="http://www.w3schools.com propertyTypes.xsd">
kind="lorawan">

>
>pskUsername</ >
>XAUTH Username</ >
>lUsername for PSK IPsec XAUTH</
-
==
>pskPassword</ >
=>1</ >

>XAUTH Passworde</ >

>Password for PSK IPsec XAUTH</
-

=
>pskClientConfGrp</ >
>PSK Client Configuration Group</
>PSK Client Configuration Group</
-
>
>psk</ >
=1</ >
>Pre Shared Key</
>Pre Shared Key</
=
-

Step 3 In the Config > Device File Management page, click Import Files.
Step 4 Click Add Fileto add the Actility LRR and public key to IoT FND.

Manage Tunnel Provisioning .



Manage Tunnel Provisioning |

. Preparing loT FND for IXM Zero Touch Deployment

o DASHBOARD DEVICES v OPERATIONS v [ReelIZIERg ADMIN v root @v
0 FIELD NETWORK DIRECTOR root

CONFIG > DEVICE FILE MANAGEMENT

Actions Managed Files

Import Files
— c—
v & ROUTER
- Import Files x
* FIRMWARE GROUP e
I G Automate (2) Displaying 1-3of 3 |4 4 | Page 1 of 1| b bl |[10 = IE
@ Automated (1) Name File Type Size Description Active File Transfer?
Vof2 | Page 1 of 1| 50 |* E
[5] Defauli-Cgrio0o (5) Irr-1.6.11-ciscoms_config.cpkg Irr image 411.7 KB irr No Delet
Ei
Irr-opk_pubkey Irr public key 4518 publickey No Delet | Prog Message D!:ﬁr‘;s
[= Default-Ir1100 (1) .
MC7304_1102029_05.0558 00_00_TELSTRA_ . binary 332 MB TELSTRA spk  No Delet
3 Default-Ir800 (6)
= Default-Ir8100 (3) 0%
¥ CONFIGURATION GROUP
‘ »
[ Default-Cgr1000 (5)
3 Default-Ir1100 (1)
[ Default-1r800 (9)
>
3 Default-irg 100 (3) "
Step 5 In the Config > Tunnel Provisioning page, update the tunnel configuration group with the following parameters in

the Gateway Tunnel Addition tab and click Save.

CONFIG > TUNNEL PROVISIONING

Assign Davices 1o Group |;_':'_'-|.,\_|,\_, lt-lorawan
»  TUNNEL GROUPS (9] + Group Members  Gateway Tunnel Addition  HER Tunnel Acdition  HER Tunnal
[ Cwefault-c800 (3,000) Revision #13 - Last Saved on 2017-07-14 17:58

no ipsec cert scap
«ifassign ipsecTunnelDestination=gateway. ipsecTunnelDestAddr =
crypto ipsec profile primary

3 Default-cgri000 (2,000)

[3) Default-ess (D) ipaddr ${ipsecTunnelDestination} iketime 86400 keytime BE400 ans 256
exit
ip domain lookup

) Default-ic800 (10,002) ip demain name clsco.com
<#assign psklUser=gateway. pskllsername =

[ i <Bassign pskPassword=gateway. pskPassword »

<#assign pskClientConfigGroup=gateway.pskClientConfGrp =
<#assign psk=gateway.psk »
W Tast (o) ipsec isakmp ${pskUser} ${pskPassword} group ${pskClientConfigGroup) §[pek)
ipsec enable

& wWtac (0}
B Pev o)

I [3) Default-lorawan [0)

Step 6 In Config > Device Configuration page, click the Group Properties tab. Update the device configuration group
properties with the following parameters for Default-lorawan and click Save.
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Preparing loT FND for IXM Zero Touch Deployment .

GUNFIGE > DEVIGE GUNFIGURATION

Assigh Denicea to Group Changs Dmvics Propartios detault-lorawan
ConBauratian Gouns 4  Group Mombers  Eait Configuration Template  Push Configuration  Group Properties
* i ROUTER .
Mark Gatewsy Down Aftor [seca): 5400
[3) Dafauws-cB00 (0 LRR lmage: irr-1.6.11-ciscoms_co =

- LAR Public Koy: Irr- o, publcoy -
Dafauit-cge 1000 10

& Cafauit-esr (0

=] Defaue-irB00 (1)

[l Defaut-mct (O

3 Cefaun-bact ()
] Dafaut-cam )
2 Defmut-cgmesh (0
=] Cafaut-irs00 (00

T

TEWAY

* i G

[ Derauir-iorawan {0

Step 7 Go to Admin > System Management > Provisioning Settings page. The common name is populated in [oT-FND
URL field.
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Step 8

ADMIN = SYSTEM MANAGEMENT > PROVISIONING SETTINGS

Provisioning Process

loT-FND UAL:

PHGPvE Proxy GHant

Server Address:

Sarver Porl:

Client Listen Address:

DHCPv4 Proxy Client

Server Addross:

Soerver Port:

Clignt Listen Address:

Hostname IXM

ip domain lookup
ip domain name cisco.com

https:ffnms.sgbu.cisco.com:3121

Figld Araa Routér usés this URL to ragister with 1aT-FND aftar the tunnel is configured

0513

IPvE address (o send (or multicast) DHCPYE messages 10 (can be multiple addresses, separated by
COmmas)

=0T
Paort 1o send [(or mullicast) DHGPYE messages to

IPvE address 1o bind te, for sending and receiving DHCPVE messages (can be multiple addresses,
soparated by commas)

255.055 255255

IPvd address to send [or broadoast) DHCPy4 messages to (can be multiple addresses, separated by
COMIMAas)

&7
Paort 1o send (or broadeast) DHCPvd messages to
0.0.0,0

IPv4 address to bind to, for sending and receiving DHCPv4 messages (can be multiple addresses,
separated by commas)

Make sure you have obtained certificates from the Certificate Authority (CA). Execute the show ipsec certs command
to verify that the LDevID certs are enrolled by the device. Make sure the firewall allows ports 9120, 9121, 9122, and
all the SSH, telnet, and DHCP ports. Make sure the TPS name is pingable and execute the copy running
express-setup-config command.

ip name-server 55.55.0.15

interface FastEthernet 0/1 description interface
ip address 4.4.4.2 255.255.255.0 exit
!

ip default-gateway 4.4.4.1

ntp server ip 55.55.0.1

!

clock timezone America/Los_Angeles

igma profile iot-fnd-tunnel
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Step 9
Step 10
Step 11

Preparing loT FND for IXM Zero Touch Deployment .

active
add-command show fpga interval 5
url https://ps.sgbu.cisco.com:9120/igma/tunnel exit

ipsec cert scep https://55.55.0.15/csertsrv/msecp.dll us ca mil
cisco iot test true ndes true 2048

Note
You need to add the HER configuration manually, for example, the tunnel crypto profiles and transform sets. The
following is a sample template, where VPN uses PSK as authentication.

username cisco password 0 cisco

crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 19
crypto isakmp keepalive 10
!
crypto isakmp client configuration group 19
key cisco
domain cisco.com
pool POOL
acl split
save-password
netmask 255.255.255.128
crypto isakmp profile test
match identity group 19
client authentication list AUTH
isakmp authorization list NET
client configuration address respond
client configuration group 19
virtual-template 1
!
|
crypto ipsec transform-set test esp-aes 256 esp-sha256-hmac
mode tunnel
!
|
crypto ipsec profile ipsecprof
set security-association lifetime kilobytes disable
set transform-set test
set isakmp-profile test

interface Virtual-Templatel type tunnel
tunnel protection ipsec profile ipsecprof
ip unnumbered GigabitEthernet0/1
tunnel source GigabitEthernet 0/1
tunnel mode ipsec ipvi4

ip local pool POOL 20.20.0.0 20.20.255.255

Encrypt the PSK passwords using the signature-tool under /opt/cgms-tools/bin.
Add the encrypted passwords in the CSV file and prepare it for upload.
Add the modem to IoT FND and add ISR4K using the sample CSV shown below.

eid,netconfUsername, netconfPassword, ip,deviceType, lat,domain, 1ng,
ipsecTunnelDestAddr, tunnelHerEid, pskUsername,pskPassword,pskClientConfGrp, psk

IXM-LPWA-900-16-K9+FOC21028RAK, ,,,lorawan, 10, root,10,4.4.4.1,
C3900-SPE250/K9+FOC172417YT, cisco, ki80OJEOS5Pr+
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krJTtUooUMDOGogmOAznc2J0biUUr4ismXyP0uXs8JRuSPOfojMDavGIHiO8unUUImM3zdxv0OLP8b6£fe5G+
oshy76A6IgX1jk7ymSFOaVPOBT8fUS60onjsuSThiLERSOB6Brn2gRx/

KpOMk9IdYOMOSsHh4khvtxbgBZy6j++pIjeG4+ dPz/v52DmJR+DOrE7ZQpfvS9PSHkJoaqC206PrKN5YZ50G9+
Tm+diPmbyv/PAdHKtXnlny3gBAdbfDwOj1A+NtJP1d3/ 06vg6WhHsgujYwMJIWs7Cuu3rRO/FVHE/
SwFxarakJsfo/zd69EpzrI8Hsic/QmMzA==,19, ki8OJEO5Pr+
krJTtUooUMDO0GogmOAznc2J0biUUr4ismXyP0uXs8JRuSPOfojMDavGIHiO8unUUImM3zdxv0OLP8b6£fe5G+
oshy76A6IgX1jk7ymSFOaVPOBT8fUS60njsuSThiLERSOB6Brn2gRx/KpOMkIIdYOMOSsHh4khvtxbgBZy6j++pIjeG4+
dPz/v52DmJIR+DOrE7ZQpfvS9PSHkJ0agC206PrKN5YZ50G9+Tm+diPmbyv/PdHKtXn1ny3gBAdbfDwOJ 1A+NtJP1d3/
06vg6WhHsgujYwMJIWs7Cuul3rRO/FVHF/5wFxarakdsfo/zd69EpzrI8Hsic/QmMzA==C3900-SPE250/K9+FOC172417YT,
nms, sgbul23!,55.55.0.18,1isr3900,,,,,,///

Note
The sample CSV for CPF is shown below.

eid,netconfUsername, netconfPassword, ip,deviceType, lat,domain, 1ng,
ipsecTunnelDestAddr, tunnelHerEid, pskUsername,pskPassword,pskClientConfGrp,psk,
cpfNetworkServer, cpfServerPort, cpfAntOmniGainl, cpfAntLossl, cpfAntOmniGain2,
cpfAntLoss2, cpfCountry, cpfGatewayId, cofAuthMode

ki80jEOS5Pr+krJTtUooUMDOGogmOAzZNnc2J0biUUr4ismXyPOuXs8JRuSPOfo
JMDavGIHi108unUUJm3zdxv0OLP8b6fe5G+oshy76A6IgX1jk7ymSFOaVPOBT8fUS60onjsuSThi
LERSOB6Brn2gRx/KpQMk9IdYQOMOSsHh4khvtxbgqBZy6j++pIljeGa+
dPz/v52DmJR+DOrE7ZQpfvS9PSHkJ0aqC206PrKN5YZ50G9+Tm+diPmbyv/
PAHKtXnlny3gBAdbfDwOj1A+NtJIP1d3/
06vgbWhHsgujYwMJWs7Cuu3rRO/FVHF/5wFxarakdsfo/zd69EpzrI8Hsic/QmMzA==,19,
ki80jEOS5Pr+krJTtUooUMDOGogmOAzZNCc2J0biUUr4ismXyP0OuX
s8JRuUSPOfojMDavGIHiO8unUUIm3zdxvOLP8b6fe5G+
oshy76A6IgX1jk7ymSFOaVPQBT8fUS60onjsuSThiLERSOB6Brn2gRx/
KpQMk9IdYQMOSsHh4khvtxbgBZy6j++pljeG4+dPz/v52DmIR+
DOrE7ZQpfvS9PSHkJ0aqC206PrKN5YZ50G9+Tm+diPmbyv/PdHKtXnlny3gBAdbfDwOj1A+NtJP1d3/
06vgbWhHsgujYwMJWs7Cuu3rRO/FVHF/5wEFxarakdsfo/zd69EpzrI8Hsic/
QmMzA==,19.19.19.2,5000,1,2,3,4,N/A,::1,none C3900-SPE250/K9+FOC172417YT,
nms, sgbul23!,55.55.0.18,1s5r3900,,,,srrrrrrrrrrrr

Step 12 Once the modem is registered, the status of the IXM device is shown as up in [oT FND in the Device Info page. Click
the modem link to view the detailed IXM modem information.
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Note
Please check the following events if there are issues with ZTD.
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S04 T-0a-21 15:20:45535
IVIT-0A-21 1H2DAE40
FOVT-04-21 15:30:03:220

INIT-0A-21 TRIE40:000
204 7-00-21 15: 2414592

A T-Ld-21 152327738

Aegigiration Suocess

Lig

Aegetration Raquest

Damm
Tarngl Provigson iy Succass

Ternal Proviseon ing Raguest

Step 13
invoke a configuration push.

Manage Tunnel Provisioning |

MED m;%ﬁMﬂm Gt ervanry Bass Gen syl LoRaWAN Jalbaway Fegairation Succass Ios EID [0OM- L PYWA-SI00 - 15-

WO LaFataN Qalawiy 14 oo

HEQH Fegisbniion reguest iom LoRaWAN Gatewsy LoRaWAM Gateway Aogiaiabon Request fom EID [104-LFNA-300-15-
K PO (i

WAASDH  LoMalan Oalawdy is down

WFQ  Tunnel provissoning sudceasful.

MFG Tunnel provisioning requeat from LoRaéWkN Gateway.

If configuration update is required or a new modem is added to the router, follow the steps from point 1 or you can

In the Config > Device Configuration page, click Default-IR800 and go to Push Configuration tab to invoke a
configuration push. Select Push ROUTER Configuration from the drop-down and click Start.

Export Template Keys as CSV

Group Members  Edit Configuration Template

Select Operation - m

Pushing Config Version: 1
FPushed Data:
Start Time:

Completed Devices: 219

Device Status

Name Push Status

IR829GW-LTE-NA-

AK9+FTX 19428026 ERROR
AKS -FTX2005803% ERROR
L(RQSJ«CFQ-;?‘:,:-,!'2T3E1_EGDFJFK SUCCESS
IRG09G-LTE-GA- RO

W210900JD

IXM Firmware Update

Edit AP Configuration Template

Status:
Config Push with template
2022-06-14 23:39 Finish Time:

Push Configuration Group Properties

Finished
revision 1
2022-06-15 03:46

Error Devices: 7/9

Displaying 1- 9 Page 1 50 o

IP Address Error Message Error Details

10.104.188.103 Element is down. Will not push configuration.

10.104.188.104 Element is down. Will not push configuration.

10.104.188.36

Config push update for device has expired. Have
not heard from device since 2022-06-14 23:39:50
utc

10.104.188.40

Follow the steps for upgrading the firmware.

Procedure

Step 1
+ to open the entry panel.

Step 2

. Manage Tunnel Provisioning

In Config > Firmwar e Update page, go to Images tab. Select Default-Lorawan under Gateway in the left pane and click

Browse and select the firmware file from local directory. Click Add Fileto load the firmware file to IoT FND.
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Step 3
Step 4

Step 5

IXM Firmware Update .

CONFIG > FIRMWARE UPDATE
Assign devices to Group

Firmware Images
Groups Images

el -

Active Download?

Displaying 1 - 2 of 2 Page 1 of 1

¥ FIRMWARE IMAGES + Vendor

Name Version Hardware 1D Hapdware.iD Kemel Version | Size

¥ & ROUTER

ixm_mdm_i_k9-2.0.30.tar.gz 2.0.30 Not specified 67.6 MB No

CDMA

ixm_mdm_i_k9-2.0.32.tar.gz 2.0.32 Not specified G8.7 MB No

Add Firmware Image to: iotgateway x

Se\eét a file from local directory... m

105-CGR File:
105-C800
105-APB00

Add File

105-1R800

10S-WPAN-RF

I0S-WPAN-PLC

AN-OFDM " ’

~lssues 0 Vs &0

In the Firmware Update page, go to Groups tab. Select Default-Lorawan under Gateway in the left pane.

Click Upload Image to push the firmware to the IXM modem. For more information, see Upload firmware images.

Note
If you want to erase the LRR or public key, select Clean LoRaWAN application data on install ? option.

Note

Firmware image upload depends on interface speeds. You can set the timeout duration (in minutes) for firmware upload
in cgms.properties file using "igma-idle-timeout" key. If you don’t set this duration, then default timeout duration will
be 15 minutes.

ululn loT
CISCO0 FIELD NETWORK DIRECTOR

DASHBOARD DEVICES» OPERATIONS v [RellgIeRy ADMIN v [r(;;’!! o

CONFIG > FIRMWARE UPDATE

| Assign devices to Group |

Upload Image

Groups Images
Selected Firmware Image: ixm_mdm_i_k9-2.0.30.tar.gz (LORAWAN)
Firmware Groups “ Currg
- W Upload Image to: default-lorawan x
Currg
¥ & ROUTER Writt
Error]  Select Type LORAWAN B

@ Automate (2)
= Aulomate (2) Select an Image: ixm_mdm_i_k8-2.0.30tar.gz i

& Automated (1)
3 Defauli-Cgr1000 (5)
[3] Default-1r1100 (1)

[ Default-Ir300 (6)

3 Defauli-irg100

v W ENDPOINT
[ Default-Ir500 (74
¥ & GATEWAY

I 3 Defauli-Lorawan (4)

Install I0x Node irom this
bundle:

Install patch:
Clean LoRaWAN

Displaying 1 - 4

Ite  Last Firmware
fe... Status Heard

gPplmalmn data on install 1 522&-(;@;-12

Install WPAN firmware 2020-06-12

from this bundle: Bo1g10as
14:11:35

[ 7] S B EC ) Unknown 0%

Click Install Image button to install the image once the upload is complete.

Page 1 50 = E

Error Message

Element is unheard. Will net uplc
images

Element is down. Will not upload
images
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. Troubleshoot

alln loT
€I5€o  FIELD NETWORK DIRECTCR

CONFIG > FIRMWARE UPDATE

Upload Image
Groups Images

Firmware Groups + Current Action

Current Status:

¥ & ROUTER Written/Devices:

Error/Devices:
@ Automate (2)

@ Automated (1)

[ status
[3 Default-Cgr1000 (5)
[ Default-Ir1100 (1) . []
[ Default-Ir300 (6) O ]
[ Default-Ir5100 (3) O

~ BN ENDPOINT

O o
3 Default-Ir500 (74)

O

v & GATEWAY

Troubleshoot

Selected Firmware Image:

Upload Image
Finished

0/6

0/6

Name

IR829GW-LTE-NA-
AK9+FTX2005803X

IR829GW-LTE-NA-
AK9+FTX19428026

IR809G-LTE-GA-
K9+JMX1938X03T

IR809G-LTE-GA-
K3+FCW23100HXK

IR807G-LTE-GA-
K9+FCW21320020

SHBOARD

ir800-universalk9-bundle.SPA.159-3.M4.bin (10S5-IR800)

IP Address

10.104.188.104

10.104.188.103

2224

10.104.198.13

225715

DEVICES v

OPERATIONS v elelNigleRs

Firmware Version

15.8(3)M3

15.9(3M

15.9(3)M5

15.9(3.0w)M3

Activity

Unknown

Unknown

Unknown

Unknown

Unknown

Displaying 1 - 6

{4 |page1 | b ||50

Update Progress

0%

0%

0%

0%

0%

* Click Admin > System M anagement > L ogging to enable the following debug categories on IoT FND
before troubleshooting.

Manage Tunnel Provisioning
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Troubleshoot .

atfoenfes lOoT

CISCO FIELD NETWORK DIRECTOR

ADMIN > SYSTEM MANAGEMENT > LOGGING

Download Logs  Log Level Settings

Change Log Level to |[WERTR - m

(] category = Log Level

[ ] Device Context Display Debug =

[]  Filters Debug

[ Firmware Debug

[ 1 Generic Endpoint Debug

[ Group Management Debug

[ | HTTP CoAP Proxy Debug

| IGMA Debug

[ ] 10x Client Debug

[ ] 10x Node Management Debug

[ ] Inventory Debug

[] Issues and Events Debug

1 .ah Enaine Nehin M
4 »

» TPS does not have any messages from [XM.
* Check if the certificates are installed correctly on IXM and from the same CA as the FND certs.

* Make sure the IGMA profile is pointing to the correct tunnel profile and the proxy name resolution
is correct.

» Make sure the proxy can be pinged.

» Make sure the IGMA profile has the correct commands.

* [oT FND does not have any messages from the IXM.

Manage Tunnel Provisioning .
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* Check if the tunnel network is reachable from the FND cluster.

» Make sure the IGMA profile is pointing to the correct FND profile and the name resolution is correct.

* Make sure IoT FND can be pinged.

* Tunnel provisioning request failed.

* Check IoT FND tunnel template for command accuracy.

* [oT FND registration failed.

* Check IoT FND configuration template for command accuracy.

* Tunnel issues (for example, flapping or disconnect).

Monitoring Tunnel Status

To view tunnel status, choose OPERATIONS > Tunnel Status. The Tunnel Status page lists devices and
their provisioned tunnels and displays relevant information about tunnels and their status. Tunnels are
provisioned between HERs and FARs.

When you select Show Filter at the top of the page (when selected, replaced by Hide Filter), a number of
search fields appear. You can filter by all the Field Names listed in Tunnel Status Fields. The value entered
in one search field will determine the available selections in the other fields. Select Hide Filter to remove the

search fields.

Tunnel Status Fields describes the tunnel status fields. To change the sort order of tunnels in the list by name,
click the HER Name column heading. A small arrow next to the heading indicates the sort order.

\}

Note It takes time for the status of the newly created tunnel to be reflected in IoT FND.

Table 3: Tunnel Status Fields

Field

Description

HER Name

The EID of the HER at one end of the tunnel. To view the HER details,
click its EID.

Note
Because one HER can serve up to 500 FARs, there may be multiple
tunnels in the list with the same HER EID.

The Network Interfaces area of the Device Info page displays a list of
tunnels configured on the HER. The Config Properties and Running
Config tabs also contain information about tunnels configured on this
HER.

HER Interface

The name of the HER tunnel interface. These names are automatically
generated when tunnels are created (Tunnell, Tunnel2, Tunnel3, and so
on) or Virtual-Interfacel, Virtual-Interface 2 and so on).

. Manage Tunnel Provisioning
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Reprovisioning CGRs .

Field Description

Admin Status The administrative status of the tunnel (up or down). This indicates if the
administrator enabled or disabled the tunnel.

Oper. Status The operational status of the tunnel (up or down). If the tunnel is down,
traffic does not flow through the tunnel, which indicates a problem to
troubleshoot. Ping the HER and FAR to determine if they are online, or
log on to the routers over SSH to determine the cause of the problem.

Protocol The protocol used by the tunnel (IPSEC, PIM, or GRE).

HER Tunnel IP Address The IP address of the tunnel at the HER side. Depending on the protocol
used, the IP address appears in dotted decimal (IPv4) or hexadecimal
(IPv6) slash notation.

HER IP Address The destination IP address of the tunnel on the HER side.

FAR IP Address The destination IP address of the tunnel on the FAR side.

FAR Interface The name of the interface on the FAR used by the tunnel.

FAR Tunnel IP Address The IP address of the tunnel on the FAR side.

Note
The IP addresses on both sides of the tunnel are on the same subnet.

FAR Name The EID of the FAR. To view the FAR details, click its EID.

The Network Interfaces area of the Device Info page displays a list of
tunnels configured on the FAR. The Config Properties and Running Config
tabs also contain information about tunnels configured on this FAR.

Reprovisioning CGRs

In IoT FND, CGR reprovisioning is a process for modifying the configuration files on CGRs.

CGR Reprovisioning Basics

This section explains CGR reprovisioning actions and sequence.

CGR Reprovisioning Sequence

When you start tunnel or factory reprovisioning on a tunnel provisioning group, the reprovisioning algorithm
sequentially goes through 12 CGRs at a time and reprovisions them.

After IoT FND reprovisions a router successfully or if an error is reported, [oT FND starts the reprovisioning
process for the next router in the group. IoT FND repeats the process until all CGRs are reprovisioned.

There is a timeout of 4 hours when reprovisioning each CGR in the group. If the CGR does not report successful
reprovisioning or an error within the timeout period, then IoT FND changes the Reprovisioning Status of the
CGR to Error and displays a timeout error and any further information displays in the Error Details field.

Manage Tunnel Provisioning .



. CGR Reprovisioning Actions

CGR Reprovisioning Actions

roup Members  Router Tunnel Addition

Action Interface

Factory Reprovisioning Ethernet2/|

Current Action

Reprovisioning Status

Completed devices fAll Scheduled Devices
Error davic esi All Scheduled Devices

HER Tunnel Additiar HER Tunnel Deletion Router Faclory Reprovision

Manage Tunnel Provisioning |

Reprovisioning Actions Folicies

Interface Type |Pvd

In IoT FND, you can perform the following two CGR reprovisioning actions at the Reprovisioning Actions
pane of the Tunnel Provisioning page (CONFIG > Tunnel Provisioning > Reprovisioning Actions). You

can also activate mesh firmware.

Je

Tip  You can also type in the interface instead of selecting the preloaded interface values.

Table 4:

Reprovisioning Actions

Description

Factory Reprovisioning

Drop-down menu allows you to change the
express-setup-config file loaded on the CGR during
factory configuration.

This file contains a minimal set of information and is
loaded on the CGR at the factory. This file provides
the CGR with information to contact IoT FND (call
home) through the TPS Proxy after the CGR is
deployed and powered on.

Tunnel Reprovisioning

Drop-down menu allows you to change the
golden-config file on a CGR. This file has the tunnel
configuration defined on the CGR.

Mesh Firmware Activation

Drop-down menu allows you to select the Interface
(such as cellular, Ethernet, etc.) and Interface Type
(IPv6 or IPv4).

Reprovisioning Actions Pane Fields describes the fields on the Reprovisioning Actions pane.

Table 5: Reprovisioning Actions Pane Fields

Field

Description

Current Action

The current reprovisioning action being performed
and the associated interface.

Reprovisioning Status

The status of the reprovisioning action.

Completed devices /All Scheduled Devices

The number of CGRs that were processed relative to
the number of all CGRs scheduled to be processed.

. Manage Tunnel Provisioning
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Tunnel Reprovisioning .

Field Description

Error devices/ All Scheduled Devices The number of CGRs that reported an error relative
to the number of all CGRs scheduled to be processed.

Name The EID of the CGR.
Reprovisioning Status The status of the reprovisioning action for this CGR.
Last Updated The last time the status of the reprovisioning action

for this CGR was updated.

Template Version The version of the Field Area Router Factory
Reprovision template being applied.

Error Message The error message reported by the CGR, if any.

Error Details The error details.

Tunnel Reprovisioning

Step 1
Step 2
Step 3
Step 4
Step 5

If you make changes to the Field Area Router Tunnel Addition template and want all CGRs already connected
to IoT FND reprovisioned with new tunnels based on the modified template, use the tunnel reprovisioning
feature of IoT FND.

Tunnel reprovisioning places the CGR in a state where no tunnels are configured, and then initiates a new
tunnel provisioning request. To reprovision tunnels, IoT FND sequentially goes through the FARs (12 ata
time) in a tunnel provisioning group. For every CGR, IoT FND rolls back the configuration of the CGR to
that defined in the ps-start-config template file.

After a rollback to ps-start-config, the CGR contacts [oT FND to request tunnel provisioning. IoT FND
processes the Field Area Router Tunnel Addition template and sends the resultant configuration commands
for creating new tunnels to the CGR.

For Cisco 10S routers, the checkpoint files are before-tunnel-config, before-registration-config, and
Express-setup-config. You perform a configuration replace for Cisco IOS based CGRs.

)

Note The Field Area Router Factory Reprovision template is not used when performing tunnel reprovisioning.

To configure and trigger tunnel reprovisioning:

Procedure

Choose CONFIG > Tunnél Provisioning.

In the TUNNEL GROUPS pane, select the tunnel group whose template to provision.
Click the Reprovisioning Actions tab.

From the Action drop-down menu, choose Tunnel Reprovisioning.

Click Start.

Manage Tunnel Provisioning .
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. Factory Reprovisioning

IoT FND changes the Reprovisioning Status field to Initialized, and then to Running.

Note

If you click Stop while tunnel reprovisioning is running, IoT FND stops the reprovisioning process only for the FARs
in the queue that were not selected. However, for those CGRs in the queue that were selected for reprovisioning, the
process completes (success or error) and cannot be stopped.

The reprovisioning process completes after [oT FND finishes attempting to reprovision each CGR in the tunnel provisioning
group. If a CGR cannot be reprovisioned, IoT FND displays the error message reported by the CGR.

Factory Reprovisioning

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7

Use the Factory Reprovisioning feature in IoT FND to change the factory configuration of CGRs
(express-setup-config).

Factory Reprovisioning involves these steps:

1. Sending the roll back command to the CGR.
2. Reloading the CGR.

3. Processing the Field Area Router Factory Reprovision template, and pushing the resultant commands to
the CGR.

4. Saving the configuration in the express-setup-config file.

After these steps complete successfully, IoT FND processes the Field Area Router Tunnel Addition,
Head-End Router Tunnel Addition, and Head-End Router Tunnel Deletion templates and pushes the
resultant commands to the CGR (see Tunnel Provisioning Configuration Process, on page 2).

To configure and trigger factory reprovisioning:

Procedure

Choose CONFIG > Tunnel Provisioning.

In the TUNNEL GROUPS pane, select the tunnel group whose template you want to edit.

Click the Router Factory Reprovision tab and enter the template that contains the configuration commands to apply.
Note

The Router Factory Reprovision template is processed twice during factory reprovisioning; once when pushing the

configuration and again before saving the configuration in express-setup-config. Because of this, when making your
own template, use the specific if/else condition model defined in the default template.

Click Disk icon to Save.

If needed, make the necessary modifications to the Field Area Router Tunnel Addition, Head-End Router Tunnel
Addition, and Head-End Router Tunnel Deletion templates.

Click Reprovisioning Actionstab.
Select Factory Reprovisioning.

. Manage Tunnel Provisioning
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Step 8
Step 9
Step 10

Factory Reprovisioning .

Group Members Router Tunnel Add itior HER Tunnel Addition HER Tunnel Deletion ory Reprovislon Feprowvisioning Actions Folicies

Action Faclory Reprovisioning | = Inferface Ethernetzi| = Inferface Type 1Py 3 m

Current Actian

Reprovisioning Status

Completed devicas JAll Schaduled Devices
Emar devvic 5! All Scheduled Devices

From the Interface drop-down menu, choose the CGR interface for [oT FND to use to contact the FARs for reprovisioning.
From the Interface Type drop-down menu, choose | Pv4 or | Pv6.
Click the Start button.

IoT FND changes the Reprovisioning Status field to Initialized, and then to Running.

Note

If you click Stop while factory reprovisioning is running, [oT FND stops the reprovisioning process only for the FARs
in the queue that were not selected. However, for those CGRs in the queue that were selected for reprovisioning, the
process completes and cannot be stopped.

The reprovisioning process completes after IoT FND has finished attempting to reprovision each CGR in the tunnel
provisioning group. If a CGR cannot be reprovisioned, IoT FND displays the error message reported by the CGR.

Sample Field Area Router Factory Reprovision Template

This sample template changes the WiFi SSID and passphrase in the factory configuration.

<#--IMPORTANT: This template is processed twice during factory
reprovisioning. The if/else condition described below is needed to
determine which part of the template is applied.

In this example, if no schedule name wimaxMigrationRebootTimer is found in
runningConfig, then the if part of the if/else section is applied. During
the second pass, this template runs the commands in the else section and
the no scheduler command is applied. If modifying this template, do not
remove the if/else condition or else the template fails. -->

<#if !far.runningConfig.text?contains("scheduler schedule name
wimaxMigrationRebootTimer") >

<#--Comment: This is a sample of generating wifi ssid and passphrase
randomly-->

wifi ssid ${far.randomSSID("PREFIX ")}
authentication key-management wpa?2
wpa2-psk ascii ${far.randomPassword(10)}
exit

feature scheduler

scheduler job name wimaxMigration
reload

exit

scheduler schedule name wimaxMigrationRebootTimer
time start +02:00

job name wimaxMigration

exit

<#else>

no scheduler job name wimaxMigration

Manage Tunnel Provisioning .
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no scheduler schedule name wimaxMigrationRebootTimer

</#if>

. Manage Tunnel Provisioning
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