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This document covers the process of obtaining and enrolling digital certificates for the Cisco 1000 Series
Connected Grid Routers (hereafter referred to as the Cisco CG-OS router) by employing the Simple
Certificate Enrollment Protocol (SCEP) for secure communication in the network. Additionally, this
document describes the systems involved in the certificate process and the required configuration of
those systems.

This certificate guide includes the following sections:
e Overview, page 1
e Prerequisites, page 3
e Configuring Systems, page 3
e Related Documentation, page 37

e Obtaining Documentation and Submitting a Service Request, page 37

Figure 1 displays the Cisco recommended network topology for generation and management of
certificate enrollment for the Cisco CG-OS router.

Cisco Certificate Enrollment employs the following systems, processes or identities:
e [DevID-IEEE 802.11AR security device identity assigned by Cisco to the Cisco CG-OS router.

e LDevID-IEEE 802.11AR security device identity that serves as a local identity for the
Cisco CG-OS router that is used for network traffic authentication such as IPSec or HTTPS.

e RSA key-pair—Allows digital signatures, based on public key cryptography, to digitally authenticate
devices and individual users. Each key-pair contains both a private key and a public key. The private
key is kept secret and is known only to the owning device or user only. However, the public key is
known to everybody.

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA



r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers

Overview

A

Simple Certificate Enrollment Protocol (SCEP)—Allows automatic enrollment of the certificates on
the Cisco CG-OS router without user intervention. During a SCEP request, if an authenticated
IDevID belongs to one of the devices pre-configured on the RADIUS server, then the Registration
Authority forwards the SCEP request to the CA behind the firewall.

Although SCEP is the recommended process for enrolling certificates, the Cisco CG-OS router also
supports three other methods (see the “Configuring PKI” chapter in the
Cisco 1000 Series Connected Grid Routers Security Software Configuration Guide).

Registration Authority (RA)—Proxies as a Certificate Authority (CA) server on behalf of the
Cisco CG-0OS router to obtain certificates from the CA server.

Caution  You must configure the RA before configuring auto-enrollment on the Cisco CG-OS router.

Cisco recommends that you employ the Cisco 3945 Integrated Services Router (Cisco ISR) as the
RA in your network.

RADIUS Server—Stores a list of authorized Cisco CG-OS routers and authorizes incoming SCEP
requests by verifying that the IDevID of the requestor (Cisco CG-OS router) is present in its
database. Each Cisco CG-OS router ships with a unique IDevID.

Certificate Authority (CA)—Grants all SCEP requests received from the RA. In this example, the CA
is a Microsoft server.

Trustpoint—Manages certificates for a specified system. In the recommended configuration (see
Figure 1), one trustpoint is defined for the Cisco CG-OS router and two trustpoints are defined for
the RA.

Firewall-Protects the private network resources within the Utility network such as RADIUS and
Certificate Authority servers from intrusion by users on the Utility public network. Configure the
firewall to permit communication between the RA and CA.

Listed below is a summary of the activities that occur in the Cisco certificate enrollment process.

The Cisco CG-OS router enrolls with the Certificate Authority by employing the Registration
Authority (RA) as its intermediary.

The RA also authenticates and authorizes incoming Simple Certificate Enrollment Protocol (SCEP)
requests from the Cisco CG-OS router.

— Authentication occurs when the RA is able to verify that the requestor has a valid IDevID

— Authorization occurs by using a RADIUS server to ensure that the requestor is a member of the
authorized group of Cisco CG-OS routers.

When the request is determined valid, then the RA forwards the request to the CA that is behind a
firewall within the private network.
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Prerequisites
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Prerequisites

Ensure that all those systems, employed by the certification enrollment process, are active in the network
(see Figure 1).

~

Note  This document only provides those configuration steps required for certificate enrollment.

Configuring Systems

This section provides configuration details for the Cisco CG-OS router and the supporting systems
involved in the certificate enrollment process, and includes the following topics:

e Configuring the Cisco CG-OS Router, page 3
e Configuring the RA, page 7
e Configuring the RADIUS Server to Support SCEP, page 13

Configuring the Cisco CG-0S Router

This section provides the configuration details for the Cisco CG-OS router, and includes the following
topics:

e Creating a Trustpoint on the Cisco CG-OS Router
e Authenticating and Enrolling the CA

Creating a Trustpoint on the Cisco CG-0S Router

In Cisco CG-OS software, you can create trustpoints to manage certificates.

Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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BEFORE YOU BEGIN

DETAILED STEPS

In the following steps, you create a new trustpoint (LDevID) and a new enrollment profile
(LDevID_Prof) for SCEP enrollment.

The Cisco CG-OS router uses the new trustpoint to obtain its certificates from the RA. The new

enrollment profile specifies the URL of the RA and the request credentials used by the SCEP request.

Configure the router acting as the RA.

Command

Purpose

Step 1

configure terminal

Enters global configuration mode.

Step 2

crypto ca trustpoint name

Creates a new trustpoint that the Cisco CG-OS router can trust
and enters trustpoint configuration mode.

name—Alphanumeric, case sensitive, string with a maximum
length of 64 characters.

Note The maximum number of trustpoints that you can

configure on the Cisco CG-OS router is 16.

Step 3

enrollment profile name

Specifies the use of an enrollment profile. Ensures that the RA
requests the RA mode Certificate Service (CS) certificate from
the CA server.

Step 4

rsakeypair rsa-keypair-label

Enter the name of the RSA key-pair that the Cisco CG-OS router
and RA will use.

Step 5

revocation-check none

Disables revocation of compromised certificates.

Step 6

serial-number

Enter this command to include the serial number of the
Cisco CG-OS router in the certificate.

Step 7

fingerprint hex-data

Configures the expected SHA1 thumbprint of the CA server
certificate.

Note  Thumbprint information is found in the Certificate >

Details window of the Windows CA Server.

Matching is performed during CA authentication and enrollment.

Note The Cisco CG-OS router only supports SHA1

fingerprints.

Step 8

exit

Exits the trustpoint configuration mode and returns the
Cisco CG-OS router to the global configuration mode.

Step 9

crypto ca profile enrollment
profile_name

Creates a new enrollment profile.

Step 10

enrollment url ur!

Defines the URL of the RA that serves as CA proxy and enters the
enrollment profile configuration submode.

The RA must be directly connected to the Cisco CG-OS router.

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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Configuring Systems

Command Purpose
Step11  |enrollment credential {IDevID | |[Specifies either the IDevID or a trustpoint to authenticate the
trustpoint name} SCEP request.
Note  For this recommended configuration, Cisco employs the
IDevID.
IDevID-IEEE 802.11AR security device identity assigned by
Cisco. Cisco CG-OS router locates the value when IDevID is
entered for this command.
Step12 |exit Exits the enrollment profile configuration mode and returns the

Cisco CG-OS router to the global configuration mode.

This example shows how to define a new trustpoint named LDevID and enrollment profile,
LDevID_Prof, which the trustpoint uses for SCEP enrollment.

LDevID serves as a local identity for the Cisco CG-OS router that can be used for network traffic
authentication such as IPSec or HTTPS.

~

Note  You must not use the IDevID credential that is initially assigned on the Cisco CG-OS router on
the network.

router_cgr0l# configure terminal

router_cgr0l (config)# crypto ca trustpoint LDevID

router_cgr0l (config-trustpoint)# enrollment profile LDevID_ Prof
router_cgr0l (config-trustpoint)# rsakeypair LDevID_Key 2048

router_cgr0l (config-trustpoint)# revocation-check none

router_cgr0l (config-trustpoint)# serial-number

router_cgr01 (config-trustpoint)# fingerprint
AE:5C:DE:F2:A6:33:DE:F4:1D:5A:51:04:7D:6A:8B:D7:E0:8B:57:6C

router_cgr0l (config-trustpoint)# exit

router_cgr0l (config)# crypto ca profile enrollment LDevID_Prof
router_cgr0l (config-enroll-profile)# enrollment url http://172.27.165.157
router_cgr0l (config-enroll-profile)# enrollment credential IDevID
router_cgr0l (config-enroll-profile)# exit
router_cgr0l (config) #

Authenticating and Enrolling the CA

Note

After configuring the trustpoint, RSA key-pair, and enrollment profile on the Cisco CG-OS router, you
can initiate CA authentication and enrollment by using SCEP.

As part of the configuration, the system prompts you to enter a challenge password, which the
CA might use to authenticate a certification revocation request.

The Cisco CG-OS router also supports using a terminal to cut-and-paste the certificate requests and
resulting certificates between the Cisco CG-OS router and the CA (see Configuring a Trustpoint to
Authenticate the SCEP Request).

[ oL-26940-01
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BEFORE YOU BEGIN
Create a trustpoint (see Creating a Trustpoint on the Cisco CG-OS Router, page 3).
Create an enrollment profile.
Verify the system clock and timezone settings are correct.
DETAILED STEPS
Command Purpose
Step1 |configure terminal Enters global configuration mode.
Step2 |crypto ca authenticate Acquires the CA certificate from the URL specified in the
trustpoint-name enrollment url command (see Step 10).
Step3 |crypto ca enroll rrustpoint-name |Generates a certificate request for an authenticated CA and
prompts you to create a challenge password.
The CA might request this challenge password when you revoke
a certificate.

Caution  You must remember the challenge
password. It is not saved with the
configuration.

trustpoint name—Name of the trustpoint. The maximum size is 64
characters.
Step4d  |exit Exits configuration mode.
EXAMPLE

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers

This example shows how to initiate LDevID enrollment using SCEP.

router_cgr0l# configure terminal
router_cgr0l (config)# crypto ca authenticate LDevID

Trustpoint CA authentication in progress. Please wait for a response...
router_cgr01l (config)# 2012 Feb 17 13:17:49 Router %$ VDC-1 %$ $CERT_ENROLL-2-

CERT_EN_SCEP_CA_AUTHENTICATE_OK: Trustpoint LDevID: CA certificates(s) authenticated.

router_cgr0l (config)# crypto ca enroll LDevID

Create the certificate request

Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Challenge password:

Re-enter challenge password:

The serial number in the certificate will be: CGR1240/K9+JSJ1538000C
Certificate enrollment in progress. Please wait for a response...
router_cgr0l (config)# 2012 Feb 17 13:18:17 Router %$ VDC-1 %$ $CERT_ENROLL-2-
CERT_EN_SCEP_ENROLL_OK: TrustpointLDevID: Device identity certificate successfully
enrolled to CA.
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Configuring the RA

The RA provides SCEP request authentication and authorization. As part of that process, you must
configure a trustpoint to authenticate the SCEP enrollment. Additionally, you must configure a

PKI server on the RA to initiate the HTTP server, as well as configure a new trustpoint on that server to
allow communication with the CA. Lastly, you must configure a RADIUS server on the RA to perform
SCEP request authorization.

The RA is configured on the Cisco ISR (Cisco-recommended system for RA) and operates with
Cisco IOS rather than the Cisco CG-OS software.

Note For more information on the Cisco ISR, refer to the following URL:
http://www.cisco.com/en/US/products/ps10536/index.html

Caution  You must configure a RA before configuring the Cisco CG-OS router.

This section includes the following topics:
e Configuring a Trustpoint to Authenticate the SCEP Request
e Configuring a PKI Server
e Configuring a RADIUS Server for SCEP Request Authorization

Configuring a Trustpoint to Authenticate the SCEP Request
Authenticating the SCEP Request ensures that the Cisco CG-OS router is manufactured by Cisco.

BEFORE YOU BEGIN

You must configure the hostname and IP domain name of the RA if it is not yet configured.

A

Caution  Changing the hostname or IP domain name of the RA after generating the certificate can invalidate the

certificate.
DETAILED STEPS
Command Purpose

Step1 |configure terminal Enters global configuration mode.

Step2 |crypto pki trustpoint name Create a new trustpoint on the RA to authenticate the SCEP
enrollment request and enters the trustpoint configuration mode.
name—Alphanumeric, case sensitive, string with a maximum
length of 64 characters.

Note The maximum number of trustpoints that you can
configure in Cisco IOS is 16.
Certificate Enrollment Guide for the Cisco 1000 Series Connected Grid Routers
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Command Purpose

Step 3

enrollment mode terminal Specifies that a terminal be employed to authenticate the CA.
Operating in the terminal mode allows a certificate to be
cut-and-paste at the terminal when prompted (see Step 7).

Step 4

revocation-check none Disables revocation of compromised certificates.

Step 5

exit Exits trustpoint configuration mode.

Step 6

the console (terminal).

name—Name of the certificate.

crypto pki authenticate name Authenticates the CA by importing the IDevID certificate using

Note Enter the name of the trustpoint created in Step 2 to
authenticate the SCEP request.

Step 7

the PEM formatted CA certificate.

--- At the Cisco IOS prompt that appears on the console screen, paste

Note  After pasting the CA certificate, the system prompts you
to accept the fingerprint. Enter yes to accept.

Step 8

exit Exits global configuration mode.

EXAMPLE

This example shows how to create a new trustpoint, ACT2_SUDI_CA, on the RA to authenticate the
SCEP enrollment. Additionally, it shows the prompts that request pasting of the certificate and

acceptance of the certificate fingerprint.

ISR_RA# configure terminal

ISR_RA(config)# crypto pki trustpoint ACT2_SUDI_CA
ISR_RA (ca-trustpoint)# enrollment terminal

ISR_RA (ca-trustpoint)# revocation-check none

ISR_RA (ca-trustpoint) # exit

ISR_RA (config)# crypto pki authenticate ACT2_SUDI_CA

Enter the base 64 encoded CA certificate. End with a blank line or the word "quit" on a

line by itself

MIIEPDCCAYSgAwIBAgIKYQlufQAAAAAADDANBgkahkiGO9wOBAQUFADAIMRYWFAYD
VQQKEw1DaXNjbyBTeXN0ZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwNDgw
HhcNMTEwWNJMwMTc 1N U3WheNM] kwNTEOM] AyNTQyW AnNMQ4wDAYDVQQKEWVDaXN ]
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGI9w0OBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9EN/hS5qR/ 6UZRpdd+9aE2JbFkNiht 6gfHKA477AkS
5XAtUs50xDYVt/zEbsl1Zg3+LR6QrgKKQVU6JYVvHO5UYLBQC]j38s76NLk53905Wzp
9pRcmMRCPuX+a6tHF/qRu01J44mdeDYZo3gPCpxzprWJIDPc1M4 i YKHUmMQOMamgmg +
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WABN]jZjnpfjg66F+P4SaDkGb
BXdGjl3oVeF+EyFWLrFjj97fL2+80auv43Qrvnf3d/GfgXj7ew+z/sX1XtEO]SXJT
URsyMEj53RAd9tJwHky8neapszS+r+kdVQIDAQABo4 IBW]CCAVYwCwYDVROPBAQD
AgHGMBOGA1UJdDgQWBBRI2PHxwnDVW7t8cwmTr71i4MAP4 f zAfBgNVHSMEGDAWGBON
88gVHmM6b6aAgkWrSugiWBf2nsvgjBDBgNVHRE8EPDA6MDigNgAOhjJodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wa2kvY3JsL2NyY2EyMDQ4LmNybDBQBggrBgEF
BQCBAQREMETIWQAYIKwYBBQUHMAKGNGhOAHA6LY93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BraS9jzxJ0cy9jcmNhMIA00CSJ ZX IwXAYDVRO0gBFUwUzBRBgor BgEEAQKY
AQWAMEMwQQYIKwYBBQUHAGEWNWhOAHA6LY93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRl1eC50dGlsMBIGAIUJEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgcelr9tx4dhzWgDERmM371lyeuEmgeIfi9b9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI /t6leduGxbdWelLxcwCiUgvFtCa51Tk1lt8nNbcKY
/4Adwlex+7amATUQO4QggIE67TwVIPUub6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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15jUhOWryAK4dvo8hCikjEkzu3ufBTIJapnv89g90E+H3VKMAL+/KAkUO+52djFKn
hy147d7cZRADY4LIUFM2P1AS8YyjzoNpK/urSRI14WAI1plRINH7KND15618yfVP
0IFJZBGrooCRBjOSwEFv8cpWChbmWdPaCQT2nwIjTfY8c=

Trustpoint 'ACT2_SUDI_CA' is a subordinate CA and holds a non self signed cert
Certificate has the following attributes:

Fingerprint MD5: 542F6E73 28DA2611 8E50685D EB4B7194

Fingerprint SHAl: F6969BBD 48E5F612 5B934D01 E71FE9C2 7C6F547E

% Do you accept this certificate? [yes/nol: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

ISR_RA (config)# exit

Configuring a PKI Server

Configuring a PKI server on the RA allows the HTTP server to be enabled to support the transfer of
SCEP messages over HTTP, and creation of a new trustpoint (MSCA) that is enrolled to the CA.

DETAILED STEPS
Command Purpose

Step1 |configure terminal Enters global configuration mode.

Step2 |ip http server Enables the HTTP server and allows the RA to start listening on
port 80 (HTTP) and relay SCEP messages to the CA server.

Step3 |crypto pki trustpoint name Creates a trustpoint that the RA registers with the CA and enters
the trustpoint configuration mode.

Step4 |enrollment mode ra Ensures that the RA router enrolls with the CA server in the RA
mode.

Step5 | enrollment url url Configures the URL address for the CA SCEP server.
url-Specifies URL of the CA server.
Note  You can specify only one RSA key-pair per CA.

Step6 |serial-number Enter this command to include the serial number of the
Cisco CG-OS router in the RA certificate.

Step7 |(fingerprint hex-data Enters the expected SHA1 thumbprint of the CA server
certificate.
Note  Thumbprint information is found in the Certificate >

Details window of the Windows CA Server.

Matching is performed during CA authentication and enrollment.

Step8 |revocation-check none Disables the revocation of compromised certificates.

Step9 |rsakeypair rsa-keypair-label Specifies the name of the private key for the trustpoint created in
Step 3.

Step 10 |exit Exits trustpoint configuration mode.

Certificate Enrollment Guide for the Cisco 1000 Series Connected Grid Routers
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Command Purpose
Step11 |crypto pki server name Creates a PKI server.
Note  The name of the PKI server must match the trustpoint
name defined in Step 3.
Step 12 |grant auto trustpoint name Specifies that the SCEP enrollment requests from the
Cisco CG-OS router to the RA be granted if it can be verified
using the trustpoint specified in this step.
Note  Enter the trustpoint name created in the following
section: Configuring a Trustpoint to Authenticate the
SCEP Request, page 7.
Step13 | hash shal Specifies SHAT1 as the cryptographic hash function for SCEP.
Step14 'mode ra transparent Enters the RA certificate server mode.
The transparent keyword allows the proxy CA server in RA mode
to operate with more than one type of CA server. Specifically, it
allows a transparent path from the RA (CA proxy) to the actual
CA server that stores the certificates.
Step15 |no shutdown Enables the PKI server.
Step16 | exit Exits PKI server configuration mode.
Step 17 |exit Exits global configuration mode.

EXAMPLE

This example shows how to create a PKI server and trustpoint on the RA named MSCA.

ISR_RA# configure terminal

ISR_RA(config)# ip http server

ISR_RA(config)# crypto pki trustpoint MSCA

ISR_RA(ca-trustpoint)# enrollment mode ra

ISR_RA (ca-trustpoint)# enrollment url http://172.27.168.17:80/certsrv/mscep/mscep.dll
ISR_RA (ca-trustpoint)# serial-number

ISR_RA(ca-trustpoint)# fingerprint AES5CDEF2A633DEF41D5A51047D6A8BD7E08B576C
ISR_RA (ca-trustpoint)# revocation-check none

ISR_RA(ca-trustpoint) # rsakeypair MSCA_Key 2048

ISR_RA (ca-trustpoint) # exit

ISR_RA (config)# crypto pki server MSCA

ISR_RA (cs-server)# grant auto trustpoint ACT2_SUDI_CA

ISR_RA(cs-server)# hash shal

ISR_RA(cs-server)# mode ra transparent

ISR_RA (cs-server)# no shutdown

%Some server settings cannot be changed after CA certificate generation.

% Please enter a passphrase to protect the private key

% or type Return to exit

Password:

Re-enter password:
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 22 seconds)

Certificate has the following attributes:

Fingerprint MD5: 2D830B47 83130C2B 7B64B338 835D7516

Fingerprint SHAl: AESCDEF2 A633DEF4 1D5A5104 7D6A8BD7 E08B576C
Trustpoint Fingerprint: AE5CDEF2 A633DEF4 1D5A5104 7D6A8BD7 E08B576C
Certificate validated - fingerprints matched.
Trustpoint CA certificate accepted.$%

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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% Start certificate enrollment
% Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

% The subject name in the certificate will include: ISR_RA
% The serial number in the certificate will be: FTX1228A466
% Include an IP address in the subject name? [no]: no
Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority
% The 'show crypto pki certificate verbose MSCA' command will show the fingerprint.

% Enrollment in progress...
ISR_RA(cs-server) #% Exporting Certificate Server signing certificate and keys...

Feb 17 15:21:42: CRYPTO_PKI: Certificate Request Fingerprint MD5: F62785A5 E0637067
BDA4CCD5E DA953881

Feb 17 15:21:42: CRYPTO_PKI: Certificate Request Fingerprint SHAl: DO1BF695 23173490
45F97EFA 9FES54C8E 91CC216B

Feb 17 15:21:43: %PKI-6-CERTRET: Certificate received from Certificate Authority
Feb 17 15:21:48: $PKI-6-CS_ENABLED: Certificate server now enabled.

ISR_RA (cs-server) # exit
ISR_RA (config) # exit
ISR_RA#

Configuring a RADIUS Server for SCEP Request Authorization

Note

Tip

SCEP request authorization ensures that any Cisco CG-OS router making a SCEP request is authorized
to enroll with the Utility CA by having the RA (Cisco ISR) make an additional check. This check
involves the RA making an AAA call to the RADIUS server to verify that the Cisco CG-OS router entry
resides in its database.

To locate the serial number, enter the show inventory | head lines 2 command to display the following
information.

NAME: "Chassis", DESCR: "CGR1000 Chassis "
PID: CGR1240/K9 B VID: VOO , SN: JSJ1538000C Router#

The serial number for each Cisco CG-OS router must be entered into the RADIUS server prior to SCEP
enrollment.

After completing configuration of a RADIUS server on the RA for SCEP request authorization in the
this section, you must then configure items within the AAA server to support that authorization. For
details, see Configuring the RADIUS Server to Support SCEP, page 13.

[ oL-26940-01
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DETAILED STEPS
Command Purpose
Step1 |configure terminal Enters global configuration mode.
Step2 |radius server name Defines a RADIUS server.
Step3 |address ipv4 address Enters the IPv4 address of the RADIUS server.
Step4  key password Specifies the RADIUS shared secret between the RA and
RADIUS server.
Step5 |exit Exits the RADIUS server configuration mode.
Step6 |aaa authorization network Define an authorization list for Cisco CG-OS routers and
list-name group radius associates it to the default RADIUS group.
Step7 |crypto pki trustpoint name Declares a trustpoint that the RA should trust and enters
trustpoint configuration mode.
Note  Specify the trustpoint created in Configuring a Trustpoint
to Authenticate the SCEP Request, page 7.
Step8 |authorization list list-name Specifies the server group (authorization list) that the RADIUS
server uses for PKI authorization.
Note  Enter the authorization list created in Step 6.
Step9 |authorization username Specifies the item to use as the authorization subject name (such
subjectname subjectname as serial number).
Step 10 |exit Exits trustpoint configuration guide.
Step 11  |exit Exits configuration mode.
EXAMPLE

This example shows how to define an authorization list (CGRAuthList), configure a RADIUS server on
the Cisco ISR, and modify the IDevID CA trustpoint (ACT2_SUDI_CA) to include PKI authorization

using the defined authorization list.

ISR_RA# configure terminal
ISR_RA(config)# radius server
ISR_RA (config-radius-server) #
ISR_RA (config-radius-server)# key RadiusPassword

ISR_RA (config-radius-server) # exit

ISR_RA(config)# aaa authorization network CGRAuthList group radius
ISR_RA(config)# crypto pki trustpoint ACT2_SUDI_CA
(
(
(
(

MyRadius
address ipv4 172.27.166.37

ISR_RA (ca-trustpoint)# authorization list CGRAuthList
ISR_RA(ca-trustpoint)# authorization username subjectname serialnumber
ISR_RA (ca-trustpoint) # exit

ISR_RA (config) # exit

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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Configuring the RADIUS Server to Support SCEP

Note

BEFORE YOU BEGIN

This section provides an overview of how to configure the Microsoft Windows 2008 Server Network
Policy Server (NPS) and Cisco Access Control Server (Cisco ACS) to serve as the AAA (RADIUS)
authorization server (referenced in Configuring a RADIUS Server for SCEP Request Authorization) to
properly identify and authorize Cisco CG-OS routers in their database.

Only one RADIUS server, Microsoft NPS or Cisco ACS, is required to support certificate enrollment.

This section includes the following sections:
¢ Configuring a Microsoft Windows 2008 Server Network Policy Server (NPS), page 14
e Configuring Cisco ACS, page 34

The following items must be configured on the RADIUS server for each Cisco CG-OS router to properly
enroll its certificate:

e An entry in the RADIUS server database that can uniquely identify the Cisco CG-OS router.

e The Cisco CG-OS router entry must include its serial number (entered as a username) and employ
the text string cisco as the password.

e The RADIUS server must be configured to return the following RADIUS attribute upon successful
authorization of the user (Cisco CG-OS router): “cisco-av-pair=pki:cert-application=all”

The RADIUS attribute allows the PKI server on the RA to grant the SCEP request for any
application (such as the CA enrollment operation).

[ oL-26940-01
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Configuring a Microsoft Windows 2008 Server Network Policy Server (NPS)

BEFORE YOU BEGIN

The Network Policy Server serves as a RADIUS server.

e Creating a New User Entry in the Active Directory, page 14

e Defining a Connection Policy, page 17

e Defining a Network Policy, page 22

e Viewing the Log for Cisco CG-OS Router Authentication Details, page 32

Creating a New User Entry in the Active Directory

Step 1
Step 2

Open the Active Directory window on the Windows server.

New > User.
- Active Directory Users and Computers !E I
Fie Action View Help
& | HEl 8 XREo= BRI 225 TI%
Active Directory Users and Computers | Name | Type | Description |
_| Saved Queries £, Administrator User Built-in account for admini...
EE] cgnbuwimax.net .i!,AIIo'A'ed RODC Password Replic... Security Group ...  Members in this group can...
'7 Builtin .i!,Cert Publishers Security Group ... Members of this group are...
—| Computers 52, Denied RODC Password Replic...  Security Group ... Members in this group can...
- Dnm..ain Contr.nller.s . ._‘iE,DnsAdmins Security Group ...  DNS Administrators Group
- ForeignSecurityPrindpals ._‘i_!,DnsUpdatEPary Security Group ...  DNS dients who are permi...
= LostAndFound %!,Domain Admins Security Group ...  Designated administrators. ..
_?E,Domain Computers Security Group ... All workstations and serve...
.:SE,Domain Controllers Security Group ... All domain controlersin th...
Delegate Contraol... ._‘%E,Domain Guests Security Group ... All domain guests
Find... ._‘SE,Domain Users Security Group ... All domain users
" Com;:ber s Security Group ...  Designated administrators. ..
-only Domain C... Security Group ... Members of this group are...
——— *| Contact ator Owners Security Group ...  Members in this group can...
View (3 e User Built-in account for guest ...
e X User Key Distribution Center Se...
Refresh MSMQ Queue Alias i o
. ) rvers Security Group ... Serwvers in this group can ...
EEITEE HIIET in Controllers Security Group ... Members of this group are...
Properties ::::ed Folder Security Group ...  Designated administrators. ..
-1 User
Help
T PR— >
|Creates a new item in this container.

300749

This section defines the configuration necessary to enter information for an Cisco CG-OS router and
includes the following topics:

Ensure that a Microsoft Windows 2008 Server Network Policy Server (NPS) is active in the network.

Identify the Product ID (PID) and serial number of the Cisco CG-OS router.

To create a new user entry for the Cisco CG-OS router in the Windows Active Directory, follow these
steps.

At the Active Directory Users and Computers window, right-click the Users folder and choose

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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Step 3

Step 4
Step 5

Step 6

Configuring Systems

At the New Object-User panel that appears, enter the serial number of the Cisco CG-OS router in the
following fields: First name, User logon name fields, and the Full name field (preceded by the PID).

Do not enter colons (:) in the User logon fields. Enter the serial number only. Additional
information can be entered in the Full name field.

New Object - User
_2 Create in:  cenbu-wimax.net/Users
ch
First name: I.J 5J1538000C Initials: |
Last name: I
Full name: IPID CGR1240/K9 SN J5J1538000C

User logon name:
[+s115380000] [@cenbu-wimax.net =l

User logon name (pre-Windows 2000):
ICENBU—WI MAX, IJS.J‘I 538000C

< Back Mexd = Cancel

300750

Click Next.

At the password panel that appears, enter cisco as the password in both fields and check the Password
never expires check box. Click Next.

At the confirmation panel that appears, do one of the following:

Click Finish to accept the creation of the new user as defined, which appears in the right panel of
the Users window.

Click Back to reenter the information if errors exist.

[ oL-26940-01
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Step 7

At the Users window, right click on the new Name entry and select Properties.

File —Acton View Help

ctive Directory Users and Computers

I [=] E5 |

e zml4&0RE = HER &5

TE2%

u| o

L

[EIE)

~| Computers

| Domain Controllers

~| ForeignsecurityPrincipals
“| LostAndFound

“| Program Data

~| System

“| Users

NTDS Quotas

Active Directory Users and Computers
Saved Queries
3 cenbu-wimax.net
“| Builtin

Name

£, Administrator

&lAIIowed RODC Password Replicatio...
_!F;Cert Publishers
SlDenied RODC Password Replicatio. ..
2, Dnsadmins
EEDnsUpdaheProxy
52, Domain Admins
SEDomain Computers
SEDomain Controllers
.giDomain Guests
ﬂ\iDomain Users
S_lEnherDrise Admins
SlEnherprise Read-only Domain Cont. ..
EEGroup Policy Creator Owners

%3 Guest
2, kabtat

._J&RAS and IAS Servers
.g_iRead-only Domain Controllers
E&Sdﬂema Admins

?_J superuser

| Type | Description
User Built-in account for admini...

User
User
1

User

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

Security Group ...
Security Group ...
Security Group ...

Members in this group can...
Members of this group are...
Members in this group can...

DNS Administrators Group

DNS dients who are permi...
Designated administrators. ..
All workstations and serve...
All domain controllers in th...

All domain guests
All domain users

Designated administrators...
Members of this group are...
Members in this group can...
Built-n account for guest ...
Key Distribution Center Se...

Servers in this group can ...

Members of this group are...
Designated administrators...

300753
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Step8 At the Properties panel that appears, select the Member Of tab. Confirm that the listed Domain matches
that value displayed in Step 3, then click OK.

PID CGR1240/K2 SN 1511538000C Properties HE3

Security | Environment

Teminal Services Profile

Published Cerificates ~ Member Of

. COM+ |  Aitrbute Editor
General I Address | Account I Profile | Telephones | Organization
| Password Replication | Diglin I Object

Sessions | Remote control

Member of:
Name Active Directory Domain Services Folder

Domain Users cenbu-wimax net,/Users

Add... | Remave |
Primary group: Domain Users
: There is no need to change Primary group unless
Set Primary Group | you have Macintosh clients or POSIX-compliant
applications.

[ ox ]

Cancel Lpply Help

200754

Defining a Connection Policy

Connection request policies allow you to define whether a local or remote RADIUS handles the
connection request. Connection policies can also be used to modify the realm name of a system.

To define a connection policy for the Cisco CG-OS router, follow these steps.

Step1  Log in to the Network Policy Server.

Step2  Under the NPS (local) menu, expand the Policies listing and right-click on the Connection Request
Policies folder and select New.

[ oL-26940-01
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Step3  In the New Connection Request Policy window that appears, enter CGR Authorization Request as the
policy name. Click Next.

Specify Connection Request Policy Name and Connection Type

You can specify a name for your connection request policy and thetype of connections to which the policy is

= " applied.

Pelicy name:
ICGR Authorization Request|

r~ Network connection method

Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific.

' Type of network access server:

I Unspecified ﬂ

" Vendor specific:

Fresious | Mexd I Fitiizh Canecel |

300755
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Step 4
Step 5

Step 6

Step 7

Configuring Systems

At the Specify Conditions window that appears, click Add.
In the Select condition window that appears, scroll down to select the Client IPv4 Address option from
the listing that displays. Click Add.
In the Client IPv4 Address panel that appears, enter the IPv4 address of the RADIUS client
(RA). Click OK.
2w Connection Reguest Policy x
Specify Conditions
[
;‘d‘ Specify the conditions that determine whetherthis connection request policy is evaluated for a connection request.
T il A minimum of one condition is required.
select condition X
Select a condttion, and then click Add.
_.. | Calling Station ID -~
[ The Calling Station 1D condition specifies the network access server telephone number dialed by the access client.
*x‘ Client Friendly Name Client IPv4 Address E
el The Client Friendly Mame co st to
Specify the |Pvd address of the RADIUS client. You can use pattem matching
IPv4 Address syrtac.
k| ndi
[y ClientIPvBAddress I
_:5"7 The Client IPvE Address cor
=% r1equest to NPS. -
Client¥endor Ot I e |
The Client Yendor Condition ts
-t il

Add. | Cancel |

| Add... I Edit... I Femave |

Previous | Neodt | Finizh | Cancel |

300756

At the Specify Conditions window that appears, select the newly created Client IPv4 Address entry.

Click Next.
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Step8 At the Specify Connection Request Forwarding window that appears, keep the default settings. Click
Next and then click Finish.

The system returns to the main window.

Mew Connection Request Policy

l Specify Connection Request Forwarding

The connection request can be authenticated by the local server or it can beforwarded to RADIUS servers in a
remote RADIUS server group.

If the policy conditions match the connection request, these settings are applied.

Forwarding Connechon

Request Specify whether connection requests are processed locally, are forwarded to remote
q P . A
- RADIUS =ervers for authentication, or are accepted without authentication.

B, Accounting & Autherticate requests on this server

€ Fonward requests to the following remote FADIUS server group for authentication:

<not configured: j New... |

" Accept users without validating credentials

Previous | Next I Firizh Cancel

300T5T7
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Step 9 At the Network Policy Server main window, click on the Connection Request Policies folder and then
right-click on the CGR Authorization Request listing and select Properties.

% Network Policy Server M=l S|

File Action View Help

EEYE =

N?SF&:DCIEL‘J)S Clients and Servere - Connection request policies allow you to designate whether connection req!.lests are p_rocessed \oca\_?y or forwarded to remote RADIUS
= ETJ. Polcies | servers. For NAP VPN or 802.1X. you must configure PEAP authentication in connection request policy.
| Connection Request Policies Move Up
| Network Policies Policy Name S Move Down Source [
| Health Policies =/ Wiltae Er Disable Unspecifisd
%, Network Access Protection FCGR Authorization Request Deletz Unspecified
8. Accounting Rename
Duplicate Policy
Properties
Help

Conditions - If the following conditions are met:

300759

| Condition | Value |

Step10 At the CGR Authorization Request Properties window that appears, select the Settings tab.

CGR Authorization Request Properties
'O\renriewl Condttions ~ Settings |

Conrfigure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

Required Authen Select the attributes to which the following rules will be applied. Rules are processed in
Methods ; .

—_— the order they appear in the list.

% Authentication Methods

Forwarding Connection Attribute: |User—Name 'l
LT U S At ribute Manipulation Rule

=» Authentication

Type the text that you want to find in the attribute, and then type the replacement text. [ Add

B Accounting |
Specify aRealmNam: Find: Edit |
B At [PID cGR1240/K3 SN

- : Femove |
RADIUS Attributes Replace with:

€ Standard
I Move llp |
‘Wendor Specific
ITI Cancel | [ imve Dovir |

300781

I
Step11  Under Specify a Realm Name (left-pane), click Attribute.

Step12 In the right-pane of the Settings window, select User-Name from the Attribute drop-down menu.
Click Add.

Step13  In the Attribute Manipulation Rule panel that appears, enter the PID string and SN (such as PID
CGR1240/K9 SN) in the Find field. Click OK.

[ oL-26940-01

Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers ]



W Configuring Systems

Step14 Click Apply and then OK to return to a summary of the CGR Authorization Request that shows the

Manipulation Attribute Rules in the right panel.

5 Hetwork Policy Server

1H[=1 E3
Fle Action View Help
e |
[@ NPs (Local) )
= RADIUS Clients and Servers Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS
2 servers. For NAP VPN or 802.1X, you must configure PEAP authentication in connection request policy.
& = Polides J
| Connection Request Polides
| Network Policies Policy Name Status | Processing Order | Source
] Health Polides _jW\Max Enabled 1 Unspecified
5 Network Access Protection CGR Authorization Request Enabled 2 Unspecified

B, Accounting

Conditions - If the following conditions are met.

Condition | Value

Client IPv4 Address  172.27.167.37

Settings - Then the following settings are applied.

Setting [ Value
Authertication Frovider Local Computer
Overide Authentication Disabled

Manipulation Target Attibute  User Name
Manipulation Attribute Rules  Replace "PID CGR1240/K3 SN" with ™

300762

Defining a Network Policy

A Network Policy defines which users are authorized to connect to the network and in what

circumstances the users can connect to the network.

Additionally, Network Policies allow you to configure the return RADIUS attribute that NPS sends after

a successful Cisco CG-OS router authorization.

To define a Network Policy for the Cisco CG-OS router on the NPS, follow these steps.

Step 1
and select New.

Step 2
Click Next.

r Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers

At the New Network Policy window that appears, enter Authorized CGRs in the Policy name field.

Under the NPS (local) menu, expand the Policies listing and right-click on the Network Policies folder
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Step3 At the Specify Conditions window, click Add.

New Network Policy x|

Specify Conditions
]
* Specify the conditions that determine whether this netwark policy is evaluated for a connection request. & minimum

of one condition is required.

Select condition
Selact a convdfion, andthen chckc Add
Groupz 15
N Specify the group membership required to match this policy.
i, Windows Groups
= The 'Windows Groups condil ed -
Groups |
Machine Groups
The Machine Groups condit hz.
User Groups
Th G ohdition
Location Groups
The HCAP Location Groups ups
required to match thiz policy
network, access servers [NA Add Groups... | Remove |
{1 HCAFPUserGroups -
ok | cancel |
Cancel |
| Add... I Edit... | Femave |
L u
Previous | [ st | Firish | Cancel | 9
o
]

Step4  In the Select condition window that appears, scroll down to select Users Group from the listing that

displays. Click Add.
Step5  In the User Groups panel that appears, click Add Groups.
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Step6  In the Select Group panel that appears, click Advanced.

New Network Policy

Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one condition is required.

Select condition

Select 2 coiion, and then ok Ade L S ]|

4 Windows Groups X . .
A The Windows Groups condil deEmliEriEE s

M achine Groups
The Machine Groups condt From this location:

Th

Enterthe object name to select (examples):

Location Groups
The HCAP Location Groups
required to match thiz policy

Groups Select Group HE E

IEmup Object Types...

bu-wi et ions.. |
TeeAnns ) Imn i Locations

| Check MNames

network, access servers [MA
Advanced...| ok | Cancel |
[oir ] HCAP User Group s Aﬂ
OK | Cancel |
Cancel |
[ Add. | Edi.. || Remove |
Previous I [iExE I Firizh | Cancel |

S007ES
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Step7  In the Select Group search panel that appears, enter Domain Users in the Name field of the Common
Queries section of the panel. Click Find Now.

The Domain Users entry displays in the Search results panel at the bottom of the screen.

S

Note  The User Group you select is the one created in the Creating a New User Entry in the Active
Directory section above.

New Network Policy B
EHE

Specify Conditions Select Group
! . .
*‘d Specify the conditions that determine whe Select this object type:

of one condition is required. IGmup Object Types... |

From this location:

Select condition Iceﬂbuwmax.nei Locations... |

Select a condition, and then click Adc Common Queries |
Groups Col
+ Windows Groups Name IStarts with j IDoma\n Users ﬂl
™ 4 Select this object typ
3 The Windows Groups condil Find N
IGmup Description |Start5 with j I
Machine Groups
- The Machine Groups condit  From this location: I” | Dizabled accounts _ISIDD
I‘:e"‘b"'d"’i""'E‘x""'Et I™ Mon expiing paseword
_ —~
Enter the object nam Days since |ast logan: I 'I _7)_,'-"'
Location Groups
3 The HCAP Location Groups
required to match this policy
netwark acocess servers [NA Search results: LI ﬂl
) Avanced.. | S ilieETER
(p HCAP User Groups Name (RON Description In Folder

-4 Domain Users  All domain users cenbu-wimacne...

300767

Step8  Click OK to confirm the selection of the Domain Users entry.

The system returns to the Select Group panel and the Domain Users option now populates the Enter the
object name to select field within that window.

Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
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Hew Network Policy

Specify Conditions
1 ‘ L]
) of one condition is required.

Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

Select condition

Selecta conditon, and then lick Ade (L S <

Groups

)

=
-

ttf.
HCAP

w % Windows Groups

The ‘Windows Groups condil frmliETipsiine

IGr\oup
M achine Groups
The Maching Groups condit From this location:

bu-wima.net

User Groups ICIEH L

The E

= Enter the object name to select (examples):

Domain Users

Location Groups
The HCAP Location Groups
required to match this policy

T 1] -
Cbject Types... |

Locations...

i

Checlk Names

=

JO0TES

network, access servers [MA
Advanced... | ok | cancel |
(i HCAPUserGroups Aﬂ
oK Cancel |
Cancel |
| Add. Edit... I Hemaove |
Step9  When a User Groups panel appears listing the group membership required to match this policy, click

OK.

User Groups E

Specify the group membership required to match this policy.

Add Groups... | Remove |

0K Cancel
| |

A007EG
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Step10 At the Specify Conditions window that appears, the newly assigned Domain Users group displays in the
Value column. Click Next.

I Specify Conditions
L]

Specify the conditions that determine whether this network policy is evaluated for a connection request. & minimum
of ane conditionis required.

Conditions:

Condition description:
The User Groups condition specifies that the connecting user must belong to one of the selected groups.

Add. | Edt. | Remove |

Previous | Next I Firish | Cancel |

S007T0

Step11 At the Specify Access Permission window, click the Access Granted radio button (if not already
selected) to allow the Cisco CG-OS router access when its Network Policy matches.
Click Next.

I Specify Access Permission
]

Configure whether you want to grant network access or deny network access if the connection request matches this

= " poligy.

% Access granted
Grant access i client connection attempts match the conditions of this policy.

" Access denied
Derny access if client connection attempts match the conditions of this palicy.

[~ Access is determined by User Dialin properties (which ovemide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the conditions of this policy.

feie orird
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Step12 At the Configure Authentication Methods window that appears, check the Unencrypted authentication
(PAP, SPAP) check box. Uncheck all other check boxes. Click Next.

PKT authorization, which is supported on the Cisco CG-OS router, employs Password Authentication
Protocol (PAP).

New Network Policy

- Configure Authentication Methods
]

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1 or VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

=

EAF types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:

fowe Up |
I aye Davin |

Add... I Edit... Femoye

Less secure authentication methods:
[~ Microsoft Encrypted Authertication version 2 (MS-CHAP-v2)
= Wser can change password after it has expired
[~ Microsoft Encrypted Authentication {MS-CHAP)
= Wser can change password after it has expired
[~ Encrypted authertication {CHAP)
IV Unencrypted authentication (PAP, SPAP)
[~ Allow clierts to connect without negotiating an authentication method.
[™ Perform machine health check only

Previous | Mext | Firiigh | Cancel |

300772

Step13 At the Configure Constraints window that appears, no configuration is required. Click Next.
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Step14 At the Configure Settings window that appears, do the following:
a. Select Vendor Specific from the Settings listing and click Add.

b. At the Add Vendor Specific Attribute panel that appears, select Cisco from the Vendor drop-down
menu.

The Cisco AV-Pair populates the Attributes section.
c. Click Add.

New Network Policy

Configure Settings
"
*&i NPS applies settings to the connection requestif all af the network policy conditions and constraints forthe palicy
- ll Add vendor Specific Attribute [ x|

Corfigure the set To add an attribute to the settings, select the attibute, and then click Add.

I condiions and 7., 264 a Vendor Speciic attrbute that is not isted, sskect Custom, and then click Add.

Settings:
RADIUS Attii  Vendor:
@. Standard |

Aftributes:

Metwork Aco
Protection

W, MAP Enfa

1B Extended

MName | Vendor
Cisco-AV-Parr Cisco

FRouting and|
Access

B Multilink, &
Bandwidtt
Frotocal (1

) IPFiters ~ Descrption:
&i Ercryptior Specifies the Cizco AV Pair VSA.

IP Setting

Add... | Close |

Previous Next Eirizh | Cancel |

fele oy
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Step15 At the Attribute Information panel that appears, click Add to open a panel to enter the
PKI Cisco AV-Pair value, pki:cert-application=all, in the Attribute value field. Click OK.

The system returns to the Attribute Information window showing the newly added Cisco AV Pair,
pki:cert-application=all, in the Value column of the new attribute.

This step ensures that the RADIUS server returns the PKI Cisco AV Pair to the Cisco CG-OS router.

! New Metwork Policy
i .
£ Configure Settings
"
* NPSapplies settings to the connection requestif all of the netwark policy conditions and constraints forthe policy
- T ia
Add Vendor Specific Attribute
I
! e = P,
Conge e s T3¢t
| "eondlons &S 1, 14d a Vend
! ) Attribute name:
Settings: Cisco-AV-Pair
i Vendor:
RADIUS Attd Attribute number:
@ Standard [Cisco 5000
dor S Attributes: Attribute format:

—  Sting
Network Acc I
Protecbion i S— - . .
—— | Cisco-AV-Pai  Attribute values:
'5 NAP Enfg Vendorl Value | Add... I
(8 Extended
Routing and! Airiute nformation ]
Access
o Attribute name:
Multilink a ;
& Band EEier
Pratocol (| Attribute number:
Descri
f iption:
& IP Fiers . Attribute format:
d"ed Encryptior Specifies the C String
IF Setting Attribute value:
pki ‘cert-application=all —' Close
oK | Cancel | N
cancel | |
o
&

Step16 Click OK. Click Close.
Step17 At the New Network Policy > Configure Settings window that appears, click Next.
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Step18 At the Completing New Network Policy window that appears, click Finish.
In the Network Policy window that appears, Authorized CGRs appears as a supported policy.

New Network Policy
I Completing New Network Policy
]

- gl

You have successfully created the following network policy:
Authorized CGRs
Policy conditions:
Condtion__| Value
er Groups  CEMBU-WIMAX\Domain Users

Pelicy settings:
Condition | Value -
Authentication Method Unencrypted authentication (PAP, SPAF)
Access Pemission Grant Access
Update Moncompliant Clients  True
NAP Erforcement Allow full network access —
Framed-Protocol FPP
Service-Type Framed -

To close this wizard, click Finish.

Previous [t | Finish I Cancel

IO0TTT
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%k Network Policy Server B [a] E3

File Acton View Help

= |7mHE

NPS I
@ = (Local) * Network policies allow you to designate who is authorized to connect to the netwark and the circumstances under which they can or
| RADIUS Clients and Servers
cannot connect.
Bl =[ Polices J
| Connection Request Policies
. Network Palicies Palicy Name Status | Processing Order | Access Type | Source
| Health Polices Willax Enabled 1 Grart Access  Unspecfied
5 Metwork Access Protection jAulhonzed CGRs Enabled 2 Grant Access  Unspecffied

B, Accounting

Conditions - If the following conditions are met.

Condition [ Value ]

Settings - Then the following settings are applied:

Setting \ Value

300778

Viewing the Log for Cisco CG-0S Router Authentication Details

Listed below is an example of details that appear in the log after a successful authentication of the
Cisco CG-OS router using PAP, which servers the role of PKI authorization for the RA.

Log Name: Security

Source: Date: Microsoft-Windows-Security-Auditing
Date: 02/18/2012 5:50:12 PM

Event ID: 6278

Task Category: Network Policy Server

Level: Information

Keywords: Audit success

User: N/A

Computer: cenbu-wimax.net

Description:

Network Policy Server granted full access to a user because the host
met the defined health policy.

User:
Security ID: CENBU\JSJ1538000C
Account Name: JSJ1538000C
Account Domain: CENBU

Fully Qualified Account Name: cenbu.wimax.net/Users/PID:CGR1240/K9
SN:JSJ1538000C

Client Machine:
Security ID: NULL SID
Account Name: -
Fully Qualified Account Name: -
0S-Version: -
Called Station Identifier: -
Calling Station Identifier: -

Certificate Enroliment Guide for the Cisco 1000 Series Connected Grid Routers
m. 0L-26940-01 |



Configuring Systems

Account Name: -

NAS:
NAS IPv4 Address: 172.27.165.157
NAS IPv6 Address: -
NAS Identifier: -
NAS Port-Type: -
NAS Port: -
RADIUS Client:
Client Friendly Name: AL_3825
Client IP Address: 172.27.165.157

Authentication Details:
Connection Request Policy Name: CGR Authorization Request

Network Policy Name: Authorized CGRs
Authentication Provider: Windows

Authentication Server: CENBU-RSA-CA.cenbu.wimax.net
Authentication Type: PAP

EAP Type:

Account Session Identifier:

Quarantine Information:

Result: Full Access
Extended-Result: -

Session Identifier:

Help URL

System Health Validator Results(s): -

Importing Cisco CG-0S Router Identifying Information into the NPS Active Directory (AD) Database

Listed below is a Visual BASIC script that can import the product ID (PID) and serial number (SN) of
the Cisco CG-OS Router (CGR) into the NPS AD database.

To do so, the script reads a CSV file named SN.txt and then creates a user entry in the AD. Each line of
the CSV file represents a distinct Cisco CG-OS router, which is identified by its PID and SN. The PID
and SN are separated by a comma.

'  Sample Visual Basic script to load CGR entries in a file called "SN.txt" into the
' Active 'Directory database

' Each line in “SN.txt” corresponds to 1 CGR and has the format of <pid>, <sn>
'  where pid is the Product ID such as CGR1240/K9
' sn is the unit’s serial number such as JSJ15380000

Const ADS_UF_NORMAL_ACCOUNT = &h0200
Const ADS_UF_DONT_EXPIRE_PASSWD = &h10000
Const SN_TXT_FILENAME = "SN.txt"

Dim oContainer 'Parent container of new user
Dim oUser 'Created user

Dim oFile

Dim oFileStream

Dim cgrEntry

'Subroutine to create a user entry in the AD

[ oL-26940-01
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Sub createUser (oContainer, pid, sn)
Dim oUser
username = "PID:"&pid&" SN:"&sn

'Create user
set oUser = oContainer.Create("User", "CN="&username)

'Assign properties values to user

oUser.put "displayName", username

oUser.Put "sAMAccountName", sn

oUser.Put "givenName", pid

oUser.Put "name", username

oUser.Put "userPrincipalName", sn&"@cenbu.wimax.net"
oUser.SetInfo

'Finally, set the password and enable user
oUser.setpassword "cisco"
oUser.Put "userAccountControl",
ADS_UF_NORMAL_ACCOUNT Or ADS_UF_DONT_EXPIRE_PASSWD
oUser.SetInfo
Set oUser = Nothing
End Sub

'Get parentcontainer
Set oContainer = GetObject ("LDAP://CN=Users,DC=cenbu, DC=wimax,DC=net")

'Looping through the entries in the CSV file

Set oFile = CreateObject("Scripting.FileSystemObject")
Set oFileStream = oFile.OpenTextFile (SN_TXT_FILENAME, 1)
do while oFileStream.AtEndOfStream <> true

'Split the CSV based on ,
cgrEntry = Split(oFileStream.ReadLine, ",",2)

'Remove any spaces

cgrEntry(l) = Replace(cgrEntry(1l)," ","")
'WScript.Echo "Adding CGR entry for PID: " & cgrEntry(0) & " SN:
createUser oContainer, cgrEntry(0), cgrEntry (1)
count = count + 1
loop
'Clean up

oFileStream.close
Set oContainer = Nothing

WScript.Echo count & " entries added to Active Directory"

Configuring Cisco ACS

BEFORE YOU BEGIN

& cgrEntry (1)

Verify that you are operating with the following minimum Cisco ACS software requirements:

Cisco ACS software, version 4.2 or Cisco ACS appliance version 5.2
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DETAILED STEPS

To create a group of authorized Cisco CG-OS routers (CGR) and users on the Cisco ACS, do the
following:

Step1  Log on to Cisco ACS.
Step2 At the opening window, click Group Setup (navigation pane).
Step3 At the Group Setup window, do the following:
e In the Select pane (left pane), select 2: Group 2 from the Group drop-down menu.
e To create a new group, click Rename Group.
¢ In the Renaming Group window that appears, enter 2: Authorized CGRs in the Group field.
e To save the entry, Click Submit.

Step4 At the Group Setup window, select the newly created group (2: Authorized CGRs) from the Group
drop-down menu. Click Edit Settings.
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Step5 At the Edit Settings window, select RADIUS (Cisco I0S 6.0) from the Jump To drop-down menu and

then do the following:
a. Scroll down to the Cisco IOS/PIX 6.x RADIUS Attributes section and do the following:
b. Check the [009\001] cisco-av-pair check box.
c. Enter the following into the box below: pki:cert-application=all
d. Click Submit.
Step6  To add a Cisco CG-OS router as a user to Cisco ACS, click User Setup (navigation pane).
To add the PID and SN for the Cisco CG-OS router in the User field, click Add/Edit.

To save the entry, click Add/Edit.

Step 7
Step 8
Step9 At the User Setup window that appears, do the following:

a. In the Real Name field, enter the PID and SN number (such as PID:CGR1240/K9
SN:JSJ1538000B). This value is the same name used to create the entry.

b. In the Password and Confirm Password fields, enter cisco.

c. In the Group to which the user is assigned drop-down menu, select 2: Authorized CGRs.
d. Click Submit.
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Step 10

Repeat Step 9 for each User that you want to create.
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Related Documentation

For information on supporting systems referenced in this certificate guide, see the following
documentation on Cisco.com:

Cisco 1000 Series Connected Grid Routers

Cisco 3945 Integrated Services Router

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as an RSS feed and set content to be
delivered directly to your desktop using a reader application. The RSS feeds are a free service.
Cisco currently supports RSS Version 2.0.

This document is to be used in conjunction with the documents listed in the Related Documentation section.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of
Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The
use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

No combinations are authorized or intended under this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2012 Cisco Systems, Inc. All rights reserved
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