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Release Notes for the Cisco Cloud Native BNG Control Plane, Version 2026.02.0

This Release Notes identifies changes and issues related to the software release of Cisco Cloud Native
BNG Control Plane.

The key highlights for the cnBNG CP Release 2026.02.0 include:

o L3 Routed Subscriber Sessions with SRG

Enhance scalability and deployment flexibility in Layer 3 access networks by extending support
for IPv4 and dual-stack routed subscriber sessions to include bundle-ether VLAN interfaces.

o Multiple Control Plane associations

Improve redundancy and operational flexibility by enabling a single User Plane (UP) to connect
to multiple Control Plane (CP) instances simultaneously, allowing for more versatile mapping of
Subscriber Redundancy Groups (SRG) across different Control Planes.

o Metrics verbosity behavior change

Improve production monitoring efficiency by changing the default application-layer metrics
verbosity from Debug to Production, reducing the number of metrics shown by default and
requiring explicit enablement for Debug and Trace metrics.

For more information about cnBNG Control Plane and related products, see the Related resources section.

Release lifecycle milestones
The following table provides EoL milestones for Cisco cnBNG Control Plane software:

Table 1. EoL milestone information for cnBNG CP, Release 2026.02.0

First Customer Ship (FCS) 30-Apr-2026
End of Life (EoL) 30-Apr-2027

End of Software 30-Apr-2029
Maintenance (EoSM)

End of Vulnerability and 30-Apr-2030
Security Support (EoVSS)

Last Date of Support 30-0Oct-2030
(LDoS)

New software features

This section provides a brief description of the new software features introduced in this release.
Table 2. New software features for cnBNG CP, Release 2026.02.0

Software Reliability L3 Routed Subscriber We have enhanced this feature to support IPv4, and dual-stack
Sessions with SRG routed subscriber sessions, including on bundle-ether VLAN
interfaces, which improves scalability and deployment flexibility in
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https://www.cisco.com/c/en/us/td/docs/routers/cnBNG/cnBNG-CP/2026-02-x/Config-Guide/b_cnbng-cp-config-guide-2026-02-0/up-geo-redundancy.html#l3-routed-subscriber-sessions-with-subscriber-redundancy-group
https://www.cisco.com/c/en/us/td/docs/routers/cnBNG/cnBNG-CP/2026-02-x/Config-Guide/b_cnbng-cp-config-guide-2026-02-0/up-geo-redundancy.html#l3-routed-subscriber-sessions-with-subscriber-redundancy-group

Layer 3 access networks. Previously, only IPv6 was supported.

Software Reliability Multiple Control Plane You can now improve cnBNG redundancy and flexibility by
associations enabling a single User Plane (UP) to connect to multiple Control

Plane (CP) instances at the same time. This allows Subscriber
Redundancy Groups (SRG) to be mapped more flexibly across
different Control Planes.

Software Reliability Metrics verbosity behavior We have now changed the default application-layer metrics

change verbosity from Debug to Production. As a result, some metrics are
no longer visible by default and will only be visible if explicitly
enabled.

Open issues
This table lists the open issues in this specific software release.

Note: This software release may contain open bugs first identified in other releases. To see additional
information, click the bug ID to access the Cisco Bug Search Tool. To search for a documented Cisco
product issue, type in the browser: <bug_number> site:cisco.com

Table 3. Open issues for cnBNG CP, Release 2026.02.0

CSCwu10362 Vulnerabilities detected in Nessus scan - Apr release (2026.02.1.i07)

Compatibility

This section lists compatibility information of the software components/packages that are verified to work
with this version of the cnBNG Control Plane software.

Table 4. Compatibility information for cnBNG CP, Release 2026.02.0
BNG UP (ASR 9K) I0S XR Release 26.2.1*
SMI CEE 2026.02.1.07
SMI Cluster Deployer 2026.02.1.07
SMI Base ISO Image 24.04.0-20260408

*Subject to feature availability.

Supported software packages

This section provides information about the release packages associated with cnBNG Control Plane
software.

Table 5. Software packages for cnBNG CP, Release 2026.02.0
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https://www.cisco.com/c/en/us/td/docs/routers/cnBNG/cnBNG-CP/2026-02-x/Config-Guide/b_cnbng-cp-config-guide-2026-02-0/cp-up-association.html#multiple-control-plane-associations
https://www.cisco.com/c/en/us/td/docs/routers/cnBNG/cnBNG-CP/2026-02-x/Config-Guide/b_cnbng-cp-config-guide-2026-02-0/cp-up-association.html#multiple-control-plane-associations
https://www.cisco.com/c/en/us/td/docs/routers/cnBNG/cnBNG-CP/2026-02-x/Metrics-Ref/b_cnbng-metrics-ref-guide_2026-02-0/m-metrics-verbosity-behaviour-changes.html
https://www.cisco.com/c/en/us/td/docs/routers/cnBNG/cnBNG-CP/2026-02-x/Metrics-Ref/b_cnbng-metrics-ref-guide_2026-02-0/m-metrics-verbosity-behaviour-changes.html
https://tools.cisco.com/bugsearch/search
https://bst.cisco.com/bugsearch/bug/CSCwu10362

bng.2026.02.0.SPA.tgz The cnBNG CP offline release signature package. This 2026.02.0
package contains the cnBNG CP deployment software as well
as the release signature, certificate, and verification

information.
ncs-6.4.8.2-cisco-bng-nc- The NETCONF NED package. This package includes all the 6.4.8.2
1.1.2026.02.0 yang files that are used for NF configuration.

Note that NSO is used for the NED file creation.

ncs-6.4.8.2-cisco-bng-smi- NSO Core-Function-Pack 6.4.8.2
deployer-2026.02.0

Cloud native product version numbering system

The show helm list command displays detailed information about the version of the cloud native product
currently deployed.

Figure 1. Cloud native product versioning format and description
Versioning: Format & Field Description
YYYY.RN.MN[.TTN] [.dN] [.MR][.iBN]

Where,
YYYY —> 4 Digit year. TTN —> Throttle of Throttle Number.

Mandatory Field. «  Optional Field, Starts with 1.

Starts with 2020. +  Precedes with “t” which represents the word

after the last release of year. “throttle or throttle”.
Applicable only in “Throttle of Throttle” cases.

RN —>» Major Release Number. +  Reset to 1 at the beginning of every major release

Mandatory Field. for that release.

Starts with 1.

Support preceding 0. DN —> Dev branch Number

Reset to 1 after the last planned release of a year(YYYY). +  Same as TTN except Used for DEV branches.

Precedes with “d” which represents “dev branch”.
MN—> Maintenance Number.

Mandatory Field. MR —> Major Release for TOT and DEV branches
Starts with 0. +  Only applicable for TOT and DEV Branches.
Does not support preceding 0. -+ Starts with 0 for every new TOT and DEV branch.
Reset to 0 at the beginning of every major release for

that release. BN —> Build Number

. for every release.

Optional Field, Starts with 1.

Precedes with “t” which represents the word
“interim”.

Does not support preceding 0.

Reset at the beginning of every major release for
that release.

Reset of every throttle of throttle. é

Preceded by “m” for bulbs from main branch.

The appropriate version number field increments after a version has been released. The new version
numbering format is a contiguous sequential number that represents incremental changes between

releases. This format facilitates identifying the changes between releases when using Bug Search Tool to
research software releases.

Software integrity version

To verify the integrity of the software image you have from Cisco, you can validate the SHA512 checksum
information against the checksum identified by Cisco for the software.

Image checksum information is available through Cisco.com Software Download Details. To find the
checksum, hover the mouse pointer over the software image you have downloaded.
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Figure 2. Sample of cnBNG CP software image
7 ) Cloud Native BNG Control Plane

| Details % Related Links and Documentation
| Description Broadband Network Gateway Control Plane signature package BNG Release Notes

Release : 2024.01.0

Release Date 31-Jan-2024
| FileName : bng.2024.01.0.SPA.tgz

Size 2664.99 MB ( 2794443492 bytes)

MDS5 Checksum : af244681cf3fa502aab065d685b4191b &

SHA512 Checksum : 2287123f561364a6abbf43f143294665 ... B

BNG Release Notes Advisories [ Release Date Size

gnature package 31-Jan-2024 2664.99 MB
v ¥ bng.2024.01.0.SPAtgz
Advisories [ 483135

>

At the bottom you find the SHA512 checksum, if you do not see the whole checksum you can expand it by
pressing the "..." at the end.

To validate the information, calculate a SHA512 checksum using the information in the following table and
verify that it matches the one provided on the software download page.

To calculate a SHA512 checksum on your local desktop, see this table.

Table 6. Checksum calculations per operating system

Operating System SHA512 checksum calculation command examples

Microsoft Windows Open a command line window and type the following command:

> certutil.exe -hashfile <filename.extension> SHA512
Apple MAC Open a terminal window and type the following command:

S shasum -a 512 <filename.extension>
Linux Open a terminal window and type the following command:

$ shab5l2sum <filename.extension>

OR

S shasum -a 512 <filename.extension>

Note: <filename> is the name of the file. <extension> is the file type extension (for example, .zip or .tgz).

If the SHA512 checksum matches, you can be sure that no one has tampered with the software image or
the image has not been corrupted during download.

If the SHA512 checksum does not match, we advise you not to attempt upgrading any systems with the
corrupted software image. Download the software again and verify the SHA512 checksum again. If there is
a constant mismatch, please open a case with the Cisco Technical Assistance Center.

Certificate validation

cnBNG Control Plane software images are signed via x509 certificates. Please view the .README file
packaged with the software for information and instructions on how to validate the certificates.
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Related resources

This table provides key resources and links to the support information and essential documentation for
cnBNG Control Plane and related products.

Table 7. Related resources and additional information

cnBNG Control Plane cnBNG Control Plane
documentation

cnBNG User Plane cnBNG User Plane
documentation

Physical BNG Broadband Network Gateway
documentation

SMI documentation Subscriber Microservices Infrastructure

Legal information

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology
diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of
actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2026 Cisco Systems, Inc. All rights reserved.
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https://www.cisco.com/c/en/us/support/routers/cloud-native-broadband-network-gateway-bng/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/25xx/cloud-native-bng/configuration/guide/b-cnbng-user-plane-cg-asr9000-25xx.html
https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/25xx/bng/configuration/guide/b-bng-cg-asr9000-25xx.html
https://www.cisco.com/c/en/us/support/wireless/ultra-cloud-core-subscriber-microservices-infrastructure/products-installation-and-configuration-guides-list.html
http://www.cisco.com/go/trademarks
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