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Read Me First

Related References

• Hardware Installation Guide for Cisco Catalyst Wireless Gateways

• Cisco Catalyst Wireless Gateway Software Configuration Guide

• Cisco Catalyst Wireless Gateway Web-Based Interface

• Regulatory Compliance and Safety Information – Cisco Catalyst Wireless Gateways

Communications, Services, and Additional Information

• Sign up for Cisco email newsletters and other communications at: Cisco Profile Manager.

• For information on the latest technical, advanced, and remote services to increase the operational reliability
of your network visit Cisco Services.

• To browse and discover secure, validated enterprise-class apps, products, solutions, and services, visit
Cisco Devnet.

• To obtain general networking, training, and certification titles from Cisco Press Publishers, visit Cisco
Press.

• To find warranty information for a specific product or product family, visit Cisco Warranty Finder.

• To view open and resolved bugs for a release, access the Cisco Bug Search Tool.

• To submit a service request, visit Cisco Support.

Documentation Feedback

To provide feedback about Cisco technical documentation use the feedback form available in the right pane
of every online document.
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About Cisco Catalyst Wireless Gateways
Cisco Catalyst Wireless Gateway devices extend the enterprise network to remote workers. Connectivity is
as follows:

• The Cisco Catalyst Wireless Gateway CG113-W6 accesses the internet using a wired WAN connection
at a remote site.

• The Cisco CatalystWireless Gateway CG112-4GW6 accesses the internet using a wiredWAN connection
at a remote site or using a cellular link. The device supports two SIM cards: one active, and one on
standby. If the wired WAN connection fails, the device fails over to the cellular link to ensure internet
connectivity.

Cisco CatalystWireless Gateways provide numerous advantages to the remote worker, including the following:

• Hardware-based stable connectivity to an enterprise VPN

• Optimized network performance with Wi-Fi 6

• Cellular network connectivity, in supporting models, providing a cellular internet connection (with one
active and one standby SIM) for uninterrupted internet connectivity

• Separate service set identifiers (SSIDs) for connecting work and personal devices

Managing Cisco Catalyst Wireless Gateways

Use Cisco vManage to configure and manage Cisco Catalyst Wireless Gateways. Cisco vManage provides a
convenient workflow for configuring Wi-Fi, cellular, VPN, and other functionality. Cisco vManage also
provides methods for monitoring device performance.

Cisco Catalyst Wireless Gateway Models
The Cisco Catalyst Wireless Gateways include the following models:

• Cisco Catalyst Wireless Gateway CG113-W6

(Includes Wi-Fi connectivity)

• Cisco Catalyst Wireless Gateway CG113-4GW6

(Includes Wi-Fi and cellular connectivity)

What's New for Cisco Catalyst Wireless Gateway Support in Cisco IOS CG 17.9.1a and Cisco
vManage Release 20.9.1.1

Cisco IOS CG 17.9.1a and and Cisco vManage Release 20.9.1.1 introduce support for the Cisco Catalyst
Wireless Gateway Series and provide the following features:
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Table 1: Cisco IOS CG 17.9.1a and Cisco vManage Release 20.9.1.1

DescriptionFeature

• Dual SIM support: Support for two SIM cards. The device supports only
one cellular connection at a time

• Dual SIM failover: Support for failover from one cellular connection to
another in case of loss of connectivity to the primary connection, if two SIM
cards are installed

• Auto SIM: Detection of the carrier of an inserted SIM and loading of the
appropriate firmware

• Carrier aggregation: Support for using multiple frequency bands at once

• Custom APN: Support for configuring a custom access point name (APN)
profile

Cisco Catalyst Wireless Gateways do not support IPv6 addressing.
Before attempting to deploy the Cisco CG113-4GW6model, check
that it is supported on your service provider's cellular network.

Note

Cellular Connectivity

• Support for one corporate SSID

• Support for site-to-site IPsec using the following key exchange methods:

• Internet key exchange version 2 (IKEv2)

• IKE phase 1 with advanced encryption standard (AES) 128 and secure
hash algorithm (SHA) 1

• IKE phase 2 with AES 128 and SHA1

• Diffie-Hellman (DH) 2048-bit modules (group 14)

• DH 3072-bit modules (group 15)

• DH 4096-bit modules (group 16)

• Wireless Dot1.x Radius authentication

• WLAN security support: WPA2-Enterprise or WPA2 pre-shared key
(WPA2-PSK)

Support for VPN and
Corporate Wi-Fi

Support for four SSIDs for Home Wi-Fi use.Support for Home Wi-Fi

• Ability to use the device as a DHCP server

• Ability to use the default DNS server or a custom server

• Ability to use the default NTP server or a custom server

Support for DHCP

You can configure security policy actions and rules.Support for Security
Policy
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DescriptionFeature

You can configure NAT and PAT.Support for Network
Address Translation
(NAT) and Port Address
Translation (PAT)

Cisco Bug Search Tool
The Cisco Bug Search Tool (BST) is a web-based tool providing access to the Cisco bug tracking system. If
provides information about defects in Cisco products, including the status of a defect and affected releases.

Open Caveats in Cisco IOS CG 17.9.1a
The following table lists the open caveat(s) affecting Cisco Catalyst Wireless Gateway devices in Cisco IOS
CG Release 17.9.1a:

DescriptionCaveat

When traffic exceedsmaximummodem capacity, Cisco CatalystWireless Gateway
may crash and reboot.

CSCwb77115

Open Caveats in Cisco vManage 20.9.1.1
The following table lists the open caveat(s) affecting Cisco Catalyst Wireless Gateway devices in Cisco
vManage Release 20.9.1.1:

DescriptionCaveat

Edit /Add Parcel: Cellular SettingsCSCwc40936

Full Cisco Trademarks with Software License
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL
ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS INTHISMANUALAREBELIEVEDTOBEACCURATEBUTAREPRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND
ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE
FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB's public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDINGANYOTHERWARRANTYHEREIN,ALLDOCUMENTFILESANDSOFTWARE
OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
ABOVE-NAMEDSUPPLIERSDISCLAIMALLWARRANTIES,EXPRESSEDORIMPLIED, INCLUDING,
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WITHOUTLIMITATION, THOSEOFMERCHANTABILITY, FITNESS FORAPARTICULARPURPOSE
AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses
or phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current
online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at
www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/
legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use
of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)
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