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Preface

Note  This product has reached end-of-life status. For more information, see the End-of-Life and End-of-Sale Notices.

From Release 6.1.2 onwards, Cisco introduces support for the 64-bit Linux-based IOS XR operating system.
Extensive feature parity is maintained between the 32-bit and 64-bit environments. Unless explicitly marked
otherwise, the contents of this document are applicable for both the environments. For more details on Cisco
10S XR 64 bit, refer to the Release Notes for Cisco ASR 9000 Series Routers, Release 6.1.2 document.

This guide describes the System Management configuration details for Cisco IOS XR software. This chapter
contains details on the changes made to this document.

* Changes to This Document, on page xvii
» Communications, Services, and Additional Information, on page xvii

Changes to This Document

This table lists the changes made to this document since it was first released.

Table 1: Changes to This Document

Date Summary
September 2017 Initial release of this document.
March 2018 Republished for Release 6.3.2.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

System Management Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.3.x .
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Preface |

. Preface

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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CHAPTER 1

New and Changed System Management Features

This chapter lists all the features that have been added or modified in this guide. The table also contains
references to these feature documentation sections.

* System Management Features Added or Modified in IOS XR Release 6.3.x, on page 1

System Management Features Added or Modified in 10S XR
Release 6.3.x

Feature Description Changed in Release Where Documented
Parallel Power Module | Multiple power modules |Release 6.3.1 Upgrading
FPD upgrade can now be upgraded Field-Programmable
simultaneously Devices chapter.
Parallel Power Module
Upgrade.
Reset Router to Factory | Router can be reset to Release 6.3.1 Upgrading and Managing
Settings factory settings using Software on Cisco ASR
zapdisk feature 9000 Series Router
chapter.

Resetting Router to
Factory Settings, on page

224
ZTP Support on Data Port | Zero Touch Provisioning | Release 6.3.1 Implementing Zero Touch
is executed inside the Provisioning chapter.
global Virtual Routing .
and Forwarding (VRF) Configuring Zero Touch

network namespace with Provisioning, on page 459

full access to all the data
interfaces.
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New and Changed System Management Features |
. System Management Features Added or Modified in I0S XR Release 6.3.x

Feature Description Changed in Release Where Documented
Increase in Throttle In IOS XR 64-bit OS, the | Release 6.3.2 Configuring
Memory Range high range of memory Manageability chapter.

usage per session by the
XML agent is increased
from 600 MB to 1024

Configuring the XML
Agent, on page 16.

MB.

IP-MIB Support for IPv4 | From Release 6.3.2 Release 6.3.2 Configuring Simple
onwards, IOS-XR Network Management
implementation of Protocol chapter.

IP-MIB supports IPv4

statistics as per RFC4293. MIB  section.
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CHAPTER 2

Configuring Profiles

Your router caters to different market segments on the service provider edge space. Your router is capable of
supporting a wide range of market segments and features, but to make the software more efficient, you must
configure the appropriate profiles to achieve the results you require.

» Different customers have different network architectures, and this puts different scale demands on the
router. By configuring the scale profile, you can configure your router to accommodate your needs.

* The software supports a wide range of features. To optimize performance, each feature profile enables
a subset of the total available features for a release. You must configure the appropriate profile to enable
the features that you require.

Table 2: Feature History for Configuring Profiles

Release Modification

Release 3.9.1 The scale profile was introduced

Release 4.0.1 The scale profile configuration was moved to admin
mode.
The feature profile was introduced.

This model contains the following topics:

* Restrictions of Scale Profiles, on page 3
* Information About Profiles, on page 4

* Configure iTCAM profile, on page 5

* How to Configure Profiles, on page 7

+ Additional References, on page 12

Restrictions of Scale Profiles

Video monitoring is not supported with the L3XL scale profile.

System Management Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.3.x .



Configuring Profiles |
. Information About Profiles

Information About Profiles

Information About Scale Profiles

A scale profile is a user-configurable setting that tunes the router to perform more efficiently depending on
how the router is being used. You should configure a scale profile before deploying the router to production
use.

Your router can be used for different market segments on the service provider edge space. Because different
customers have different network architectures, which can place different scale demands on the router, it is
important to configure the scale profile so that your router works as efficiently as possible within the architecture
that you are using.

Possible scenarios that are taken into account by the scale profile are:

* Use of the router as a Layer 2 transport device, thus requiring the support of high Layer 2 scale numbers.

* Use of the router primarily as a Layer 3 box that provides Layer 3 virtual private network (VPN) services,
thus requiring the support of a high number of Layer 3 routes.

There are three scale profiles available on your router:

* The default scale profile that supports deployments that require large Layer 2 MAC tables (up to 512,000
entries) and a relatively small number of Layer 3 routes (less than 512,000).

* The Layer 3 scale profile that supports deployments that require more Layer 3 routes (up to 1 million)
and smaller Layer 2 MAC tables (less than 128,000 entries).

* The Layer 3 XL scale profile that supports deployments that require a very large number of Layer 3
routes (up to 1.3 million) and minimal Layer 2 functionality. Note that the support for up to 1.3 million
routes is split into IPv4 scaled support and IPv4/IPv6 scaled support. You can configure up to 1.3 million
IPv4 routes, or up to 1 million IPv4 routes with 128,000 IPv6 routes. The layer 3 XL scale profile does
not support video monitoring.

You can increase the memory available for BGP by configuring the Layer 3 XL profile on the Cisco
ASR9000 Series Router using the hw-module profile scale I3xI command. However, this reduces the
memory available for some other processes. To activate the new profile, you need to manually reboot
the system.

The memory for BGP and the other processes can be verified by using the following commands before
and after the configuration:

* show processes memory detail

« show bgp process performance-statistics | include RLIMIT : This command is available only
from Cisco IOS-XR release 6.1.x onwards.

Information About Feature Profiles

To allow sufficient computation capabilities within the router, the available features within the Cisco IOS XR
software image are bundled. A feature profile determines which bundle of features is available for you to use.
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| Configuring Profiles
Relationship Between Scale and Feature Profiles .

Although you can always configure a feature, if the feature is not supported by the active feature profile, you
cannot use it.

There are two feature profiles available on your router:

* The default profile that supports all Cisco IOS XR software features except for IEEE 802.1ah provider
backbone bridge (PBB).

* The Layer 2 profile that supports all Cisco IOS XR software features including IEEE 802.1ah PBB, but
does not support IPv6, reverse-path forwarding (RPF) or netflow.

If the feature profile that you have configured on your router does not support a feature that you have configured,
warning messages are displayed on the console, and the feature does not work. A configured feature profile
takes affect only after you reload all the line cards on the router.

Relationship Between Scale and Feature Profiles

Although you are not limited in your selection of scale and feature profiles in relation to each other, Cisco
recommends using the scale and feature profiles together as indicated here:

Table 3: Interaction between Scale and Feature Profiles

Default Feature Profile Layer 2 Feature Profile
Default Scale Profile Up to 512 K Layer 3 CEF! scale | PPB2
Layer 3 Scale Profile Up to 1.0 M Layer 3 CEF scale | Not recommended

Less than 128 K MAC entries

Layer 3 XL ScaleProfile Up to 1.3 M Layer 3 CEF scale | Not recommended

! Cisco Express Forwarding
2 provider backbone bridge

Other pairs are not recommended. Note that the Layer 3 XL scale profile does not support video monitoring.

Configure iTCAM profile

Both A99-12X100GE and A99-4X100GE line cards have an internal TCAM of SMB. You can recarve internal
TCAM partition at a Global Configuration level to increase entries on the L2 table and V6 table. Recarving
of the TCAM partition helps in the optimal and efficient utilisation of the available memory.

Table 4: Recarving iTCAM profile

Default Limits Recarving Limits

1K entries for L2 4K entries for L2 table

24K limit for V4 entries Adjusted as required for V4 table
1.75K limit for V6 entries 3.25L entries for V6 table

System Management Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.3.x .



Configuring Profiles |

B configure iTCAM profile

Restrictions
* This configuration is supported only on A99-12X100GE and A99-4X100GE line cards.
* For 32-bit IOS-XR, perform this configuration in the Admin Configuration mode.
* For 64-bit IOS-XR perform this configuration in the Global Configuration mode.

* Unless you reload the line cards after the configuration of iTCAM profile on the linecards, the
configuration does not take effect.

Configuration Example
To configure iTCAM profile of linecards, use the following steps:
1. Enter the Administration Configuration mode.

2. Configure iTCAM profile of line cards as to-profile-sel to recarve TCAM partition of line cards and
change the entries to accommodate more L2 or V6 entries in the L2 table and V6 table.

Note

If you configure the iTCAM profile as to-default, it enables default TCAM entries present in the linecards.

3. Reload the A99-12X100GE and A99-4X100GE line cards line cards in the chassis.

Configuration

/* Enter the Administration Configuration mode and configure iTCAM profile on an interface
for line cards as to-profile-sel or to-default. */

Router (admin-config) # hw-module profile itcam to-profile-sel location 0/0/CPUO

Sun Mar 3 07:44:23.066 UTC

In order to activate this new internal tcam partition profile, you must manually reload the
line card.

Router (admin-config) # commit

/* Reload the entire router or all the line cards in the chassis. */

Verification

To verify the increase in the limits of L2 and V6 entries in the L2 table and V6 tabl for line cards on an
interface, use the show prm server tcam summary all all detail all location location command. In the
output, you can see that L2 entries have increased to 4K in the L2 table, V4 entries have reduced to 1.5K in
the V4 table, and V6 entries have increased to 3.5K in the V6 table.

Router# show prm server tcam summary all all detail np3 location 0/0/CPUO
Wed Mar 13 21:37:43.743 UTC

Node: 0/0/CPUO:

TCAM summary for NP3:

TCAM Logical Table: TCAM LT L2 (1)
Partition ID: 0, wvalid entries:
Partition ID: 1, wvalid entries:
Partition ID: 2, wvalid entries:
Partition ID: 3, valid entries:

free entries: 22
free entries: 24
free entries: 24
free entries: 2012.

o O oN
~ N 0~ ~
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Partition ID: 4, valid entries: 2, free entries: 2010
TCAM Logical Table: TCAM LT ODS2 (2), max entries: 15360, num free: 15237
Application ID: NP _APP ID IFIB (0).
VMR ID: 1, used entries: 45, allocated entries: 123

Total vmr_ids per app id: 1, Total used entries per app id: 45 Total allocated entries:
123

Application ID: NP_APP ID QOS (1)
Total vmr_ ids per app id: 0, Total used entries per app id: 0 Total allocated entries:

0
Application ID: NP_APP ID ACL (2)
Total vmr_ ids per app id: 0, Total used entries per app id: 0 Total allocated entries:
0
Application ID: NP_APP ID AFMON (3)
Total vmr_ ids per app id: 0, Total used entries per app id: 0 Total allocated entries:
0
Application ID: NP_APP ID LI (4)
VMR ID: 2, used entries: 0, allocated entries: 0
Total vmr ids per app id: 1, Total used entries per app id: 0 Total allocated entries:
0
Application ID: NP_APP ID PBR (5)
Total vmr_ ids per app id: 0, Total used entries per app id: 0 Total allocated entries:
0

TCAM Logical Table: TCAM LT ODS8 (3), max entries: 3328, num free: 3295
Application ID: NP_APP ID IFIB (0).
VMR ID: 1, used entries: 33, allocated entries: 33
Total vmr ids per app id: 1, Total used entries per app id: 33 Total allocated entries:
33
Application ID: NP _APP ID QOS (1)
Total vmr ids per app id: 0, Total used entries per app id: 0 Total allocated entries:

0
Application ID: NP _APP ID ACL (2)
Total vmr ids per app id: 0, Total used entries per app id: 0 Total allocated entries:
0
Application ID: NP _APP ID PBR (5)
Total vmr ids per app id: 0, Total used entries per app id: 0 Total allocated entries:
0
Application ID: NP _APP ID EDPL (6)
Total vmr ids per app id: 0, Total used entries per app id: 0 Total allocated entries:
0

RP/0/RSP1/CPUQ:VKG6#

How to Configure Profiles

Configuring the Scale Profile

Before you deploy your router, you should configure the scale profile to make the system most efficient for
your specific network architecture.
Before you begin

In general, the route switch processor (RSP) with 6 GB of memory is capable of loading 1.3 million IPv4
routes. For large scale routes like 4 million, 12 GB of memory is required.

The RSP440 supports 1.3 million IPv4 routes with the default memory.
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Note The scale profile should be configured in the administration configuration. If you previously configured the
L3 scale profile in the global configuration, the following limitations apply:

« [f the scale profile is set only in the global configuration, the setting takes affect.

* Scale profile settings in the administration configuration override scale profile settings in the global

configuration.

* Cisco recommends that you configure all scale profile settings in the administration configuration and
remove the global configuration settings. For more information, refer to Removing the Scale Profile from

the Global Configuration, on page 11.

SUMMARY STEPS

admin
configure

Use the commit or end command.
reload location all

show running-config

show hw-maodule profile

NOO A WN

DETAILED STEPS

hw-module profile scale{default | I3 | 13xI}

Command or Action

Purpose

Step 1

admin

Example:

RP/0/RSP0O/CPUO:router# admin

Enters administration EXEC mode.

Step 2

configure

Example:

RP/0/RSP0O/CPUO:router (admin) # configure

Enters administration configuration mode.

Step 3

hw-module profile scale{default | 13| I3xI}

Example:

RP/0/RSPO/CPUO: router (admin-config) # hw-module
profile
scale 13x1

Sun Nov 14 10:04:27.109 PST

In order to activate this new memory resource
profile,

you must manually reboot the system.

Specifies the scale profile for the router.

+ default—efficient for deployments that require large
Layer 2 MAC tables (up to 512,000 entries) and a
relatively small number of Layer 3 routes (less than
512,000).

* [3—efficient for deployments that require more Layer 3
routes (up to 1 million) and smaller Layer 2 MAC
tables (less than 128,000 entries).

* I3xl—efficient for deployments that require a very
large number of Layer 3 routes (up to 1.3 million) and
minimal Layer 2 functionality. Note that the support
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Command or Action

Purpose

for up to 1.3 million routes is split into IPv4 scaled
support and IPv4/IPV6 scaled support. You can
configure up to 1.3 million IPv4 routes, or up to 1
million IPv4 routes with 128,000 IPv6 routes.

Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
* No —Exits the configuration session without
committing the configuration changes.
+ Cancel —Remains in the configuration mode, without
committing the configuration changes.
Step 5 reload location all Reloads the entire router or all line cards in the chassis. If
you are changing the scale profile to, or from, one of the
Example:
Layer 3 scale profile values, you must perform a reload of
RP/0/RSPO/CPUO:router (admin) # reload location alltheenﬁresymenlbeﬁnethechangeisenabhd.
Step 6 show running-config Displays the configured scale profile.
Example:
RP/0/RSPO/CPUO: router (admin) # show running-config
hw-module profile scale
Step 7 show hw-module profile Displays the active scale profile. If the scale profile is

Example:
RP/0/RSPO/CPUO: router# show hw-module profile scale

different than the configured profile, the line cards have not
been reloaded as required for the scale profile configuration
to take place.

Configuring the Feature Profile

Before deploying your router you should determine that the feature profile is consistent with the features that
you need to use. If it is not, use this task to configure a different profile.

SUMMARY STEPS

admin

configure

hw-module profile feature{default | 12}
Use the commit or end command.
reload location {all | node-id}

show running-config

show hw-module profile feature

NOOAWN
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Command or Action

Purpose

Step 1 admin Enters administration EXEC mode.
Example:
RP/0/RSPO/CPUO:router# admin
Step 2 configure Enters administration configuration mode.
Example:
RP/0/RSP0O/CPUO:router (admin) # configure
Step 3 hw-module profile feature{default | 12} Specifies the feature profile for the router.
Example: « default—supports all features except provider
RP/0/RSP0/CPUO:router (admin-config) # hw-module backbone bridge (PBB).
profile
feature 12 * |2—supports PBB, but does not support IPv6,
reverse-path forwarding (RPF) and netflow.
Wed Dec 8 08:29:54.053 PST
L2 feature profile does NOT support the following
features:
IPv6, RPF, Netflow.
In order to activate this new memory resource
profile,
you must manually reboot the line cards.
Step 4 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the
configuration session.
» No —Exits the configuration session without
committing the configuration changes.
+ Cancel —Remains in the configuration mode, without
committing the configuration changes.
Step 5 reload location {all | node-id} Reloads a line card. Before the feature profile configuration
Examole: becomes effective, you must reload all line cards in the
ple: router. Use the reload location node-id command for each
RP/0/RSPO/CPUO:router (admin) # reload location hnecardsepanﬂeh&
0/0/cpu0
Step 6 show running-config Displays the configured feature profile.

Example:
RP/0/RSPO/CPUO: router (admin) # show running-config

hw-module profile feature
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Command or Action Purpose

Step 7 show hw-module profile feature Displays the active feature profile. If the active profile is

Example:

RP/0/RSPO/CPUO: router# show hw-module profile
feature all

different from the configured profile, the line cards have
not been reloaded as required for the feature profile
configuration to take place.

What to do next

If you see warning messages to the console indicating that the active feature profile does not match the
configured profile, you must reload the affected line card so that the configured profile matches the active
profile.

LC/0/1/CPUO:Nov 5 02:50:42.732 : prm server[236]: Configured 'hw-module
profile feature 12' does not match active 'hw-module profile feature default'.
You must reload this line card in order to activate the configured profile on
this card or you must change the configured profile.

If you see warning messages to the console indicating that some features do not match the feature profile, you
should either change the feature profile configuration, or remove the non-supported features.

LC/0/1/CPUO:Nov 5 02:50:42.732 : prm server([236]: Active 'hw-module profile
feature 12' does not support IPv6, RPF, or Netflow features. Please remove all
unsupported feature configurations.

*"hw-module profile feature" syntax only applies to Trident based line cards;
therefore the limitations of IPv6, reverse-path forwarding (RPF) and Netflow do
not apply to either Tomahawk or Typhoon based line cards.

Removing the Scale Profile from the Global Configuration

\}

If a scale profile is configured in the global configuration, you should duplicate the configuration in the
administration configuration, and remove the global configuration as described here.

Note

SUMMARY STEPS

If you do not move the scale profile setting to the administration configuration, the configuration in global
configuration mode takes affect.

If the scale profile is configured in both the global configuration and administration configuration, the setting
in the administration configuration takes precedence.

show running-config | file new-config-file

Remove the line with the command hw-module profile scale from the file created in the previous step.
configure

load new-config-file

commit replace

apwbdD-=
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DETAILED STEPS
Command or Action Purpose

Step 1 show running-config | file new-config-file Copies the contents of the running configuration to a file.
Example:

RP/0/RSPO/CPUO:router# show running-config | file
new-config-file

Step 2 Remove the line with the command hw-module profile | Takes out the profile command that is configured in the
scale from the file created in the previous step. global configuration.

Step 3 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 4 load new-config-file Replaces the running configuration with the edited file.

Example:
RP/0/RSP0O/CPUO:router (config) # load new-config-file

Step 5 commit replace Commits the changed configuration to the router.

Example:
RP/0/RSPO/CPUO:router (config) # commit replace

Additional References

Related Documents

Related Topic Document Title

Profile commands Hardware Redundancy and Node Administration on
the Cisco ASR 9000 Series Router module of System
Management Command Reference for Cisco ASR
9000 Series Routers

Information about user groups and task IDs Configuring AAA Services on the Cisco ASR 9000
Series Router module of System Security
Configuration Guide for Cisco ASR 9000 Series
Routers

Standards and RFCs

Standard/RFC Tile

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.
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MIBs

MB | MIBs Link

— | To locate and download MIBs using Cisco IOS XR software, use the Cisco MIB Locator found at the
following URL and choose a platform under the Cisco Access Products menu:
http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Technical Assistance

Description Link

The Cisco Support website provides extensive online | http://www.cisco.com/cisco/web/support/index.html
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.
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Configuring Manageability

This module describes the configuration required to enable the Extensible Markup Language (XML) agent
services. The XML Parser Infrastructure provides parsing and generation of XML documents with Document
Object Model (DOM), Simple Application Programming Interface (API) for XML (SAX), and Document
Type Definition (DTD) validation capabilities:

* DOM allows customers to programmatically create, manipulate, and generate XML documents.
* SAX supports user-defined functions for XML tags.

* DTD allows for validation of defined document types.

Table 5: Feature History for Configuring Manageability on Cisco 10S XR Software

Release 3.7.2 This feature was introduced
Release 3.9.0 The ability to enable XML requests over Secure Socket Layer (SSL) was
introduced.

The ability to configure an idle timeout for the XML agent was introduced.

Release 4.0.0 The ability to configure a dedicated agent to receive and send messages
via a specified VPN routing and forwarding (VRF) instance was introduced.

The ability to control CPU time used by the XML agent was introduced.

This module contains the following topics:

* Information About XML Manageability, on page 15
* How to Configure Manageability, on page 16
* Configuration Examples for Manageability, on page 17

Information About XML Manageability

The Cisco I0S XR Extensible Markup Language (XML) API provides a programmable interface to the router
for use by external management applications. This interface provides a mechanism for router configuration
and monitoring utilizing XML formatted request and response streams. The XML interface is built on top of
the Management Data API (MDA), which provides a mechanism for Cisco IOS XR components to publish
their data models through MDA schema definition files.
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Cisco I0S XR software provides the ability to access the router via XML using a dedicated TCP connection,
Secure Socket Layer (SSL), or a specific VPN routing and forwarding (VRF) instance.

How to Configure Manageability

Configuring the XML Agent

SUMMARY STEPS
1. xml agent [sd]
2. iteration on sizeiteration-size
3. session timeout timeout
4. throttle {memorysize | processratetags}
5. vrf { default | vrf-name} [accesslist access-list-name]
DETAILED STEPS
Command or Action Purpose
Step 1 xml agent [sdl] Enables Extensible Markup Language (XML) requests over
Example: a dedicated TCP connection and enters XML agent

configuration mode. Use the sdl keyword to enable XML
RP/0/RSPO/CPUO:router:router (config)# xml agent requests over Secure Socket Layer (SSL)

Step 2 iteration on size iteration-size Configures the iteration size for large XML agent responses

in KBytes. The default is 48.
Example:

RP/0/RSPO/CPUO: router:router (config-xml-agent) #

iteration on size 500

Step 3 session timeout timeout Configures an idle timeout for the XML agent in minutes.

By default, there is no timeout.
Example:

RP/0/RSPO/CPUO:router:router (config-xml-agent) #

session timeout 5

Step 4 throttle {memory size | processratetags} Configures the XML agent processing capabilities.

Example: * Specify the throttle memory size in Mbytes per session.
Values can range from 100 to 600. In IOS XR 64 bit,

RP/0/RSPO/CPUO: router:router (config-xml-agent) # X
the values range from 100 to 1024. The default is 300.

throttle memory 300

* Specify the process-rate as the number of tags that the
XML agent can process per second. Values can range
from 1000 to 30000. By default the process rate is not

throttled.
Step 5 vrf { default | vrf-name} [accesslist Configures the dedicated agent or SSL agent to receive and
access-list-name] send messages via the specified VPN routing and

forwarding (VRF) instance.

Example:
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Command or Action Purpose

RP/0/RSPO/CPUO: router:router (config-xml-agent) #

vrf my-vrf

Configuration Examples for Manageability

Enabling VRF on an XML Agent: Examples

The following example illustrates how to configure the dedicated XML agent to receive and send
messages via VRF1, VRF2 and the default VRF:

RP/0/RSPO/CPUO:router:router (config)# xml agent
RP/0/RSP0O/CPUO:router:router (config-xml-agent)# vrf VRF1l
RP/0/RSPO/CPUO:router:router (config-xml-agent) # vrf VRF2

The following example illustrates how to remove access to VRF2 from the dedicated agent:

RP/0/RSPO/CPUO:router:router (config)# xml agent
RP/0/RSPO/CPUO:router:router (config-xml-agent) # no vrf VRF2

The following example shows how to configure the XML SSL agent to receive and send messages
through VRF1, VRF2 and the default VRF:

RP/0/RSPO/CPUO:router:router (config) # xml agent ssl
RP/0/RSPO/CPUO:router:router (config-xml-agent) # vrf VRF1
RP/0/RSPO/CPUO:router:router (config-xml-agent) # vrf VRF2

The following example removes access for VRF2 from the dedicated XML agent:

RP/0/RSPO/CPUO:router:router (config)# xml agent ssl
RP/0/RSPO/CPUO:router:router (config-xml-agent) # no vrf VRF2
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CHAPTER 4

Configuring Physical and Virtual Terminals

Line templates define standard attribute settings for incoming and outgoing transport over physical and virtual
terminal lines (vtys). Vty pools are used to apply template settings to ranges of vtys.

Note

Before creating or modifying the vty pools, enable the telnet server using the telnet server command in
Global Configuration mode. See IP Addresses and Services Configuration Guide for Cisco ASR 9000 Series
Routers and IP Addresses and Services Command Reference for Cisco ASR 9000 Series Routers for more
information.

This module describes the new and revised tasks you need to implement physical and virtual terminals on
your Cisco I0S XR network.

For more information about physical and virtual terminals on the Cisco IOS XR software and complete
descriptions of the terminal services commands listed in this module, see Related Documents, on page 29.
To locate documentation for other commands that might appear in the course of running a configuration task,
search online in Cisco ASR 9000 Series Aggregation Services Router Commands Master List.

Table 6: Feature History for Implementing Physical and Virtual Templates on Cisco 10S XR Software

Release Modification
Release 3.7.2 This feature was introduced.
Release 3.9.0 No modification.

This module contains the following topics:

* Prerequisites for Implementing Physical and Virtual Terminals, on page 20

* Information About Implementing Physical and Virtual Terminals, on page 20

* How to Implement Physical and Virtual Terminals on Cisco IOS XR Software, on page 22
* Craft Panel Interface, on page 26

* Configuration Examples for Implementing Physical and Virtual Terminals, on page 26

+ Additional References, on page 28
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Prerequisites for Implementing Physical and Virtual Terminals

You must be in a user group associated with a task group that includes the proper task IDs. The command
reference guides include the task IDs required for each command. If you suspect user group assignment is
preventing you from using a command, contact your AAA administrator for assistance.

Information About Implementing Physical and Virtual Terminals

To implement physical and virtual terminals, you need to understand the concepts in this section.

Line Templates
The following line templates are available in the Cisco IOS XR software.
* Default line template—The default line template that applies to a physical and virtual terminal lines.
* Console line template—The line template that applies to the console line.

* User-defined line templates—User-defined line templates that can be applied to a range of virtual terminal
lines.

Line Template Configuration Mode

Changes to line template attributes are made in line template configuration mode. To enter line template
configuration mode, issue the line command from Global Configuration mode, specifying the template to
be modified. These line templates can be configured with the line command:

* console—console template
* default—default template

* template—user-defined template

After you specify a template with the line command, the router enters line template configuration mode
where you can set the terminal attributes for the specified line. This example shows how to specify the attributes
for the console:

RP/0/RSP0O/CPUO:router (config)# line console
RP/0/RSP0O/CPUO:router (config-line) #

From line template configuration mode, use the online help feature ( ?) to view all available options. Some
useful options include:

* absolute-timeout—Specifies a timeout value for line disconnection.
* escape-character—Changes the line escape character.
* exec-timeout—Specifies the EXEC timeout.

* length—Sets the number of lines displayed on the screen.
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* session-limit—Specifies the allowable number of outgoing connections.
* session-timeout—Specifies an interval for closing the connection if there is no input traffic.
* timestamp—Displays the timestamp before each command.

» width—Specifies the width of the display terminal.

Line Template Guidelines

The following guidelines apply to modifying the console template and to configuring a user-defined template:

* Modify the templates for the physical terminal lines on the router (the console port) from line template
configuration mode. Use the line console command from Global Configuration mode to enter line
template configuration mode for the console template.

* Modify the template for virtual lines by configuring a user-defined template with the linetemplate-name
command, configuring the terminal attributes for the user-defined template from line template
configuration, and applying the template to a range of virtual terminal lines using the vty pool command.

Attributes not defined in the console template, or any virtual template, are taken from the default template.

The default settings for the default template are described for all commands in line template configuration
mode in the Terminal Services Commands on the Cisco ASR 9000 Series Router module in System
Management Command Reference for Cisco ASR 9000 Series Routers.

\)

Note Before creating or modifying the vty pools, enable the telnet server using the telnet server command in
Global Configuration mode. See IP Addresses and Services Configuration Guide for Cisco ASR 9000 Series
Routers and IP Addresses and Services Command Reference for Cisco ASR 9000 Series Routers for more
information.

Terminal Identification

The physical terminal lines for the console port is identified by its location, expressed in the format of
rack/slot/module , on the active or standby route processor (RP) where the respective console port resides.
For virtual terminals, physical location is not applicable; the Cisco IOS XR software assigns a vty identifier
to vtys according to the order in which the vty connection has been established.

vty Pools

Each virtual line is a member of a pool of connections using a common line template configuration. Multiple
vty pools may exist, each containing a defined number of vtys as configured in the vty pool. The Cisco I0S XR
software supports the following vty pools by default:

* Default vty pool—The default vty pool consists of five vtys (vtys 0 through 4) that each reference the
default line template.

* Default fault manager pool—The default fault manager pool consists of six vtys (vtys 100 through 105)
that each reference the default line template.
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In addition to the default vty pool and default fault manager pool, you can also configure a user-defined vty
pool that can reference the default template or a user-defined template.

When configuring vty pools, follow these guidelines:

* The vty range for the default vty pool must start at vty 0 and must contain a minimum of five vtys.

* The vty range from 0 through 99 can reference the default vty pool.

* The vty range from 5 through 99 can reference a user-defined vty pool.

* The vty range from 100 is reserved for the fault manager vty pool.

* The vty range for fault manager vty pools must start at vty 100 and must contain a minimum of six vtys.

* A vty can be a member of only one vty pool. A vty pool configuration will fail if the vty pool includes
a vty that is already in another pool.

* If you attempt to remove an active vty from the active vty pool when configuring a vty pool, the
configuration for that vty pool will fail.

How to Implement Physical and Virtual Terminals on Cisco 10S
XR Software

Modifying Templates

This task explains how to modify the terminal attributes for the console and default line templates. The terminal
attributes that you set will modify the template settings for the specified template.

SUMMARY STEPS
1. configure
2. line {console| default}
3. Configure the terminal attribute settings for the specified template using the commands in line template
configuration mode.
4. Use one of the following commands:
* end
« commit
DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:

RP/0/RSPO/CPUO:router# configure

Step 2 line {console | default} Enters line template configuration mode for the specified

Example: line template.

+ console —Enters line template configuration mode
RP/0/RSPO/CPUO: router (config) # line console for the console template.
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Command or Action

Purpose

or

RP/0/RSP0O/CPUO:router (config)# line default

« default —Enters line template configuration mode for
the default line template.

Step 3 Configure the terminal attribute settings for the specified |—
template using the commands in line template configuration
mode.
Step 4 Use one of the following commands: Saves configuration changes.

« end
* commit

Example:

RP/0/RSP0O/CPUO:router (config-line)# end

or

RP/0/RSP0O/CPUO:router (config-line)# commit

* When you issue the end command, the system
prompts you to commit changes:

Uncommitted changes found, commit them
before exiting(yes/no/cancel)?
[cancel]:

* Entering yes saves configuration changes to the
running configuration file, exits the configuration
session, and returns the router to EXEC mode.

* Entering No exits the configuration session and
returns the router to EXEC mode without
committing the configuration changes.

* Entering cancel leaves the router in the current
configuration session without exiting or
committing the configuration changes.

* Use the commit command to save the configuration
changes to the running configuration file and remain
within the configuration session.

Creating and Modifying vty Pools

This task explains how to create and modify vty pools.

You can omit Step 3, on page 24 to Step 5, on page 24 if you are configuring the default line template to

reference a vty pool.

SUMMARY STEPS

Configure the terminal attribute settings for the specified line template using the commands in line template

1. configure
2. telnet {ipv4|ipv6} server max-serverslimit
3. linetemplate template-name
4,
configuration mode.
5. exit
6.

7. Use the commit or end command.

vty-pool {default | pool-name | eem} first-vty last-vty [line-template {default | template-name}]

System Management Configuration Guide for Cisco ASR 9000 Series Routers, I0S XR Release 6.3.x .



. Creating and Modifying vty Pools

Configuring Physical and Virtual Terminals |

DETAILED STEPS
Command or Action Purpose
Step 1 configure Enters global configuration mode.
Example:
RP/0/RSPO/CPUO:router# configure
Step 2 telnet {ipv4 |ipv6} server max-servers limit Specifies the number of allowable Telnet servers. Up to
100 Telnet servers are allowed.
Example:
Note By default no Telnet servers are allowed. You
RP/0/RSP0O/CPUO: router (config) # telnet must configure this command in order to enable
ipv4 server max-servers 10 the use of Telnet servers.
Step 3 linetemplate template-name Enters line template configuration mode for a user-defined
template.
Example: P
RP/0/RSPO/CPUO:router (config) # line
template 1
Step 4 Configure the terminal attribute settings for the specified |—
line template using the commands in line template
configuration mode.
Step 5 exit Exits line template configuration mode and returns the router
to global configuration mode.
Example: £ g
RP/0/RSP0O/CPUO:router (config-line)# exit
Step 6 vty-pool {default | pool-name | eem} first-vty last-vty Creates or modifies vty pools.

[line-template {default | template-name} ]

Example:

RP/0/RSPO/CPUO: router (config) # vty-pool
default 0 5 line-template default

or

RP/0/RSP0O/CPUO: router (config) # vty-pool
pooll 5 50 line-template templatel

or

RP/0/RSPO/CPUO: router (config)# vty-pool
eem 100 105 line-template templatel

« If you do not specify a line template with the
line-template keyword, a vty pool defaults to the
default line template.

+ default —Configures the default vty pool.

* The default vty pool must start at vty 0 and must
contain a minimum of five vtys (vtys 0 through
4).

* You can resize the default vty pool by increasing
the range of vtys that compose the default vty
pool.

* pool-name —Cereates a user-defined vty pool.

* A user-defined pool must start at least at vty 5,
depending on whether the default vty pool has
been resized.

* If the range of vtys for the default vty pool has
been resized, use the first range value free from
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Command or Action Purpose

the default line template. For example, if the range
of vtys for the default vty pool has been
configured to include 10 vtys (vty 0 through 9),
the range value for the user-defined vty pool must
start with vty 10.

» eem —Configures the embedded event manager pool.

* The default embedded event manager vty pool
must start at vty 100 and must contain a minimum
of six vtys (vtys 100 through 105).

* line-template template-name —Configures the vty
pool to reference a user-defined template.

Step 7 Use the commit or end command. commit —Saves the configuration changes and remains
within the configuration session.

end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the
configuration session.

* No —Exits the configuration session without
committing the configuration changes.

+ Cancel —Remains in the configuration session,
without committing the configuration changes.

Monitoring Terminals and Terminal Sessions

This task explains how to monitor terminals and terminal sessions using the show EXEC commands available
for physical and terminal lines.

)

Note The commands can be entered in any order.

SUMMARY STEPS
1. (Optional) show line [aux location node-id | console location node-id | vty number]
2. (Optional) show terminal
3. (Optional) show users
DETAILED STEPS
Command or Action Purpose
Step 1 (Optional) show line[aux location node-id | console Displays the terminal parameters of terminal lines.
location node-id | vty number]
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Command or Action

Purpose

Example:

RP/0/RSPO/CPUO:router# show line

* Specifying the show lineaux location node-id EXEC
command displays the terminal parameters of the
auxiliary line.

* Specifying the show line console location node-id
EXEC command displays the terminal parameters of
the console.

* For the location node-id keyword and argument,
enter the location of the Route Processor (RP) on
which the respective auxiliary or console port
resides.

* The node-id argument is expressed in the format
of rack/slot/module .

* Specifying the show line vty number EXEC
command displays the terminal parameters for the
specified vty.

Step 2 (Optional) show terminal

Example:

RP/0/RSPO/CPUO:router# show terminal

Displays the terminal attribute settings for the current
terminal line.

Step 3 (Optional) show users

Example:

RP/0/RSPO/CPUO:router# show users

Displays information about the active lines on the router.

Craft Panel Interface

The Craft Panel is an easily-accessible and user-friendly interface which assists the field operator in
troubleshooting the router. It consists of a LCD display and three LEDs. The LEDs indicate minor, major and

critical alarms.

For more details of the Craft Panel Interface, refer the Hardware and System set-up guides.

Configuration Examples for Implementing Physical and Virtual

Terminals

Modifying the Console Template: Example

This configuration example shows how to modify the terminal attribute settings for the console line

template:
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line console
exec-timeout 0 0O
escape-character 0Oxb5a
session-limit 10
disconnect-character 0x59
session-timeout 100
transport input telnet
transport output telnet

In this configuration example, the following terminal attributes are applied to the console line template:

» The EXEC time out for terminal sessions is set to 0 minutes, 0 seconds. Setting the EXEC
timeout to 0 minutes and 0 seconds disables the EXEC timeout function; thus, the EXEC session
for the terminal session will never time out.

* The escape character is set to the Ox5a hexadecimal value (the 0x5a hexadecimal value translates
into the “Z” character).

* The session limit for outgoing terminal sessions is set to 10 connections.

* The disconnect character is set to 0x59 hexadecimal value (the 0x59 hexadecimal character
translates into the “Y” character).

* The session time out for outgoing terminal sessions is set to 100 minutes (1 hour and 40 minutes).

* The allowed transport protocol for incoming terminal sessions is Telnet.

* The allowed transport protocol for outgoing terminal sessions is Telnet.

To verify that the terminal attributes for the console line template have been applied to the console,
use the show line command:

RP/0/RSPO/CPUO:router# show line console location 0/0/CPUO

Tty Speed Modem Uses Noise Overruns Acc I/0
* con0/0/CPUO 9600 - - - 0/0 -/-

Line con0O_0 CPUO, Location "Unknown", Type "Unknown"
Length: 24 lines, Width: 80 columns

Baud rate (TX/RX) is 9600, 1 parity, 2 stopbits, 8 databits
Template: console

Config:

Allowed transports are telnet.

Modifying the Default Template: Example

This configuration example shows how to override the terminal settings for the default line template:

line default
exec-timeout 0 0O
width 512
length 512

In this example, the following terminal attributes override the default line template default terminal
attribute settings:

* The EXEC timeout for terminal sessions is set to 0 minutes and 0 seconds. Setting the EXEC
timeout to 0 minutes and 0 seconds disables the EXEC timeout function; thus, the EXEC session
for the terminal session will never time out (the default EXEC timeout for the default line
template is 10 minutes).
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* The width of the terminal screen for the terminals referencing the default template is set to
512 characters (the default width for the default line template is 80 characters).

* The length, the number of lines that will display at one time on the terminal referencing the
default template, is set to 512 lines (the default length for the default line template is 24 lines).

Configuring a User-Defined Template to Reference the Default vty Pool: Example

This configuration example shows how to configure a user-defined line template (named test in this
example) for vtys and to configure the line template test to reference the default vty pool:

line template test
exec-timeout 100 O

width 100
length 100
exit

vty-pool default 0 4 line-template test

Configuring a User-Defined Template to Reference a User-Defined vty Pool: Example

This configuration example shows how to configure a user-defined line template (named test2 in
this example) for vtys and to configure the line template test to reference a user-defined vty pool
(named pooll in this example):

line template test2
exec-timeout 0 0O
session-limit 10
session-timeout 100
transport input all
transport output all
exit
vty-pool pooll 5 50 line-template test2

Configuring a User-Defined Template to Reference the Fault Manager vty Pool: Example

This configuration example shows how to configure a user-defined line template (named test3 in
this example) for vtys and to configure the line template test to reference the fault manager vty pool:
line template test3

width 110

length 100

session-timeout 100

exit

vty-pool eem 100 106 line-template test3

Additional References

The following sections provide references related to implementing physical and virtual terminals on
Cisco IOS XR software.
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Related Documents

Related Topic Document Title
Cisco I0S XR terminal services Terminal Services Commands on the Cisco ASR 9000 Series
commands Router module of System Management Command Reference for

Cisco ASR 9000 Series Routers

Cisco IOS XR command master index Cisco ASR 9000 Series Aggregation Services Router Commands
Master List

Information about getting started with Cisco ASR 9000 Series Aggregation Services Router Getting
Cisco I0S XR software Started Guide

Information about user groups and task | Configuring AAA Serviceson the Cisco ASR 9000 Series Router
IDs module of System Security Configuration Guide for Cisco ASR
9000 Series Routers

Standards

Standards Tide

No new or modified standards are supported by this feature, and support for existing standards has not | —
been modified by this feature.

MIBs

MBs | MIBs Link

— | To locate and download MIBs using Cisco IOS XR software, use the Cisco MIB Locator found at the
following URL and choose a platform under the Cisco Access Products menu:
http://cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

RFCs

RFCs Tide

No new or modified RFCs are supported by this feature, and support for existing RFCs has not been |—
modified by this feature.

Technical Assistance

Description Link

The Cisco Technical Support website contains http://www.cisco.com/cisco/web/support/index.html
thousands of pages of searchable technical content,
including links to products, technologies, solutions,
technical tips, and tools. Registered Cisco.com users
can log in from this page to access even more content.
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CHAPTER 5

Configuring Simple Network Management
Protocol

Simple Network Management Protocol (SNMP) is an application-layer protocol that provides a message
format for communication between SNMP managers and agents. SNMP provides a standardized framework
and a common language used for the monitoring and management of devices in a network.

This module describes the new and revised tasks you need to implement SNMP on your Cisco IOS XR
network.

For detailed conceptual information about SNMP on the Cisco IOS XR software and complete descriptions
of the SNMP commands listed in this module, see Related Documents, on page 57. For information on specific
MIBs, refer to Cisco ASR 9000 Series Aggregation Services Routers MIB Specifications Guide. To locate
documentation for other commands that might appear in the course of performing a configuration task, search
online in Cisco ASR 9000 Series Aggregation Services Router Commands Master List.

Table 7: Feature History for Implementing SNMP on Cisco 10S XR Software

Release Modification
Release 3.7.2 This feature was introduced.
Release 3.9.0 Support was added for 3DES and AES encryption.

The ability to preserve ENTITY-MIB and
CISCO-CLASS-BASED-QOS-MIB data was added.

Release 4.2.0 Support was added for SNMP over IPv6.

This module contains the following topics:

* Prerequisites for Implementing SNMP, on page 32

* Restrictions for SNMP Use on Cisco IOS XR Software, on page 32
* Information About Implementing SNMP, on page 32

* Session MIB support on subscriber sessions , on page 39

* How to Implement SNMP on Cisco IOS XR Software, on page 41
* Configuration Examples for Implementing SNMP, on page 51

» Additional References, on page 57
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Prerequisites for Implementing SNMP

You must be in a user group associated with a task group that includes the proper task IDs. The command
reference guides include the task IDs required for each command. If you suspect user group assignment is
preventing you from using a command, contact your AAA administrator for assistance.

Restrictions for SNMP Use on Cisco 10S XR Software

SNMP outputs are only 32-bits wide and therefore cannot display any information greater than 23223 s
equal to 4.29 Gigabits. Note that a 10 Gigabit interface is greater than this and so if you are trying to display
speed information regarding the interface, you might see concatenated results.

The recommended maximum number of object identifiers (OIDs) that can be accommodated in a single SNMP
request is 75. A request with more than 75 OIDs can result in SNMP requests being dropped with SNMP
polling timeout.

Information About Implementing SNMP

To implement SNMP, you need to understand the concepts described in this section.

SNMP Functional Overview

The SNMP framework consists of three parts:

* SNMP manager
* SNMP agent
* Management Information Base (MIB)

SNMP Manager

The SNMP manager is the system used to control and monitor the activities of network hosts using SNMP.

The most common managing system is called a network management system (NMS). The term NMS can be
applied to either a dedicated device used for network management, or the applications used on such a device.
A variety of network management applications are available for use with SNMP. These features range from
simple command-line applications to feature-rich graphical user interfaces (such as the CiscoWorks 2000 line

of products).

SNMP Agent
The SNMP agent is the software component within the managed device that maintains the data for the device
and reports these data, as needed, to managing systems. The agent and MIB reside on the router. To enable
the SNMP agent, you must define the relationship between the manager and the agent.

MIB

The Management Information Base (MIB) is a virtual information storage area for network management
information, which consists of collections of managed objects. Within the MIB there are collections of related
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objects, defined in MIB modules. MIB modules are written in the SNMP MIB module language, as defined
in STD 58, RFC 2578, RFC 2579, and RFC 2580. Note that individual MIB modules are also referred to as
MIBs; for example, the Interfaces Group MIB (IF-MIB) is a MIB module within the MIB on your system.

The SNMP agent contains MIB variables whose values the SNMP manager can request or change through
Get or Set operations. A manager can get a value from an agent or store a value into that agent. The agent
gathers data from the MIB, the repository for information about device parameters and network data. The
agent can also respond to manager requests to get or set data.

This figure illustrates the communications relationship between the SNMP manager and agent. A manager
can send the agent requests to get and set MIB values. The agent can respond to these requests. Independent
of this interaction, the agent can send unsolicited notifications (traps) to the manager to notify the manager
of network conditions.

Figure 1: Communication Between an SNMP Agent and Manager

q—i Getting and setting MIB valugs

R r
] ==F
Py < e
c‘ Sending reeponses and taps MiB
SMMP manager SNMP agent
IP-MIB Support

RFC4293 IP-MIB was specifically designed to provide IPv4 and IPv6 statistics individually. The ipl fStatsTable
defined in RFC 4293, lists the interface specific statistics. IPv6 statistics support in ipIfStatsTable was added
earlier but, [OS-XR implementation of IP-MIB did not support IPv4 statistics as per RFC4293 in earlier
releases.

From Release 6.3.2 onwards, IOS-XR implementation of IP-MIB supports IPv4 statistics as per RFC4293.
This will enable you to collect the IPV4 and IPv6 statistics separately for each interface. The ipl fStatsTable
is indexed by two sub-idsaddresstype (IPv4 or |Pv6) and the interface ifindex[1]. The implementation
of IP-MIB support for IPv4 and IPv6 is separated from Release 6.3.2 for better readability and maintainability.

The list of OIDs added to the iplfStatsTable for [Pv4 statistics are:
* ipIfStatsInReceives
« ipIfStatsHCInReceives
» ipIfStatsInOctets
* ipIfStatsHCInOctets
* ipIfStatsOutTransmits
* ipIfStatsHCOutTransmits
* ipIfStatsOutOctets
* ipIfStatsHCOutOctets

* ipIfStatsDiscontinuity Time

For more information on the list of new OIDs added for iPv4 statistics, see SNMP OID Navigator.

Related Topics
Additional References, on page 57
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SNMP Notifications

A key feature of SNMP is the ability to generate notifications from an SNMP agent. These notifications do
not require that requests be sent from the SNMP manager. On Cisco I0S XR software, unsolicited
(asynchronous) notifications can be generated only as traps. Traps are messages alerting the SNMP manager
to a condition on the network. Notifications can indicate improper user authentication, restarts, the closing of
a connection, loss of connection to a neighbor router, or other significant events.

Note

Inform requests (inform operations) are supported in Cisco IOS XR software from release 4.1 onwards. For
more information see, http://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/asr9k r5-3/sysman/
command/reference/b-sysman-cr53xasr/b-sysman-cr53xasr_chapter 010010.html#wp2863682680

Traps are less reliable than informs because the receiver does not send any acknowledgment when it receives
a trap. The sender cannot determine if the trap was received. An SNMP manager that receives an inform
request acknowledges the message with an SNMP response protocol data unit (PDU). If the manager does
not receive an inform request, it does not send a response. If the sender never receives a response, the inform
request can be sent again. Thus, informs are more likely to reach their intended destination.

However, traps are often preferred because informs consume more resources in the router and in the network.
Unlike a trap, which is discarded as soon as it is sent, an inform request must be held in memory until a
response is received or the request times out. Also, traps are sent only once, and an inform may be retried
several times. The retries increase traffic and contribute to a higher overhead on the network. Thus, traps and
inform requests provide a trade-off between reliability and resources.

Figure 2: Trap Received by the SNMP Manager

In this illustration, the agent router sends a trap to the SNMP manager. Although the manager receives the
trap, it does not send any acknowledgment to the agent. The agent has no way of knowing that the trap reached
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its destination.
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Figure 3: Trap Not Received by the SNMP Manager

In this illustration, the agent sends a trap to the manager, but the trap does not reach the manager. Because
the agent has no way of knowing that the trap did not reach its destination, the trap is not sent again. The
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manager never receives the trap.

SNMP Versions

Cisco I0S XR software supports the following versions of SNMP:

* Simple Network Management Protocol Version 1 (SNMPv1)
* Simple Network Management Protocol Version 2¢ (SNMPv2c)
* Simple Network Management Protocol Version 3 (SNMPv3)

Both SNMPv1 and SNMPv2c¢ use a community-based form of security. The community of managers able to
access the agent MIB is defined by an IP address access control list and password.

SNMPv2c support includes a bulk retrieval mechanism and more detailed error message reporting to
management stations. The bulk retrieval mechanism supports the retrieval of tables and large quantities of
information, minimizing the number of round-trips required. The SNMPv2¢ improved error handling support
includes expanded error codes that distinguish different kinds of error conditions; these conditions are reported
through a single error code in SNMPv 1. Error return codes now report the error type. Three kinds of exceptions
are also reported: no such object exceptions, no such instance exceptions, and end of MIB view exceptions.

SNMPv3 is a security model. A security model is an authentication strategy that is set up for a user and the
group in which the user resides. A security level is the permitted level of security within a security model. A
combination of a security model and a security level will determine which security mechanism is employed
when an SNMP packet is handled. See Table 9: SNMP Security Models and Levels, on page 36 for a list of
security levels available in SNMPv3. The SNMPv3 feature supports RFCs 3411 to 3418.

You must configure the SNMP agent to use the version of SNMP supported by the management station. An
agent can communicate with multiple managers; for this reason, you can configure the Cisco IOS-XR software
to support communications with one management station using the SNMPv1 protocol, one using the SNMPv2c
protocol, and another using SMNPv3.

Comparison of SNMPv1, v2c, and v3
SNMP v1, v2¢, and v3 all support the following operations:

* get-request—Retrieves a value from a specific variable.
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* get-next-request—Retrieves the value following the named variable; this operation is often used to
retrieve variables from within a table. With this operation, an SNMP manager does not need to know the
exact variable name. The SNMP manager searches sequentially to find the needed variable from within
the MIB.

» get-response—Operation that replies to a get-request, get-next-request, and set-request sent by an NMS.
* set-request—Operation that stores a value in a specific variable.

» trap—Unsolicited message sent by an SNMP agent to an SNMP manager when some event has occurred.

The below table identifies other key SNMP features supported by the SNMP v1, v2c, and v3.

Table 8: SNMPv1, v2c, and v3 Feature Support

Feature SNMP | SNMP v2c SNMP v3

vl
Get-Bulk Operation No Yes Yes
Inform Operation No Yes (No on the Yes (No on the

Cisco I0S XR software) | Cisco IOS XR software)

64 Bit Counter No Yes Yes
Textual Conventions No Yes Yes
Authentication No No Yes
Privacy (Encryption) No No Yes
Authorization and Access Controls No No Yes
(Views)

Security Models and Levels for SNMPv1, v2, v3

The security level determines if an SNMP message needs to be protected from disclosure and if the message
needs to be authenticated. The various security levels that exist within a security model are as follows:

» noAuthNoPriv—Security level that does not provide authentication or encryption.
* authNoPriv—Security level that provides authentication but does not provide encryption.
» authPriv—Security level that provides both authentication and encryption.

Three security models are available: SNMPv1, SNMPv2c, and SNMPv3. The security model combined with
the security level determine the security mecha