Gateway Support for Alternate Gatekeeper

Feature History

Release Modification

12.0(7)T This feature was introduced.

12.1(5)XM2 Support was added for the Cisco AS5350 and Cisco AS5400 universal
gateways.

This feature module describes the Gateway Support for Alternate Gatekeeper feature. It includes
information on the benefits of the new feature, supported platforms, related documents, and so forth.
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Feature Overview

The Alternate Gatekeeper feature provides redundancy for a gatekeeper in a system where gatekeepers
are used. This enhancement allows a gateway to use up to two alternate gatekeepers as a backup in the
case of a primary gatekeeper failure.

A gatekeeper manages H.323 endpoints in a consistent manner, allowing them to register with the
gateway and to locate another gatekeeper. The gatekeeper provides logic variables for proxies or
gateways in a call path, to provide connectivity with the public switched telephone network (PSTN), to
improve Quality of Service (QoS), and to enforce security policies. Multiple gatekeepers may be
configured to communicate with one another, either by integrating their addressing into Domain
Naming System (DNS) or using Cisco IOS configuration options.
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Ml Benefits

Benefits

Redundancy

This feature allows for up to two alternate gatekeepers to be used in the case that the primary gatekeeper
becomes unresponsive.

Restrictions

This feature can be used only with a gatekeeper that supports the alternate gatekeeper functionality.

The timer/retry number of RAS messages remains internal to the gateway as currently
implemented. This feature does not include CLI commands to allow tuning of these parameters.

The alternate gatekeeper list is volatile. This means that when the router loses power or is reset or
reloaded, the alternate gatekeeper list that the router acquires from the gatekeeper is lost.

Related Documents

Configuring H.323 VoIP Gatekeeper for Cisco Access Platforms

Supported Platforms

The Alternate Gatekeeper feature is available on Cisco platforms that support H.323 gateway
functionality. This includes:

Cisco 2600
Cisco 3600
Cisco MC3810
Cisco AS5300
Cisco AS5350
Cisco AS5400
Cisco AS5800
Cisco 7200

Supported Standards, MIBs, and RFCs

Standards

No new or modified standards are supported by this feature.

MIBs

No new or modified MIBs are supported by this feature.
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To obtain lists of MIBs supported by platform and Cisco IOS release and to download MIB modules,
go to the Cisco MIB web site on Cisco Connection Online (CCO) at
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml.

RFCs

No new or modified RFCs are supported by this feature.

Prerequisites

The Cisco AS5350 and Cisco AS5400 do not support the Mica Modem Card, Microcom Modem Card,
or VoIP Feature Card. Voice and modem functions are provided by the Universal Port Dial Feature card
running SPE firmware. See the Cisco AS5350 Universal Gateway Card Installation Guide and the
Cisco AS5400 Universal Gateway Card Installation Guide for more information. All references to the
Cisco AS5300 in this document apply to the Cisco AS5350 and Cisco AS5400 platforms with the
following exceptions:

e Use the Universal Port Dial Feature Card instead of the Mica or Microcom modem cards.
e Use SPE firmware instead of portware version 6.7.7.

¢ Run Cisco IOS Release 12.1(5)XM2 software for VoIP functionality.

Configuration Tasks

See the following sections for configuration tasks for the Gateway Support for Alternate Gatekeeper
feature. Each task in the list indicates if the task is optional or required.

e Configuring the Alternate Gatekeeper (required)
e Verifying Configuration of the Alternate Gatekeeper (optional _

Configuring the Alternate Gatekeeper

Step Command Purpose

Step1 Router (config)# configure interface Enters interface configuration mode.

Step2 Router(config-if)# interface Ethernet 0/1 Configures this Ethernet interface.

Step3 Router(config-if)# ip address 172.18.193.59 255.255.255.0 Identifies the IP address of the Ethernet
interface.

Step4 Router (config-if)# h323-gateway voip interface Enters the VoIP interface command to

configure the alternate gatekeeper.

Step5 Router (config-if)# h323-gateway voip id GK1ID ipaddr Identifies the gatekeeper and set the attributes.
172.18.193.65 1719 priority 120 See the “Command Reference” section on
page 4 for more information.

Step6 Router(config-if)# h323-gateway voip id GK2ID ipaddr Identifies the alternate gatekeeper.
172.18.193.66 1719
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Step Command Purpose

Step7 Router(config-if)# h323-gateway voip h323-id cisco2 Identifies the H.323 ID of a particular H.323
end-point, which is the gateway in this case.

Step8 Router(config-if)# end Exits interface configuration mode.

Verifying Configuration of the Alternate Gatekeeper

Step 1 Enter the show gate command to see that there is an alternate gatekeeper configured.

Alternate Gatekeeper List
priority 126 id GK1 ipaddr 172.18.193.61 1719
priority 127 id GK2 ipaddr 172.18.193.63 1719

Configuration Examples

In the following example, the primary and secondary gatekeepers are configured with the priority
option. The priority range is 1 through 127. The first gatekeeper has been configured as priority 120;
the second gatekeeper has not been configured, so it remains at the default setting of 127.

interface Ethernet 0/1

ip address 172.18.193.59 255.255.255.0

h323-gateway voip interface

h323-gateway voip id GK1 ipaddr 172.18.193.65 1719 priority 120
h323-gateway voip id GK1 ipaddr 172.18.193.65 1719

h323-gateway voip h323-id cisco2

Command Reference

This section documents new or modified commands. All other commands used with this feature are
documented in the Cisco IOS Release 12.1 command reference publications.

h323-gateway voip
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h323-gateway voip

To configure an additional gatekeeper to be used when the primary gatekeeper becomes unresponsive,
use the h323-gateway voip interface command. To disable, use the no form of this command.

h323-gateway voip gatekeeper-1D ip-address priority number

no h323-gateway voip gatekeeper-ID ip-address priority number

Syntax Description

Defaults

Command Modes

gatekeeper-1D The name of the gatekeeper.
ip-address The IP address of the gatekeeper.
priority number The priority of this gatekeeper. Range is 1 through 127, and the default

value is 127.

The default value for priority is 127.

Interface configuration mode.

Command History

Usage Guidelines

Examples

Release Modification
12.0(7)T This command was introduced.
12.1(5)XM2 The command was introduced for the Cisco AS5350 and CiscoAS5400.

You can configure up to two alternate gatekeepers.

The IP address of the gatekeeper does not have to be explicit; you can also use the multicast option.
Multicasting saves bandwidth by forcing the network to replicate packets only when necessary. The
multicast option, shown below, notifies every gatekeeper in the local area network (LAN) using a
universal address, 224.0.1.41.

h323-gateway voip id GK1 multicast
h323-gateway voip id GK2 ipaddr 172.18.193.65 1719

The following example shows two gatekeepers configured with the same priority value, but the first
gatekeeper configured will be the first one used. 1719 is the UDP port number that is universally defined
by H.323 standards for communicating to the gatekeeper from an endpoint.

priority 127 id GK1 ipaddr 172.18.193.61 1719
priority 127 id GK2 ipaddr 172.18.193.63 1719
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Glossary

AAA—Authentication, Authorization, and Accounting. AAA is a suite of network security services that
provide the primary framework through which access control can be set up on your Cisco router or
access server.

ANI—Answer number indication. The calling number (number of calling party).
ARQ—Admission request.
CAS—Channel associated signaling.

dial peer---An addressable call endpoint. In Voice over IP (VoIP), there are two types of dial peers:
POTS and VoIP.

endpoint---An H.323 terminal or gateway. An endpoint can call and be called. It generates or
terminates the information stream, or both.

gatekeeper—A gatekeeper maintains a registry of devices in the multimedia network. The devices
register with the gatekeeper at startup, and request admission to a call from the gatekeeper.

The gatekeeper is an H.323 entity on the LAN that provides address translation and control access to
the LAN for H.323 terminals and gateways. The gatekeeper may provide other services to the H.323
terminals and gateways, such as bandwidth management and locating gateways.

gateway—A gateway allows H.323 terminals to communicate with non-H.323 terminals by converting
protocols. A gateway is the point at which a circuit-switched call is encoded and repackaged into IP
packets.

A H.323 gateway is an endpoint on the LAN that provides real-time, two-way communications between
H.323 terminals on the LAN and other ITU-T terminals in the WAN, or to another H.323 gateway.

H.323—An International Telecommunication Union (ITU-T) standard that describes packet-based
video, audio, and data conferencing. H.323 is an umbrella standard that describes the architecture of the
conferencing system, and refers to a set of other standards (H.245, H.225.0, and Q.931) to describe its
actual protocol.

H.323 RAS—Registration, admission, and status. The RAS signaling function performs registration,
admissions, bandwidth changes, status, and disengage procedures between the VoIP gateway and the
gatekeeper.

LRQ—Location request.

node—An H.323 entity that uses RAS to communicate with the gatekeeper. For example, an endpoint
such as a terminal, proxy, or gateway.

POTS—Plain old telephone service. Basic telephone service supplying standard single-line telephones,
telephone lines, and access to the PSTN.

PSTN—Public switched telephone network. PSTN refers to the local telephone company.
QoS—AQuality of service, which refers to the measure of service quality provided to the user.

RAS—Registration, admission, and status protocol. This is the protocol that is used between endpoints
and the gatekeeper to perform management functions.

RBS—Robbed bit signaling
RRQ—Registration request.

VoIP—Voice over IP. The ability to carry normal telephone-style voice over an IP-based internet with
POTS-like functionality, reliability, and voice quality. VoIP is a blanket term that generally refers to
Cisco's standards-based (H.323, and so on.) approach to IP voice traffic.
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m For a list of other internetworking terms, see Internetworking Terms and Acronyms,
available on the Documentation CD-ROM and Cisco Connection Online (CCO) at the
following URL: http://www.cisco.com/univercd/cc/td/doc/cisintwk/ita/index.htm.

Cisco 10S Release 12.1(5)XM2 ul



W Glossary

] Cisco 10S Release 12.1(5)XM2



	Gateway Support for Alternate Gatekeeper
	Feature Overview
	Benefits
	Restrictions
	Related Documents
	Supported Platforms
	Supported Standards, MIBs, and RFCs
	Prerequisites
	Configuration Tasks
	Configuring the Alternate Gatekeeper
	Verifying Configuration of the Alternate Gatekeeper

	Configuration Examples
	Command Reference
	h323-gateway voip
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


