
New Features for Cisco IOS XE 17.10.1a

This chapter contains the following sections:

• Digital Subscriber Line (DSL) SFP Support on the IR1800, on page 1
• vManage Support for the WP-WIFI6-x Module, on page 1
• Enable Secure Data Wipe Capabilities, on page 1
• Rawsocket Keepalive Configuration CLI, on page 2

Digital Subscriber Line (DSL) SFP Support on the IR1800
The IR1800 now supports the DSL SFP in the same manner as the IR1101. For complete details, see the
Configuring Digital Subscriber Line (DSL) chapter in the IR1101 Configuration Guide.

vManage Support for the WP-WIFI6-x Module
This release will enable configuration and monitoring of the WP-WIFI6-x module through vManage from
SDWAN. This applies only when the module is running in EWC mode.

For further information about vManage, see the product landing page here: https://www.cisco.com/site/us/en/
products/networking/wan/vmanage/index.html

Enable Secure Data Wipe Capabilities
Secure data wipe is a Cisco wide initiative to ensure storage devices on all the IOS XE based platforms to be
properly purged using NIST SP 800-88r1 compliant secure erase commands.Whenever possible, IoT platforms
will leverage the corresponding ENG design and implementation available so far on their platforms.

This feature is supported on the following IoT platforms:

• IR1101

• IR1800

• IR8140

• ESR6300
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When the enable secure data wipe is executed, the following will get wiped out:

• IR1101, IR1800, IR8140: NVRAM, rommon variables, and bootflash

• ESR6300: NVARM, rommon variables, bootflash

The router will be in rommon prompt with default factory settings (baud rate 9600) after the command is
executed. The bootflash will not get formatted until booting with IOS image thru usbflash or tftp download
if the platform is supported.

Performing a Secure Data Wipe

To enable the feature, perform the following:
Router#factory-reset all secure
The factory reset operation is irreversible for securely reset all. Are you sure? [confirm]Y

This operation may take hours. Please do not power cycle.

To check the log after the command is executed, and booting up IOS XE, perform the following:
Router#show platform software factory-reset secure log
Factory reset log:
#CISCO DATA SANITIZATION REPORT:# IR1800
Purge ACT2 chip at 12-08-2022, 15:17:28
ACT2 chip Purge done at 12-08-2022, 15:17:29
mtd and backup flash wipe start at 12-08-2022, 15:17:29
mtd and backup flash wipe done at 12-08-2022, 15:17:29.

Important

Rawsocket Keepalive Configuration CLI
Rawsocket keepalive for async interfaces is a feature that existed in classic IOS platforms. As part of 17.10.1a,
the feature will be extended to IOS-XE based platforms. A new CLI with the following syntax will be added
under rawsocket.
Router(config-line)#raw-socket tcp keepalive interval

CLI Changes

On IOS-XE platforms starting from 17.10.1a, there is a CLI correction and an additional CLI was added as
part of raw-socket.

The correction is for the raw-socket idle timeout command. There is now an option to configure the timeout
based on minutes and seconds, whereas the previous configuration used only minutes.
Router(config-line)# raw-socket tcp idle-timeout [0-1440] [<0-59> | cr]

The additional CLI is for clearing the raw-socket TCP clients. The command syntax is clear raw-socket line
[1-145|tty|x/y/z] for example:
Router# clear raw-socket line 0/2/0
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When initiating clear raw-socket line, raw-socket sessions will be cleared for raw-socket clients from the
show raw-socket tcp sessions command. Connections will be re-established after a TCP hand-shake, which
can be done by doing shut/no shut on TCP connection interface.

Note
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