Using the Management Interfaces

The following management interfaces are provided for external users and applications:

» Web User Interface , on page 1
+ Using Web User Interface for Day One Setup, on page 5

Web User Interface

You can access your router using a web user interface. The web user interface allows you to monitor router
performance using an easy-to-read graphical interface. Most aspects of your router can be monitored using
the web user interface which enables you to perform the following functions:

Setting Up the Device Using Quick Setup Wizard

Step 1
Step 2
Step 3
Step 4

Quick Setup Wizard allows you perform the basic router configuration. To configure the router :

Connect the PC to the router using an Ethernet cable.
Verify the Initial configuration. Set up your PC as a DHCP client to obtain the IP address of the router automatically.
Launch the browser. In the address bar, type the IP address of the device. For a secure connection, type https://ip-address.

Enter the default username (cisco) and the device serial number as the password .

Using Basic or Advanced Mode Setup Wizard

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

To configure the router using the basic or advanced mode setup:

Choose the Basic Mode or Advanced Mode and click Go To Account Creation Page.
Enter the username and password. Reenter the password to confirm.

Click Create and Launch Wizard.

Enter the device name and domain name.

Select the appropriate time zone from the Time Zone drop-down list.

Select the appropriate date and time mode from the Date and Time drop-down list.
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. Using Basic or Advanced Mode Setup Wizard

Step 7 Click LAN Settings.
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Configure LAN Settings .

Configure LAN Settings

Step 1

Step 2

Choose the Web DHCP Pool/DHCP Pool name or the Create and Associate Access VLAN option.
a) If you choose the Web DHCP Pool, specify the following:
Pool Name—Enter the DHCP Pool Name.
Network—Enter network address and the subnet mask.
b) Ifyou choose the Create and Associate Access VLAN option, specify the following:
Access VLAN—Enter the Access VLAN identification number. The range is from 1 to 4094.
Network—Enter the IP address of the VLAN.

Management Interfaces—Select the interface and move to the selected list box using the right and left arrows. You
can also double click or drag and drop to move the interface to the selected list box.

Click Primary WAN Settings.

BASIC

BASIC SETTINGS
© HELP AND TIPS

Router Name *

With dor

set device can be uniquely identified as

Domain Name ainname>

Time Zone * (GMT+05:30) Chennai,Kolkata,Mumbai,New Delhi v

Date & Time Mode Automatic

FriJun 22 2018 10:37:56

< GOTO TO Account Creation Page LAN SETTINGS >

Configure Primary WAN Settings

Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Select the primary WAN type. You con configure Serial, 3G/4G, Ethernet, or Broadband (xDSL) as primary WAN
depending on the WAN types supported by the router.

Select the interface from the drop-down list.

Check the Get DNS Server info directly from ISP check box to get the DNS server information directly from the service
provider. You can also manually enter the Primary DNS and Secondary DNS.

Check the Get IP automatically from ISP check box to get the IP address information directly from the service provider.
You can also manually enter the IP address and subnet mask.

Check the Enable NAT check box to enable NAT. It is recommended to enable NAT.

Check the Enable PPPOE check box to enable PPPoE. If you have enabled PPPoE, select the required authentication
mode. The options are: PAP and CHAP.

Enter the user name and password provided by the service provider.
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. Configure Secondary WAN Settings

Step 8

Click Security / APP Visibility WAN Settings.
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Wi-Fi Configuration

© HELP AND TIPS

)
Turn on WiFi (’_*'/
User is provided with the option to enable and configure

< PRIMARY WAN SETTINGS SECURITY / APP VISIBILITY >

Configure Secondary WAN Settings

Step 1

Step 2
Step 3

Step 4

Step5
Step 6

Step 7
Step 8

For advanced configuration, you should configure the secondary WAN connection.

Select the secondary WAN type. You con configure Serial, 3G/4G, Ethernet, or Broadband (xDSL) as a secondary WAN
depending on the WAN types supported by the router.

Select the interface from the drop-down list.

Check the Get DNS Server info directly from ISP check box to get the DNS server information directly from the service
provider. You can also manually enter the Primary DNS and Secondary DNS.

Check the Get IP automatically from ISP check box to get the IP address information directly from the service provider.
You can also manually enter the IP address and subnet mask.

Check the Enable NAT check box to enable NAT. It is recommended to enable NAT.

Check the Enable PPPOE check box to enable PPPoE. If you have enabled PPPoE, select the required authentication
mode. The options are PAP and CHAP .

Enter the user name and password provided by the service provider.
Click Security / APP Visibility WAN Settings.

Configure Security Settings

Step 1

Step 2
Step 3
Step 4

Check the Enable Cisco Recommended Security Settings check box to ensure that all passwords are not shown in plain
text. The passwords are encrypted.

Click Day 0 Config Summary.
To preview the configuration, click CLI Preview to preview the configuration.

Click Finish to complete the Day Zero setup.
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Using Web User Interface for Day One Setup .
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SECURITY / APP VISIBILITY SUMMARY

SUMMARY CLI Preview

This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Finish to configure the device.
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LAN Interface: ,  IP Address: , v Subnet Mask: , v Use as DHCP Server: Yes, v Pool Name: , v Network: (), » Management Interface Configured: No

> Primary WAN WAN Interface: , + IP Address: Automatic, + DNS: Automatic, v NAT: Enabled
o Contauten
> Security / App Visibility Cisco recommended security settings: Enabled, * Application Visibility: Disabled

< SECURITY / APP VISIBILITY

Using Web User Interface for Day One Setup

Step 1

Step 2

To configure the Web user interface:

Configure the HTTP server. By default, the HTTP server configuration should be present on the device. Ensure the
configuration by checking if the ip http server andip http secure-server commands are present in the running
configuration.

Device #configure terminal

Device (config)#ip http server
Device (config)#ip http secure-server

Set up the authentication options to log into Web UI. You can use one of these methods to authencate:

a) You can authenicate using local database. To use a local database for Web UI authentication, ensure to have the ip
http authentication local command in the running configuration. This command is preconfigured on the device. If
the command is not present, configure the device as shown in this example:

Device #confuge termincal
Device (config)#ip http authentication local

Note You need a user with privilege 15 to access the configuration screens on Web UL If the privilege is less
than 15, you can access only the Dashboard and Monitoring screens on Web UL
To create a user account, use the uername <username> privilege <privilege> password 0 <passwordtext>

Device #configure terminal
Device (config)# uername <username> privilege <privilege> password O <passwordtext>

b) Authenticate using AAA options. To use AAA authentication for Web UL, ensure to configure ‘ip http authentication
aaa’ on the device. Also, ensure that the required AAA server configuration is present on the devcie.

Device #configure terminal
Device (config)#ip http authentication local
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. Using Web User Interface for Day One Setup

Step 3 Launch the browser. In the address bar, type the IP address of the device. For a secure connection, type https://ip-address.
Step 4 Enter the default username (cisco) and password provided with the device
Step 5 Click Log In.
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