ROM Monitor Overview

The ROMMON is the bootloader that initializes the hardware when the platform is powered on or reset. From
the ROMMON prompt, a Cisco IOS XE image can be manually booted. There is also an autoboot option to
boot a specified IOS XE image for every power-on or reset. When new features or significant defects are
resolved, a newer ROMMON release is available on CCO. To determine the current ROMMON version and
the location of the latest ROMMON release, these details are available in the following sections:

* ROM Monitor Overview, on page |

ROM Monitor Overview

The ROM Monitor softwareis also known as ROMMON, boot software, boot image, or boot helper. Although
it is distributed with routers that use the Cisco I0S XE software, the ROMMON is a separate program from
the Cisco IOS XE software. During normal startup, ROMMON initializes the router, and then, the control
passes to the Cisco I0S XE software.

When you connect a terminal to the router that is in ROMMON mode, the ROMMON command-line interface
(CLI) prompt is displayed.

Access the ROMMON mode to perform these tasks:

* Specify config-register value to use for the next boot up
* Boot a valid IOS XE image

* Bypass NVRAM settings and config-register value for password recovery

)

Note After the Cisco IOS XE software boots up, ROMMON is no longer in use.

Environmental Variables and the Configuration Register

Two primary connections exist between ROMMON and the Cisco I0S XE software: the ROMMON
environment variables and the configuration register.

ROM Monitor Overview .



ROM Monitor Overview |
. ROM Monitor Overview

The ROMMON environment variables define the location of the Cisco IOS XE software and describe how
to load it. After ROMMON has initialized the router, it uses the environment variables to locate and load the
Cisco IOS XE software.

The configuration register is a software setting that controls how a router starts up. One of the primary uses
of the configuration register setting is to control whether the router starts in ROMMON mode or Administration
EXEC mode. The configuration register is set in either ROMMON mode or Administration EXEC mode as
needed. You can set the configuration register using the Cisco IOS XE software prompt when you need to
use ROMMON mode. When maintenance in ROMMODE mode is complete, change the configuration register
back so that the router reboots with the Cisco I0OS XE software.

Access ROMMON Mode with a Terminal Connection

When the router is in ROMMODE mode, you can access the ROMMODE software only from a terminal
connected directly to the console port of the card. Because the Cisco IOS XE software (EXEC mode) is in
operatiion, the nonmanagement interfaces are not accessible. Therefore, all Cisco IOS XE software resources
are unavailable.

Network Management Access and ROMMON Mode

ROMMON mode is a router mode, not a mode within the Cisco IOS XE software. The ROMMON software
and the Cisco I0S XE software are two separate programs that run on the same router. At any given time, the
router is running one of these programs, but it never runs both at the same time.

One area that can be confusing when using ROMMON and the Cisco I0OS XE software is the area that defines
the IP configuration for the Management Ethernet interface. Most users are comfortable with configuring the
Management Ethernet interface in the Cisco IOS XE software. When the router is in ROMMON mode,
however, the router is not running the Cisco IOS XE software, therefore, Management Ethernet interface
configuration is not available.

When you want to access other devices, such as a TFTP server, while in ROMMON mode on the router, you
must configure the ROMMON variables with IP access information.

For more information on ROMMON and Basic Procedures, refer to the Upgrading Field-Programmable
Hardware Devices for Cisco 1000 Series ISRs
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https://www.cisco.com/c/en/us/td/docs/routers/access/1100/hardware/installation/guide/b-cisco-isr1000-hw-field-programmable/b-cisco-isr1000-hw-field-programmable_chapter_00.html#concept_jwf_n11_j2b
https://www.cisco.com/c/en/us/td/docs/routers/access/1100/hardware/installation/guide/b-cisco-isr1000-hw-field-programmable/b-cisco-isr1000-hw-field-programmable_chapter_00.html#concept_jwf_n11_j2b
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