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Network sizing requirements

This section details the sizing requirements for a network. For a small lab installation, you need three servers
with 256 GB of RAM to run Crosswork, Crosswork Network Controller, Cisco Optical Network Controller,
NSO, Crosswork Hierarchical Controller, and EPNM without high availability (HA). For a production setup,
calculate the total resources required using information provided in the tables.

For Cisco Crosswork, see Plan Your Deployment.

For Cisco Optical Network Controller, see Cisco Optical Network Controller 25.1.x Installation Guide.

Network profiles

Network profiles are defined according to network size, available services, and application features.

Network entity or feature Lab |Production
(20%) |(100%)

Devices 2000 |10000
Total number of interfaces 100000 | 650000
IGP interfaces 20000 | 100000
VPN Services (Layer2 and Layer3) 40000 |200000
Endpoints for each VPN service 2-10 |50

Total LSPs (SR policies and RSVP tunnels) | 12000 | 60000

Number of PCEP sessions 2000 | 10000

)

Note Each SR-PCE pair can only support 2000 PCEP sessions which means only 2000 headends for lab networks
and 10000 headends for production networks. While counting headends, LCM nodes must be included.

Deployment size for each network profile

This table provides recommended deployment sizing requirements based on the defined network profiles for
solutions that use Cisco Crosswork Network Controller.
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Package

Contents

Crosswork Data Gateway
deployment

Recommended number
of cluster VMs

Cisco
Crosswork
Network
Controller
Essentials

Cisco Crosswork
Optimization Engine

On-Premise Standard (default):
Collectors only.

Cisco Crosswork Active
Topology

On-Premise Standard (default):
Collectors only.

Element Management
Functions

On-Premise Standard (default):
Collectors only.

When Essentials
package is installed
without element
management functions:

« three hybrid
nodes

When Essentials
package is installed
with element
management functions:

* three hybrid
nodes and one
worker node

Cisco
Crosswork
Network
Controller
Advantage

Cisco Crosswork Service
Health

On-Premise Extended: Collectors
and offload services.

three hybrid nodes
and twowor ker nodes

Add-on
Package

Cisco Crosswork Change
Automation

On-Premise Extended: Collectors
and offload services.

Cisco Crosswork Health
Insights

On-Premise Extended: Collectors
and offload services.

Cisco Crosswork Zero Touch

Provisioning

On-Premise Standard (default):
Collectors only.

three hybrid nodes
and two wor ker nodes

\)

Note

For non-production lab installations without HA, you can use one hybrid node.

VM resources

This table provides details about CPU, memory, and disk requirements for each Crosswork VM and other
VMs in the deployment.
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Crosswork | Crosswork NSO SR-PCE Crosswork EPNM
VM Data Gateway Hierarchical
Controller
« CPU: 12 « CPU: 20 ¢ Small Network * CPU: *« CPU: 10 * Professional
vCPU vCPU Profile 8 cores (Small)
« RAM: « RAM: « CPU: 8 VEPU | RAM: 96 GB « CPU: 16
96 GB 112 GB vCPU * RAM: vCPU
24 GB * DISK: 400
+ DISK: 1 « DISK: * RAM: 64 GB SSD for * RAM: 64
TB 0.5TB GB » DISK: lab use, 3 TB GB
(SSD) « DISK: 45 GB SSD for « DISK: 2.8
250 GB production TB
use
* Large Network » Extended
Profile (medium or
- CPU: 24 large)
vCPU «CPU: 24
vCPU
* RAM: 132
GB * RAM: 128
GB
* DISK: 1
TB * DISK: 4
TB

\)

Note In Routed Optical Networking 2.1, Cisco Optical Network Controller and Crosswork Network Controller

require different Crosswork Infrastructure versions.
The Crosswork Infrastructure Cluster for Cisco Optical Network Controller must have:

* three VMs

« 12 vCPU

* 96 GB RAM

* DISK: 1TB SSD

Cisco Optical Network Controller scale support

Cisco Optical Network Controller supports up to 500 nodes and 600 services. It can run on the same cluster
and adds resources incrementally at the maximum supported scale. These requirements are included in the
Crosswork VM resources table.

» Sample configuration, on page 4

* Planning and design phase, on page 4
* Implement phase, on page 5

* Operate phase, on page 74

* Optimization phase, on page 88
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Sample configuration

This section details the step-by-step approach to build a new Routed Optical Networking based, 75 km fiber
span to replace an existing legacy span in a two node DCI topology.

* Planning and design phase, on page 4
 Implement phase, on page 5
* Operate phase, on page 74

* Optimization phase, on page 88

Planning and design phase

The planning and design phase consists of these activities:
1. Network planning and design

Inputs needed: packet layer traffic demands, optical fiber topology, resiliency criteria, and other network
constraints.

a. WAE can be used to determine a new network build or augmentations to an existing network.

b. After the IP network circuits have been determined, Cisco ONP evaluates the optical layer feasibility
and identifies the components required to support the network.
The output for a sample configuration includes these components:

This topology uses two Cisco 8201 routers, two NCS 2006 terminal nodes equipped with NCS1K-MD-64
add/drop multiplexers, and EDFA-35 bidirectional amplifiers. The span length is 75 km. Additional ILA
nodes may be required for amplification if the spans are longer.

2. Automation software resource planning

Identify the servers required for the full solution. See Sample end-to-end configuration, on page 1 and
Installation requirements for Routed Optical Networking components, on page 4.

a. Foralab or EFT setup, it is recommended to use three servers each with 384 GB of RAM, 32 cores,
and two TB SSDs.

b. The solution requires the use of VMware ESX 6.7 or higher.

Installation requirements for Routed Optical Networking components

The installation requirements for different Routed Optical Networking components are:

* Cisco Optical Network Planner 5.2
* Cisco WAN Automation Engine 7.6.x

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications
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Implement phase .

* Cisco Optical Network Controller 3.1

* Cisco Evolved Programmable Network Manager 7.1.2

* Cisco Network Services Orchestrator 6.1.9

* Cisco NSO Routed Optical Networking Core Function Pack 3.0.0
* Cisco NSO Transport-SDN Function Pack Bundle 6.0

« Cisco Network Services Orchestrator DLM Service Pack 6.0

* Cisco Crosswork Hierarchical Controller 8.0

* Cisco Crosswork Network Controller 6.0

Implement phase

The implement phase involves:

1. Installation of hardware components

a
b.

C.

d.

Hardware staging or installation and initial base configuration required for management connectivity.
All onboard software updates must be completed to the required revision.

All associated base wiring must be completed to support the network. This includes connections
between the optical elements and connections between routers and optical add/drop end-points to
support Routed Optical Networking circuits using ZR and ZR+ optics. See Deployment Topologies.

Install Cisco Optical Site Manager to support NCS 1010 nodes. See Install Cisco Optical Site Manager

2. Installation of automation software somponents

a.

Complete all server hardware installation and base configuration to support the solution, including
VMWare ESX if not already installed.

Install the following software components to support the Routed Optical Networking solution.
* Cisco Optical Network Planner 5.2 (for optical planning)
* Cisco WAN Automation Engine 7.6.x (for IP planning)

* Cisco Crosswork Cluster, Crosswork Data Gateway, and Crosswork Applications (for supporting
Crosswork Network Controller)

* Cisco Optical Network Controller 3.1 (for supporting optical network)

* Cisco Evolved Programmable Network Manager 7.1.4 (for managing the physical router and the
optical network nodes)

* Cisco Network Services Orchestrator 6.1.9 (base installation to support RON FP)
* Cisco NSO Routed Optical Networking Core Function Pack 3.0 (for RON ML provisioning)

* Cisco NSO Transport-SDN Function Pack Bundle 6.0 (for Crosswork Network Controller
SR and xVPN provisioning)
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* Cisco Network Services Orchestrator DLM Service Pack 6.0 (for device synchronization
between Crosswork Network Controller and NSO)

* Cisco Crosswork Hierarchical Controller 8.0 (for provisioning the Routed Optical Networking
ML service using the Crosswork Hierarchical Controller)

Note This is required only if the Routed Optical Networking ML service is provisioned
via the Crosswork Hierarchical Controller GUI.

3. Onboarding of devices

a. Add devices to Cisco Optical Network Controller. See Onboard Devices to Cisco Optical Network
Controller.

b. AddNSO, SR-PCE, and devices to Crosswork Network Controller. See Add SR-PCE providers, NSO
providers, and routers to Crosswork Network Controller, on page 7.

C. Add routers to NSO using the IOS-XR CLI NED. See Step 3 in Provision an ML service using NSO
Routed Optical Networking CFP, on page 31.

d. Add and configure the following Crosswork Hierarchical Controller adapters. See Configure adapters
for Routed Optical Networking in Crosswork Hierarchical Controller, on page 14.
S

Note This step is required only if the Routed Optical Networking ML service is provisioned via the Crosswork
Hierarchical Controller GUI.

* Add and configure the Crosswork Network Controller adapter.

* Create or import sites in Crosswork Hierarchical Controller. See the sections, "Add Sites" and
"Export and Import Sites" in the Cisco Crosswork Hierarchical Controller Administration Guide
8.0.

* Add and configure the IOS-XR adapter. Create router devices in Crosswork Hierarchical Controller
using the IOS-XR adapter type. After the routers are created, add the Crosswork Network
Controller adapter to the router device.

* Add and configure the Cisco Optical Network Controller adapter.

4. Provisioning of services
a. Ensure all device interconnections are complete.
b. To provision the Routed Optical Networking ML service, use either one of the procedures:
1. Usingthe NSO GUI:

a. Utilize the Routed Optical Networking FP ML services to provision and end-to-end service.
See Provision an ML service using NSO Routed Optical Networking CFP, on page 31.

b. Verify that the end-to-end service has been deployed by checking the NSO service deployment
status using the check-sync status.
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Add SR-PCE providers, NSO providers, and routers to Crosswork Network Controller .

C. Verify the router optics controller state using the CLI or in EPNM. See Troubleshoot
provisioning issues on ZR or ZR+ optics.

2. Usingthe Crosswork Hierarchical Controller GUI:

a. Utilize the Crosswork Hierarchical Controller GUI to provision and end-to-end Routed Optical
Networking ML service. See Provision a Routed Optical Networking ML service using
Crosswork Hierarchical Controller.

b. Verify the router optics controller state using the Link Assurance tool in Crosswork Hierarchical
Controller. See Step 4 in Provision a Routed Optical Networking ML service using Crosswork
Hierarchical Controller.

Add SR-PCE providers, NSO providers, and routers to Crosswork Network
Controller

Follow these steps to add SR-PCE providers, NSO providers, and routers to Crosswork Network Controller.

)

Note When you add or import devices, or create providers, you need to specify the credential profile.

Procedure
Step 1 Log in to the Crosswork user interface.
Step 2 Choose Device Management > Credential Profiles from the main menu to create a credential profile. See Manage

Credential Profiles.

a) For the NSO credential profile, the connectivity type must be set to NETCONF and HTTPS. Optionally, HTTP can
also be defined if HTTPS is not used in NSO.
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Edit Profile nso

Profile Name *

Add Credential Protocols

Connectivity Type User Name * Password * Confirm Password *

NETCONF nso seanes o sesese o o
Connectivity Type User Name* Password* Confirm Password®

HTTPS nso [, o . o 0

+ Add Another

G

b) The SR-PCE credential profile requires HTTP credentials to communicate with the SR-PCE Northbound API.

521905

Edit Profile SR-PCE

Profile Name * SR-PCE

Add Credential Protocols

Connectivity Type User Name * Password*

HTTP admin

Confirm Password *

esens ° ceses o

+ Add Ancther

'S B

¢) The router credential profile requires SNMPv2 or SNMPv3 and SSH connectivity types. NETCONF is optional. Use
gNMI when you configure streaming telemetry sensors on the node.

521906
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Step 3

Add the providers. See About Adding Providers.

Edit Profile routers

Profile Name *

Add Credential Protocols

Connectivity Type
SNMPv2

Connectivity Type
SSH

Enable Password

Connectivity Type
NETCONF

Connectivity Type
GNMI

+ Add Another

Read Community *

......

User Name *

admin

User Name *

admin

User Name *

admin

Sample end-to-end configuration .

Write Community

o
Password * Confirm Password*
...... o rs
i
Password * Confirm Password*
o L3 o
...... =
Password * Confirm Password*
...... o P -
m

521907

a) Choose Administration > Manage Provider Access from the main menu to add the SR-PCE or NSO provider. See

b)

Manage Providers.

Add the NSO provider. See Add Cisco NSO Providers.

Select the credential profile created for NSO. Select the family as NSO. The Device Key may be set to either
HOST NAME or INVENTORY ID, depending on the specific deployment.

This image shows the connectivity to the RESTCONF API for NSO over SSL using port 8888 and NETCONF using
the default port number 2022. Since the Routed Optical Networking NSO CFP utilizes the XR CLI NED, the
Cisco-I0S-XR model is not applicable and may be set to any version.
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Edit Provider
Provider Name *
Credential Profile* nso
Family* NSO
Device Key* HOST_NAME

Connection Type(s)

Protocol * IP Address [ Subnet Mask * Port* Timeout
HTTPS 172.29.11.58 ,f 25 8888 60 m
NETCONF 172.29.11.58 ] 25 2022 60 i}

+ Add Another

Provider Properties

Property Key Property Value
forward true

+ Add Another

Model Prefix Info

Model * Version *

Cisco-105-XR 7.3.1

foEs B
L Cancel )

521908

¢) Add the SR-PCE provider. See Add Cisco SR-PCE Providers..

Select the credential profile created for SR-PCE. Select the family type as SR_PCE. The connectivity type for SR-PCE
must be HTTP. In this image, the default API port of 8080 is specified. When the Property Key, "auto-onboard" is
set to a Property value, "off", Crosswork Network Controller does not automatically add nodes that are discovered
via the SR-PCE IGP topology to the device inventory. Devices must be added through the Crosswork Network
Controller UI or inventory APIL
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Edit Provider

Provider Name *
Credential Profile* SR-PCE
Family* SR_PCE

Connection Type(s)

Protocol * IP Address / Subnet Mask * Port* Timeout
HTTP 172.29.11.54 /’ 25 8080 60

+ Add Another

Provider Properties

Property Key (7) Property Value (7)

auto-onboard off m

+ Add Another

B
Step 4 Validate communications with one or more providers. Check the reachability of the provider using Get Provider Details.

Step 5 Onboard devices. See Add Devices Through the UL

a) The Administration State, Reachability Check, and Credential Profile are mandatory elements. The Host Name must
be used if the NSO provider device key is set to the Host Name value. If the NSO provider device key is set to
Inventory ID that field must be populated. The Software Type, Software Version, UUID, Serial Number, MAC
address, and Product Type are filled by device discovery. Optionally, tags can be applied to the device. The GNMI
encoding type can be set to JSON or PROTO.
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Add New Device

~ General

Administration State* UP uuIiD
Reachability Check* ENABLE Serial Number
Credential Profile* routers Mac Address

Host Name ron-8201-1 Capability* YANG_MDT, SNMP, GNMI
Inventory ID Tags
Software Type Product Type
Software Version Syslog Format

v Connectivity Details

Protocol * IP Address [ Subnet Mask * Port* Timeout Encoding Type

SSH 172.29.11.20 ] 25 22 60 m
SNMP 172.29.11.20 / 25 161 60 m
GNMI 172.29.11.20 [ 25 57333 60 PROTO i
NETCONF 172.29.11.20 / 25 830 60 i}

+ Add Another

> Routing Info

(— Cancel \.'
LN v

Optionally, you can enter location information. Latitude and longitude information is used to specify the node’s
geographic location.

521910

Add the previously configured NSO provider as a provider for the device.
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Add New Device

SNMP 172.29.11.20
GNMI 172.29.11.20
NETCONF 172.29.11.20

+ Add Another
> Routing Info
» Streaming Telemetry config
v Location
Building
Street
City
State

Country

“ Providers and Access

Provider Family Provider Name

NSO nso-58

m
+ Add Another

Sample end-to-end configuration .

| 25 161 60 m
] 25 57333 60 PROTO m
/ 25 830 60 ]
Region
Zip
Latitude
Longitude
Altitude
Credential Device Key
ron-8201-1

'd ™
| Cancel )

521911

b) Attach the devices to an active Cisco Crosswork Data Gateway pool to manage them (device discovery).

Review the Data Gateways pane (see Overview of Cisco Crosswork Data Gateway). The operational state of the
Cisco Crosswork Data Gateway pool to which you want to attach devices must be Up.

See Attach Devices to Cisco Crosswork Data Gateway.

A/ Administration | Data Goteway Managere

Pools Virtual Machines

Data Gateways

v Data Gateway Metrics Summary

) Average Avalabity Wi

521912

SR-PCE providers, NSO providers, and routers appear in Crosswork Network Controller and are ready for

management and monitoring.
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. Configure adapters for Routed Optical Networking in Crosswork Hierarchical Controller
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Configure adapters for Routed Optical Networking in Crosswork Hierarchical
Controller

Step 1
Step 2
Step 3

Step 4

These adapters are needed for the Routed Optical Networking solution.

Table 1: Routed Optical Networking adapters

Adapter Credential type

Crosswork Network Controller HTTP (username and password)
Crosswork Network Controller Crosswork Data HTTP (username and password)
Gateway

Cisco Optical Network Controller HTTP (username and password)
I0S-XR SSH (username and password)

)

Note If Cisco Optical Network Controller and Crosswork Network Controller are on the same Crosswork cluster,
use the same credential profile for both.

Before you begin

To use Crosswork Hierarchical Controller adapters, you are required to use credentials. These credentials are

used for authentication when a device is assigned to an adapter. You can use the same credentials for multiple
adapters.

The credentials are added under the Services> Device Manager > Credentials tab in the Crosswork
Hierarchical Controller GUI.

Follow these steps to add the adapters:

Procedure

Choose Services> Device Manager > Adaptersin the applications bar in Crosswork Hierarchical Controller.
Click Add new adapter to add a new adapter.
Enter the adapter details:

» Adapter Type: Select an adapter type from those available and currently installed in Crosswork Hierarchical
Controller.

» Adapter Name: Enter a unique name for this adapter type instance. Multiple instances of the same adapter type are
allowed.

Select the adapter in the Adapter s pane to configure the adapter. Configure the parameters as shown in these images.
 Crosswork Network Controller adapter:

Note
API version for Crosswork Network Controller must be version 2.
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Figure 1: Crosswork Network Controller adapter configuration—General tab

Devices Events General
Enabled Info
240 600 Enable provisioning support*

Should the DM reports be only for IGP discovered devices?

172.29.11.75 30603 30

V2 cnc-6-75

Note
The Full Data Fetch Interval must be set to 300 seconds or higher in a production network.

These parameters must be configured for Crosswork Network Controller notifications and collection.

Figure 2: Crosswork Network Controller notifications

Enabled Log_notifications INFO

25 30 Vpn_service

Figure 3: Crosswork Network Controller collection and provisioning

Enable Inventory and Topology Collection cnc-default-domain Enable L1 IGP I5-15 Collection

Enable L2 IGP IS-1S Collection 1 Enable Sr-Policy Collection

Enable Rsvp-Te Collection Enable L3VPN Collection Enable L2VPN Collection (multipoint and elines)
300 CLI_NED

Enabled 120

* |OS-XR adapter
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Figure 4: 10S-XR adapter —General tab

Devices Events General
Enabled Info
300 8 300

Enable Tunnel

Note
The Polling Cycle must be 300 seconds or higher in a production network. Concurrency can be increased. Set the
Logging Level to Info when everything is working correctly.

These collection parameters must be configured. These parameters collect optical power values for the link assurance
application.

Figure 5: 10S-XR adapter —General tab

Enable Topology Collection Enable IGP IS-IS Collection Enable IGP OSPF Collection
Enable Interface Stats Collection Enable VRF Collection Enable LLDP Collection
Enable MPLS Tunnels Collection Enable LSP Stats Collection Enable SNMP Collection
1 Collect only IGP IS-IS seed routers Allow to use loopback IP as management IP
Enable RSVP Collection Enable collection of optics and coherent DSP Enable Segment Routing Collection
Enable collection of optics and coherent DSP Statistics Use host_name.domain_name device ID format

Note
Check the Enable collection of opticsand coherent DSP Statisticsparameter only when using Automation Starter
Solution.

Figure 6: 10S-XR adapter —General tab

Enable Topology Collection Enable IGP IS-IS Collection Enable IGP OSPF Collection
Enable Interface Stats Collection Enable VRF Collection Enable LLDP Collection
Enable MPLS Tunnels Collection Enable LSP Stats Collection Enable SNMP Collection
1 Collect only IGP IS-1S seed routers Allow to use loopback IP as management IP
Enable RSVP Collection Enable collection of optics and coherent DSP Enable Segment Routing Collection
Enable collection of optics and coherent DSP Statistics Use host_name.domain_name device ID format
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The status of the devices must be ok in the Devices tab after the addition and completion of a successful collection
cycle.

Figure 7: 10S-XR adapter - Devices tab

Device Manager Adapters  Managed Devices  Credentials <]

Adapters e Devices

Name v status - status v site = Adspteris) = Host
Changes(Last
24

encin
anc6
onc-poctd-1 - Ok 0 Wonterey
v Ok 0 Tucson
~ Ok Las Vegas
- 0k Wonterey
« Ok ST. Gearge

v Ok

Cedar City

v Ok

- Ok

v Ok

v Ok

v Ok

v Ok
172280121 v Ok cisconar, enc3d

172.29.1127 v Ok s

172.29.11.20 v Ok Los Angeles cisconar, enc3n

172291128 v Ok ] Flagstaff ciscoar, cnc3 172291125 2

522156

To add routers to Crosswork Hierarchical Controller, click the Managed Devices tab and then + Add Device.

Figure 8: 10S-XR adapter —add new device— General tab

172.29.11.40

General Adapters Events

172.29,11.40 Maonterey x

522157

Use the hostname-+hco (ron-8201-1-hco) or the device IP address. Assign the device to a site for display in Explorer
UL

Assign both the IOS-XR adapter type and the Crosswork Network Controller adapter type to the device. Do not
enable discovery for the Crosswork Network Controller adapter.
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Figure 9: 10S-XR Adapter—add new device— Adapters tab

-5 - s 3
2.29 0 22

Wract Connect (avesd tunnel il confipured cisco-XR

Enabled”

cncid ) Usaeusigrs chrvicn fromn this adupitar

522158

« Cisco Optical Network Controller adapter

Figure 10: Cisco Optical Network Controller adapter — General tab

The Polling cycle must be set to 300s or higher in a production network. Polling retrieves TAPI SIPs, topology, and
connectivity services.

The URL in this figure is for the Cisco Optical Network Controller 3.1.

Devices Events General
Enabled Info
240 Provisioning g 600 0
3 60 Save persistor request to disk?
https://172.29.11.81:8443/onc-nbi-service/ onc31
Enabled
Enabled CONC_NETCONF
Enabled 600
Enabled 600
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Cisco Optical Network Controller automatically discovers optical nodes. Assign a site to the nodes to display them
in the Explorer Ul.

Figure 11: Cisco Optical Network Controller adapter - Devices tab

Device Manager Adapters  Managed Devices  Credentials
Adapters a Devices
e Name - Status - Status - Site = Adapter(s)
Ch (Last 24 hr)
g angesiLast 24 hr)
SITEMS
iU ron-ols-5-roadm v 0k 0 Monterey onc-76
onc-pocsi-1 ron-ols-4-roadm v Ok ) San Luis Obispo onc-76
VO o X
ron-ols-2-roadm « Ok o Las Vegas onc-16
ron-ols-1-roadm v Ok ] Los Angeles onc-T6
ron-ols-3 v Ok 0 Barstow onc-T6

522160

* Crosswork Network Controller Crosswork Data Gateway adapter

Crosswork Network Controller Crosswork Data Gateway adapter is used to collect telemetry data through gNMI
(gRPC Network Management Interface) to the router. In Crosswork Network Controller, the routers must be configured
with the gNMI protocol with the encoding type set to “PROTO” and the gNMI capability enabled. In IOS XR, the
routers must be configured for gRPC so that Crosswork Data Gateway can create gNMI telemetry subscriptions.

Figure 12: Crosswork Network Controller Crosswork Data Gateway adapter

Pratacol * IP Address | Subnat Mask * Paort* Timeout{sec) Encoding Type
S5H 172.29.11.40 25 22 60 i
172.29.11.40 25 161 60 i

)

NETCONF 172.29.11.40 25 B30
GNM 172.29.11.40 25 57333 60 PROTO m

+ Add Another

Capability*

YANG MDT TL1 YAMG CLI YAMNG EPNM SNMP GNM!
» Providers and Access

» Routing Info

» Streaming Telemetry config

» Location

The Crosswork Data Gateway adapter is configured to connect to Crosswork Network Controller controlling
Crosswork Data Gateway instance. It can be the same as the Crosswork Network Controller used for the topology
or a different Crosswork Network Controller. The collection parameters describe the supported telemetry collection
jobs. The statistics show up in the physical interface statistics and in the Link Assurance application.
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Figure 13: Crosswork Network Controller Crosswork Data Gateway adapter—General tab

Devices Events General
Enabled Info
300 300
172.29.11.75 30603 30
cnc-6-75
172.27.227.32 netfusion_cdg 32 GRPC Messages Debug Logging
10 Enable Interface Counters Enable Optics Counters: Instant
Enable Optics Counters: 30 Seconds Enable Optics Counters: 15 Minutes Enable Optics Counters: 24 Hours
Enable OTU Counters: Instant Enable OTU Counters: 30 Seconds Enable OTU Counters: 15 Minutes

Enable OTU Counters: 24 Hours

* The device name in Cisco Crosswork Hierarchical Controller must match the device name in Crosswork Network
Controller for successful deployment. If successful, you will see Cisco Crosswork Hierarchical Controller as a new
destination in Crosswork Network Controller. This is automatically set up by Cisco Crosswork Hierarchical Controller.
As Crosswork Data Gateway is enabled on devices, new collection jobs are populated. A single collection job is
available for each router collecting multiple KPIs.

Figure 14: Crosswork Network Controller Crosswork Data Gateway adapter - data destinations

' Data Destinations (¥

Destiration Name Server Type Compression Type Encoding (LY

gaip gpbky
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Figure 15: Crosswork Network Controller Crosswork Data Gateway adapter - collection jobs

A | Administration | €

o LastEval Status Job Configuration - Collsction Type my Last Modified On

= . — P
= Collections (7} o,

e 000 0 00000

s

nathasion_cdg ron-poc-6201-1

[
e 0006 000

* NSO adapter In Hierarchical Controller

In Hierarchical Controller 8.0 there is an embedded NSO installed when Hierarchical Controller 8.0 is installed. The
NSO adapter can use the internal NSO or an external NSO instance. To provision devices using the NSO adapter,
add the NSO adapter to the devices.

Use the NSO adapter when you use the Automation starter solution and full solution.

Note
* If using the internal NSO, the Routed Optical Networking 3.0 Core Function Pack must be installed on the
NSO instance.

« If using the internal NSO, devices must be added to that NSO, since adding them to Hierarchical Controller
does not automatically onboard them into the internal NSO.

Figure 16: NSO adapter—General tab

device-ma nager-srv Adapters ~ Managed Devices  Credentials ¢]
Adapters e Devices Events General

cne

cdg

ciscoxr Enabled Debug

Use internal nso

600

Begin configuring your NSO and IOS-XR adapters.
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. Configure SSO in Crosswork Hierarchical Controller

cloud-ncs540-1 X

General Adapters Events

cisco-xr @ Unassign device from this adapter
172.29.11.120 22

Direct Connect (avoid tunnel if configured) cisco-xr
Enabled*
nso T Unassign device from this adapter
+ Assign device to a new adapter

The selected adapters are configured and ready for device assignment.

Configure SSO in Crosswork Hierarchical Controller

Enable Single Sign-On (SSO) in Crosswork Hierarchical Controller using Crosswork Network Controller as
the identity provider.

Use this task when you need to configure SSO in Crosswork Hierarchical Controller with Crosswork Network
Controller as Identity Provider. You can use the same SSO configuration to set up SSO for Cisco Optical
Network Controller Release 3.1.

Procedure

Step 1 Configure Crosswork Hierarchical Controller.
a. Click Settings> Security > SAML Configuration.
Enter the required information:

 Login URL: Visit https://<CNC_IP_address>:<port>/crosswork/sso/idp/profile/SAML2/Redirect/SSO
« Entity I D: Visit https://<CNC_IP_address>/idp
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* Signing Certificate: Copy the metadata from Crosswork Network Controller at
https://<CNC_IP_address>:<port>crosswork/sso/idp/metadata

» Groups Attribute Name: Type authenticationMethod.

Figure 17: Crosswork Hierarchical Controller provider configuration sample

@ SYSTEM INFO SAML SSO

Versions
SECURITY Enabled @)

@ Local Users Login URL

@ LDAP https://172.29.11.75:30603/crosswork/sso/idp/profile/SAML2/Redirect/SSO
SAML SSO Entity ID

)

https://172.29.11.75/idp

\|

-y
Y%
/2

)

J

Permission Mapping

(

Base URL
https://172.29.11.83:8443

Signing Certificate

D ©

-
=

MIIDEjCCAfggAwIBAgIVAMMMGZNUyo 1rFyvLoSkgGIZxhdADMAOGCSqGSIb3DQEB
CwUAMBCcXFTATBgNVBAMMDDE3Mi4yOS4xMSA43NTAeFwOyNDAXMDgxMTATNTFaFw00
NDAXxMDgxMTA1TNTFaMBcxFTATBgNVBAMMDDE3MidyOS4xMS43NTCCASIwDQYJKoZI
hveNAQEBBQADggEPADCCAQoCggEBANcwgYRWr1ukFeC2HswKuo+Ixwm2ZJc3Vrfb
qpiwesEGOw83DbJcPZEdgR58HpeiQGwTCoCwFiCOUcLWIii/0/j8eAqvU3/4PDabF
7LXgb9YIl/mp9ly+hBISGv1R+0ZXunkFenfSwiD3+RV64Yk/Ol4u7vounzzQp4rhN
gFjZ0YSuUr0Oka7rcUcedX3U33HYRNxR7Ad7Wyg/OTx7z34ntbEWVnwAH9KPRO8Ha
POsUMNGViVI7LX46CirrVvgUoiEBStZNv8+BbQ9wPle841b9919LIhgMg97SgtU
cpDI8WDzRixS/Tp4NpOaZ2rSs+MloGbLQIUUGQdmMsw 1xMIrVg1cCAwWEAAaNVMFMw
HQYDVROOBBYEFGYglp+LtWLZmLQC/tfACDB3qns8MDIGATUJEQQrMCmCDDE3Midy

NCAVNAT A2NINVVZRAAT AL GIEL IEv] a1l AL ArO+Z7VDWZRENAVTANDRALARLIROWNRANAC ~
Groups Attribute Name

authenticationMethod

@00 GE

o

o

b. Click Settings> Security > Permission Mapping.
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Figure 18: Crosswork Hierarchical Controller permission-mapping sample

SYSTEM INFO

Permission Mapping

Versions

SECURITY No permission mappings defined

Local U
ocal Users Add...

LDAP
SAML SSO

Permission Mapping

C. Adda Match condition for SAML Group of QueryDatabaseAuthenticationHandler with a permission of

permission/admin.

Figure 19: Crosswork Hierarchical Controller permission-mapping sample

</
(SN svsTeEM inFo o )
< (© Add Permission Mapping
Versions
SECURITY Mapping Type*
SAML Group -
Local Users
LDAP Match*
QueryDatabaseAuthenticationHandler
SAML SSO

. . Access Permissions*
Permission Mapping

permission/admin
permission/hco/device-manager-srv:ro
permission/hco/link-assurance-app:rw
permission/hco/logs:ro

permission/hco/static
permission/hco/service-manager-app:rw
permission/hco/cisco-onc-adpt:rw
permission/hco/dashboard-app:rw
permission/hco/service-manager-internal-api
nermission/hco/hvnerlinker-rnw

©®
@
(S)
%
®

Save

Step 2 Copy the SAML metadata from Crosswork Hierarchical Controller to a file.

The metadata is at https://<<HCO_IP_address>:<port>/sso/metadata. This file is a sample.

<EntityDescriptor entityID="https://172.29.11.83:8443" xmlns="urn:oasis:names:tc:SAML:2.0:metadata"
xmlns:assertion="urn:oasis:names:tc:SAML:2.0:assertion" xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
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<NameIDFormat>urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress</NameIDFormat>

<SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://172.29.11.83:8443/sso/logout">

</SingleLogoutService>

<AssertionConsumerService index="0" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://172.29.11.83:8443/sso/acs">

</AssertionConsumerService>

</SPSSODescriptor>
</EntityDescriptor>

Step 3 Configure Crosswork Network Controller.
a. Log into Crosswork Network Controller and click Administration > AAA > SSO.

Figure 20: Crosswork Network Controller AAA

“thses” Crosswork Network Controller

[ AAA
Dashboard
Identity Provider
B3 Servers v @
Topology Entity ID*
sso
® Settings Selected 0/Total 0 t) & =
Network
Automation N N
[m] Service Name Evaluation Order
O )

Performance
Alerts

b. Click + and enter the required information:
* Enter a name.
* Enter a unique evaluation order number.

* Upload the metadata file of HCO in XML format.

Figure 21: Crosswork Network Controller-add new service provider

Service Provider

Name* ©® ]

Evaluation Order* © ]

Metadata © ]

Cancel

c. Click Save.
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Step 4 Log in to Crosswork Network Controller.

Figure 22: Crosswork Network Controller AAA

el
Ccisco

& S50 Login
<)

Y

admin

Troubleshooting Cisco Crosswork Hierarchical Controller SSO

» Use the sedo logs security audit in the Crosswork Hierarchical Controller to get the logs.

* Ensure that the time between Cisco Crosswork Hierarchical Controller and Cisco Crosswork Network Controller is
synchronized

* [f there is an error related to QueryDatabaseAuthenticationHandler, add the SAML group mapping in Crosswork
Hierarchical Controller configuration and map to group Admin.

Crosswork Hierarchical Controller enables SSO for authorized users.

Cross-launch from Crosswork Hierarchical Controller

SSO is supported across Crosswork Hierarchical Controller 8.0, Crosswork Network Controller 6.0, Cisco
Optical Network Controller, and Cisco Optical Site Manager.

Procedure

Step 1 Cross launch from the IGP link source or destination router in Crosswork Hierarchical Controller to Crosswork Network
Controller.

a. Click Links>1GP.

b. Hover over the source device or the destination device. Click the ellipsis and then click | GP device at Crosswork
Network Controller.
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Figure 23: Network inventory

%%
S Network Inventory
@ Filter inventory by:
Devices Sites Links Connections Services Power Supplies
More Information:
@ FIBER oTs oMs ZRMEDIA ZR CHANNEL L3 PHYSICAL L3 AGGREGATE L D Apply Invent
[ 16P device at CNC
Name ~  Source Port ~  Source D¢l at~  Operatic> Protect
@ State
22 ITEMS
ron-8201-1 100.1.1.14 to ron-asr9903-1 100.1.1.15 100.1.{ron-8201-1 % & ¥ - |4 up SINGLI
ron-8201-1 100.1.1.20 to ron-ncs55a2-1 100.1.1.21 100.1.1.20/31 ron-8201; up SINGLI
@ ron-ncs540-1 100.1.4.1 to ron-poc-8201-1 100.1.4.0 100.1.4.1/31 ron-ncs5: uP SINGLI
” ron-8201-2 100.1.2.2 to ron-8201-4 100.1.2.3 100.1.2.2/31 ron-8201; up SINGLI
S ron-8201-1 67.67.67.0 to ron-ncs5504-1 67.67.67.1 67.67.67.0/31 ron-8201 up SINGLI
@ ron-ncs57b1-1139.1.1.2 to ron-ncs57c3-1139.1.1.1 139.1.1.2/30 ron-ncs5 up SINGLI
ron-8201-1 100.1.1.16 to ron-ncs540-1 100.1.1.17 100.1.1.16/31 ron-8201-1 10 100.1.1.17/31 ron-ncs540-1 10 up SINGLI

This operation displays router traffic engineering information in Crosswork Network Controller.

Figure 24: Traffic engineering

el Crosswork Network Controller o 00 e
[ Traffic Engineering © Last Update: 30-Mar-2024 10:11:51 AM CDT | T3
Dashboard
B [Show: Traffic Engineering ] = [Devlce Groups: Locati... ] [¢ Saved Views | Select a saved view
Topology Location < 9 . .
% < Device Details X
@ e
- Details Links Alarms Traffic Engineering
Network < Q —
Automation o
Jnited States %
¢ . Summary ~
a ron-ns540-2dd-2 c ‘
Performance @ Host Name ron-8201-1
Alerts f0n-asr9903-1
Reachability @ Reachable
- 1P Address 172.29.11.20
e Geo Location Latitude 35.335000, Longitude -90.043000
Traffic Device Type @ Router
Engineering
ron-ncs55a2-1 CloddimicsS a0 Device Group Location > All Locations > Unassigned Devices
() p<nd { Product Type Cisco 8201 Router
£ ron-8201-1 e
Device Connect To Device [[J SSH IPv4
MansoSment poRkipe:d ° Last Update 08-Jan-2024 09:39:57 AM CST
a
Alerts Routing ~
ron-ncs57c3-1 v
o= - TERouterID  100.0.0.1
Administration L ISIS System ID  1000.0100.0001 Level-2
- ASN 100
P ;M ‘ onp 1314
Step 2 Cross launch from Crosswork Hierarchical Controller SR Policy to Crosswork Network Controller.

a. Click Connections> SR Policy.

b. Hover over a policy, and click the ellipsis to open cross launch.
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Figure 25: Network inventory

=
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Filter inventory by:
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39ITEMS
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This operation displays detailed policy information in Crosswork Network Controller.

Figure 26: Traffic engineering
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Power Supplies Fans

pply Inventory Filter On Connections
gs ~  Color
1000
101
1000
705
103
705
10000
102
9010
9009
1000
5227

4000

oo

Shelves

& Export Table |

Preferenc ~

200

100

200

200

200

200

100

100

100

100

100

200

®

© Last Update: 30-Mar-2024 08:34:51 AMCDT | t3)

[¢ Saved Views |Select a saved view

© & <> SR Policy Details

e
Current History
Q J—
Headend @
A
pcc

Endpoint @ ror

cloud-ncs540-1| Source IP: 100.0.0.50
TERID: 100.0.0.50

1P:100.0.0.50

n-ncs540-1| Dest IP: 100.0.0.52

TE RID: 100.0.0.52

Color 10000
Summary -
Admin State @) Up
Oper State @) Up
Binding SID 24010
Policy Type Regular
Profile D -
Description -
Traffic Rate 0 Mbps
Unused True @
See more \/
'
Candidate Path ~
+ Expand All
- Path Name Preference  Path Type _State
s
[ I cfg_srte_c_10000_ep_100... 200 unknown @ @ ¥

Cross launch from Crosswork Hierarchical Controller optical node to Cisco Optical Site Manager.

a. Click Devices> ONS.

b. Hover over a device, click the ellipsis, and then click Optical Node at COSM.
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Figure 27: Network inventory

0:2:0 Network Inventory

@ Filter inventory by:
Devi More Information: Services Cards Ports Transceivers Power Supplies
[ optical Node at COSM
m BB Apply Inventor
Name ~  0SVersion ~  Serial Number v site ~  Reachabilt~ T
@ 14I1TEMS
VAL REACHABLE
OLT1-road| Lis REACHABLE
OLT5_R_C VAL REACHABLE
@ OLT6-road| Geneva REACHABLE
@ ILA2 BAR REACHABLE
OLT2_OLT: MAL REACHABLE
@ ILAL 172.27.227.101  Cisco ola COR REACHABLE
ron-poc-ols-1-roadm 172.29.11.73 Cisco roadm FRA REACHABLE
Step 4 Cross launch from Crosswork Hierarchical Controller optical port to Cisco Optical Site Manager.

a. Click Ports>OTS.
b. Hover over a port, click the ellipsis, and then click Optical Port at COSM.

Figure 28: Network inventory

-
:‘IO Network Inventory

@ Filter inventory by:
Devices More Information: Bervices Cards Ports Transceivers Power Supplies
ots 7l B portat Component view (COSM) = Apply Invent
Name ~ Device <~ Spav Site ~  Operationa~ Admin v  Supported Links
Vendor Los Status Status
@ 24 ITEMS
@ It6/L/0/LINE Yr & ¥ -] m Cisco Geneva up up 1Link
‘ ron_ncs1010_01) m Cisco VAL uP uP 1Link
@ ron_ncs1010_ol} 3-roadm Cisco MAL up up 1Link
ron_ncs1010_ila cisco Ccor up up 1Link
@ ron_ncs1010_olf m Cisco Ls uP uP 1Link
ron_ncs1010_ila cisco CcoR P up 1Link
@ ron_ncs1010_ila2-r-c/1/0...  Port: 1/O/LINE-2, Physical ...  PORT-1/0/LINE-2 1Az Cisco BAR wp up ILink
ron ncs1010 olt2/8/0/LINE  Port: 8/0/LINE, Physical D...  PORT-8/0/LINE OLT2 OLT3-roadm Cisco MAL up up 1Link
Step 5 Cross launch from Crosswork Hierarchical Controller Link Assurance node to Cisco Optical Site Manager or SVO.

a. Click Link Assurance> Inspect links.
b. Hover over a node, click the ellipsis, and then click Optical Node at COSM.

Sample end-to-end configuration [JJj
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Figure 29: Link assurance

OZZIQ Network Inventory

Filter inventory by:
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=

This operation displays the node functional view in Cisco Optical Site Manager for NCS 1000 series devices or in
SVO for NCS 2000 series devices.

= & ron-poc-ols-1 ® p O
£ =[]
X
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Alarm Summary Auto Delete Cleared Alarms
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Rack uip Device Name Severity Service Affe... Condition Timestamp  +
Y Y Y Y Y Y Y

n 1 ron-poc-ols-1 © warning NSA SSM-ST3 08/12/2001, 06:11:32

mn 1 ron-poc-ols-1 © warning NSA FRNGSYNC 08/12/2001, 06:11:37

n 1 ron-poc-ols-1 Minor NSA EQPT-MISS 08/12/2001, 05:12:04

Step 6 Cross launch from Crosswork Hierarchical Controller Link Assurance port to Cisco Optical Site Manager.

a. Click Link Assurance> Inspect links.

b. Hover over a port, click the ellipsis, and click Optical Port at COSM.
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Figure 30: Link assurance
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Provision an ML service using NSO Routed Optical Networking CFP

Follow these steps to provision the Routed Optical Networking ML service using the NSO Web UI.

Procedure

Step 1 To add a new device, perform these steps:

a. In the Device manager, click the + to add a new device. Specify a name for the new device and click Confirm.

Sample end-to-end configuration [JJj
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. Sample end-to-end configuration

Add device

name

1on:p0g-8202-1
(o)
s

521935

b. After creating the new device, click its name. Then, enter both required and optional parameters. In this screen, you
must provide the authgroup and the IP address of the device.

uluili Configuration editor . .
ciseco  monedt (I vewoptons = 0
A T ncs:devices/devicelron-poc-8202-1 | Dub 10 the size of this configuration modl, subf

Seo 'ron-poc-B202-1" in Device manager

name read-timecut
ron-poc-8202-1 Valid range: 1 .. 4204967
=t e A
local-user write-timeout
Valid range: 1 . 4204087
D S RN
description connect-timeout

Cisco 8202 router in PoC lab Walid range: 1 .. 4294967

remote-node

521936

C* &

B owsw D WS, SRS ~
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Sample end-to-end configuration .

c. Scroll down in the device configuration screen. Click 'device-type' to open the device type selection screen. The
supported device type for Routed Optical Networking ML FP is IOS-XR CLI NED.

uluali Configuration editor
cisco ! (D) viewoptions +  nso v
A T incs:devices/device{ron-poc-8202- )idevice-type_ | Due to the sizo of tis confguration model, subfekders are not Inchaded

See 'ron-poc-E202-1" in Device manager

ne-type

C* ot [EEael A == B e D=5 SR ~

d. Click NETCONEF to select the appropriate NED. The Routed Optical Networking ML FP requires the use of the
cisco-iosxr-nc-7.3 NED.

521937
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. Sample end-to-end configuration

bl Configuration editor
cisco NSDVERSONS. 42

(D viewoptons v o+

AL poc-8202-1) Due 10 tha size of this configuration modal, sublokders are not included

See 'ron-poc-E202-1" in Device manager

8
[=2]
3
e. Click the Commit manager to view the NSO CLI configuration being applied. Click Commit to save the device
configuration to NSO.
M ot vene ol

T

changes errors ‘Warnings config ‘native config COMMIE queue

devices | devices
da.

ron=poc=8202=1 [
address 172.29.11.31y
deseription “Cisco B202 router in PoC lab";
‘authgroup routers;
davice-type

natcont |
ned-id clsco-icsxe-nc-1.3;

1}
trace pretty;
‘out-of-sync-commit-behaviour reject;

R

&

C* E & AfTe Bowe D RS

Sarvicn.
marager -

521939

Note
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Sample end-to-end configuration .

Next we add the multilayer end-to-end service to configure and provision both the optical line system and routers. We
recommend you to click check-sync in the Device manager to ensure that the device configuration is properly in sync
with NSO before provisioning. Initial provisioning fails if the device is out of sync.

alialn Service manager
CISCO NSO VERSION:5.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
Jcisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L 3vpn
[cisco-ron-cfp:ronfinter-layer-link

Jcisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-tefcisco-sr-te-cfp-sr-odn:odn/odn-template
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-policies: policies/policy
[cisco-tsdn-core-fp-common:rfs-monitor-path
fcore-fp-plan-notif-generator:plan-path-for-notification
fdim:cisco-dlm/cisco-dim-session-clean

fdim:cisco-dim/crosswork-vm

fi2vpn-ntw:l2vpn-ntw/12vpn-ntw-augmentations:y-1731-profile

N2vpn-ntw:l2vpn-ntw/vpn-services/vpn-service
1 3vpn-ntw:|3vpn-ntw/vpn-services/vpn-service

Jte:teftunnelsftunnel

Step 2 To configure the interlayer link service in NSO, perform these steps:

a. In the Service manager, select the inter-layer-link service point from the drop-down list.

Sample end-to-end configuration .
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. Sample end-to-end configuration

alialn Service manager
CiIsco NSO VERSION:S.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
[cisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L3vpn
[cisco-ron-cfp:ronfinter-layer-link

[cisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-odn:odnfodn-template
[cisco-sr-te-cfp:sr-te/cisco-sr-te-cfp-sr-policies:policies/policy
[cisco-tsdn-core-fp-common:rfs-monitor-path
[core-fp-plan-notif-generator:plan-path-for-notification
Jdim:cisco-dim/cisco-dim-session-clean
[dim:cisco-dim/crosswork-vm
N2vpn-ntw:12vpn-ntw/l2vpn-ntw-augmentations:y-1731-profile
12vpn-ntw:lI2vpn-ntw/vpn-services/vpn-service

[13vpn-ntw:|3vpn-ntwfvpn-services/vpn-service

[te:teftunnelsftunnel

b. Specify the end-point-device and the line port. These are required values. The endpoint device is the 8201 router.
Specify the router optics port that is connected to the optical line system add-drop port in the line port field. Click
Confirm.
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Create service
end-point-device

ron-poc-8201-1 -

line-port
[Lovovor20l

521921

C. In the Configuration editor, edit the inter-layer-link service by clicking the newly created draft service to complete
the information required. In this example, we add the site name, optical add-drop network element, and the optical
add-drop port. The optical controller field specifies which Optical Network Controller instance is used for provisioning.
This parameter is optional if a global instance is defined. A global Cisco Optical Network Controller instance can be
set in NSO and will be used if the field is not populated. The add-drop port uses the inventory ID of the physical port
on the NCS1K-MD-64-C multiplexer for frequency XXXX.YY. The add-drop reference includes both RX and TX
directions. In addition to specifying the network-element and add-drop in R/S/I/P form, a TAPI SIP can also be used
to identify the add-drop port.
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. Sample end-to-end configuration

uluali Configuration editor
Cisco ode QLD vewopiors+ o

A T /eisco-ron-clp:ron/inter-layer-linkjron-poc-8201-1 0/0/20K___ )

0 c Tayer-lnkdron-poc-0201-1 01070/ 20} R

end-point-device

ron-poc-8201-1

line-port
0/0/0/20

optical-service-interface

add-drop  sip

network-element” (i ]
ron-poc-ols-1

‘optical-add-drop® (i ]
112007/1/25,26

521922

ot Adm. B DS SES ,
These elements are the only required elements in the inter-layer-link service type.

d. Perform Ols-domain optical-service-interface configuration.

* Optical-controller specifies the Cisco Optical Network Controller instance managing the OLS.
» Network-element specifies the optical element name as shown in TAPI topology.

* Optical-add-drop specifies the port to be used on the optical network element.
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Sample end-to-end configuration .

alinlie Configuration editor

CIsCO W50 VERSION:S. 76,2

A L fcisco-ron-cfp:ron/inter-layer-link{ron-poc-8201-1 0/0/0/20)/ols-domain| |
cisco-ron-cfp:ronfinter-layer-link{ron-poc-8201-1 0/0/0/20}/ols-domain/

optical-controller

onc-poc-90

optical-service-interface

add-drop  sip

network-element*
ron-poc-ols-1

optical-add-drop*
1/2007/1/25,26

* The optical-service-interface can also be added as a TAPI SIP UUID.
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. Sample end-to-end configuration

alialie  Configuration editor

CISCO S0 VERSION:S,7.8.2

A T fcisco-ron-cip:ronfinter-layer-link{ron-poc-8201-1 0/0/0/20)/ols-domain{ |

cisco-ron-cfp:ronfinter-layer-link{ron-poc-8201-1 0/0/0/20}ols-domain/ &

optical-controller
onc-poc-90

optical-service-interface

add-drop  sip
optical-sip*

025118e0-1e26-3f0f-b281-4052d484954

€. Click the config tab in the Commit manager to see the NSO CLI configuration that will be committed to NSO.

slialie Commit manager s -
[111- J——r— (B m
Curent ransaction (2 - webui-one) s VALID { M)\ansm\/ m
Puh Operstion 06 vaae New valie.
! valn_set 1120071112526
tayer-tink{ron-poc valuss_set ron-poc-ols1
ale_set anc-poc-80
Sayor-Enkjron-pos: waluo_sel POC Sae A
tayer-link{ron-poc oio/or20} ereated

f. Click Commit in the upper right corner to commit the service. An end-to-end service requires two inter-layer-links,
one for each router connected to its optical line system add-drop port.
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Sample end-to-end configuration .

aliale. Commit manager -
CISECO wovmmars ® - B

Current fransaction (3 - webul-one) s VALID Revert |  LoadfSave | Commit

inter-Laysr-Link ron-pes-8201-2 B/0/0/20 (
site "FOC Jite B7:

ols-domain
setwork-clenest son-poc-ols-2;
optical-nid-drop 1/2007/1/25,26:
optical-controller onc-poc-90)

Note

Next we add the multilayer end-to-end service to configure and provision both the optical line system and routers. We
recommend you to click check-sync in the Device manager to ensure that the device configuration is properly in sync
with NSO before provisioning. If the device is out of sync, initial provisioning fails.

ahiale Service manager
CISCO NSO VERSION:5.7.6.2

[cisco-flat-L2vpn-fp:flat-L2vpn
[cisco-flat-L3vpn-fp:cfp-configurations/global-rd-enabled
[cisco-flat-L3vpn-fp:flat-L 3vpn
[cisco-ron-cfp:ronfinter-layer-link

Jcisco-ron-cfp:ronfron-mi
[cisco-sr-te-cfp:sr-tefcisco-sr-te-cfp-sr-odn:odn/odn-template
Jcisco-sr-te-cfp:sr-tefcisco-sr-te-cfp-sr-policies: policies/policy
[cisco-tsdn-core-fp-common:rfs-monitor-path
[core-fp-plan-notif-generator:plan-path-for-notification

Jdim:cisco-dim/cisco-dim-session-clean

fdim:cisco-dim/crosswork-vm

f12vpn-ntw:l2vpn-ntwfl2vpn-ntw-augmentations:y-1731-profile
N2vpn-ntw:l2vpn-ntw/vpn-services/vpn-service
f3vpn-ntw:I3vpn-ntw/vpn-services/vpn-service

fte:teftunnelsftunnel

Step 3 To create Routed Optical Networking ML service, perform these steps:

a. In the Service manager, select the Routed Optical Networking ML service point from the drop-down list. When we
create the new Routed Optical Networking ML service, the required components are the service name, mode of the
service (transponder or muxponder), and the bandwidth. The bandwidth corresponds to the line rate of the ZR or ZR+
optics. Click Confirm.
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. Sample end-to-end configuration

Create service

name
poc_8201_1_to_poc_8201_2_ 20

mode
transponder v

bandwidth
400

b. Inthe Configuration editor, click the newly created service name for editing the additional parameters that are required
for the service. In this example, set the circuit-id name in the global parameters. The frequency is set by the optical
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Sample end-to-end configuration .

controller based on the specified optical add-drop port. The dac-rate is set to the default value.

uluali Configuration editor
Cisco ode QLD vewopiors+ o

A T /eisco-ron-clp:rontron-mi{poc_circui_195200K )

Soe 'par_cireuit_195200' in Service manager
name o

Poc_circuit_195200

clrcuit-id

This is a demo circuit

PRI
mode*

transponder b

o Ao A A

bandwidth*

400

end-pon () This list is empty Add listhem > @) I
|

folo creon
service-state
(UNLOCKED)

|
custom-template n This list is empty Add list item -+ °

521926

Note
« User configuration global options are frequency and dac-rate.

* Dac-rate controls the TX shaping parameters: 1x1.25 = enabled, 1x1 = disabled. If you leave this field blank,
the system uses the default setting of enabled.

* Modulation of 16 QAM is available for 2x100G muxponder mode.

C. After the ols-domain is added, you must add end-points to the circuit. Two end-points are always required. The
end-points are the routers with ZR/ZR+ optics.
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. Sample end-to-end configuration

i i i
ik, Somnemmlon scior @I vewooiesr o
A T /eisco-ron-clp:rontron-mi{poc_circui_195200K )

Seo 'poc_cireult_195200'in Service manager

name circuit-id
Poc_circuit_195200 This is a demo circuit

% @ ols-domain/
service-state
(UNLOCKED)

|
This list is empty Add list item -+ °

521927

d. Add the end-point-device to the service. Click Confirm.

ation editor

Add new list item

end-point-device
fon-poc-8201-1 -

=)

521928
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After the end-point is created, click the end-point to edit the end-point parameters. The line port is a required parameter
and refers to the optics port on the router. In this example, the line port for the end-point matches the value specified
in the inter-layer-link service.

Add new list item

end-point-device

ron-poc-8201-2 -

I.. EEHCE| : m ol

end-peint-device
ron-poc-8201-1

ron-poc-8201-2

The transmit-power is an optional parameter for end-to-end provisioning. If you omit this parameter, the Cisco Optical
Network Controller provides the transmit power. Transmit power sets the transmit power, the value is calculated as
100 times the value in 0.1 dBm increments. For example, a value of =100 equals —10 dBm. If you do not specify a
value, the system uses a default of —10 dBm for QDD-400G-ZR-S or QDD-400G-ZRP-S, and 0 dBm for
DP04QSDD-HEO (Bright ZR+). The transceiver-capability field specifies the optic type and is only required if no
packet layer configuration is being performed. In this example, you are performing packet layer provisioning so
specifying the transceiver capability is not required.

Add the line port of 0/0/0/20 to the Routed Optical Networking ML service.
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Sample end-to-end configuration

uluali Configuration editor
Cisco ode QLD vewopiors+ o

A T /eisco-ron-clp:ronvron-mi{poc_circuit_195200}end-pointiron-poc-8201-1H_ )

S0 'poc_sireult_195200'in Service manager

end-point-state
UNLOCKED

© © terminal-device-packet/

This list is empty Add list item =+ ° |

This list Is empty Add list itam -+ (¥

custom-template () This list is empty Add istitem» @ |

A e B DG SRS v

e. Click endpoint to return to the top-level endpoint configuration, click ter minal-device-packet to configure Ethernet/IP
parameters

521930

huilis Configuration editor D (D venwima+ o

A 1 Jeiseo-ron-efproairon-milpos_8201_1_to_pee_8201_2_: sckat |

Ses 'poc_B201_1_te_poc_B201_2_20" in Service manager

Note
* Ethernet and IP configuration is optional.

* Bundle configuration adds an interface to an existing bundle or creates a new bundle and adds the newly created
IP interface to it.

Interface configuration is used for configuring IP address parameters on newly created Ethernet interfaces.

In this example, we add a new Bundle and assign an IP address to the Bundle.

f.  Click the plus sign next to the bundle to create a bundle with the identifier 500. This action creates a bundle interface,
Bundle-Ether 500, on the endpoint router.

The interface index for a bundle use case is always 0. In a non-bundle configuration in muxponder mode, the index
can be 0 to 3, representing the number of interfaces created as part of the muxponder configuration.
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Sample end-to-end configuration .

-l e D XD v 0

g. Click the bundle number and ip-address to configure an IP address on the bundle.

vl Configuration editor

CIsco NSO VERSION:5.7.6.2
A T feisco-ron-cfp:ronjron-mi{poc_8201_1_to_poc_8201_2_20)/end-point{ron-poc-820 1-1)/terminal-device-packet/bundie{s00}ip-address_____}

See 'poc_8201_1_to_poc_8201_2_20" in Service manager

vé4
102.20.20.20/31

h. Return to the top-level endpoint configuration. Select index 0 that you created previously, and click member ship to
add the interface to the bundle.

-lllis- 3 I Configuration editor

c o NSO VERSION'S.7.6.2

A T cisco-ron-cfpiron/ron-mi{poc_8201_1_to_poc_8201_2_20}/end-point{ron-poc-820 1-1)/terminal-device-packet/interface(0}imembership{ |

See 'poc_8201_1_to_poc_8201_2_20" in Service manager

bundle-id*

Note
* Bundle-id selects the previously created bundle.
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. Sample end-to-end configuration

Step 4

* Mode sets the bundle LAG signaling mode. Active=LACP, passive=LACP listener only, on=No active signaling,
inherit=Inherit signaling from Bundle interface configuration. Default is active.

i.  Return to the top level of the service configuration. Then configure the second endpoint in the same manner.

sl i i
Gisce  Sonfiguration sdhor

® - Jo - PR

A T feisco-ron-choroniron-mipos_8201_1_0_poc_8201_2_20H

See ‘poc_B201_1_to_poc_8201_2_20" in Service manager

|poc_B201_1_to_poc_B201_2_20

j. Click SRLG to perform SRLG configuration

aliali Configuration editor
CISCO movmmmmaras

QD (CED venopiors+ 10

A 1 feisco-ron-ehorronon-mifpos_B201_1_to_poc_8201_2_20srig |

See 'poc_B8101_1_to_poc_8201_2_20" in Service manager

Note

* Configuration options are to specify a preconfigured group, a list of numeric SRLG values, or a list of SRLG
names associated with preconfigured name:value pairs.

* Each type can be populated in the same configuration.

« In this example we specify a list of explicit numeric values. An index is used along with the numeric value.

In the Commit manager, click the config tab. The NSO CLI configuration for the end-to-end service is displayed. If the
ols-domain component is not specified in the global configuration, no optical line system provisioning is performed, only
router provisioning. You can preview and then commit the configuration.
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Step 5

Sample end-to-end configuration .

sifialie Commit manager
JovesoRs.3

cisco
(o)

Current transaction is VALID

con |

Verify status in NSO UL

B R T R

xon {

ron-al poc_circuit 195200 {
node transponders
bandwidth 400;
circuit-id "This is & deme circuit";
ola-domain |

end-point ron-poe-8201-1 {
terminal-device=optical {
line-pert 0/0/0/20;

ola-domain |
end-point-state UNLOCKED:

terminal-device-packet |
interface 0 {

ip-address |
; w4 51.63.12.1/30;

1
) i
snd-point ron-poc-8201-2 |
terminal-device-optical {
line-port 0/0/0/20;

terminal-device-packet |
interface 0 {

ip-address |
; w4 51.63.12.2/30;

@ -
[ conm ]

changes  emors  wamings  config  natveconfig  commit queue

521934

You can verify the status by inspecting the plan associated with the service. You can find the plan under the main ron-ml
configuration which you can access by clicking the top portion of the service configuration. An example is highlighted

in this image.

tlvalie - Configuration editor

Cisco NSOVERSIONS.T 6.2

A 1 feisco-ron-cip:roniron-mifpoc_8201_1_to_poc_8201.2 200 |

See 'poc_B8201_1_to_poc_8201_2_20"in Service manager

name

poc_8201_1_to_poc_8201_2_20

circuit-id

mode* grid-type

transponder

|poc_circuit

(100mhz-grid)

clear-roliback

a. Inspect the plan by clicking on the newly created service

Sample end-to-end configuration .
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b.

ron-mi-plan
name
682b3di2_30b2_4af2_0438_6dfo?736d0ef
6e2b4907_bOBb_4338_B3I04_adf290363311
17300076_didb_8bdd_Sdid_673ddccdBich

poc_B201_1_to_poc_8201_2_20

If all steps are green and complete, the service has been properly deployed to the network

RP/@/RPE/CPUB:ron-poc-8201-1#show configuration commit changes last 1
Mon Oct 17 @9:51:11.625 POT
Building configuration...
!l 105 ¥R Configuration 7.7.1
srlg
interface Bundle-Ethercee
18 value 1888
20 value 2ee8
1

interface Bundle-Ethercee
ipv4 address 182.28.28.28 255.255,255.254
1

controller Opticse/efe/z2e

description poc_circuit

transmit-power -100

fec OFEC

dwom-carrier 1@emkz-grid frequency 1952009
DAC-Rate 1x1.25

1

interface FourHundredGigEa/e/a/28
bundle id 586 mode active
1

End

RP/8/RPB/CPUB:ron-poc-2281-1#show controllers optics @/e/e/28
Mon Oct 17 @9:57:35.475 POT

controller State: uUp
Transport Admin State: In Service
Laser state: on
LED State: Green
FEC State: FEC ENABLED
optics status
optics Type: QSFPDD 488G ZRP
DWDM carrier Info: C BAND, MSA ITU Channel=19, Frequency=195.28THz,
Wavelength=1535.822nm
Alarm Status:

Detected Alarms: None

Inspect router configuration.

The show configuration commit changeslast 1 command shows the CLI config applied to the device during the

NSO provisioning.

The show optics controller 0/0/0/20 command verifies the operational status.

RP/8/RPE/CPUR:ron-poc-8281-1#show configuration commit changes last 1
Mon Oct 17 @9:51:11.625 POT
Building configuration...
!l 105 ¥R Configuration 7.7.1
srlg
interface Bundle-Ethersee
18 value 1868
20 value 2e68
1
-
interface Bundle-Etherses
ipv4 address 182.20.28.20 255.255,255.254
1

controller opticse/e/e/2e
description poc_circuit
transmit-power -128

fec OFEC

dwdm-carrier 18eMiz-grid frequency 1552888
DAC-Rate 1x1.25
1

interface FourHundredGigEe/e/e/28
bundle id 5ee mode active
1

End

RP/@/RP8/CPUB:rON-poc-8281-1#show controllers optics @/e/e/2e
Mon Oct 17 €9:57:25.475 POT

controller State: up

Transport Admin State: In Service
Laser state: on

LED State: Green

FEC state: FEC ENABLED

Optics status

optics Type: QSFPDD 488G ZRP
DWDM carrier Info: C BAND, MSA ITU channel=19, Frequency=195.28THz,
wavelength=1535. 822nm

Alarm Status:

petected Alarms: None

Provision a Routed Optical Networking ML service using Crosswork
Hierarchical Controller

Follow these steps to provision Routed Optical Networking ML service using Crosswork Hierarchical

Controller.

Sample end-to-end configuration

Sample end-to-end configuration |




| Sample end-to-end configuration
Sample end-to-end configuration .

Procedure

Step 1 If you are performing both router and optical line system provisioning, you must create NMC Cross Links between router
optics port and optical line system add-drop port.

Crosswork Hierarchical Controller 8.0 in Routed Optical Networking 3.0 also supports “router only” provisioning. This
type of provisioning applies optical parameters to the router optics port and IP layer parameters, but does not provision
the optical line system.

a. Select Link Manager application.

Figure 31: Crosswork Hierarchical Controller

Santa-Barbara

A-‘. = ‘
“ \‘.-—-""‘

Link Manager

@
2

)

v/,

U

(-

‘

The initial view displays a list of cross links.

@ Link Manager Cross Links ®c o

Lin

kName ~ Description - Type -+ CreatedBy ~ DeviceA/PortA ~ Device®/Port® - staws ~ Method

Link ron-poc-8201-1 0ptics0/0/0/10to ron- NMC Manual / HAN 46 (192.725) Unknown NA

S

tanual Cross Link ron-poc-8201-2 Optics0/0/0/10 to ron-. NMC Manual / HAN 46 (192.725) Unknown NA

Q00060 0G©0O6
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. Sample end-to-end configuration

b. Click Add CrossLink.

Figure 32: View with list of cross links

s . .
XN Link Manager Cross Links ® Cc @
-

+ Add Cross Link  Validate All Manual Links
Link Name ~  Description v Type v  CreatedBy ~  DeviceA/PortA ~  DeviceB/PortB v  Status ~  Method -
21TEMS
Manual Cross Link ron-poc-8201-1... NMC Manual ron-poc-ols-1-roadm / ron-poc-ols...  ron-poc-8201-1/ Optics0/0/0/10 Unknown N/A
Manual Cross Link ron-poc-8201-2 ... NMC Manual ron-poc-ols-2-roadm / ron-poc-ols...  ron-poc-8201-2 / Optics0/0/0/10 Unknown N/A

©
S
®

c. Select the NMC cross-link type. Cross Link Manager supports ETH and NMC cross links.

Figure 33: Add cross links screen

Add Cross Link

Description

Add Cross Link

d. ou can select either the router DCO port or the optical add-drop port first using the Link Manager application. In this
example, port filtering is performed by the router device used for the NMC cross-link.
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Advanced 3D Explorer
PORTS

Name ~  Device v Type - Capacity ~  Description ~  Admin Status -
815 ITEMS

1/CHAN 63 (191.450) ron {Mj NMC Port: 1/CHAN 63 (191.450), Physical Dev... UP
1/CHAN 45 (192.800) ron NMC Port: 1/CHAN 45 (192.800), Physical Dev... UP
1/CHAN 61 (191.600) ron NMC Port: 1/CHAN 61 (191.600), Physical Dev... UP
1/CHAN 46 (192.725) ron-poc-ols-1-roadm NMC Port: 1/CHAN 46 (192.725), Physical Dev... UP
1/CHAN 30 (193.925) ron-poc-ols-2-roadm NMC Port: 1/CHAN 30 (193.925), Physical Dev... UP
1/CHAN 1 (196.100) ron-poc-ols-2-roadm NMC Port: 1/CHAN 1 (196.100), Physical Devic... UP
1/CHAN 64 (191.375) ron-poc-ols-1-roadm NMC Port: 1/CHAN 64 (191.375), Physical Dev... UP
1/CHAN 30 (193.925) ron-poc-ols-1-roadm NMC Port: 1/CHAN 30 (193.925), Physical Dev... UP
1/CHAN 64 (191.375) ron-poc-ols-2-roadm NMC Port: 1/CHAN 64 (191.375), Physical Dev... UP
1/CHAN 48 (192.575) ron-poc-ols-2-roadm NMC Port: 1/CHAN 48 (192.575), Physical Dev... UP

Advanced 3D Explorer
PORTS
Name ~  Device < Type - Capacity ~  Description > Admin Status -
1ITEM MATCHING FILTERS
Optics0/0/0/22 ron-poc-8201-1 OCH OCH port of Cisco QSFPDD 400G ZRP PL... UP

f. Select the second port, which is the optical add-drop port. To filter for the add-drop port, set the device to ron-poc-ols-1
and the name to 194.000.

Sample end-to-end configuration
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. Sample end-to-end configuration

Advanced 3D Explorer

PORTS

+ Name ©  Device © Type > Capacity ~  Description > Admin Status -
11TEM MATCHING FILTERS
1/CHAN 29 (194.000) x ron-poc-ols-1-roadm NMC Port: 1/CHAN 29 (194.000), Physical De... UP

_—

g. Select the two ports, Ethernet and OCH, in your NMC cross-link. Click Add Cross Link.
(Optional) Add a description.

. Sample end-to-end configuration



| Sample end-to-end configuration

Sample end-to-end configuration .

Add Cross Link

Link Type
NMC -

Port A
ron-poc-8201-1 / Optics0/0/0/22 X

Port B

ron-poc-ols-1-roadm / 1/CHAN 29 (194.000) x

Description

ron-poc-8201-1 port 0/0/0/22 to NCS 2000 ron-poc-ols-1 MD-64 channel
29

Add Cross Link o

h. Click the added cross-link to see its attributes.

)

XM Link Manager Cross Links ®ca
Link Name ~ Description - Type ~  CreatedBy ~  DeviceA/PortA ~  DeviceB/PortB - Status ~  Method -
@ 1mem
poc-ols-1/1/CHAN 46 (192.725) / gt poc-82... NMC Manual poc-ols-1-roadm / ron-poc-ols-1/1/CHAN 46 (1. po / Unknown NA
Frequency: 192.725
‘ Summary Evidence History
@ LINK NAME DEVICEA/PORT A DEVICE B/ PORT B
P ls-1/1/CHAN 46 (192.725) / Optic ron-poc-ols-1-roadm/ron-poc-ols-1/1/CHAN 46 (192.725) ron-poc-8201-1/Optics0/0/0/10
o
o)
&
@ TIME ADDED SOURCE STATUS
2024-03-27 03:15:26 EDT Manual Unknown
O METHOD LAST CHANGE DESCRIPTION
N/A N/A Bright ZR+ poc-8201-1 to ron-poc-ols-1
@ Frequency: 192.725

i. To view the added cross-link in the explorer app, click the link.
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ES(
wir ‘Search...

ar-Re

Filter
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>

~
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©
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Augusta

GEORGIA
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Jacksonville
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Charlotte

SOUTH
cEharleston,

j- Create the second NMC cross-link using the same process as in the previous steps.

Cross Links

Link Manager

+ Add Cross Link

Link Name. ~ Description Type  ~  Provider
20UT OF 21 ITEMS MATCHING FILTERS

Manual Cross Link ron-poc-8201-1 Optics0/0...  ron-poc-8201-1... NMC Manual

Manual Cross Link ron-poc-57b1-1 Optics0/0...  NCS-57810/0/0...  NMC Manual

LINK NAME
Manual Cross Link ron-poc-57b1-1 Optics0/0/0/24 to ron-poc-ols-2-roadm 1/CHAN 29
(194.000)

TIME ADDED

N/A

METHOD
N/A

k. View the end-to-end network with both cross-links in the Explorer app.

Il Sample end-to-end configuration

~ DeviceA/PortA

ron-poc-8201-1/ Optics0/0/0/22

ron-poc-57b1-1/ Optics0/0/0/24

Summary Evidence

DEVICE A/ PORT A
ron-poc-57b1-1/0ptics0/0/0/24

SOURCE
Manual

LAST CHANGE
N/A

~  DeviceB/PortB

ron-poc-ols-1-roadm / 1/CHAN 29 (194.000)

ron-poc-ols-2-roadm / 1/CHAN 29 (194.000)

~ Status M
Unknown N/A
Unknown N/A

History

DEVICE B/ PORT B
ron-poc-ols-2-roadm/1/CHAN 29 (194.000)

STATUS
Unknown

DESCRIPTION
NCS-57B1 0/0/0/24 to NCS 2000 MD-64 channel 29

Myrtle’Beach

Method

Manual Cross Link ron-poc-8201-1 Optics0/0/0/10 to ron-poc-ols-1-roadm ron-poc-ols-1/1/CHAN 46 (192.725)

CAROLINA

Wilmington

® cC
+ Validate All Manua

~  LastChange

2023-04-24 10:23:34 EDT

2023-04-24 10:29:55 EDT
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Q | Search ; Sauphin

Brandon
Winnipeg

9 Jacksonville » # ron-poc-8201-1 » ¢>Bundle-Ether500 »

= 10.28.29.20 to 10.28.29.21
MINNESOTA Duluth

Info Used By 5 Minneapolis

LOG  LAG OCH

PHY ETH ZRC  ZRM NMC MC MC

WISCONSIN

Green Bay
ron-poc-8201-1 o Madison
eoarrapis Milwaukee

Ghicago

Peoria
ron-poc-8201-1
pocel ILLINOIS

St louis INDIANA
ron-poc-8201-1
Evansville Cincinnati

Louisville

KENTUCKY
ron-poc-8201-1
Nashville

TENNESSEE

Huntsville Knoxville
ron-poc-8201-1 Chattanooga

}
Atlanta 4 Charlotte
ron-poc-8201-1 I

Augusta SOUTH
ron-poc-8201-1 GEORGIA ChakieStonN A
| Myrtl
- CMLeston
Savannah
Jackso -

Jacks?nwlle

ron-poc-ols-1-roadm

ron-poc-ols-1-roadm Gainesville

Daytona Beach

ron-poc-ols-1-roadm

[ ] ron-poc-ols-1-roadm

| ron-poc-ols-1-roadm

Step 2 (Optional) Cross-link connectivity verification

* Cross-link connectivity verification is supported on all router platforms and on NCS 1010 with MD-32 and BRK-24
modules.

* Connectivity verification uses NSO CLI NED to modify router port state and transmit power, and is service-affecting.

» When validation starts, Crosswork Hierarchical Controller continuously checks the RX power on the optical add-drop
port while performing connectivity verification in the background.

a. Configure NMC validation settings to control validation. Set the Wait period to receive sampleswhile on to 180
seconds. Set the Wait period to receive samples while off to 50 seconds.
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. Sample end-to-end configuration

Settings

ETH validation NMC Validation

Poweron[dbm]: _q;

Power off [dbm]: g

Timestamp precision [sec]: 5

Number of cycles: 4

Wait period to receive samples while on [sec]: 20
Wait period to receive samples while off [sec]: 5
Sample interval [sec]: 2

Buffer for power off/fon [dbm]: 1p

—

b. Selecta link and click ValidateLink. Alternatively, you can click Validate All Manual Linksto perform connectivity
verification for all the links.
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Link Manager Cross Links ® Cc &

+ Add CrossLink + Validate All Manual Links

Link Name Description = Type - Provider - DeviceA/PortA - DeviceB/PortB - Status - Method ~  LastChange -

10UT OF 26 TEMS MATCHING FLTERS

Manual Cross Link ron-ncs5504-1 Optic... ron-ncs5504-... NMC Manual ron2_olt2-roadm /0/3/0/6 ron-ncs5504-1 / Optics0/0/0/0 Validated By Shut No Shut Shut no shut 2023-03-30 04:39:03 EDT
Summary Evidence History

LINK NAME DEVICEA/PORTA DEVICE B /PORT B

Manual Cross Link ron-ncs5504-1 Optics0/0/0/0 to ron2_olt2-roadm 0/3/0/6 ron2_olt2-roadm/0/3/0/6 ron-ncs5504-1/Optics0/0/0/0

TIME ADDED SOURCE STATUS

2023-03-3003:16:34 EDT Manual Validated By Shut No Shut

METHOD LAST CHANGE DESCRIPTION

Shut no shut 2023-03-30 04:39:03 EDT ron-ncs5504-1 to ron2_olt2-roadm

C. After validation completes, inspect the evidence of successful or unsuccessful verification. This image shows a
successful verification. The status changes from Unknown to Validated By Shut No Shut. It typically takes 60 to
80 seconds for the ZR or ZR+ interface to start transmitting after the no shut command is issued.

L >
Link Manager Cross Links (ORI -
+ Add CrossLink + Validate All Manual Links
Link Name Description = Type  ~  Provider ~  DeviceA/PortA ~ Device B/ Port8 ~ Stats ~  Method ~  LastChange -
10UT OF 24 ITEMS MATCHING FILTERS
Manual Cross Link ron-ncs5504-10ptic...  ron-ncsssd-.. NMC Manual ron2_oltz-roadm / 0/3/0/6 ron-ncs5504-1 / Optics0/0/0/0 Validated By ShutNoShut  Shutnoshut  2023-03-3004:39:03 EDT

Summary Evidence History
Validation Time Validation Result " | @mror 0
3ITEMS @ oo s
2023-03-30 04:39:03 EDT Validated By Shut No Shut
2023-03-21 03:25:50 EDT Validated By Shut No Shut 20
2023-03-09 14:08:00 EST Validated By Shut No Shut Failed
&

35
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50 b e
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Time (Seconds)

This image shows a failed verification. There is no change in the optical device port power levels after the no shut
operation.
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Link Name
10UT OF 24 ITEMS MATCHING FILTERS

Manual Cross Link ron-nesS7c3-1 Optics0/0/2/0 tor.

20230425 03:21:14 EDT
2023.0420 130335 EDT
2023.04-20 10:4425 EDT
2023.0321 06:5857 EDT

2023-03-09 14:11:12 EST

Step 3

a.

Description - Type

- Validation Result

Validated By Shut No Shut
Never Validated

Never Validated

v

ted By Shut No Shut

Validated By Shut No Shut Failed

~ Devicea/PortA

Sample end-to-end configuration |

~ DeviceB/Port8

- staws ~  Method ~ LastChange

fonncss7c3-1/ Optics0/0/2/0 ron2_olt1-roadm / 0/1/0/6 Validated By Shut No Shut Shut no shut 2023.04-2503:21:14 EDT

Evidence

Provision the Routed Optical Networking IP link using these steps:

In the applications bar in the Crosswork Hierarchical Controller, click the Services Manager icon.

Sacrame

San Francisco

-

"0‘ Service Manager

The Service Manager application shows you a list of services.
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service-manager-app Tunnels ~ Point to Point
D
Name ~ P2PType ~ Configuratio v
State

8 OUT OF 25 ITEMS MATCHING FILTERS
RK_2K_OLS_2x100G_16QAM_1x1.2... IPLink INSTALLED
RK_8_2K_Router_Only 1P Link INSTALLED
RK_OLS OCH-NCLink  INSTALLED
RK_Test OCH-NC Link INSTALLED
RK_12_100G 1P Link INSTALLED
RK_11 IP Link INSTALLED
RK_4x100G6 1P Link INSTALLED
RK_9_3x100G6 1P Link INSTALLED

between router DCO ports.

(3N Service Manager Tunnels ~ Point to Point
Create New P2P n
1P Link ~ PPType ~ Configurati

State

OCH Link CHING FILTERS
OCH-NC Link 12 OCH-NCL... INSTALLED
OTNLine OCHNCL... INSTALLED
SDH Line
Circuit E-Line

Packet E-Line

©
©
©
2]
®

E©

®0 @O«

NSO Provisioning

+ Creation Date

27-03-2024 13:59:44 EDT
27-03-2024 07:02:42 EDT
27-03-2024 06:45:53 EDT
27-03-2024 06:39:30 EDT
26-03-2024 04:34:55 EDT
26-03-2024 04:05:14 EDT
26-03-2024 01:58:26 EDT

26-03-2024 00:59:59 EDT

NSO Provisioning

“ Creation Date

08-07-2025 03:04:57 CDT

08-07-2025 00:27:59 CDT

The IP Link Creation wizard appears.

«

«

Endpoint A

ron-ncs57c3-1- Optics0/0/2...  ron-ncs57c3-2 - Optics0/0/2...
10N-8201-32FH-3 - Optics0/0...  ron-asr9903-1- Optics0/0/1/...
1 dm - ron-ols-2/... Is-4-roadm - ron-ols-4/...

Endpoint B -

OLT1-roadm - ron_ncs1010_...
ron-8201-32FH-3 - Optics/o...
ron-ncs57c3-1 - Optics0/0/3..

ron-asr9903-1- Optics0/0/1/...

10n-8201-1 - Optics0/0/0/18 ...

Endpoint A -

OLT1l-roadm - 172.21.23.1...

OLT1-roadm - 172.21.23.1...

OLT4-roadm - ron_ncs1010_...

ron-ncs57b1-1- Optics0/0/0....

ron-8201-32FH-3 - Optics0/0...

ron-8201-32FH-3 - Optics0/0. ..

ron-ncs5504-1 - Optics0/0/o. .

Endpoint B -

OLT2_3-roadm - 172.21.23...

OLT2_3-roadm-172.21.23...

Speed

200GB
400GB
400GB
400GB
100GB
20068
400GB

30068

Speed

400GB

400GB

Sample end-to-end configuration .

Operations ~ &® Settings
Operational ~ Last24h  ~  Last Operation -
State Operations
up 1 Create IP Link: v Done
up 1 Create IP Link: ¥ Done
Up 1 Create OCH-NC: v Done
Down 1 Create OCH-NC: v Done
Up 1 Create IP Link: ¥ Done
up 1 Create IP Link: ¥ Done
up 1 Create IP Link: ¥ Done
Up 1 Create IP Link: ¥ Done

b. Select the Point to Point tab and click I P Link from the Create New P2P drop-down list to create end-to-end service

Operations &8 Settings
Operationa ~  Last24h  ~  LastOperation -
State Operations
Up 1 Create OCH-NC: ¥ Done
up 1 Create OCH-NC: v Done

Enter the Cisco Crosswork Hierarchical Controller service name, description of the router optical controller, and the

Link Rate Mode in the General tab.

* Here, we are creating a 1x400G link. In 2x100G, 3x100G, and 4x100G modes, you can choose to create separate
IP links or create a Bundle with each channel link added as a member.

Sample end-to-end configuration
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. Sample end-to-end configuration

IP Link Creation

2 3 4

GENERAL ENDPOINTS ADVANCED SUMMARY

Name*
ron-poc-8201-1_ron-poc-57b1-1_1940000

Description
ron-poc-8201-1 0/0/0/20 to ron-poc-57b1-1 over NCS2K

Link Rate Mode*

{4006 - 1x400G

Router Configuration Only

X Cancel

Alternatively
* To create a 200G 16-QAM link, select the 200G—2x100G link rate mode.

200G 16-QAM allows the use of 200G signals on 50Ghz optical line systems. The default value for 200G is
QPSK at 60.1Ghz.
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Alternatively
* To create a Bundle interface, Select a bundle option from the link rate mode drop down list.

ou can create a 400G bundle interface (400G Member). You can also create a 300G bundle (3x100G Members)
or a 200G bundle (2x100G Members).
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. Sample end-to-end configuration

(Optional) Check the Router Configuration Only check box to configure only the router optical controller and IP

information and not the optical line system. This configuration is used when the OCHNC is created outside Cisco
Crosswork Hierarchical Controller.

d. Select the two router ports in the service. This is done by selecting the site and port. The transmit power for each
endpoint is an optional parameter. The default transmit power is used if no value is provided.

)

o)
-

Advanced 3D Explorer

OCH PORTS

Name Device - Capacity Description Admin Status
4ITEMS

Optics0/0/0/16 10n-8201-32FH-3 OCH port of 400GE Port
Optics0/0/0/18 ron-8201-1 OCH port of 400GE Port
Optics0/0/0/10 ron-8201-4 OCH port of 400GE Port

Optics0/0/0/24 ron-poc-57b1-1 OCH port of 400GE Port 24

®
(0
®
®

o

4
@

e. Click the magnifying glass icon to select the first router port.
The router interface selection displays interfaces on the router that satisfy these criteria:

¢ is a ZR or ZR+ interface,
* has no existing optics configuration, and

* has a proper NMC cross-connect configured.

This page lists all the available ZR and ZR+ ports currently unused on all the devices. Select the ron-poc-8201-1
Optics0/0/0/22 port.
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Sample end-to-end configuration .

Name

17ITEMS
Optics0/0/0/24
Optics0/0/0/24
Optics0/0/0/14
Optics0/0/0/16
Optics0/0/0/0
Optics0/0/0/18
Optics0/0/0/8
Optics0/0/0/20
Optics0/0/0/22
Optics0/0/1/4
Optics0/0/1/8
Optics0/0/0/10
Optics0/0/0/20
Optics0/0/0/22
Optics0/0/0/20
Optics0/0/3/0

Optics0/0/2/2

Device

ron-poc-57b1-1
ron-ncs57b1-1
ron-8201-32FH-3
ron-8201-32FH-3
ron-ncs540-2dd-1
ron-8201-1
ron-8201-1
ron-8201-1
ron-8201-1
ron-asr9903-1
ron-asr9903-1
ron-8201-2
ron-8201-2
ron-poc-8201-1
ron-8201-4
ron-ncs57c3-1

ron-ncs57¢3-1

OCH PORTS

Capacity

Description -

OCH port of Cisco QSFPDD 400G ZRP Plug...

OCH port of Cisco QSFPDD 400G ZRP Plug...

OCH port of Cisco QDD 400G BRT ZRP Plug...

OCH port of Cisco QSFPDD 400G ZRP Plug...
OCH port of Cisco QSFPDD 400G ZRP Plug...
OCH port of Cisco QSFPDD 400G ZRP Plug...
OCH port of Cisco QSFPDD 400G ZRP Plug...
OCH port of Cisco QSFPDD 400G ZR Plugg...
OCH port of Cisco QSFPDD 400G ZRP Plug...
OCH port of 400G ZRP-S QSFPDD Module
OCH port of 400G ZR-S QSFPDD Module
OCH port of Cisco QSFPDD 400G ZRP Plug...
OCH port of Cisco QSFPDD 400G ZR Plugg...
OCH port of Cisco QSFPDD 400G ZRP Plu...

OCH port of Cisco QSFPDD 400G ZR Plugg...

OCH port of Cisco QDD 400G BRT ZRP Plug...

OCH port of Cisco QSFPDD 400G ZRP Plug...

Admin Status

up

up

up

up

up

up

DOWN

up

up

up

up

up

up

up

up

up

up

Cancel

it

f. Similar to the previous step, choose ron-poc-57b1-1 Optics 0/0/0/24 as the second router port.

0. (Optional) Set the transmit power in dBm on each port. If OLS provisioning is being performed, the OLS controller
returns the optical power. If the OLS controller does not return the optical power or router only provisioning is being

used, the router default power is used.

h. (Optional) Enter the IP address information for interfaces. If IP addresses are not entered, ZR and ZR+ router optical

configuration happens; however, IP addresses are not configured.

i. Click Next to move to Advanced configuration.
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. Sample end-to-end configuration

j- (Optional) Set the frequency. If optical provisioning is being performed, the OLS controller can return the frequency
to be used, and it may be omitted. If router only provisioning is being performed, the frequency must be specified.

k. (Optional) Set the DAC rate. A DAC rate setting can be used to enable OpenZR+ compatibility mode, disabling TX
shaping and enhanced modem mode.

ll Sample end-to-end configuration
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[.  (Optional) Set links or nodes to include or exclude in the optical path. This setting is not available in router only
provisioning.

m. (Optional) To add the new link or set of links to an existing Bundle LAG interface configured on the routers, choose
the bundle from the Add to existing LAG drop-down.
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. Sample end-to-end configuration

n. (Optional) If you are configuring a 200G 16-QAM link, set the DAC rate to 1 x 1.25.

200G link rate mode enables the M odulation selection drop-down. Modulation selection is not available in any other
mode. Select the 16 QAM (30GHz) modulation.
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0. Click Next to review the final configuration. Verify the router endpoint and optical line system parameters. Click
Finish to start provisioning, or click Save to save for later provisioning.
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. Sample end-to-end configuration

IP Link Creation

(+)

SUMMARY

Name: ron-poc-8201-1_ron-poc-57b1-1_1940000
Description: ron-poc-8201-1 0/0/0/20 to ron-poc-57b1-1 over NCS2K

v EndpointA

Port: ron-poc-8201-1 - Optics0/0/0/22
Transmit Power: -10.0 dBm

¥ Endpoint B

Port: ron-poc-57b1-1 - Optics0/0/0/24
Transmit Power: -10.0 dBm

Link Rate Mode: 400G - 1x400G
Frequency: 194.0 THz

DAC rate: -

Modulation: -

Path Criteria: Latency
Optical Excluded List: -
Included List: -
Disjoint From Links: -
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This image shows a sample summary for a 200G 16-QAM link.
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p. Go to Services Manager to view provisioning progress.

Sample end-to-end configuration |

Click the Operations> L ogs tab to view the provisioning API calls used and responses. The logs show API calls
and responses for both optical line system provisioning through Cisco Optical Network Controller and router

provisioning through Crosswork Network Controller.

Services Manager Tunnels  Pointto Point  IP Services

Create New P2P u

Name v P2PType

~  Configuration *  Creation Date ~  EndpointA ~  EndpointB - Speed
E
10UT OF 3 ITEMS MATCHING FILTERS
ron-poc-8201-1_ron-poc-57b1-1 1940...  IP Link INPROGRESS  24-04-2023 14:44:21 UTC poc-57b: i P i 40068
ron-poc-8201-1_ron-poc-57b1-1_1940000
Summary Endpoints Underlay Path Operations Events Actions
Action v Lifecycle State ~  Creation Date ~  LastUpdate - SUMMARY
1ITEM
¥ Normal Flow
Create IP Link Discovery 24-04-2023 14:44:20 UTC 24-04-2023 14:44:27 UTC

vy fidapter #1: one-poc-90 v’
create service

create service response

Operations 8 Settings

- Operational * Last24h v LastOperation -
state Operations
1 Create IP Link: Discovery
L0GS ERRORS

If the provisioning is successful, the Configuration State field changes to INSTALLED state and the Oper ational

State field changes to UP state.

@ Services Manager Tunnels  Pointto Point P Services

=)

Create New P2P. n

Name ~ PPType  ~ Configuration © + Creation Date ~  EndpointA ~  EndpointB v Speed
10UT OF 3 ITEMS MATCHING FILTERS
ron-poc-8201-1_ron-poc-57b1-1_1940... IP Link & INSTALLED 24-04-2023 14:44:21 UTC -p b: i P i 400 GB
&)
ron-poc-8201-1_ron-poc-57b1-1_1940000
Summary Endpoints Underlay Path Operations Events Actions

GUID: SI/7d4cd30b6c6d4ebT7ad44a41269d2d45b
Name: ron-poc-8201-1_ron-poc-57b1-1_1940000
Creation Time: 24-04-2023 14:44:21 UTC

Last Changed: 24-04-2023 14:44:21 UTC
Template Name: default-template

¥ Service Links:

100.28.30.23t0 100.28.30.22

1P Address Assignment Policy: User Allocated
Is Bundle? No

Channel Config: 1X 400G

Path Criteria: Latency

The Summary tab displays the new service link.

g. Verify the end-to-end link across both IP and optical layers in the Explorer view.

Il Sample end-to-end configuration

Operations &8 Settings

~ Operational ~ Last2h  ~ LastOperation
Operations.
up 1 Create IP Link: v Done
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</
2
“0‘ Fort

Q ’ Search...

@ Charleston » @ ron-poc-57b1-1 » ¢>Bundle-Etherl »

= 100.28.30.23 to 100.28.30.22

Used By
LOG | ZRC ZRM OCH NMC | OMS 0TS

ron-poc-57b1-1
ron-poc-57b1-1
ron-poc-57b1-1

ron-poc-57b1-1

)OO0 O®OGOO

(O

74

ron-poc-ols-2-roadm

ron-poc-ols-2-roadm

ron-poc-ols-2-roadm

ron-poc-ols-1-roadm

ron-poc-ols-1-roadm

ron-poc-ols-1-roadm

©

)

-y
A
i’

ron-poc-8201-1

(

!
)
aiy

ron-poc-8201-1

ron-poc-8201-1

Evansville
Paducah

Clarksville
Nashuville

TENNESSEE

untsville
Chattanooga

Atlanta“
g

Macon

GEORGIA

Ja»ckson le

~ Daytona Beach
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Algusta Columbia

SOUTH
CAROLINA

Charleston

Step 4 Use the Link Assurance application to verify the end-to-end path and view relevant PM data. Select a link or port to see

data on the ZRM, OCH, and OTS layers.
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)

=
(.

®
()
(©]
S
®

g

Q00 ®0 ® O ¢

.
%)
Al

(

i

Link Assurance Inspect Links  Settings

Select Links For In-Depth Analysis

@ Specific link(s) / underlay link(s) LOG
Tags
Device(s) in 1 of the endpoints LG

Device(s) in both endpoints PHY

Q Add Link ron-poc-57b1-1

Optics0/0/0/24 to Optics0/0/0/22 g

Name ~  Type v Status ~

2ITEMS
Summary
100.28.30.23t0100.28.3... L3 Log... up
Name

Fiber-1
Optics0/0/0/24 to Optics... ~ OCH up

Endpoint Z
ron-poc-ols-2-roadm

Operate phase

To monitor ZR or ZR+ optics, use EPNM and Crosswork Health Insights.

Charlestor

100.28.30.23 to 100.28.30.22 L3 Logical Link

Jacksonville

q D
Performance Events
Layer Admin Status
0TS up
Port ATx Power [dbm] Port Z Tx Power [dbm]
Min: -0.50 Min: 2.60
Average: -0.50 Average: 2.60
Max: -0.40 Max: 2.60

Sample end-to-end configuration |

ron-poc-8201-1
Operational Status
up
Port A Rx Power [dbm]
Min: -4.00
Average: -4.00
Max: -4.00

Endpoint A

ron-poc-ols-1-roadm

Port Z Rx Power [dbm]

Min: -7.30
Average: -7.30
Max: -7.20

1. Use either CLI commands or EPNM to monitor router ZR or ZR+ optics for proper operation. See Monitor
ZR or ZR+ optics using EPNM, on page 74.

2. (Optional) Setup router ZR or ZR+ optics data collection in Crosswork Health Insights. See Monitor ZR
or ZR+ optics performance Using KPIs, on page 84.

To monitor NCS 1010, use Cisco Optical Network Controller and Cisco Optical Site Manager.

* Monitoring using Cisco Optical Network Controller

» Network and Circuit Monitoring using Workspaces in Cisco Optical Network Controller

* Monitoring Alarms in Cisco Optical Network Controller

* Fault Monitoring using Cisco Optical Site Manager

Monitor ZR or ZR+ optics using EPNM

Follow these steps to add the 8201 router to EPNM for monitoring the PM parameters on the ZR or ZR+

optics.

Il Sample end-to-end configuration


https://www.cisco.com/c/en/us/td/docs/optical/conc/conc-3-1/configuration/guide/b-cisco-onc-3-1-config-guide/m-use-cisco-onc-3-1.html#log-viewer
https://www.cisco.com/c/en/us/td/docs/optical/conc/conc-3-1/configuration/guide/b-cisco-onc-3-1-config-guide/m-use-cisco-onc-3-1.html#workspaces
https://www.cisco.com/c/en/us/td/docs/optical/conc/conc-3-1/configuration/guide/b-cisco-onc-3-1-config-guide/m-use-cisco-onc-3-1.html#alarms
https://www.cisco.com/c/en/us/td/docs/optical/cosm/241x/configuration/guide/b-cosm-config-guide-r24-1-x/m-fault-monitoring.html#cisco_concept_fault_monitoring
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Step 1

Step 2

Step 3

Sample end-to-end configuration .

Procedure

Choose Inventory > Device Management > Network Devicesto add a new device to EPNM. Click Routersor a
subgroup if it is already defined in the left panel.

A Inventory / Device Management / Network Devices eown
[ Oevin coups Do Ty R
Cisco 8000 Series Routers seecuao/Tuls (I @ £ -
=+ T e o T O — T -2
a
Rescnabiity  Admin Status Device Name PR y— ONS Namo Davica Type LastInvertory Cotlecton Status Last Suceassl Colecth
Managea 1 a2z 2z o 8201 Router Compiated 2021024 123707 €33
Mansged son-§201-2 1220121 1228021 Cisco 8201 Router Completed with Warning
: Managed ron-8201.3 22922 K 22922 Gisco 8201 Router Complated 2021-bun-24 12:36:29 Easl
Managed o 172201123 FLPTERTESS Cisoo 8201 Router Symeronizing
o
—
o
wn

Click the % icon above the Network Devices table, then choose Add Device.
© U

A Inventory / Device Management / Network Devices @ 0

et Admin Stats v Groups 8 5ies ¥ show | G Fie Gl v |
o paavores
5 [P Devica Name Y- onsame oevea e ot vty Casectan Sats Laat SuccstlGotect
Managed ron-8201-1 172291120 17229.11.20 Cisco 8201 Router Completed. 2021-Jun-24 123707 Easi
Managed on-8201-2 T2z wzna Cisco 8201 Router Comploted with Warring
Narages mnnz Lo mamna - po— PR
Managed ron 82014 12282 72291123 Giseo 8201 Router Synchranaing
(2]
2
o
n

Configure the General, SNMP, and SSH parameters as shown in the figures. Then click Verify Credentialsto confirm
that Cisco EPN Manager can reach the device. Click Add to add the device to EPNM.

Sample end-to-end configuration [JJj



Sample end-to-end configuration |

. Sample end-to-end configuration

Add Device X
* General Parameters
‘Generdl (®) IP Address  172.29.11.28
() DNS Hame
“ SHMP
[Dptional if TL1 & configunsd) Licenss Level Full - ﬂ
L
L
TelnetSSH - Device Role | —Select- ¥ 8
-
- Add to Group  --Select-- v | @
-
HTTRHTTPS §
Credential Profile | —Select-- | B
L1
Civic Lecation
iy
m Verify Credentials Cancel =
Add Device X
Telnet/SSH Parameters
* Ganaral W Protocal  SSH2 -
“Port | 22
* BHMP W,
Ol i TLY is condgurod) * Timeout &0 [secs)
[ ]
" Usarnanme AEmin
Telnet/SSH v L]
= Password | ...
L ]
HTTRHTTRS ol Confirm Password | .......
Enable Password 7]
m Confirm Enable Password
Civic Location * MotecMot providing Telnel/55H credentials may result in partial collection of invenlory data

Verify Credentials Cancel

521948
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Sample end-to-end configuration .

Add Device X

* SNMP Parameters

* General w Version vac -

* SNMP Retries | 2

* SNMP o
(Opticnal i TL1 ks configunsd) * SNMP Timeout 10 [secs)
L]
- * SHMP Port | 151
Telnet'SSH v .
. * Read Community ... a
-
. * Confirm Read Commumnity
HTTPHTTPS
Write Community —— ﬂ
TLd Confirm Write Community ...
Civic Lecation
[
m Verify Credentials Cancel E
&
Step 4 Click the device name link in the Network Devices table to open the chassis view. This figure shows the chassis view of

the 8201 router.

A/ .../ Device Type / Routers / Cisco 8000 Series Routers / ron-8201-1 ecen

Chassis View  Logical View  Device Details

B eeooEo Tmm
ron 82014
e +
Mams  Configuaion  Iwendory  Indefaces  Circufts  Image  Configuration Archive
- Lst Updt 2021-m 24 160738 EST €3
6 n o “ n
. M sl M [ pT———
Export Sow | Qs e v
Saverity Gondtion Timastamp ¥ asectod Objects Alsem 0
v IsaAdjsconcyChangeDonn  2021Jun2d 123U EST  FouundndGREDINZ0
v ROUTINGISIS-SADICHA . 2021-Jun24 123744 EST  FouMundndGREDINZ
v ROUTINGISIS SADICHA . Z0210n34 123744 EST  FoUMUMGWOGREDDLS
] UNK_DOWN AT IZTIIEST  FouHundmdiGRESDIRE mps .
a LNK_DOWN 2029-Jun-24 123700 EST FoutundmdGigENONR0
v cokPommrSianaChangs W21 OSATEST BN

521948

Step 5 Click the QSFP-DD ZR+ port to view details about that port.
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. Sample end-to-end configuration

A /.. [Device Type / Routers / Cisco B00O Series Routers / ron-8201-1 ecen
["Chassis View || Logical View | Device Datais.
i oo omm
= Marms  Configuraion  Inveniory  Inferfaces  Circus  Image  Configuratien Aschive

- Last Updsled: 2023-Jurv24 160738 EST (3

FourHundredGIgEQ/0/0/8-IDPROM X P “ 0 n“
Hardware Version -
w

£s03 2 Crtical  Maor Moo Vaming infomaton
Part Number
QOD-400G-ZRP-S Export Show | Guick Fiter Rl v |
Serial Numbar
jriimmmivent Severity Candtion Timestamp. v Aftsetsd Objects Alsem 10
CLEI Cade
No Data Avallabie
Equipment Type v isaAdcencyChangeDown 2021424 123T44EST  FourHuniredGREOD20
Module v ROUTING-ISIS-5-ADICHA. 2021-3un-24 12:37:44 EST FourtundrecGQEODZO
ate
v ROUTINGISISSADICHA..  2021-4un 24 123T44EST  FourHundradGREDDIS
No Data Available
Location o UK_DOWN M50 IZITOIEST  FeurbindredGRELDTOMps
FourkundredGigE0/0/0/8-IDPROM -] LINK_DOWN 2021-3un-24 123709 EST FourHundredGigEOD/20
Preduct 1D v cotePowerSILACRange HAN2BOOTSATEST  0PMO

QDD-400G-ZRP-S

Show Detalls

521949

Here, you can view the port, the specific optical channel, and the CoherentDSP entities.

o Uil

A /../Device Type / Routers / Cisco 8000 Series Routers / ron-8201-1 ecwmn

Chassis View  Logical View  Device Details

o . Front:8: FourHundrodGigE/8- DPROM aTmm
082011/ Rack_0 / Front-1: GRPOICAUD | Front8: FourtundradGHE/E-DPROM
z +
Marms  Configuration Inveniory nterfaces  Gircuits
o
Type | Aliedaces v | Propety |aspropemes v Seecied0/ Tz (3 @
- Show | A1 v |7
Alarm Name Type
L
Closred CohereniDSPOIE. oThoTY @ u 7 @uw s
o p— Optics0Os oPTCALCHANEL @ up ow s

521950

Step 6 Click the additional information icon for the optical channel. Then select the Optical Physical measurement tab to display
relevant optical PM values such as RX/T X signal power and OSNR values.
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IR |1 face 360° Last Updtes: 06242021 0810 P ] o X [
A /.. !DeviceType  AuoRefreshOff v | 3 View Actions
Chassis View | Logical | \ Optics0/0/0/8 & ©
{ |
Interface Type
B\ y/ Transport Admin State \dredGigE/8-IDPROM 0
- Device Name
® Adjacent Interface(s) N/A
5 Gircuits
o Alamms | Optical Physical | FEC | Interface | Circuits'VCs i
v Selected 0/ Toal2 (5 (2
- w2 (5 8 Show | A& vy
Timestamp v osnR RX-POWER TX-POWER Lec 060 PCR ooty o w o uw P
(OPTICALCHANNEL @ v D uw s
160255, 24-un2021 EST 3150 -13.36 dBm 1053 dBm o 200 o
16:0236, 26-un2021 EST 3170 -13.26 dBm 1055 dBm o 200 o

521951

Step 7 Click the additional information icon for the coherent DSP. Then select the FEC measurement tab to display relevant
coherent DSP FEC statistics such as PreFEC Bit Error Rate, Bit Error Rate Count (BIEC), and Uncorrected Words
(UCW). The UCW value must remain 0.

o v ! Interface 360° Lost Updstec 06242021 0410PM [ b X Do
A /../Device Type auo-Refresh Of [ view . [T
Chassis View | Logical | \ Optics0/0/0/8 @ ©
|
/ Interface Type OFT
"N y/ Transport Admin State ldredGigE/8-1DPROM o
— Device Name ron-8201-1
= Adjacent Interface(s) N
! i 5 Circuits
5 Alarms | Opiical Physical | FEC || Inierface | CircutsVCs :
v swectod 0/ Tomlz (5 (2
a w2 (4 show | A vy
o v e Aminsts  Operstonaisumus | TansportAded
Timestamp v OSNR RX-POWER TX-POWER e 06D PCR f— o uw o uw s
OPTICALCHANNEL @ up D@ up s
160285, 24-n2021 EST  31.50 12,36 dBm -10.53 dBm o 200 o
16:02:36, 2442021 EST  31.70 -13.26 dBm 1055 aBm o 200 o

521951

These figures display EPNM monitoring data relevant to ZR or ZR+ optics, including current and historical performance.
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Figure 34: Optical physical parameters

Interface 360° Last Updated: 04/14/2021 09:13 PM 5] »
Auto-Refresh Off | (3 View Ations
Optics0/0/0/20 ©@ ©
Interface Type
Transport Admin State
Description
Device Name
Adjacent Interface(s)
Marms | Optical Physical | FEC  Interface | Circuits’VCs
Tl (7 L3
Shw | Quick Filtee v |
Timestamp OSNR  RX-POWER TX-POWER LBC DGD PCR POL co FREG-OFF  RXSIG ~ Q-FACTOR Q-MARGIN
21:13:55, 14-Apr-2021 IST 580 ~13.99 dBm ~10.53 dBm o 1.00 o 170 489 &7 -13.37 9.80 3.5008
2114015, 14-Apr-2021 IST 3560 <13.98 dBm ~10.53 gBm o 1.00 o LR 459 57 “13.37 280 35008
1:14:35, 14-Ape-2021 IST 3560 -13.98 dBm -10.54 dBm o 1.00 Ul L7 -489 57 -13.37 870 3.5008
21:14:55, 14-Ape-2021 IST 3560 1384 dBm -10.53 dBm ] 1.00 ] 170 490 7 -13.37 870 3.5008 8
w
™
o
w
Figure 35: Historical optical physical parameters
Circuit Optical Physical oTu [eT+]V] Ethemet SONET SDH
Filters Interface Opbicsy - Time Frame Past 1 Howr v
Interface Details OO0 —X Optical Power @0 —-X
Transmittec{ OPT) PR
Property Value
Zoom: Wh | Bh 4w | 3m | Bm | Ty
Interface Name Opbes00/D20
Intertace Type OPTICALCHANNEL . Minievarm Average Maximum
Lane NA 2021 15, 19:45:00 IST ~10.54 -10.53 1052
Speed NA 2021-Apr-15, 20:00.00 IST 1055 -10.53 1052
* Index. 39 2021-Apr 1S, 200:15:00 IST 1055 10.53 1052
Admin Status Up
Operatonal up
Dewice Name ron-8201-1
Device Ip 172291120
Davice Description Cisco I0S XR Saoftware (8000), Version 7.3 15. 19-CVT_191_4Srpms Copyright (c) 2013,
¥ 2021-Apr-15, 20:32°50 18T
= E v || A 202115, 20:35.00 1T
Optical Signal to Noise Ratio (OSNR) @0 —-X
oo S 1-00 0] e) vl el o | By Second Order Polarized Mode Dispersion (SOPMD) 0ol -X
Tima Minimum Average Maximum Zoom: h | Bh | 1d | tw | 2w | 4w 1
2021-Ape-18, 19:45:00 ST EL EL L Tiene R P e,
2021-Ape-15, 20:00.00 IST 5.6 56 358
2021-Apr-15, 19:45:00 IST 7 arar =y
2021-Ape-15, 20:15:00 IST 356 56 56
2021-Apr-15. 20:00:00 IST 5 4787 148
2021-Apr-15. 2001500 IST 10 4804 52
<
=2}
Q
-
o
[Te}
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Figure 36: Historical optical physical parameters

Polarization Dependent Loss (PDL)

Zoom: h | Bh | 1d | 1w | 2w | 4w | 3m | Bm | Ty
Time Minimum
2021:Apre15, 19.45.00 18T 15
2021-Apr-15, 20:00:00 15T 15
2021-Ape-15, 20:15:00 15T 15

L’E M | A 2021-Ape1S, 203259 IST

Phase Noise

Zocen: h | 6h | 1d | Tw | 2w | 4w | 3m | 6m | Ty
Data is unavaiable. Possible reasons:
+ The y Is disabled

+Tna
+ The technology

o on the devic

Figure 37: Historical optical physical parameters

™ = QP RIE I

Optical Power Signal Received (RX_SIG)

Zoom: 1h | Bh | 1d | tw | 2w | dw | 3m | Gm
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2021-Apr- 5:00 15T 1339
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Figure 38: FEC parameters

Interface 360° Last Updated: 04r14/2021 09:01 FM 5] e

Auto-Refresh Off v | 3 Actions

/A Cconerentosroonize © ©

A / Intartace Type
. 4 Transpost Admsin State
Device Name

Adjacent Interface(s) WA

Alprms FEC oty Interface CircustsVCs

iz {3 8
Set Baseline Show | Cluick Fiter v

Timestamp v UCW BIEC ProFEC_BERMIN  ProFEC_BER-AVG ProFEC_BER-MAX PostFEC_BER.MIN PostFEC_BER-AVG  PostFEC_BER-MAX Interface Name

21:06:30, 14-Apr-2021 15T L] 260424538363 93804 1.06-03 1.06-03 L] o o
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Figure 39: Historical FEC parameters
Forward Error Correction (FEC) OO0 —X
Bit Errors Corrected | Uncorrectable Words | Pre-FEC BER | Post-FEC BER
Zoom: 1h | 6h | 1d | 1w | 2w | 4w | 3m | 6m | 1y
Time Minimum Average Maximum
2021-Apr-14, 21:30:00 IST 0.00092 0.00099 0.001
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Sample end-to-end configuration .

Figure 40: Historical FEC parameters

Quality Factor (Q) 90 —-X
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Figure 41: Historical OTN parameters
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Figure 42: Historical OTN parameters
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Monitor ZR or ZR+ optics performance Using KPIs

The purpose of the task is to enable KPI monitoring for ZR or ZR+ optics to track device health using Health
Insights.

Use the KPIs supplied by Cisco to monitor specific network optics. Configure and enable KPI profiles on
devices to start health monitoring.
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Note Decide which KPIs supplied by Cisco to use for each device based on its function and the performance
characteristics you want to monitor. Review the KPIs supplied by Cisco documented in List of Health Insights
KPIs. The image shows the available default L1 optics KPIs.

f / Performance Alerts / Key Performance Indicators (KPI)
KPI Categories (17, Key Performance Indicators (KPIs)

+ o E Ad

KPI Name Category Description Linked Playbook

521913

Procedure

Step 1 Group the relevant KPIs to create a KPI Profile focused on optics.

A KPI profile can have many different KPIs assigned. In this procedure, add only specific optics KPIs to the optics profile
KPI profile.
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e Alerts / KPI Profiles / Create Profile

Add KPIs to Profile
@ All KPis () Recommended KPis
L
L
L
<
>
See Create a New KPI Profile.
Step 2 Enable the appropriate KPI Profile on target devices you want to monitor.
a) From the main menu, choose Performance Alerts> Enable/Disable KPI Profiles.
b) Check the checkboxes for all nodes where you want to apply the profile.
¢) Choose the KPI profile and click Enable KPI Profiles.
You can select multiple nodes. The image shows the KPI profile being applied to a single node.
1130 &
Enable KP! Profile Disable KPI Profiles T
. ]
@ Re 1-1 ROUTER ©
wn
N
&

Step 3 Select the optics_profile KPI profile and click Next to finalize enabling the KPI for the selected devices.
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A / Performance Alerts | Enable/Disable KPI Profiles

Select KPI Prafiles

Select Devices

Devices Enabled Description

Name T

ssure opti

©

>

Cancel Previous Next &

[Ys]

Step 4 Apply the configuration and click Enable to start streaming telemetry sensor data for optics KPIs.
See Enable KPI Profiles on Devices.
A / Performance Alerts / Enable/Disable KP1 Profiles
Select Devices Select KP| Profiles Verify Details
d Device! Selected Profile
e Lo optics_profile 3 0
B2( ® L profile Description : Me plics parameter: HKPIs on Enabled
Destination Server Type Topic Profile Devices
KPI On Profile
Layer 1 optical power Layer 1 optical temperature Layer 1 optical voltage
Alerts OFF Alerts OFF Alerts OFF
Cadence(sec) 300 Cadence(sec) 300 Cadence(sec) 300
Alert Type alarm_stat.. Alert Typa alarm_stat. Alert Type alarm_stat..
View More Details View More Details View More Details
~
" cancel ) Previous m §

Step 5

See View Alerts for Network Devices

This image shows the RX and TX power of the QDD-400G-ZR-S transceiver.

View alerts from network devices as the system begins monitoring.
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Devices begin streaming telemetry data for selected optics KPIs, and alerts become available in Health Insights.

Optimization phase
The optimization phase consists of these activities:

1. Return to planning stage.

2. Continue to add or change circuits on the network to match packet demands.
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