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About this Guide

This guide describes the Cisco WAN and application optimization solution and provides detailed 
technical information about the design and implementation of the solution.

The WAN and application optimization solution combines Cisco products and technologies to deliver 
solutions to specific WAN and application optimization challenges. This guide helps its readers 
understand these challenges, and design and implement networking infrastructures to meet the 
challenges.

1.1  How This Guide Is Organized
This guide contains the following chapters:

 • Customer Challenges

This chapter describes the challenges customers face as the number of branch offices and their 
networking demands increase.

 • WAN and Application Optimization Overview

This chapter provides an overview of the WAN and application optimization solution, with a focus 
on business requirements.

 • Cisco Monitoring Instrumentation

This chapter describes the monitoring instrumentation provided in the WAN and application 
optimization solution.

 • Traffic Classification

This chapter describes how traffic is classified in the WAN and application optimization solution.

 • WAN and Application Optimization Technologies

This chapter describes the specific technologies used in the WAN and application optimization 
solution.

 • Network Control Technologies

This chapter describes the need to address varying requirements of different classes of network 
traffic. Deterministic degradation is the fundamental technique of network control optimization. 
The network operator determines how different classes of traffic are treated, based on their 
requiremets and relative importance in the network.
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 • Network Management

This chapter describes the network management technologies used in the WAN and application 
optimization solution.

 • Branch Design Considerations

This chapter provides detailed descriptions, with configuration examples, of the various deployment 
models used in the WAN and application optimization solution.

1.2  Intended Audience
This guide is for technical personnel involved in the specification, design, and implementation of 
specific WAN and application optimization solutions.
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Customer Challenges

This chapter summarizes the challenges that enterprises face when delivering applications across 
corporate wide-area networks (WANs).

The WAN is the connective fabric that holds a distributed organization together. Because the WAN has 
bandwidth restrictions and latency issues, however, application performance suffers without WAN and 
application optimization. With optimization, IT organizations can substantially improve application 
delivery to ensure secure, cost effective, and acceptable application performance to meet business needs.

2.1  Consolidating Data Centers and Server Infrastructure
Enterprise servers and applications continue to be consolidated and centralized. For example, previously 
it was common for remote sites to have their own file and various application servers. The cost of 
maintaining servers remotely is high and new regulations and compliances such as Sarbanes Oxley 
(SOX) and Health Insurance Portability and Accountability Act (HIPAA) push costs even higher and 
drive server consolidation in the data center. IT organizations face new challenges of providing 
LAN-like response times across the corporate WAN even as data and processing become more 
centralized.

2.2  Globalization
The workforce is increasingly located outside of headquarters. These remote users demand the same 
quality of experience when using applications and services that their headquarters colleagues enjoy 
connected to a server over a LAN. Remote access should not result in lower productivity due to slower 
response time. IT organizations face constant challenges to achieve the same response time and 
“always-on” services for remote users. A survival strategy is also needed so that remote locations can 
function alone in the event of resource failures.
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2.3  Improving Business Continuity and Disaster Recovery 
Processes

An enterprise’s ability to failover seamlessly from one data center to another and the ability to back up 
data in all remote locations is essential. This requires moving massive amount of data across a WAN in 
real time. At the same time, enterprises want to reduce the costs of data backup and disaster recovery. 
Even worse, if a scheduled backup operation spills over into regular working hours, remote users may 
find that their application response times become unacceptable.

2.4  Delay-Sensitive Applications
Real-time applications, such as Voice over Internet Protocol (VoIP) and interactive video, have strict 
requirements on transport delay, jitter, packet loss and bandwidth availability. Therefore, it is essential 
to prioritize different traffic types to minimize congestion risk in the end-to-end service path in order to 
deliver high quality voice or video, as well as provide preferential treatment to business-critical 
applications.

2.5  Badly Behaved Applications on the WAN
Too many businesses deploy new applications without completely understanding how the applications 
will work in a complex, distributed network. Many business applications are developed without 
considering requirements relevant to performance in a real network (for example, WAN latency and 
limited bandwidth). 

Even worse, many application architectures, which are designed for use over a LAN, do not provide 
efficient performance across corporate WANs. Unfortunately, LAN protocols are “chatty.” For example, 
an especially bad variant of “chatty” occurs when applications break messages into small data blocks. 
The application works in a serial manner: an acknowledgement is required for each data block before 
the next one can be sent. This can require many round trips to send just one message, causing significant 
application delay. Much of the delay comes from time on the wire. In this example, latency degrades 
application performance and limits application throughput. Adding bandwidth does not solve such 
performance issues. For example, Microsoft Exchange and Common Internet File System (CIFS), 
Network File System (NFS), and many web-based applications have latency issues. In fact, these 
applications show increasing response times the further they are deployed from the data center. 

Although many applications can be altered to accommodate latency and bandwidth restrictions, 
modifying applications is not always viable. For example, shrink-wrapped applications usually cannot 
be modified. In such cases, a solution outside the applications is needed. Deploying WAN optimization 
and application acceleration tools in the network addresses latency and performance problems, but do 
not require any changes to the applications. 

2.6  Webified Applications
Computing is changing. We are now in the early stages of implementing “webified” applications. These 
new application environments demand a new type of network that can support the unique requirements 
of Web-based application technologies.
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For example, Web-enabled applications require many more connections between the client and server. 
New acceleration technologies must deal with the increased number of connections to achieve better 
application performance. Moving HTTP and XML enables developers to include more objects, such as 
graphics, that increase the amount of transferred data. Migrating applications to Service Oriented 
Architecture (SOA) radically changes network demands. Web applications are usually worse with 
respect to bandwidth requirements as they have to render the screen. For example, a branch user using 
the SAP client will only get requested data. However, a user using SAP over the Web must receive 
formatting and graphical data. 

2.7  Delivering Rich Content and Rolling out New Services
Large organizations struggle to ensure that employees have the latest content, whether it is training 
collateral, compliance documentation, email, or video. IT organizations are constantly challenged to 
deliver more services, such as large file transfers (e.g., medical imaging and computer-aided design 
(CAD) files), VoIP, and streaming video. Such applications contribute to high bandwidth growth. 
However, IT organizations are also expected to simultaneously reduce operational expenses (OpEx). In 
practice, cost bandwidth costs still represent a significant portion of recurring OpEx for many 
organizations. Therefore, IT organizations want to exploit WAN optimization technologies to extend 
constrained bandwidth resources and avoid costly bandwidth upgrades.

2.8  The Network Must Truly Support the Business
IT organizations are constantly challenged to deploy new applications to drive user productivity and gain 
competitive advantage. There is a direct correlation between the application environment and the 
network solutions required. Network architectures often need to be transformed to meet new business 
requirements. The Cisco “network as a platform” approach allows businesses to use the network to gain 
significant benefits for diverse sets of applications and infrastructure architectures. By leveraging the 
Cisco “network as a platform” approach, we can empower our customers to rapidly roll out new 
applications and services across their organizations, allowing them to maintain business 
competitiveness.
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WAN and Application Optimization Overview

This chapter presents the Cisco WAN and application optimization framework, provides an overview of 
the solution, and introduces Cisco WAN and application optimization products and technologies. It also 
briefly discusses the solution deployed in different places in the network.

3.1  The Cisco Vision
In modern enterprises, the network is an essential component of application performance. Cisco Systems 
empowers network managers to deploy critical business applications on integrated networks to increase 
productivity and gain competitive advantages. Cisco delivers advanced, integrated WAN and 
application optimization solutions to support a broad set of applications with different requirements, 
from IP communications to transaction-oriented applications. Cisco continues to add optimization 
techniques and delivers the “network as the platform.”

Security directly affects network and application performance. A complete, holistic solution delivers 
more than comprehensive WAN and application optimization capabilities, but also cooperates with 
security components to protect business against disruption. Cisco offers a network-based, end-to-end 
systems approach that evolves with business needs and enables the opportunities generated from future 
technical innovations.
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Figure  3-1 WAN and Application Optimization in the Network

Cisco WAN and application optimization is an architectural solution consisting of a set of tools and 
techniques working together to improve the reliability, performance, and delivery of applications 
securely across your network. A strategic systems approach uses the network to identify applications 
running in the network, gains end-to-end visibility, optimizes the network and applications, and controls 
and protects business critical traffic.

The Cisco WAN and application optimization solution comprises five critical components for effective 
application delivery. The following sections are brief descriptions of the five architectural components 
and the associated techniques and technologies. Subsequent chapters provide more details of each of the 
components. 

3.1.1  Classification
An intelligent network must evolve to become an active participant in application delivery. The network 
must be application-aware to assess and control application performance to ensure that valuable shared 
network resources are used efficiently. Prior to controlling traffic, the network needs to learn the 
requirements of and automatically discover applications running on the network. Techniques must go 
beyond simple IP address or TCP port recognition by supporting dynamic and migration port 
assignments using deep packet inspection technologies.
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3.1.2  Optimization 
Several techniques, when applied to network traffic, dramatically improve application performance and 
availability/reliability, decrease latency, improve bandwidth utilization, and bolster security:

 • TCP Flow Optimization (TFO) – Improves the TCP stack and brings uniformity to TCP sessions. 
Mitigates the inherent lack of performance in TCP slow start and general flow control, which can 
slow data transfers. TFO techniques fill the pipe and reduce latency, resulting in faster transfers and 
optimal bandwidth use.

 • Advanced Compression – Data redundancy elimination (DRE) replaces matching byte streams with 
a signature to significantly reduce the amount of data sent over the WAN. Signatures are maintained 
in libraries on opposite sides of the peering devices and enable up to 100:1 compression ratios. 
Standard (LZ) compression further compresses nonredundant data for maximum compression. 

 • Path Optimization – Each networked application is matched to the best path, ensuring application 
availability.

 • Server Optimization – Reduces server workloads using techniques such as server load balancing 
(SLB), connection management, and offloading Secure Socket Layer (SSL).

 • Secure WAN – Firewalls, SSL encryption, and techniques that minimize denial-of-service and other 
threats protect applications and critical business information assets. 

 • Secure VPN – Technologies promote low-latency paths by enabling direct spoke–to-spoke 
communications.

 • DNS Optimization – Accelerating DNS lookups helps to ensure speedy application delivery. 

 • Enterprise Content Delivery Network (ECDN) – Improves the performance and reliability of 
content and application delivery across the WAN. ECDN typically comprises caching, policy-based 
distribution, redirection, and content management. Together, these components enable enterprises 
to efficiently distribute content to its remote branch offices.

3.1.3  Control
Quality of service (QoS) techniques ensure that business-critical traffic is not negatively affected by less 
important traffic, and that controls conform with established business policies and priorities.

3.1.4  Monitoring
Successful application delivery requires IT organizations to continuously identify applications on the 
network, ensuring acceptable business-critical application performance while controlling or eliminating 
non-critical applications.

Controlling performance requires visibility into network and application behavior. Not only does 
monitoring verify that policies are correctly implemented, but data acquired through monitoring can 
drive the generation and enforcement of new dynamic policies.
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3.1.5  Network Management
Management tools gather network application- and network-performance information, which is 
integrated into a series of comprehensive reports to provide visibility into the network and applications. 
Configuration management tools also centrally define policies and perform system-based change and 
configuration management.

3.2  Solution Components
Cisco WAN and application optimization provides a comprehensive solution comprising several 
products and technologies. This section lists the Cisco products and technologies that implement the five 
architectural components described in the preceding sections. These architectural components are 
implemented in dedicated appliances and blades, and in network router features.

3.2.1  Classification
 • IOS Network Based Application Recognition (NBAR)

3.2.2  Optimization
 • Cisco Wide Area Application Services (WAAS) or Wide Area Application Engine (WAE)

 • IOS Performance Routing (PfR)

 • Cisco Application Control Engine (ACE)

 • IOS Dynamic Multipoint Virtual Private Network (DMVPN)

3.2.3  Control
 • IOS QoS

3.2.4  Monitoring
 • IOS NetFlow

 • IOS IP Service Level Agreement (SLA)

 • Cisco WAAS Flow Agent

3.2.5  Network Management
 • Cisco Network Analysis Module-2 (NAM-2) for Cisco Catalyst 6000 Series

 • NetQoS SuperAgent

 • NetQoS ReporterAnalyzer
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3.3  Deploying WAN and Application Optimization
WAN and application optimization solutions are primarily deployed in the data center and branch. As 
the Cisco WAN and application optimization solution evolves, it will touch more places in the network. 

A “network as a platform” approach uses the network to identify applications on the network, gains 
end-to-end visibility, optimizes applications, and controls and protects business-critical traffic.

Figure  3-2 End-to-End WAN and Application Optimization

As discussed in the preceding sections, WAN and application optimization is not a single technique. It 
is a collection of techniques and tools working cooperatively to improve application performance. For 
example, in Figure 3-2 various techniques and tools are enabled in different places in the network.  

Inside the branch, NetFlow and NBAR are enabled in the branch access router to provide extensive 
visibility into the network and applications. With visibility into the applications and their utilization, IT 
operations can apply QoS policies in the branch router to establish transmission priorities of the 
application mix. A WAAS appliance can be deployed to apply a suite of WAN optimization and 
application acceleration technologies to dramatically improve application performance. When the 
branch has dual links, performance can be further enhanced by selecting the optimal path by using PfR.

Inside the data center, ACE is deployed to improve application performance, from SSL acceleration to 
load balancers. For example, ACE can make intelligently decide which server can send requests to yield 
further performance improvement. SSL acceleration is also enabled to handle the processing required to 
decrypt or encrypt traffic in order to offload the server. 

In addition, performance management tools are deployed to support and protect business goals and 
objectives on an ongoing basis. NAM is deployed in the data center to measure application response 
times and troubleshooting. NetQoS Performance Center is used for centralized monitoring and 
reporting.
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Cisco Monitoring Instrumentation

Understanding and addressing application performance issues brings visibility into how the business 
actually uses the network resources, and with abilities to measure how well applications are performing.

This chapter summarizes the key monitoring instrumentation technologies that provide essential 
information and sources of data for meeting the needs of the key performance management disciplines 
that optimize the networks and applications. Chapter 8 will describe the performance monitoring tools 
that consume this monitoring instrumentation data.

Figure 4-1 outlines a general process that can be used to incrementally increase understanding of one’s 
network and progressively deploy measurable improvements and adjustments as required.

Figure  4-1 WAN and Application Optimization Life Cycle

4.1  Profiling and Baselining
The first step to WAN and application optimization is to profile network activity by establishing a 
reference from which service quality and application delivery effectiveness can be measured. 



 

4-2
WAN and Application Optimization Solution Guide

Chapter 4      Cisco Monitoring Instrumentation
Profiling and Baselining

The profile of a network describes the traffic patterns and resource bottlenecks of a network. This 
identifies for the network operator the links and protocols that are the best candidates for optimization. 
Through profiling, a network engineer can focus on only those network components whose optimization 
will help improve and develop baselines as a performance benchmark.  

Baselining is the establishment of acceptable network behavior. This includes understanding available 
bandwidth, identifying a normal pattern of network behavior such as network delays and what 
applications are running on the network, understanding each application’s behavior (and requirements) 
on the network, and measuring application response times. For example, while not consistent with a 
daily average, baselining should capture and account for behaviors such as non-working weekend days 
that are less stressful on the network. Network administrators need to know the acceptable range for 
network performance before they can make reliable conclusions about possible performance 
degradation. With proper baselining, administrators can differentiate between consistent network 
behavior and anomalous (candidates for improvement) network behavior. 

A few of the goals in baselining follow:

4.1.1  Ensure Network Stability
Complete internetwork communications can be easily obstructed if a network device such as a server or 
a single segment in a LAN becomes unreachable. The same is true if a server behind a router within the 
campus LAN environment or even behind the WAN cannot be contacted. Many different scenarios can 
cause problems in a large network and being able to maintain stability is a paramount concern of network 
managers.

4.1.2  Ensure Network Reliability
Many upper-layer applications present in today’s enterprise networks require connection-based 
processing during communications from one device to another. Maintaining a consistent connection is 
essential when critical communications take place between network devices, such as a workstation and 
a server. Being able to maintain low latency between a database and client machine, for instance, would 
be very important for applications that rely on constant access to the database.

Cisco IOS instrumentation provides a good starting point for creating a network performance baseline 
through the following components:

 • NetFlow

 • IPSLA

 • NBAR

 • CBQoS MIB

NetFlow provides a good source of traffic flow information for capturing normal and abnormal 
behaviors on the network. Additionally, standardized SNMP MIBs from individual devices provide 
basic information about the network such as traffic volume by byte, errors, utilization on interfaces, etc. 
NBAR, a traffic identification and classification engine built into IOS, can discover the types of 
applications that are present on the network. Together, NetFlow, MIBs, and NBAR provide a 
comprehensive baseline about the physical network and the paths application flows take as they utilize 
the network.

Creating response time baseline is important to the success of an IT organization in establishing service 
quality levels. Active and passive response time measurements are two methodologies for measuring 
application response times. Cisco IP SLA is the active method. Cisco WAAS Flow agent, Cisco NAM 
and NetQoS SuperAgent implement the passive method. 
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There is no one single source of information for baselining your network and applications. IT 
organizations will need to use different monitoring instrumentation data in order to gain a solid 
understanding of the normal behavior of the applications, the network, and IT resources.

4.1.3  Optimize the Network
Once you have end-to-end visibility of the network and the applications, you can then determine which 
optimization tools and technologies to utilize to best meet the requirements. The second step is to apply 
the optimization or control techniques to enhance application performance. 

4.1.4  Measure, Adjust, and Verify
The third step is to assess the effectiveness of each successive WAN optimization initiative. This 
includes continuously monitoring and collecting information about the network and application 
behavior, and comparing the behavior before and after successive WAN optimization initiatives.

For example, when new QoS policies have just been deployed, you want to measure the effects of the 
network. CBQoS MIB from individual devices provide information about the network before and after 
applying the QoS policies. Similarly, after deploying WAAS, you want to determine the effectiveness 
of WAAS before and after compression and acceleration. WAAS Flow agent provides such information.

Measuring application response times for key applications both before and after WAN optimization and 
control techniques allows IT organizations to determine if the changes achieve desirable results. At the 
same time, it allows IT organizations to determine if the changes cause unacceptable impact on the 
company’s other key applications.

Together, CBQoS, MIB, WAAS Flow agent, IP SLA, and NAM can serve as useful tools for 
measurement, adjustment, and verification of WAN optimization initiatives. 

4.1.5  Deploy Changes 
The fourth step is to deploy changes. IT organizations regularly deploy new applications and updates to 
existing applications to meet changing business needs. As new applications are deployed or changes are 
made, new baselines need to be established. The application optimization cycle must start all over again. 

4.2  Monitoring Instrumentation Overview
Continuous performance monitoring is key to optimized application performance. Whether traffic is 
generated synthetically and metrics from an end host generating and receiving traffic is monitored 
actively, or natural network traffic is monitored passively but with lower network overhead, network and 
application performance data can be retrieved from a wide variety of data sources, each offering a 
different level of granularity and relative value. The subsequent subsections provide detail description 
of key monitoring instrumentation.

As networks grow in size and complexity and enterprise requirements grow, a need for greater visibility 
arises. IT directors and managers need tools that can help identify the various segments of their network 
that need improvement to allow a more efficient distribution of limited budget resources. Cisco products 
come packaged with tools that provide the platform to build detailed network monitoring abilities.
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4.3  IOS Instrumentation
This section describes monitoring information built into IOS, such as:

 • Cisco IP service level agreements (IP SLA)

 • Cisco NetFlow

 • NBAR

 • CBQoS MIB

4.3.1  IP SLA
IP SLA is a feature set in Cisco IOS software that enables users to analyze service levels for IP 
applications and services. IP SLA uses reliable, scheduled continuous traffic generation to measure 
network performance. IP SLAs can perform network assessments, verify quality of service (QoS), ease 
the deployment of new services, and assist administrators with network troubleshooting. 

Important IP SLA highlights include:

 • Monitoring network performance:

 – Ability to measure jitter, packet loss, packet ordering, packet corruption and delay

 • Network availability monitoring:

 – Test connectivity of network resources

 • Network troubleshooting:

 • Troubleshoot network elements through consistent and reliable measurement

IP SLA has two key components: a source device that generates, receives, and analyzes traffic, and the 
target device for which SLA measurements are gathered. Additional accuracy and detail for the 
measurements can be achieved using the optional IP SLA Responder function on the target device. The 
IP SLA responder enables the target device to mark the arrival and departure times of SLA probes, so 
that any local processing latency on the responder is mitigated. For example, with regular ICMP echo 
and echo reply, the echo target can choose to process ICMP traffic in a slow, deprioritized path. Without 
the SLA responder-associated special arrival and departure timestamps, the additional latency added by 
this slow path would be indistinguishable from actual network latency 

4.3.1.1  IP SLA Network Management Support

IP SLA, described in detail in Chapter 8, can be managed by third party tools such as NetVoyant from 
NetQoS. IP SLA has a very strong SNMP-based configuration and data collection interface, and 
NetVoyant offers an easy GUI for managing Simple Network Management Protocol (SNMP) devices 
using a central console, rather than managing each device individually. The MIB browser in the 
NetVoyant console supports direct access to the MIB tables of a device.

4.3.1.2  IP SLA Operations

There are several key IP SLA operations:

 • Internet Control Message Protocol (ICMP) echo

 • User Datagram Protocol (UDP) echo

 • Domain Name System (DNS) request
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 • Hypertext Transfer Protocol (HTTP) requests

4.3.1.3  IP SLA Configuration

This section provides configuration examples.

4.3.1.3.1  General Configuration Commands:

Router(config)#:ip sla <operation number> 

Begin configuration for an ip sla operation and enter IP SLA monitor mode.

Router(config)#:ip sla monitor schedule <operation number> <start-time><age out> 
<recurrence>

Configure the scheduling parameters for an individual IP SLA. This command must be run before an IP 
SLA will begin.

4.3.1.3.2  General Show Commands

Router#sh ip sla configuration <operation number>

This example shows the configuration parameters set for the current IP SLA by the specified operation 
number.

Example
Router#sh ip sla configuration 1
IP SLAs, Infrastructure Engine-II.
Entry number: 3
Owner: ICMP Echo - 100.1.1.161 - 60.1.1.100
Tag: WANOPT ICMP ECHO
Type of operation to perform: icmp-echo
Target address/Source address: 60.1.1.100/0.0.0.0
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0
Vrf Name:
Request size (ARR data portion): 28
Verify data: No
Schedule:
   Operation frequency (seconds): 60  (not considered if randomly scheduled)
   Next Scheduled Start Time: Start Time already passed
   Group Scheduled : FALSE
   Randomly Scheduled : FALSE
   Life (seconds): Forever
   Entry Ageout (seconds): 3600
   Recurring (Starting Everyday): FALSE
   Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 5000
Distribution Statistics:
   Number of statistic hours kept: 2
   Number of statistic distribution buckets kept: 1
   Statistic distribution interval (milliseconds): 4294967295
History Statistics:
   Number of history Lives kept: 0
   Number of history Buckets kept: 15
   History Filter Type: None
Enhanced History:
Router#sh ip sla statistics 1 
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This command shows basic statistics gathered by the specified IP SLA .

Example
Router#sh ip sla statistics 1 
Round Trip Time (RTT) for       Index 1
        Latest RTT: 60 milliseconds
Latest operation start time: 15:18:20.255 EST Tue Dec 4 2007
Latest operation return code: OK
Number of successes: 58
Number of failures: 0

Operation time to live: Forever

4.3.1.3.3  Configuring ICMP Echo

Router#: conf t
Router(config)#:ip sla 1
Router(config-ip-sla)#: icmp-echo 52.1.1.100
Router(config-ip-sla)#ip sla schedule 1 start-time now life forever
Router(config-ip-sla)#:end
Router#:wr

4.3.1.3.4  Configuring UDP Echo

Router#: conf t
Router(config)#:ip sla 1
Router(config-ip-sla)#:udp-echo 52.1.1.100 443
Router(config-ip-sla)#ip sla schedule 1 start-time now life forever
Router(config-ip-sla)#:end
Router#:wr

4.3.1.3.5  Configuring DNS Echo:

Router#: conf t
Router(config)#:ip sla 1
Router(config-ip-sla)#:dns www.cisco.com name-server 52.1.1.100 
Router(config-ip-sla)#ip sla schedule 1 start-time now life forever
Router(config-ip-sla)#:end
Router#:wr

4.3.1.3.6  Configuring HTTP Echo:

Setup:
Router#: conf t
Router(config)#:ip name-server 52.1.1.100
Router(config)#:ip domain-list wanopt4.cisco.com
Router(config)#:ip domain-name wanopt4.cisco.com
Router(config)#:exit
Router#:wr
Router# conf t
Router(config)# ip sla 1
Router(config-ip-sla)#http get url http://www.cisco.com 
Router(config-ip-sla)#ip sla schedule 1 start-time now life forever
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4.3.1.4  ICMP Echo

ICMP is usually the first tool used in network troubleshooting to verify connectivity between two points 
on the network. With ICMP echo, several ICMP echo packets are sent to a destination, which then 
responds with the ICMP echo-replies. A bidirectional check such as ICMP echo can quickly verify 
connectivity to the target device.

ICMP echo operation can also monitor end-to-end response time between a Cisco router and a network 
resource or IP host. To compute response time, the time between sending an ICMP echo request and 
receiving an ICMP echo reply is measured. Only complete transaction round-trip time (RTT) is 
measured.

4.3.1.5  UDP Echo

UDP echo can determine round-trip delay times for UDP packets and test connectivity to both Cisco and 
non-Cisco devices, which can be very useful in troubleshooting certain business-critical applications. 
UDP echo offers more detailed reporting than ICMP operations, such as one-way delay measurement, 
but only when used with the IP SLA responder.

4.3.1.6  DNS Request

DNS is commonly used to translate hostnames into IP addresses, and to translate IP addresses into 
hostnames. DNS request measures the amount of time it takes to send a DNS request to a DNS server 
and receive a response to the request. This request can contain either an IP address or hostname 
depending on which is specified when the SLA is setup. DNS operations are a critical element for 
determining a network’s overall performance as most IP services depend heavily on DNS name 
resolution.  

4.3.1.7  HTTP Operation

HTTP operation centers around monitoring the response time between the source device and the HTTP 
server. Three values are measured to calculate response time:

1. DNS lookup: Round Trip Time (RTT) of a DNS lookup

2. TCP Connect: RTT of a TCP connect to the HTTP server

3. HTTP Transaction Time: RTT taken from request to response from the HTTP server

The HTTP SLA has two requests that can be configured: HTTP Get and HTTP RAW. For HTTP Get 
requests, the IP SLA formats the request based on the specified URL. For RAW requests, the entire 
content of the HTTP request must be specified. This allows RAW requests control over fields such as 
authentication.
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4.3.2  NetFlow
Cisco IOS NetFlow is an integral technology in IOS network statistics gathering. NetFlow collects 
packets, maps them into flows, and counts the collected flow statistics as the packets enter and exit an 
interface. These flow statistics can then be exported to a NetFlow collector for storage and analysis.

The key components of NetFlow are the cache stores that hold IP flow information and an export 
mechanism that can send NetFlow data to a remote collector such as the Cisco NetFlow Collector. 
Figure 4-2 shows a NetFlow Collector.

NetFlow operates by creating a NetFlow cache entry for each active flow and maintains a separate flow 
record within the cache for active flows. Each of these flow records contain multiple data fields which 
themselves are exported to the NetFlow Collector.

Figure  4-2 NetFlow Collector

NetFlow identifies packet flows for IP Packets by looking at a number of fields in the data packet. A 
flow is defined as a set of packets having common properties. NetFlow defines a flow as the combination 
of the following seven key-fields, which determine how a flow is identified:

1. Source IP Address

2. Destination IP Address

3. Source port number

4. Destination port number

5. Layer 3 protocol type (e.g., ICMP, TCP, UDP)

6. ToS byte

7. Logical input interface (ifIndex)

NetFlow Collector

NetFlow/PFIX
enabled routers

WAN
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Each flow record is created by grouping packets with the same characteristics into a flow. This method 
of determining a flow is ideal because a large amount of network information is condensed into a 
database of NetFlow information called the NetFlow cache. If any of these fields are different from 
another flow, it is considered a different flow.

NetFlow operates by creating a NetFlow cache entry that contains information for each active flow., as 
illustrated in Figure 4-3.

Figure  4-3 NetFlow Cache Entry

4.3.2.1  NetFlow Cache

The attributes of active flows can be analyzed by displaying the NetFlow Cache. This makes NetFlow a 
powerful troubleshooting tool, even without flow exporting.

Sourse IP Address

Destination IP address

Source port

Destination port

Layer 3 protocol

TOS byte (DSCP)

Input Interface

NetFlow enabled device

Inspect
Packet

Flow information   Packet   Bytes/packet

Address, ports...    11000   1528

...

NetFlow Cache

Create a flow from

the packet attributes
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4.3.2.2  Show Command

Router#: sh ip cache flow

Figure 4-4 illustrates NetFlow cache entries.

Figure  4-4 NetFlow Cache Entries

The various segments comprise:

 • Packet size distribution

 • General statistics about the state of the NetFlow cache

 • The time a particular flow remains active in the cache before it is discarded.

 • Flow breakdown by some well known protocols

 • Actual NetFlow Cache entries
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4.3.2.3  Aging Flows 

On the NetFlow accounting device, the rules for expiring flow records and exporting them from cache 
entries to a flow collector are the following:

 • Inactive/Active Timer: Flows that have been idle for a specified time are expired and removed. The 
default setting for this timer is fifteen seconds of traffic inactivity and can be configured between 10 
and 600 seconds. On the other hand, long-lived flows are also expired and removed from the cache 
based on a different timer, called the active timer. The cutoff time for active flow expiration is thirty 
minutes and can be configured between 1 and 60 minutes.

 • Full Cache: If a cache approaches full, emergency expiration will occur. The cache size can be 
configured by the network operator.

 • End of a TCP connection: TCP connections at the end of a byte stream (FIN) or have been reset 
(RST) automatically expire on software platforms.

4.3.2.4  NetFlow Versions

4.3.2.4.1  NetFlow Version 5

NetFlow Version 5, generally considered the most popular NetFlow version, includes BGP Autonomous 
System information and flow sequence numbers.

Figure  4-5 Typical NetFlow Export Datagram Format for Versions 1, 5, 7, and 8

4.3.2.4.2  Configuration Commands

Set flow source destination as local device:

Router(config)#: ip flow-export source loopback 0 

Set NetFlow export version:

Router(config)#: ip flow-export version 5 peer-as 

Specify the NetFlow collector for exported records:

Router(config)#: ip flow-export destination 52.1.1.22 9995  

IP header

UDP header

NetFlow header

Flow record

Flow record

. . .
Flow record
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4.3.2.4.3  Show Commands:

This command displays the NetFlow Version 5 configurations as well as other interesting statistics, such 
as the number of exported flow records, the number of exported packets, the number of packets that were 
not exported, and the reason for failures.

Router#: sh ip flow export 

Figure  4-6 IP Flow Export Statistics

4.3.2.4.4  NetFlow Version 9

The distinguishing feature of the NetFlow Version 9 format is that it is template based. Templates 
provide an extensible design to the record format, a feature that should allow future enhancements to 
NetFlow services without requiring concurrent changes to the basic flow-record format and collector 
code. Version 9 also incorporates new features such as multicast, MPLS, BGP next hop, and IPv6. Using 
templates with NetFlow Version 9 provides several key benefits:

 • Third-party business partners who produce applications that provide collector or display services 
for NetFlow will not be required to recompile their applications each time a new NetFlow export 
field is added. Instead, they may be able to use an external data file that documents the known 
template formats. 

 • New features can be added to NetFlow more quickly, without breaking current implementations. 

 • NetFlow is considered "future-proofed" against new or developing protocols, because the Version 
9 format can be adapted to provide support for them and other non-Flow based data measurements. 
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In the following NetFlow version 9 flow captured using WireSharks, Figure 4-7 depicts the NetFlow v9 
flow template that identifies the fields that will be present in the actual flow record, while Figure 4-8 
depicts the actual flow record.

Figure  4-7 NetFlow version 9 Flow Template

Highlighted here is the flow template that shows the template ID for this flow record and the number 
and type of fields included in the record. 

Figure  4-8 NetFlow version 9 Flow Record
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A more detailed view of how the NetFlow Version 9 flow template and flowsets match up is depicted in 
Figure 4-9.

Figure  4-9 NetFlow version 9 Flow Breakdown

4.3.2.4.5  Configuration Command

Router#:conf t
Router(config)#: ip flow-export version 9
Router(config)#: ip flow-export destination  52.1.1.22 9995
Router(config)#: ip flow-export source loopback 0

4.3.2.4.6  Show Commands

Same as netflow version 5:

Router#: show ip flow export

This command shows the number of templates and the number of active templates.

Router#: show ip flow export template 

Header NetFlow Version 9 Header: 32 bits

System Uptime
UNIX Seconds

Package Sequence
Source ID

Version 9 Count = 4 (FlowSets)

Data FlowSet: 32 bits

192.168.1.12
10.5.12.254
192.168.1.1

5009
5344365

192.168.1.27
10.5.12.23

192.168.1.1
748

388934
192.168.1.56

10.5.12.65
192.168.1.1

5
6534

FlowSet
ID = 256

Length =
64 bytes

Template FlowSet 16 bits
FlowSet ID = 0

Length = 28 bytes
Template ID = 256

Field Count = 5
IPv4_SRCADDR (0x0008)

Length = 4
IPv4_DSTADDR (0x000C)

Length = 4
IPv4_NEXT_HOP (0x000E)

PKTS_32 (0x0002)
Length = 4

Length = 4
BYTES_32 (0x0001)

Length = 4

First Template FlowSet
Template Record

First Record FlowSet
(Template ID 256)

First data Record
Second Data Record

Second Template Flow Set
Template Record
Template Record

Second Record FlowSet
(Template ID 257)

Data Record
Data Record
Data Record
Data Record
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4.3.3  NBAR
Network Based Application Recognition (NBAR) provides network traffic classification. NBAR can 
recognize a very wide variety of applications by doing IP packet inspection up to OSI Layer 7. It can, 
for instance, differentiate between Web-based HTTP and Skype traffic, which can both use TCP port 80.  

When an application is recognized, NBAR classifies the traffic for performance and accounting 
purposes. This function gives an operator the ability to invoke any range of services for that specific 
application, whether offering more or less bandwidth, latency queuing, or completely blocking certain 
packets.

NBAR also provides a special Protocol Discovery (PD) feature that determines which applications and 
protocols are traversing the network at any given time. PD captures key statistics that are associated with 
each protocol based on IP flows. Like Cisco NetFlow, NBAR defines IP flows as a unidirectional flow 
of IP packets that share the following five values:

 • Source IP address

 • Destination IP address

 • Source port

 • Destination port

 • L3 protocol type

NetFlow and NBAR both leverage L3 and L4 header information. However, unlike NetFlow, NBAR also 
examines data from L3–L7. NBAR uses L3 and L4 and packet inspection for classification, and supports 
stateful inspection of dynamic-port traffic. NBAR also requires a set number of packets before making 
a protocol distinction.

4.3.3.1  NBAR Protocol Discovery

NBAR PD provides an easy way to discover application traffic flowing through an interface by 
providing a Protocol Discovery (PD), MIB, which gives it expanded capabilities through SNMP. This 
includes:

 • Enable/Disable Protocol Discovery on a per interface basis

 • Monitoring both ingress and egress traffic

 • Display statistics on a per-protocol basis

Table 4-1 NBAR Protocol Discovery MIB Details 
 

Table Description
cnpdSupportedProtocols List of all supported protocols NBAR supports
cnpdAllStats All NBAR statistics per interface such as

Packet counters (inbound/outbound)

Byte counters (inbound/outbound)

Bit rate (inbound/outbound)
cnpdTopNStats Top-N table statistics
cnpdThresholdhistory History of falling or rising events
cnpdStatus Enable or disable NBAR per interface, including time stamp
cnpdTopNConfig Configure the Top-N table by interface
cnpdThresholdConfig Protocol threshold configuration
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4.3.3.2  Configuration

4.3.3.2.1  Configuring Protocol Discovery on a Specific Interface

router#: conf t
router(config)#: interface gigabitEthernet 0/1
This configures NBAR to discover traffic and keep traffic statistics for all protocols known to NBAR on 
a particular interface

router(config-if)#:ip nbar protocol-discovery
router(config)#: exit

Optional

This configures NBAR to search for a protocol or protocol name using port number(s) other than an 
already known port. Up to 16 different port numbers can represent a protocol.

router(config)#: ip nbar port-map 

Configures NBAR to classify and monitor additional static port applications:

router(config)#:ip nbar custom protocol-name [destination | source] [tcp|udp]

The parameters are:

 • protocol-name: Specifies the name of the user defined protocol.

 • number: The byte location of the value to be searched in the payload (0 to 255)(optional).

 • destination: Inspects destination flows only (optional)

 • tcp: Defines up to 16 explicit TCP port numbers or a range of a maximum of 1000 TCP ports

 • udp: Defines up to 16 explicit UDP port numbers or a range of a maximum of 1000 UDP ports.

Extends the list of protocols by loading a new PDLM (providing the full path to the PDLM)  New PDLM 
versions are provided on the Cisco website at http://www.cisco.com/go/nbar:

router(config)#:ip nbar pdlm

4.3.3.3  Show Commands

router#: show ip nbar protocol-discovery 
This command displays the statistics gathered by the NBAR Protocol Discovery feature. By default, all 
statistics for all interfaces are displayed.

Note Egress Traffic statistics are gathered before policing features.

cnpdNotificationsConfig Enable traps
cnpdMIBNotifications Rising or falling events
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Figure  4-10 Sample Output from PD Show Command

Router#: show ip nbar protocol-discovery
interface stats protocol top-n

 • interface-spec: specifies an interface to display

 • stats: specifies the byte count, bit rate, or packet count is to be displayed

 • protocol: specifies that statistics for a specific protocol. 

 • top-n: specifies that a Top-N of most active protocols is displayed
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Figure  4-11 Figure 4-11. Sample Output from PD Interface Show Command

4.3.4  CBQoS MIB
The Cisco Class-Based QoS (CBQoS) MIB supplies QoS information for Cisco network elements that 
support the Modular QoS command-line interface (MQC). CBQoS provides configuration capabilities 
and monitoring statistics that include summary counts and rates by traffic class before and after the 
enforcement of QoS policies. It also provides detailed feature-specific statistics that are available for 
select PolicyMap features. Policy actions are defined per interface and traffic direction, whether ingress 
or egress. The CBQoS MIB supports both 32 bit and 64 bit counters.

The following is a list of relevant MIB tables for QoS and contain only statistical information.  

 • cbQosClassMapStats- Statistical information about class maps, such as pre/post-policy 
packet/byte counts, bit rates, drop packet/bytes and no-buffer drops.

 • cbQosMatchStmtStats- Statistical information about match statement-specific information, such 
as prepolicy packet/byte   

 • cbQosPoliceStats- Statistical information about police actions, such as conformed or exceeded 
packet/byte counters and bit rates.

 • cbQueueingStats- Statistical information about queuing actions, such as the various queue depth 
and discar packet/byte counters.

 • cbQosTSStats- Statistical information about traffic-shaping actions, such as various delay and drop 
packet/byte counters, state of feature, and queue size.

 • cbQosREDClassStats- Statistical information about per-precedence weighted random early 
detection actions, such as random packet/byte counters and tail drop packet/byte counters.

 • cbQosPoliceActionCfg- Required objects to display class-based QoS objects’ configuration 
information.
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4.4  Additional Instrumentation
Additional instrumentation includes:

 • Cisco WAAS Flow Agent

 • Connection State and Operation Statistics Reports

4.4.1  Cisco WAAS Flow Agent
Cisco and NetQoS jointly developed monitoring instrumentation to allow accurate end-to-end response 
time measurements, from the client to the server, over links optimized by Cisco WAAS devices. Central 
to this instrumentation is a Cisco software feature called the FlowAgent, a flow monitoring module 
integrated in the WAE. The FlowAgent captures important packet information and sends it across the 
network to a third-party monitoring agent (for example, NetQoS SuperAgent). It exports all data 
necessary to report application response times experienced at remote sites served by WAAS and the 
detailed performance metrics for each optimized link. 

The FlowAgent, illustrated in Figure 4-12, is part of the standard software image for Cisco WAAS 4.0.13 
and newer. When configured on a WAE, the FlowAgent collects relevant flow information for optimized 
TCP transactions and transmits it to the SuperAgent Aggregator, a device that is dedicated solely to 
FlowAgent data collection.

The SuperAgent Aggregator processes the flow information and sends it to a SuperAgent Management 
Console for storage and reporting. FlowAgent data collection can be configured on the Cisco WAAS 
Central Manager selectively for a single WAE device, or for multiple (or all) WAE devices using device 
groups.

Figure  4-12 Cisco WAAS FlowAgent

WAN
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FlowAgent
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Remote Site with Optimization Data Center
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4.4.1.1  Sample Export of Flow Records for Optimized Traffic

The FlowAgent captures the following information on optimized traffic and sends it over to the 
configured SuperAgent Aggregator:

 • Source IP address

 • Destination IP address

 • Source TCP port

 • Destination TCP port

 • TCP Sequence number

 • TCP Acknowledgement number

 • TCP payload byte count

 • Packet arrival time in milliseconds

 • IP identifier

 • WAE MAC address Src/Dst flag

 • TCP flags

4.4.1.2  FlowAgent Configuration

The SuperAgent FlowAgent monitoring agent is composed of two modules: the console (or host) and 
the collector. The console IP address is configured on the WAE through the WAE CLI or through the 
Central Manager GUI. The WAE initiates a temporary connection to the monitoring agent console. This 
temporary connection is referred to as the control connection. The control connection uses TCP port 
7878, and its purpose is to obtain the IP address and port number of the collector to which the WAE is 
assigned. The WAE also pulls the configuration information regarding which servers are to be monitored 
over the control connection. Once the WAE obtains the IP address and port number information of the 
collector, the WAE opens a persistent connection to the collector. Collected summary data for the 
servers that are being monitored is sent over this persistent connection. The WAE send summary data 
only to Aggregators for servers assigned to it.  

Configuration for flow monitoring with NetQoS involves the following tasks:

1. From the WAE CLI or Central Manager GUI, enter the SuperAgent Master Console IP address in 
the tcpstat-v1 Host field on your WAE appliances.

If you are configuring multiple appliances through a device group, wait for the configuration to 
propagate to all the appliances in the device list.

2. From the NetQoS SuperAgent console, assign a WAE to a SuperAgent Aggregator (known as the 
collector in WAAS terminology) and configure the NetQoS Networks, Servers, and Applications 
entities.

4.4.1.3  Enabling the FlowAgent on the WAE using the Central Manager GUI

To configure flow monitoring on your WAEs using the Central Manager GUI, follow these steps:

1. From the NetQoS SuperAgent console, assign a WAE to a SuperAgent Aggregator (known as the 
collector in WAAS terminology) and configure the NetQoS Networks, Servers, and Applications 
entities.

2. Create a new device group to be used for configuring flow monitoring on multiple devices. To create 
a device group, choose Devices > Device Groups > Create New Device Group.
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When you create the device group, check the auto assign all newly activated devices to this group 
check box to enable this option.

3. Add your existing WAE devices to this new device group.

4. From the Device Group listing window, click the Edit icon next to the name of the flow monitoring 
configuration device group that you want to configure.

5. In the Contents pane, choose General Settings > Notification and Tracking > Flow Monitor. The 
Flow Monitor Settings for Device Group window appears.

6. Check the Enable check box.

7. In the tcpstat-v1 Host field, enter the IP address of the monitoring agent console.

This configuration enables the WAE to establish a temporary connection (a control connection) to 
the console for obtaining the IP address of the SuperAgent aggregator. You must configure the 
aggregator IP address information from the console device. (See the configuration documentation 
for your third-party flow monitoring application software.)

8. Click Submit to apply the settings to the devices in this device group.

4.4.1.4  Enabling the FlowAgent on the WAE using the CLI

To configure flow monitoring on your WAEs using the CLI, two commands are required (Figure 4-13): 

1. Register the WAE with the IP address of the monitoring agent console by using the flow monitor  
tcpstat-v1 host global configuration command. The WAE needs to know the location of the 
SuperAgent Management Console 

#flow monitor tcpstat-v1 host <IP_Address>
This configuration allows the WAE to establish a temporary connection (a control connection) to 
the console (or host) for obtaining the IP address of the collector. You must configure the collector 
IP address information from the console device. (See the configuration documentation for your 
third-party flow monitoring application software.)

Note The IP Address in this command is the SuperAgent Management Console. The SuperAgent 
Aggregator IP address is not needed for this configuration since the SuperAgent Aggregator 
to WAE configuration is accomplished in the SuperAgent Management Console UI. 

2. Enable flow monitoring on the WAE appliance by using the flow monitor tcpstat-v1 enable global 
configuration command.

#flow monitor tcpstat-v1 enable

Note WAE requires the IP Address of the SuperAgent Management Console before using the 
enable command. 

Figure  4-13 Enabling FlowAgent on the WAE
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4.4.2  Connection State and Operation Statistics Reports
The console (or host) module and the collector module may be on a single device or may be located on 
separate devices. These connections are independent of one another. 

The state of these connections, as well as various operation statistics, is reported by the show statistics 
flow monitor tcpstat-v1 EXEC mode command. This command is run from the WAE to determine the 
status of its connection to the SuperAgent system. As shown in Figure 4-14, this command provides the 
following information:

 • Host Connection shows the IP of the SuperAgent Management Console. It usually shows “Not 
Connected” unless running it during a WAE to Console poll. 

 • The connection between the SuperAgent Management Console and WAE is non-persistent. It will 
reconnect and synchronize every 5 minutes). 

 • Collector Connection should always show “Connected” after the IP:Port of the assigned SuperAgent 
Aggregator for that WAE.  

 • The assigned Aggregator is setup in the SuperAgent GUI. You will probably have one Aggregator 
even in a large network. It acts more like a Harvester than a Collector.  

Figure  4-14 FlowAgent Connection Status
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Figure 4-15 illustrates a WAE that has not connected to the SuperAgent Management Console and has 
never received SuperAgent Aggregator assignment. An Alarm state will be raised in the State field. 

Figure  4-15 FlowAgent connection status failure

Connection errors and data transfer errors raise alarms on the WAE and in the Central Manager GUI. 
For debug information, use the debug flow monitor tcpstat-v1 EXEC mode command.

The show statistics flow filters  command identifies which filters were built, based on the server 
assignment from the SuperAgent Management Console. In Figure 4-16, only the 10.0.3.6 server traffic 
is being optimized as shown in the “flow hits” column. Note that the server list comes from the 
SuperAgent Management Console automatically. This is the best way to validate the SuperAgent 
Management Console configuration against the WAE if data does not appear in the graphs. 
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Figure  4-16 Identifying Built Filters from the SuperAgent Management Console

Figure 4-17 depicts either a communication issue with the console or that there are no servers defined 
in SuperAgent. To resolve, ensure that servers are configured within the SuperAgent Management 
Console and use the show statistics flow monitor tcpstat-v1 command to troubleshoot connectivity 
problems. 

Figure  4-17 Problem Reported in the SuperAgent Management Console

4.5  Summary
Cisco IOS measurement tools give IT directors and managers the needed tools to benchmark the various 
components of their network. Cisco IOS comes packaged with tools such as NetFlow and IPSLA polling 
that provide the platform to build detailed network monitoring abilities as well as the WAAS Flow Agent 
that allows network visibility into optimized TCP traffic. This visibility can reduce the amount of time 
required to troubleshoot network issues and bring about a resolution as cost effectively as possible.



C H A P T E R
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Traffic Classification

In a typical network, the traffic through the network is heterogeneous and consists of flows from multiple 
applications and utilities. Many of these applications are unique and have their own requirements with 
respect to network parameters such as delay, jitter, etc. Unless these requirements are met, the quality 
and usability of these applications will be severely compromised. While meeting these requirements in 
a Local Area Network (LAN) with its huge bandwidth might be easy, it usually is a challenge to meet 
them on the WANs, which have bandwidth constraints. 

Thus, traffic management on the WANs must exist in order to properly prioritize different applications 
across the limited WAN bandwidth and ensure that these requirements are met. In addition, a proper 
understanding of the applications and protocols in the network traffic is essential for any network 
manager to implement appropriate security policies. In a real network, user perception also matters. 
Although a user application might allow large delays or jitter, the user might be very sensitive to long 
wait times. Managing network traffic thus requires a judicious balance of all these priorities.

Classification of traffic is only the first step that helps identify different applications and protocols that 
exist in a network. Various actions, such as monitoring, discovery, control, and optimization can then be 
performed on the identified traffic with the end goal of improving the network performance. Typically, 
once the packets are classified (identified) as belonging to a particular application or protocol, they are 
marked or flagged. These markings or flags help the router determine appropriate service policies to be 
applied for those flows. 

In other words:

 • Classification is a technique that identifies the application or protocol, and

 • Marking is the process that colors the packets (or just lets them through untouched) based on certain 
classification policies, which are used by the routers internally, or further downstream (depending 
on the kind of coloring) to provide appropriate treatment to those packets.

There are two other approaches to classifying traffic:

 • Classifying the packet based on the payload, that is, Payload-Based Classification. In this method, 
packets are classified based on the fields of the payload, such as Layer 4 ports (source or destination 
or both)

 • Classification based on a statistical method that uses statistical analysis of the traffic behavior like 
inter-packet arrival, session time, and so on

The payload-based method is most prevalent. However, more often than not, it fails with encrypted and 
tunneled traffic. The Payload-Based Classification technique can be divided into generic or basic 
payload analysis or advanced payload analysis. The generic approach to traffic classification is based on 
information in the IP header. Typically, the following information is looked at.

 • Layer 3 address (IP address)

 • Layer 2 address (MAC)
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 • Protocols

This technique is very rudimentary and does not provide classification for most of the applications. A 
classification method based on the placement of traffic (ingress interface) also exists, but is not widely 
used. (Therefore, it will not be examined here.)

All generic classification techniques based on Destination IP address, Source IP address, or IP protocol, 
etc. are limited in their ability as the inspection is limited to the IP header only. Similarly, classifying 
based on Layer 4 ports only is also limited. The problem with this approach is that not all current 
applications use standard ports. Some applications even obfuscate themselves by using well the defined 
ports of other applications (e.g., IM applications may run over TCP port 80, which is generally used for 
HTTP). Hence, the Layer 4 port mechanism of application identification is not always reliable. 

Advanced classification techniques rely on deep packet inspection (DPI). There are varieties of DPI 
techniques, such as pattern analysis or behavior analysis, as detailed in section “5.2  Deep Packet 
Inspection”. These are much more reliable than the generic classification technique.

Figure 5-1 illustrates various classification methods and techniques.

Figure  5-1 Classification Methods and Techniques

5.1  Payload-Based Traffic Classification 
Payload-based classification methods can also be divided based on the processing method used for 
classifying traffic. Regardless of the method, of which there are four, all of them use one or more payload 
inspection techniques like Deep Packet Inspection to verify and classify traffic.

1. Packet-Based No State (PBNS) is the simplest and involves checking the payload for certain 
parameters like port numbers. It is less taxing on the CPU. For example, a simple access-list based 
port matching like the one below can identify all Telnet traffic.

access-list 101 permit tcp any any eq telnet

Classification Methods

Payload Based

DPI
(Advanced)

L3/L4 Access 
Lists (Basic)

Statistical Analysis
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This method typically utilizes the basic payload-based classification technique. However, as already 
discussed, it is not always accurate or fully usable as the classification is on a per-packet basis 
without regard to an application session and is also limited by how deep inside the packet the 
verification of the flow goes.

2. Packet-Based per Flow State (PBFS) method is based on flows. A flow is defined as a sequence of 
packets from a sending application to a receiving application. In this method, a table to track each 
session based on the 5 tuples (source address, destination address, source port, destination port, and 
the transport protocol) is maintained for each flow. Since a flow has multiple packets, once a packet 
is marked as belonging to an application all subsequent packets in the flow need to be marked as 
such. For example, in a typical VoIP call, H.323 is used for setting up the call and then RTP/RTCP 
is used for carrying the actual voice traffic. Once a H.323 flow is identified and marked, subsequent 
RTP/RTCP flows to the same source IP/destination IP pair are tagged with the same parameters.

3. Message-Based per Flow State (MBFS) method is similar to PBFS, except that this operates on 
messages instead of packets. A message is protocol dependent and is an information element that 
can span multiple packets or a single packet can contain multiple messages. Since it operates on 
messages there needs to be some sort of TCP normalizer to take care of IP fragments and TCP 
Segments. Since entire messages have to be considered, there is a considerable increase in memory 
requirements.

4. In the Message-Based per Protocol State (MBPS) method, not only is the application tracked but 
also what the application is transmitting. In other words, complete knowledge of the protocol state 
machine is needed to implement this method. This is the most taxing method on the CPU and has 
more memory requirements too.

The last three methods, PBFS, MBFS, and MBPS, utilize advanced classification techniques that are 
based on DPI.

5.2  Deep Packet Inspection
Although most general applications can be determined or at least guessed based on L3 and L4 
information, additional granular sub-classes within applications (like URLs) or specific kinds of 
messages within the application (like voice within IM streams) are required. For proper classification 
and sub-classification, it is necessary to do a deep packet inspection (DPI) and verify what the 
application is.

Most DPI mechanisms use Signature Analysis to understand and verify different applications. Signatures 
are unique patterns that are associated with every application. In other words, each application is studied 
for its unique characteristics and a reference database is created. The classification engine then compares 
the traffic against this reference to identify the exact applications. That means the reference needs to be 
updated periodically to keep current with new applications as well as new developments in existing 
protocols.

There are different Signature Analysis methods. The most popular methods include:

 • Pattern analysis

 • Numerical analysis 

 • Behavioral analysis

 • Heuristic analysis

 • Protocol/state analysis
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5.2.1  Pattern Analysis
Some applications embed certain patterns (bytes/characters/string) in the payload of the packets, which 
can be used by the classification engine to identify such protocols. Depending on the application, these 
patterns may not necessarily be always located at a specific deterministic offset. The patterns might be 
present in any position in the packet. Still, the classification engine can identify these packets. However, 
not all protocols embed special pattern, string, or characters in the packets and hence this approach will 
not work for them.

5.2.2  Numerical Analysis
Numerical Analysis involves looking into the numerical characteristics of packets such as payload size, 
number of response packets, and offsets. Older Skype versions (pre-2.0) are good cases for such analysis. 
The request from client is an 18-byte message and the response it receives is usually 11 bytes. As the 
analysis may be spread over multiples packets, the classification decision might take more time. 

5.2.3  Behavior & Heuristic Analysis
Occasionally, analyzing the traffic behavior would produce greater insight into the applications that may 
be running. This behavior can be used to classify such applications. Similarly, by doing a statistical 
(heuristic) analysis of the inspected packets, the underlying protocol can be classified. Behavior and 
Heuristic analysis typically go hand in hand and many of the anti viral programs use these techniques to 
identify viruses and worms.

5.2.4  Protocol/State Analysis
In some applications, the protocol follows a certain sequence of steps or actions. For example, a typical 
FTP GET request from a client is followed by a valid response from the server. Such protocol 
conformance can be used to classify such applications

As more applications start encrypting traffic, it becomes a challenge for any classification mechanism to 
classify the applications accurately. With encryption, all upper layer information becomes invisible to 
DPI mechanisms. Behavior and heuristic analysis methods can help to identify some applications. Newer 
classification mechanisms that use behavior and heuristic analysis methods (along with intelligent 
algorithms, such as clustering algorithms) can help identify encrypted traffic.

None of these methods, on their own, can provide satisfactory classification of all applications. 
Therefore, in a typical deployment these methods are used together. 

5.3  Cisco Classification Technologies
Cisco classification technologies include QoS access lists and DPI engines.
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5.3.1  QoS Access Lists

5.3.1.1  QoS Software-based L3/L4 Access Lists

Cisco IOS provides the ability to configure Layer 3 or Layer 4 based access lists that can be used with 
the QoS to classify different types of traffic. Specific QoS classes can be configured to use different 
access lists to match traffic and based on the match the packets can be marked. The matching can be 
based on Layer 3 addresses (source/destination IP), Layer 4 protocol or ports, or a combination thereof. 

5.3.1.2  Classification with QoS ACLs in hardware

In addition to software-based ACLs, Cisco platforms like 6500 & GSR provide the ability to do ACL 
lookups in hardware. For example in a 6500 platform, these ACLs can be programmed in Ternary 
Content Addressable Memory (TCAM) and lookups performed against those entries. However, it should 
be noted that TCAMs have finite memory and without careful planning, the resources can be exhausted. 
TCAM lookups are much faster than traditional software lookups because they are performed in 
hardware, so classification based on TCAM lookups is much faster.

5.3.2  DPI Engines
DPI engines can be co-resident in the software or can be dedicated hardware. Both have advantages and 
disadvantages. While a dedicated hardware provides speed and versatility, the cost of deploying such a 
box restricts their usage to high traffic volume environments like a Data Center or a large Enterprise 
Branch office. Cisco’s Service Control Engine (SCE) is a good example of a dedicated hardware DPI 
appliance. Software-based DPI engines are cost effective, but they do consume CPU cycles and hence 
can be deployed only at low or medium traffic volume environments such as those found in a small or 
medium Enterprise Branch Office.

5.3.2.1  Service Control Engine (SCE)

Cisco Service Control Engine (SCE) is a DPI device that can do DPI and detect traffic patterns at line 
rates. SCE incorporates many DPI technologies such as protocol/state analysis, pattern analysis, and 
behavioral and heuristic analysis. SCE can also do subscriber-level classification.

The Cisco SCE can be deployed in-band or out-of-band. It is typically deployed in the Data Center. If it 
is deployed in band, all the traffic in the network passes through SCE. If it is deployed out of band then 
a copy of all the traffic is passed onto SCE by the DC switch. It should be noted that in out of band mode, 
the SCE can only perform monitoring. 

5.3.2.2  Network Based Application Recognition (NBAR)

NBAR is an application-aware classification feature in IOS. NBAR can look deep inside a packet and do 
stateful analysis of the information in the packet. It can recognize a number of applications, including 
ones that use ephemeral ports. Even with a given protocol, NBAR can look so deep inside the packets 
that it can categorize packets that are of the same protocol, but with different protocol-specific 
parameters. For example, NBAR can classify based on the URL for HTTP packets and based on ICA 
traffic for CITRIX ICA. 

Typically, QoS and NBAR are used in conjunction. NBAR is used to recognize specific applications and 
QoS is used to mark them and provide appropriate treatment based on the markings.
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5.4  Packet Markings
Once the flow and packets have been identified, they need to be marked so that appropriate service 
policies can be applied on them. The markings or flags can be set in a number of ways: for IP, Type of 
Service (ToS) or Differentiated Services Code Point (DSCP); for Ethernet packets, VLAN priority, etc. 
However, L3 markings are the most widely used method.

5.4.1  L2 Packet Markings
Many popular Layer 2 technologies like Asynchronous Transfer Mode (ATM), Frame Relay (FR), and 
Ethernet provide options for marking the packets to help provide differentiated treatment. The 
disadvantage with all L2 markings is that they are limited to their L2 domain.

5.4.1.1  ATM Marking

ATM networks use simple cell marking of the Cell Loss Priority (CLP) bit on the cell header to indicate 
whether the cell can be dropped in times of congestion. A typical ATM Cell consists of a 5-byte header 
and 48 byte payload. Figure 5-2 illustrates an ATM cell header and the location of the CLP bit.

Figure  5-2 ATM Cell Header

As Figure 5-2 indicates, if the CLP bit is set to “1,” the cell can be dropped in times of congestion. 
Traditionally, an ATM switches is used to mark the CLP bit. However, this functionality was added to 
CISCO IOS as a part of enhanced QoS feature set. In a typical network, the user may choose to mark 
noncritical traffic flowing through the ATM switches with the CLP bit. This will ensure bandwidth 
availability for critical traffic in times of congestion.

5.4.1.2  Frame Relay Marking

Similar to the CLP bit on the ATM header, the Frame Relay Header also has a bit called Discard Eligible 
(DE) to indicate whether the frame can be dropped in times of congestion. Figure 5-3 illustrates a typical 
Frame Relay Header.

Figure  5-3 Frame Relay Header

As in the ATM case, the DE bit can be set for non-critical traffic to help alleviate congestion.

GFC VPI VCI PT
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0 = do not drop

DLCI DLCI FEC
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1 = can be dropped
0 = do not drop
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5.4.1.3  Ethernet Marking

The IEEE 802.1p standard provides traffic class expediting and dynamic multicast filtering. It enables 
Layer 2 switches to prioritize traffic. The 802.1p defines 3 bits in the header for classification, which 
helps classifying traffic into eight different traffic classes. It should be noted that 802.1p is an extension 
of 802.1Q standard and they work together. Figure 5-4 shows an Ethernet 802.1q frame and the TAG byte 
where the Priority bits are located.

Figure  5-4 Ethernet 802.1Q Frame

IEEE has put forth recommendations on various traffic types, corresponding traffic classes, and priorities 
to be used with 802.1p standard. They are listed in Table 5-1.

Preamble SFD DA SA TPI TAG Data CRC
Type/
length

Bytes 7 7

7 1 12 Bits

6 6 2 2 2 48-1500 4

User Priority CPI Bits of VLAN ID (VID) to identify 4096 possible VLANS
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Table 5-1 Traffic Classes to Priority Mapping

Traffic Type Traffic class Priority

Bulk transfers, Games etc. Background 1

Less than 10 millisecond delay Voice 2

Less then 100 millisecond delay Video 3

Some important application Controlled Load 4

Best Effort for important users Excellent Effort 5

Ordinary LAN priority Best Effort 6

High requirement to get through to maintain and support 
the network infrastructure

Network Control 7
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5.4.2  L3 Packet Markings
Similar to Layer 2 headers, the IP header has fields that can be used to classify traffic into treatment 
groups. The most widely used L3 marking techniques are Type of Service (ToS) and DSCP. Figure 5-5 
shows a typical IP header.

Figure  5-5 \IP Header

5.4.2.1  ToS

ToS was originally defined in RFC 791 and 795 and was further modified/updated by other RFCs like 
RFC 1122, RFC 1123, and RFC1349. Although the field has been there for quite sometime, it has not 
been widely used. Its use has been superseded by DSCP today. The ToS fields are shown in Figure 5-6:

Figure  5-6 ToS Fields

IP Precedence - Table 5-2 details the precedence bits and their possible values:

0-3 4-7 8-15 16-33

Version Header
Length

Type of Service
(TOS/DSCP

Total Length

Identification Flags Fragment

Time to Live Protocol Header Checksum

Source Address

Destination Address

Options
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Precendence Delay Throughput Reliability ECN ECN

Bits 3 1 1 1 1 1

0 = normal
1 = low

0 = normal
1 = low

0 = normal
1 = low
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Table 5-2 ToS Precedence Bits and their values

Binary Decimal Classification

000 0 Routine

001 1 Priority

010 2 Immediate

011 3 Flash

100 4 Flash Override

101 5 Critical
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 • Delay - when set to 1, the packet requests low delay.

 • Throughput - when set to 1, the packet requests high throughput.

 • Reliability - when set to '1,' the packet requests high reliability.

5.4.2.1.1  ToS Byte 

 • IP precedence—three bits (P2 to P0)

 • Delay, Throughput and Reliability—three bits (T2 to T0)

 • ECN — two bits

5.4.2.2  DSCP

Differentiated Service Code Point (DSCP) was defined in RFC 2474 and RFC 2475. DiffServ (DS) has 
more priority levels than that of ToS because DS has more priority bits. DiffServ uses the same three 
most significant like ToS to define priority, but uses the next three bits to further refine them. DS fields 
are used to determine the per-hop behavior (PHB) of the packet. The following byte layouts illustrates 
the difference between ToS and DiffServ.

5.4.2.2.1  DiffServ Field 

 • DSCP—six bits (DS5-DS0)

 • ECN—two bits

The ECN bits were not in the original DSCP RFCs. They were later added later by RFC 3168 to allow 
for congestion notification in the path.

RFC 2597 for DiffServ defines Assured Forwarding (AF) PHB that can be used by a service provider to 
provide different forwarding assurances based on different AF classes. There are four different AF 
classes each with three different drop probabilities.

110 6 Internetwork Control

111 7 Network Control

Table 5-2 ToS Precedence Bits and their values

Binary Decimal Classification

P2 P1 P0 T2 T1 T0 ECN ECN 

DS5 DS4 DS3 DS2 DS1 DS0 ECN ECN 
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RFC 2598 for DiffServ defines Expedited Forwarding (EF) PHB. "The EF PHB can be used to build a 
low loss, low latency, low jitter, assured bandwidth, and end-to-end service through DS (Diffserv) 
domains. Such a service appears to the endpoints like a point-to-point connection or a “virtual leased 
line.” This service has also been described as “Premium service.” Codepoint 101110 is recommended 
for the EF PHB. 

All the PHBs require vendor support to implement and not all vendors fully support them.  Table 5-3 
shows the guidelines for DSCP service classes as defined by RFC 4594. . 

5.5  Summary 
Classification involves proper identification of different application flows and packets in the traffic and 
their appropriate marking. Once the packets are classified, the router can apply appropriate service 
policies for those packets. Typically, QoS is used to provide appropriate treatment to different traffic 
based o the configured policies. As was discussed earlier, each application has its own characteristics 
and requirements. With the limited WAN bandwidth, QoS policies help in providing different treatments 
for different traffic classes. Various QoS mechanisms such as Congestion Management, Congestion 
Avoidance, Traffic Policing/Shaping, and Link Efficiency exist that can be used to manage the WAN 
bandwidth.
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http://www.cisco.com/en/US/docs/ios/12_0/qos/configuration/guide/qcclass.html
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Multimedia Conferencing AF41, AF42, AF43 100010, 100100, 100110 H.323/V2 video conferencing 
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Real-Time Interactive CS4 100000 Video conferencing and interactive 
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Multimedia Streaming AF31, AF32, AF33 011010, 011100, 011110 Streaming video and audio on 
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Broadcast Video CS3 011000 Broadcast TV and live events

Low-Latency Data AF21, AF22, AF23 010010, 010100, 010110 Client/server transactions, 
Web-based ordering

OAM CS2 010000 OAM & P

High-Throughput Data AF11, AF12, AF13 001010, 001100, 001110 Store and forward applications

Standard DF (CS0) 000000 Undifferentiated applications

Low-Priority Date CS1 001000 Any flow that has no BW assurance
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6
WAN and Application Optimization 
Technologies

WAN and application optimization comprises a framework of technologies that improves the network 
application experience at the branch, and makes better use of limited network resources. In some cases, 
the user experience simply needs to be maintained while other changes occur. For example, during 
server consolidation   (a process where branch-based servers are relocated to a centralized data center 
over the WAN, the reliance as well as stresses on the WAN network increase but the user experience 
needs to be at least maintained. Additionally, given resource contention on the WAN, business criticality 
must map closely to network usage and access.

Various mechanisms are available for optimizing the WAN, ranging from technologies that allow 
horizontal scalability (the ability to cluster multiple devices, rather than vertical scalability- which 
requires more power in each device), such as server load sharing, advanced compression technologies, 
dynamic routing to place traffic on the best path, and intelligent flow replication reduction tools, to name 
a few.

This chapter explores this optimization framework, with an emphasis on basic issues being targeted, and 
on individual technology solutions. Note that not all of the technologies described in this chapter are part 
of the currently packaged WAN optimization solution.
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6.1  Areas of Interest
As shown in Figure 6-1, the network between the branch and the datacenter can be divided into multiple 
spheres of work, each with its own challenges and opportunities for optimization.

Figure  6-1 Simplified View of a Typical WAN Topology

6.1.1  Layer 3 End Point Optimization and Server Selection
Because network communications is about connecting parties so that meaningful transactions can take 
place, one of the first and easiest optimizations is selecting the specific end-hosts involved in the 
transactions. When a network application user wants to use the application, he or she will interact with 
a server or a set of servers. The specific server is not relevant to the network application, as long as the 
server can handle the transaction.

Therefore, it is possible to have multiple servers that can each service the network application. These 
servers can even be geographically dispersed so that they are not only redundant and share the overall 
load, but can also be closer to the various clients. The capability to match a specific server to a client 
request is a form of optimization. After the server Layer 3 (L3) endpoint is established, it is generally 
very disruptive to the user, the network application, and the transaction to try to move the transaction to 
a different L3 address.
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6.1.2  DNS-Based Optimization
When starting a network transaction, one of the first things that a client attempts to do is identify the L3 
address for the remote peer. Generally, this L3 translation is done using Domain Name System (DNS), 
where a human-readable name (for example, erp.example.com; this hyperlink is not real) is converted to 
a routable IP address (such as 209.165.201.1 or 2001:0DB8::1). Along with translations to IPv4 
addresses (called A records) and IPv6 addresses (AAAA records), DNS can translate services into 
specific L4 endpoints. For example, DNS service (SRV) records enable a client to locate a LDAP server 
(for example, Query sent for_ldap._tcp.example.com). 

Because the authoritative DNS server returns the mapping between the DNS name and the L3 address, 
there is an opportunity to select a specific geographic location, or even a specific server, that is best 
positioned to handle that specific client. For example, assume that the client is located in Australia, and 
that servers in India, Germany, and the United States can all handle the transaction equally well.

An optimizing authoritative DNS solution, such as the Cisco Global Site Selector (GSS) product, can 
measure the latency between each server location and the client, and consider liveliness, loads, and so 
on. GSS can then determine which server is best able to answer the client query. Using our previous 
example, the Australian client might be directed to India or the United States, depending on the location 
of the lowest latency and best network conditions.

6.1.3  IOS DNS Views feature
In some cases, DNS can direct the client to a suboptimal server because of how the DNS query is sent. 
In many enterprise networks, clients are configured with the address of a DNS caching forwarder that 
queries the actual DNS system on behalf of the client. This approach is a problem when the DNS 
forwarder queries the optimizing authoritative DNS solution; the address and network location of the 
DNS forwarder is used instead of the address and network location of the client. Therefore, the client is 
sent to the server that is best for the corporate DNS forwarder, not for the client, which might actually 
talk to the server over a completely different path.

Figure 6-2 shows such an example: the server that the client needs to work with is on the Internet path 
available through the branch router. The corporate DNS forwarder query to the Internet returns the best 
third-party server address for the corporate network. With the IOS DNS views feature, the IOS router 
can intelligently send queries to the corporate DNS forwarder instead of the Internet based DNS 
forwarder. The separation of DNS queries is based on the domain name.

For example (the hyperlinks are not real), suppose that the third party server is at 
purchasing.thirdparty.com and the corporate email cluster is at email.example.com. The DNS views 
feature can send queries in the example.com domain to the corporate DNS servers, while everything else 
is sent to Internet servers using the branch site IP addressing. Additionally, this feature can be used for 
non-Internet cases, such as when the branch is connected over a single link to a MPLS VPN that provides 
extranet services to multiple companies that each operate their own optimizing authoritative DNS 
servers.



 

6-4
WAN and Application Optimization Solution Guide

Chapter 6      WAN and Application Optimization Technologies
Areas of Interest

Figure  6-2 DNS Views Feature

6.1.4  Anycast Addressing
Another, much simpler but more limited mechanism for redirecting clients to a better server is to use IP 
anycast addressing schemes. With anycast, the same L3 address is assigned to multiple physical servers, 
and the network routing protocol selects the “nearest” server. Because the same IP address is used for 
each server, this severely limits the kind of connection that can be established. The network cannot 
guarantee that the next packet sent to the server IP address will be received by the same server. While 
anycasting has been used with great success to optimize communication and distribute the load for some 
specific applications (for example, the root DNS nameservers use anycasting), it should be noted that 
the application and network protocol being used must be compatible with anycasting technology and is 
not commonly deployed.

6.1.5  Layer 7 Redirection
In L7 redirection, a client can initially connect to a well-known L3 address, and then is redirected to the 
actual best server using the L7 protocol. This approach, provided by the Cisco Application Control 
Engine (ACE) product, is often used with HTTP redirects. For example (the hyperlinks are not real), a 
user might try to connect to http://wwwin.example.com/erp, but the server at wwwin.example.com 
knows that the erp network application is best served from another server called 
www-erp1.example.com, which hosts the erp application, is lightly loaded, and is geographically closer 
to the client. The wwwin.example.com server sends an HTTP redirect message to the client, asking it to 
connect to the www-erp1.example.com server. The initial connection and subsequent redirect request 
can be obtrusive and alarming to the user, and many non-HTTP applications do not support L7 
redirection.
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6.1.6  Local Server Load Balancing
Server load balancing (SLB) is based on the concept of front-ending a number of similar real servers 
with a virtual IP address. The client establishes an L3 (and possibly an L4) relationship with a server 
load balancer which, at connection initiation time, selects the best real server to terminate the connection 
on. This provides optimization, in that the client gets access to the network application in a resilient 
manner (if a real server is down, the SLB device takes that server out of the pool), that can also consider 
performance. 

Applications or subapplications that are known globally by the same IP address can be divided into 
multiple pools of real servers that service the application. In the multipool case, the SLB device, such 
as Cisco IOS or Cisco ACE, parse beyond L4 (TCP/UDP port information) and try to identify the 
subapplication in order to map the session to a real server. For HTTP, a specific URL can denote the 
subapplication, as shown in Figure 6-3.

Because SLB devices hide the L3 information about the real server from the client, the client is never 
aware of the specific real server that that serviced it. While for a specific TCP session the same real 
server will definitely be used, it is less guaranteed that across multiple TCP sessions that the same real 
server will be used for a client. Depending on the implementation of the network application, 
“stickiness” to a specific real server may be required. The SLB devices generally provide a variety of 
mechanisms for stickiness including client IP, insertion of HTTP cookies etc. It is important to 
understand that while the network operator may not have a choice about whether to apply stickiness, it 
will limit the flexibility of loadsharing amongst the real servers.

Figure  6-3 SLB Example

Many SLB devices, such as Cisco ACE, incorporate a Secure Socket Layer (SSL) offload feature that is 
not directly related to L3 endpoint selection and optimization. Using the SSL offload feature, the SLB 
device terminates the SSL session and exposes only a cleartext session to the real server. Other common 
high-CPU utilization functions, such as HTTP compression, are often available on SLB devices. This 
frees valuable compute cycles on the real servers. In the case of HTTP compression, there are also 
benefits of WAN bandwidth reduction and faster load times for the HTTP client.

It should be noted that many of the various techniques that lock down transactions between a client and 
a specific physical server can be used concurrently. For example, an optimizing intelligent DNS 
authoritative nameserver can be used with L7 redirects, and with local server load balancers.
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6.1.7  Path Optimization
After the L3 endpoints are established, communication between the client and server becomes a matter 
of IP packets traversing a path between the two. However, there are typically multiple possible paths with 
many different attributes. Some paths might have high bandwidth and low latency, while other paths have 
little bandwidth but also provide low latency. The challenge of path optimization (implemented as a 
feature in Cisco IOS) is to manage traffic so that specific traffic classes are placed on the best network 
path.

Traditional routing is only responsible for announcing reachability to an L3 prefix. Reachability is based 
on the ability of the routers along the path to maintain adjacencies to each other. Therefore, even though 
the routing protocols advertise reachability for a prefix, actual reachability might not exist, or might even 
be degraded (for example, congestion along a path results in dropped packets). Traditional routing 
protocols also use static metrics for evaluating paths and do not account for changing network 
conditions. In practice, congestion, delay, and varying link utilization loads affect network application 
performance, even though regular routing does not take these network path attributes into account.

Because the WAN edge of a network is also a flow aggregation point, possibly a bandwidth bottleneck, 
and usually the last point of control in routing policy, the WAN edge becomes the natural place to make 
path selection decisions. Traffic at this point is already treated with optimization technologies, so the 
flow bandwidth observed by the WAN edge router is after optimization.

Generally, delay, bandwidth, and other types of issues are less prevalent and much easier to solve within 
a local branch or campus network. In a local network, it is relatively straightforward to add additional 
links or upgrade the bandwidth. However, on the WAN side, increasing bandwidth can add significant 
continuing costs, and there is little control over congestion and latency, especially in shared 
infrastructure networks, such as MPLS-VPN networks, and in cases where the networked sites are 
geographically dispersed.

In traditional packet forwarding systems, only a limited number of mechanisms are available to 
distribute traffic among links. Placing packets in round-robin fashion is not viable: different paths have 
varying latencies that cause out of order packets, eventually resulting in far lower performance for the 
network application.

Hash based mechanisms, for example, EtherChannel or Cisco Express Forwarding (CEF), were devised 
so that flows would be statistically distributed, based on mathematical functions, among different paths. 
However, the traffic rate for a flow is not considered, and it is possible for multiple high bandwidth flows 
to be sent on an already congested link while other links remain underutilized. Finally, link bonding 
technologies, such as Inverse Multiplexing over Asynchronous Transfer Mode (ATM-IMA) and 
Multilink Point to Point Protocol (MLPPP) try to slice packets so that they each packet is simultaneously 
sent on multiple links.

Link bonding technologies generally place a substantial load on the fragmenting device and the 
reassembly device, and are sensitive to intramember-link delay variation. Finally, the remote peer must 
be the same type of device, limiting the use of multiple WAN providers.
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Figure  6-4 Path Optimization for Voice and Email Traffic

Figure 6-4 illustrates path optimization for different traffic classes. Voice traffic requires low latency; if 
a path provides acceptable minimum network latency compared to other paths, voice traffic is best 
placed on that low-latency path. However, other traffic classes, such as email, are not sensitive to 
latency, and could be placed on a more varied set of paths. Identifying traffic classes, measuring network 
attributes such as latency and packet loss, and placing traffic on the most appropriate path is the role of 
path optimization.

Path optimization can have varying levels of granularity, ranging from manipulating only the path to an 
L3 destination network, to per-flow manipulation and per-application path selection so that traffic uses 
the best available path. Using flow selection mechanisms and awareness of exit link utilization enables 
path optimization technologies, such as Cisco IOS Performance Routing (PfR), to distribute flow load 
across multiple paths on a per flow basis.

Using path optimization, the full aggregate bandwidth for a network site can be effectively used by 
performing link utilization based traffic load-sharing. Additionally, pockets of free bandwidth are 
created by the traffic distribution across all the links to support temporary data bursts (called 
microbursts) that exist in most real-world application profiles.

6.2  Layer 4 Optimizations
L4 optimizations include TCP stack optimization and payload compression.

6.2.1  TCP Stack Optimization
The previously described optimization technologies involved endpoint and path selection. Notably, 
these technologies do not change the of the IP traffic payload. However, there are opportunities for 
optimization at the TCP stack level, on the actual payload, and finally on exploiting behaviors and 
patterns at the network application. 

There are many implementations of the TCP stack across operating systems and even among different 
versions of the same operating system. Not all the stacks are alike, and some perform better under certain 
conditions than others. Of course, there are also cases where TCP stacks are severely out of date and 
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have not been maintained. Over the years, there have been many advances in TCP technology, and only 
some advances have trickled down to implementations. TCP stack optimization uniformly applies the 
behavior of an advanced TCP stack across network applications.

TCP is responsible for reliably transporting a message stream from one computer to another. As data is 
acknowledged by the remote host, succeeding data in the stream can be sent. This enables a network 
application to work on good in-order data without missing parts.

TCP controls how much data can be in transit and not acknowledged at any particular time, and this 
effectively controls the overall data transmission rate. The number of outstanding packets allowed 
without acknowledgement is known as the maximum window size (MWS). Over time, if there are no 
lost packets, the MWS expand to take more of the available bandwidth in the network path. 

A network path, depending on its bandwidth and end-host to end-host latency, can hold a certain amount 
of traffic in transit, called bandwidth delay product (BDP). As shown in Figure 6-5, a network path with 
155Mb/s of bandwidth and a round-trip time (RTT) of 10ms can hold 193KB in transit. Meanwhile 
another path (possibly on the same link, but to another host much further away) with the same bandwidth 
but with a 200ms RTT can hold 3860 KB in transit. 

Because the TCP header used to specify window size contains two bytes, the MWS is only 65KB. The 
example in Figure 6-5 requires a much higher window size to pack the long network path full of data. 
RFC 1323 introduces a mechanism for scaling window sizes that supports much larger window sizes.

Figure  6-5 Comparing BDPs

Because the capacity of the network path is unknown, starting at too high a rate (a large MWS) can cause 
severe congestion and packet loss not only for a specific session, but also for all sessions sharing the 
same path. For this reason, traditional TCP employs a technique known as slow-start that initiates the 
session with a small window that expands as good network behavior is observed. However, for higher 
latency links the RTT can slow such expansion so much that the bandwidth potential of the link is never 
realized. RFC 3390 supports larger initial windows so that a higher data rate is set when a connection is 
initiated.
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When packets are lost, presumably because of congestion, traditional TCP aggressively reduces the 
MWS and slowly increases the data rate. This is known as congestion avoidance. For higher latency 
paths, it can take quite a long time to build to the proper data rate while causing minimal impact to other 
flows on the network path.

A multipacket loss event in traditional TCP can also result in unnecessary data retransmission or 
multiple RTT of delay). This is because in traditional TCP, only properly ordered packets are 
acknowledged. RFC 2018 introduced a mechanism to perform selective acknowledgements, and other 
mechanisms for advanced congestion avoidance are available. Figure 6-6 illustrates this.

Figure  6-6 Cumulative Traditional TCP Stack Delays and Underutilized Links

These are only some of the added capabilities of advanced TCP stacks that are often not available on a 
particular operating system version, disabled by default, or not implemented on any client-facing 
operating system. As TCP sessions traverse the network, they can be intercepted at an aggregation point 
and ”upgraded” with additional properties, regardless of the capabilities of actual end host. Cisco WAAS 
includes an intercepting TCP stack enhancer, called TCP Flow Optimization (TFO), which can apply the 
described TCP stack improvements to network flows.

6.2.2  Layer 4 Payload Compression
Data compression on limited bandwidth WAN links has been available for several years. Compression 
not only increases effective data transfer rates, but also reduces buffering, which can effectively reduce 
latency.

Data compression has been implemented at the lower data communications layers for a long time. For 
example, V.42bis on dialup modems and various schemes (RFC 1974, RFC 1967, and so on) used the 
Point-to-Point Protocol (PPP) Compression Control Protocol (CCP) to negotiate compression protocols.

In Frame Relay (FR), FRF.9 can compress data on a per-FR private virtual circuit (PVC). However, as 
these compression schemes are tied to the lower network layers, they are useful only for single L3 hops. 
Additionally, such compression technologies were limited by the size of the dictionary table used to 
store compressing patterns. The dictionary size had to be balanced against the practice of communicating 
over a transport system that did not reliably deliver data in order. A smaller dictionary size (usually 
limited to a packet) reduced the range of the data stream that could be referenced.
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At the higher IP layers, there have been nondata payload compression schemes that act on TCP/IP 
headers, for example, RFC 1144, and compression schemes that act on specific application traffic, such 
as Real-time Transport Protocol (RTP), for example, RFC 2508). In practice, the techniques in these 
examples are effective only on extremely low bandwidth paths, such as T1and slower, where bandwidth 
savings constitute higher percentage of the overall WAN speed. Both RFC 1144 and RFC 2508 are 
limited to single hop L3.

The IPComp protocol (RFC 3173) added a capability to compress the IP payload between two hosts or 
routers. Unlike the previously described compression methods, IPComp can take place over multiple L3 
hops, so IPComp can be practically deployed in MPLS VPNs and in VPNs created over the Internet. 
However, IPComp still works over an unreliable transport and maintaining a large dictionary is a 
significant task. For combined IPSec and IPComp, the compression dictionary is limited to single 
packets and severely limits potential compression. In addition, in many deployment scenarios, 
traditional IPComp would require the creation of tunnels.

In recent years, TCP-based network compression has been developed to address many of these issues. 
TCP-based network compression combines large RAM based pattern matching dictionaries and large 
disks (several hundred gigabytes). Because TCP provides reliability, the compression dictionary and 
history are not limited to a packet and extremely high compression ratios can be achieved. This form of 
compression is different from object-caching mechanism (for example, HTTP caching). TCP-based 
network compression can work effectively when changes occur in the object.

For example, with TCP stream compression or data reduction, a change in a Word document would 
transfer only the changed content with compressed references to the rest of the content. In HTTP 
object-caching, the object must first be recognized (usually based on a name), and the entire object is 
transferred. Because TCP-based network compression is performed at L4, compression can occur over 
multiple router hops. This technology can be deployed in many kinds of networks, including MPLS 
VPN, Internet, and so on.

In a Cisco implementation, the WAAS product line, TCP data reduction technology is available in the 
Data Redundancy Elimination (DRE) function, which stores variable-length patterns on the WAAS hard 
drive. LZ compression is performed, after DRE (across multiple packets), for new patterns that DRE has 
not yet learned, or for micropatterns, as illustrated in Figure 6-7.

Figure  6-7 A WAAS Device Performing DRE and LZ Compression

6.3  Layer 7 Optimizations
The L4 based, TCP-based compression method described in the previous section does not examine the 
actual traffic payload. The method simply observes patterns in the data stream and performs a 
compression algorithm. In certain cases, however, when the context of the data and the protocol is 
well-understood, much higher bandwidth, message, and latency (because of fewer RTTs) reductions can 
be achieved.
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Many network applications were first developed for, and deployed in, only high bandwidth, low-latency 
networks, such as a high-speed LAN. Networking assumptions that were built into these applications 
usually do not hold true in WAN deployments. L7 optimizations attempt to improve the performance of 
such network applications on the WAN. L7 optimizations use a variety of techniques, such as 
aggregating messages, caching, and advanced compression algorithms.

6.3.1  HTTP Compression
The HTTP/1.1 specification (RFC 2616) allows the use of various types of compression on HTTP 
payloads. This enables servers to directly send compressed data to a web browser. (Almost all browsers 
support such encoding.) A decompressing network node at the network edge is not required... While 
many web servers can perform this compression, web servers are usually better used for dynamic web 
page creation and interactions with backend servers.

The more mundane task of compression can be offloaded to network devices that can perform the 
compression in hardware without adding much additional latency. As in the TCP case, a compression 
dictionary and history can be highly effective within the scope of an HTTP session because references 
can be passed across multiple packets in the stream.

However, unlike DRE technology, the compression history in HTTP/1.1 applies only to one HTTP 
session. Downloads by other PCs at the same site do not see any improvement because the compressed 
content can only be used once. In the DRE case, traffic for multiple computers traffic passes through an 
L4 optimizer, which keeps a copy of the data patterns for future reuse and referencing. Therefore, HTTP 
compression is generally less effective than DRE.

6.3.2  Application Acceleration
There are many cases where the implementation of a network application or protocol does not work well 
over the bandwidth limited and higher latency WAN environments. Application acceleration is designed 
to understand a network application and reinvent its protocol, optimized for the WAN. This protocol 
reinvention can be very simple, such as simply reordering message payloads, or much more complicated.

A good candidate for application optimization is Common Internet File System (CIFS), which Microsoft 
developed for Windows network file services as a variation of the Server Message Block (SMB) 
protocol. Over time, many versions of CIFS have been developed. Each new version of the Windows 
operating system includes a slightly expanded CIFS vocabulary. Currently, there are over 120 
commands across the various Windows versions. When many CIFS operations are initiated, several 
handshaking operations must be performed, such as file permissions checking, file locking, and so on. 
Because these operations depend on each other, they are done serially. Each operation incurs delay 
across the WAN.

The CIFS application acceleration technology implemented in WAAS tries to group CIFS messages and 
proxy them on the optimization node on the WAN egress. This reduces the effects of the round-trip 
times. Additionally, the benefits of DRE, LZ compression, and other TCP stack optimizations are 
performed on the CIFS transactions.
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6.3.3  Prepositioning
Prepositioning content where it is more convenient to the user (from a networking perspective is a very 
common form of optimization. Several different technologies can perform prepositioning, but the benefit 
comes from topological closeness. The ability to host and serve the content with minimal user interaction 
is also important. Ensuring that prepositioned content remains “fresh,” that is, that prepositioned content 
matches the content at the originating server is essential. 

The L3 End Point Optimization (EPO) technology makes very frequent use of prepositioning. EPO uses 
DNS to send a user to an HTTP cache that is topologically closer to the user, and that is already 
prepositioned with the content. 

Windows file services can use local file-shares that are already prepositioned with documents, images 
and so on. WAAS provides prepositioning services as part of its CIFS framework.

Many audio/video files are extremely large. The Cisco Application and Content Networking System 
(ACNS) product supports prepositioning videos and audio files, such as training material, during 
off-peak times, and then using the content during peak times. This reduces the WAN load and provides 
users with nearly instantaneous access to the content.

6.3.4  Stream Splitting Technologies 
Video and audio streaming have interesting properties with respect to optimization in that multiple 
parties are many times interested at the same time in the same set of data. Additionally, some 
applications such as stock tickers and pre-positioning are trying to deliver the same data set to a 
distributed population.

6.3.5  Multicast
None of the technologies described so far require changing WAN functionality or features. In this sense, 
they work despite inefficiencies in the WAN network. Multicast technology is akin to a controlled 
broadcast in that data is transmitted once over a network, specifically to interested parties.

Looking at the L4 optimizations described in section 6.2  Layer 4 Optimizations, and at Figure 6-8, you 
can see that unicast streams are optimized at the branch level. That is, for multiple receivers at a branch, 
only one stream is sent to the branch. However, from the perspective of the stream source (the hub site), 
multiple identical copies are sent to each branch. If hundreds of branches are interested in the stream, 
there will be hundreds of duplicate data streams that will each need bandwidth on the WAN link at the 
hub.

Multicast can also be used with prepositioning. As described earlier in this chapter, prepositioning 
places the same data at points closer to its users. One way to update distributed preposition destinations 
is to use individual unicast streams and update each site one by one. If this is done concurrently, the 
individual streams use a lot of bandwidth on WAN link of the origin server. If done serially, the 
prepositioned update can take a long time to complete. With a multicast enabled WAN, however, the 
origin server can update the prepositioned sites concurrently, and WAN bandwidth is used more 
efficiently.

A multicast enabled WAN enables the highly efficient duplication of the data to multiple sites. If the 
WAN link from the hub and the WAN itself is multicast-enabled, only a single stream of data must be 
sent from the hub site. The WAN duplicates the flow as necessary along the path to the sites. This not 
only reduces the outgoing bandwidth use at the hub, it also optimizes bandwidth use in the WAN.
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Figure  6-8 Multicast-Enabled WAN

Multicast can also be useful when the WAN is not fully multicast enabled, but is capable of multicast 
transport. Generally, in a WAN that is only capable of multicast transport, the WAN edge router must 
replicate the packets. To create such a network, generic routing encapsulation (GRE) tunnels can be 
deployed between the hub and branch sites, or, in a FR WAN, for example, each branch site can have a 
PVC to the hub.

This also means that neither the WAN nor the hub will see bandwidth savings for multisite traffic. 
However, having the WAN edge router perform the replication removes this burden from the server. The 
server does not need to expend resources for duplicating packets, and those server resources are free for 
other tasks.

6.3.6  Multicast Translation and Unicast Stream Splitting
The one-to-many or many-to-many type of data distribution model maps perfectly to multicast. 
However, multicast is not enabled in many parts of enterprise networks, nor is multicast generally 
enabled in the Internet. This lack of multicast capability causes users in the same branch to receive the 
same audio or video stream from the streaming server, with each stream requiring its own bandwidth on 
the local branch, and on the WAN. 

In this optimization case, the video/audio optimization device (Cisco ACNS) intercepts the streaming 
data request and only one request is sent over the WAN. The origin server therefore transmits only one 
stream to the site. After the data arrives from the WAN to the optimization device, the device can either 
multicast the stream locally to the interested parties, or replicate the unicast single stream of data into 
multiple unicast streams, once for each interested party.

This technique dramatically reduces the WAN bandwidth used by streaming video and audio. In fact, 
this technique might be required to enable multiple users to receive such streams; multiple receivers can 
easily use all the available bandwidth on the WAN access link.
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This technology is also very useful in reducing the amount of streaming audio, such as Internet radio, 
that is received over an enterprise Internet access connection. It is possible; for example, that several 
hundred users are listening to the same Internet radio station and that each listener is eating up bandwidth 
on the Internet access link.

Figure  6-9 Optimizing Unicast Streams over the WAN
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Different applications have different networking requirements. For example, real-time interactive voice 
requires a low latency network path, but does not require high bandwidth. Quality of Service (QoS) 
deterministically degrades network service quality to protect the user experience. In the case of voice, 
queuing delays can occur when there is congestion in a network path. Classifying voice, and placing it 
in a special queue that is serviced more often, enables the creation of a virtual path having lower latency. 
However, other traffic now must wait longer to be sent out a network interface. Such deterministic 
degradation is the fundamental aspect of control optimization. No additional bandwidth is created. 
Instead, a class of traffic is given special treatment based on its requirements and relative importance, as 
determined by the network operator.

7.1  QoS Requirements and Placement
As shown in Figure 7-1, the best place to apply QoS policy is on the branch WAN edge, which is usually 
the branch router WAN-facing interface. This interface has the following characteristics:

 • Aggregation point for traffic

 – The WAN interface is often the first location at which many different streams are placed on the 
same wire. Merging this traffic- can cause contention between different traffic types. These 
different streams can come from many different paths: multiple interfaces on the branch edge 
device, optimized traffic from WAAS, and so on.

 • Interface speed mismatches

 – The WAN edge interface can be the first point at which traffic must face congestion. In 
Figure 7-1, for example, the LAN interface might be 100MB, but the WAN facing interface 
could very well be a T1 (1.5Mb/s). This drastic difference in speed forces congestion and causes 
some traffic to be dropped.

 • Features specific to access technologies

 – Some access technologies, such as Frame Relay, with forward explicit congestion notification/ 
backward explicit congestion notification (FECN/BECN), and cable-modems, with 
nondeterministic bandwidth) present unique challenges that only QoS awareness at branch edge 
router can address.

An operator can make relative judgments about how to treat specific traffic classes and apply QoS at the 
WAN edge router. This requires an awareness of all the traffic exiting a site toward the WAN link.

QoS features available in the WAN aggregation router, and WAAS network transparency, correctly 
identify and separate individual flows to support more granular optimization of application delivery and 
more effective differentiated services. QoS classifies different WAN flows by IP precedence bits, or by 
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port levels present in their packet headers. QoS can make efficient use of WAN resources required by 
mission critical applications. QoS can ensure that the bandwidth and latency requirements for voice and 
multimedia applications are met, and that excess capacity is shared equally among lower priority 
applications.

Cisco routers provide an infrastructure for QoS features, including hardware based packet low latency 
queuing elements, shapers, and policers. For more information, refer to Enterprise QoS Solution 
Reference Network Design Guide:

http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND/QoS-SRND-Bo
ok.html

Figure  7-1 Applying QoS Policy at a WAN Congestion Point

7.2  Cisco IOS QoS Model
QoS on IOS routers supports extremely granular management of valuable network and path services. 
QoS control functions follow the model shown in Figure 7-2.
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Figure  7-2 Cisco IOS QoS Model

QoS can be thought of as a collection of classification tools and actions on the classified traffic flows.

7.2.1  Classification
Classification has already been covered in chapter 4 XREF TBD. The basic concept with classification 
in the context of QoS is to allow for selection of kinds of traffic for the purpose of further actions. As 
shown in Table 7-1 different kinds of applications ranging from interactive voice and email have 
radically different needs and requirements from the network. These requirements need to be well 
understood as well as their relationship with other network attributes. For example in the case of 
interactive transactional traffic loss of packets can add more delay due to retransmission. A classification 
system needs to be able to identify these different traffic classes by either explicit application 
identification or by keying off an agreed upon control point (such as DSCP) that has been previously set.

7.2.2  Prequeuing
After classification has been performed, there is an opportunity to filter specific traffic that has been 
identified as superfluous or unauthorized on the network. For explicit removal, this could be as simple 
as an access-list or a bit more complicated such as discarding specific traffic only when exceeding a rate 
of transmission. In rate based removal, a QoS traffic policer could be configured. Additionally, a Denial 
of Service (DoS) attack can be constrained by placing drop access-lists towards the source, or if the exact 
match criteria have not been explicitly discovered or identified, the traffic can be rate-limited.

Table 7-1 Different Applications Have Different Needs  

Application Examples

Sensitivity

Delay Jitter Packet Loss

Interactive voice and video Y Y Y

Streaming video N Y Y

Transactional/nteractive Y N Y

Bulk data N N N
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7.2.3  Queuing and Scheduling
The queuing and scheduling portion of QoS is often the most powerful with the ability to shape 
(shaping), prioritize (low-latency queuing), provide a level of session fairness (fair-queuing) among 
many other features. Given elastic and inelastic traffic types, the queuing and scheduling technologies 
can create artificial bandwidth limitations (shaping) as well as signal the end host (for example, dropping 
the packet or Explicit Congestion Notification (ECN)) such that it reduces the rate of transmission.

7.2.4  Postqueuing
As the packet is scheduled to exit the router, there are is an opportunity to do a few last actions on it. The 
other items in the model refrain from modifying the actual packet. They either drop or delay the packet, 
but do not modify the payload or the frame itself. These last bits of post-queuing functions act on the 
packet. For example, for RTP packets, header compression can be performed that can reduce a 
significant percentage of the bandwidth space that the packet was using. Large packets on slow links can 
cause excessive jitter as sending a large packet takes up a solid chunk of time that prevents other 
real-time traffic streams from being transmitted.

Post-queuing features such as multilink ppp link fragment interleave (MLPPP-LFI) and IMA (inverse 
multiplex for ATM) break the large packets into smaller packets, and interleave smaller packets requiring 
low-latency from other traffic streams in between. In addition, post-queuing allows “bandwidth fairness” 
to be applied on a per-user or even at the level of per-application-per-user level of traffic management. 

7.2.5  Congestion Management and Avoidance
When no congestion exists, packets are sent out the WAN interface as soon as they arrive. However, 
when packets are arriving at a faster rate than the router can forward them-- congestion occurs. The 
Congestion Management QoS features can be enabled to address congestion conditions. 

Queuing algorithms are used to sort and prioritize traffic overflow before packets are transmitted onto 
the network. Packets are scheduled for transmission according to their assigned priority and queuing 
mechanism applied to the WAN interface. There are different types of queuing mechanisms such as 
First-In-First-Out (FIFO), Priority Queuing (PQ), and Weighted-Fair-Queuing (WFQ). Traffic flows 
classified as expedite forwarding will be placed in the high priority queue and transmitted first. Traffic 
flows requiring a certain amount of bandwidth will be sorted and placed on different queues before being 
transmitted. In times of congestion, some of these queues will overflow and excess traffic will be 
dropped. 

Selective packet drop can be implemented with Weighted Random Early Detection (WRED). By 
assigning a drop probability to a traffic class, the operator can select which traffic class will drop packets 
at the time of congestion. In general, a higher drop probability is given to traffic classes considered to 
be of lower priority. WRED is one of the algorithms used by the Congestion Avoidance feature in IOS.

Email N N N

File transfer N N N

Application Examples

Sensitivity

Delay Jitter Packet Loss
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WRED also supports the Explicit Congestion Notification (ECN) bits of the IP header of packets as 
defined in RFC3168. The ECN bits indicate whether the endpoints of a traffic flow support the feature. 
If they do, WRED can mark the packet via ECN and forward the packet instead of dropping. The ECN 
bits will indicate to the sender that a congestion condition is present and that they should reduce their 
windows—effectively reducing the data transmission rate. If the endpoints do not support ECN, the 
packets will be processed by the WRED algorithm and depending on traffic conditions, the packets may 
be dropped. Traffic optimized by the WAAS TFO feature automatically supports ECN.

7.2.6  Integrated Services and RSVP
In addition to marking packets and generalized queues, that traffic can be scheduled in there is a more 
strict system for reserving and enforcing bandwidth available in Cisco IOS. Known as IntServ, the RSVP 
protocol is used to reserve resources in the network for streams of traffic by applications to allow for 
guaranteed QoS. 

RSVP reservations can be especially effective for inelastic traffic types, such as many types of video, or, 
more generally, UDP based applications, which do not respond to congestion in the network path. In the 
previous section, ECN was mentioned as a mechanism for relaying to the end host the need reduce the 
traffic rate. Packet drops and ECN do not apply to inelastic traffic, and an explicit reservation of 
bandwidth is used to protect the quality of the traffic. If multiple applications try to reserve bandwidth 
for a specific queue type and the reservation cannot be met, the network denies the reservation, which 
prevents a subpar application experience and protects existing reservations from degradation. 

7.2.7  Modular QoS CLI
The QoS tools described in this chapter can be applied in IOS platforms using Modular QoS CLI (MQC). 
MQC provides a standard set of CLI commands and QoS semantics that supports a simple, 
straightforward way to configure QoS features. MQC uses definitions of class-maps, policy-maps, and 
service policies to apply QoS controls to traffic going through a router. MQC policies share a common 
language across IOS platforms, and are easily understood and rapidly deployed to ensure consistent 
behavior across a network.

A class-map defines the criteria for a traffic class. Traffic matching specific criteria is grouped into a 
traffic class, and is processed according to the traffic policy defined in the policy-map. The traffic policy 
is attached to an interface so that all traffic going through the interface in a particular direction is subject 
to the policy.

7.3  References
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8
Network Management

The Cisco WAN and application optimization solution provides a powerful set of WAN optimization 
features. To translate these features into verifiable user benefits, effective network management tools are 
required. 

This chapter describes important network management features of the WAN and application 
optimization solution. 

Instead of a general discussion on network management covering a wide range of management functions 
(for example, network planning and security), the focus here is specifically on traffic and performance 
monitoring, with a brief overview of configuration management. These functions are immediately 
relevant to the WAN and application optimization solution deployment and operation.

8.1  Centralized Monitoring, Reporting, and Troubleshooting
Adequate monitoring, reporting, and troubleshooting are essential elements of successful WAN 
optimization initiatives. The value of these features transcends functional teams, providing technology 
and business managers with the information needed to enhance productivity, enabling IT and network 
architecture groups to improve infrastructure design; and reduce time spent solving problems.

For the WAN and application optimization solution, the core monitoring features help the user to:

1. Profile traffic patterns and resource bottleneck loads, enabling the user to prioritize links and 
protocols to be optimized

2. Baseline performance metrics for applications (for example, transaction times) and for resources 
(for example, link and server CPU/memory utilization) before WAN optimization 

3. Assess the effectiveness of each successive WAN optimization initiative

4. Troubleshoot problems that occur during and after the successive WAN optimization initiatives

8.1.1  Monitoring Challenges and Solutions
WAN optimization devices present new challenges for developers of network monitoring products. Any 
WAN optimization device has at least some potential to disrupt network traffic monitoring to varying 
degrees.

For example, optimization device pairs can employ Layer 3 (L3) tunneling architectures and LAN-WAN 
segmentation. Most WAN optimization devices do not preserve original IP addresses and TCP port 
information for optimized user-to-server connections. Such changes can cause many conventional 
monitoring techniques to generate obscure or unintelligible traffic profile data. 
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Optimization devices can disrupt performance measurements. Leading WAN optimization devices rely 
on TCP proxy to manage connections locally at each appliance, as shown in Figure 8-1. Each WAN 
optimization device acknowledges received TCP transmissions before actually sending data across the 
network. This behavior can skew response time analysis.

For example, application response time monitors may report the near-immediate acknowledgment of 
data that has not yet been transmitted, received, and acknowledged over the WAN, causing incorrect 
reporting of response times. Numerous network monitoring techniques can fail to accurately report 
performance metrics in this environment.

Figure  8-1 TCP Proxy Architecture Used in Typical WAN Optimization Devices

Fortunately, Cisco WAN optimization technologies are architected to help overcome the transparency 
issues found in competing products. For example, Cisco Wide Area Application Services (WAAS):

 • Preserves client and server IP addresses and TCP port numbers

 • Exposes performance metrics for optimized traffic using FlowAgent technology on the WAAS 
Wide-Area Application Engine (WAE) appliance and NME network modules

 • Does not mask detailed NetFlow traffic records.

When deployed with NetQoS and Cisco monitoring products specifically designed for use in Cisco WAN 
optimized environments, users benefit from end-to-end and tier-to-tier visibility of application 
performance, more accurate reporting of traffic traversing the network, and detailed device performance 
metrics.

8.2  NetQoS Performance Center: Network-Wide Monitoring 
and Reporting 

Today's best-of-breed network performance management products draw from multiple data sources to 
expedite problem resolution and improve infrastructure planning. The NetQoS Performance Center suite 
of management modules presents a rich set of analytical data using a single interface. NetQoS 
Performance Center derives this data from passive monitors and Cisco monitoring instrumentation that 
is already present in network and data center devices. See Chapter 4, “Cisco Monitoring Instrumentation” 
and Figure 8-2.

The Cisco WAN and application optimization solution incorporates NetQoS Performance Center to 
deliver powerful and integrated WAN traffic and performance monitoring. Refer to the following URL 
for more information about NetQos:

http://www.netqos.com/Cisco_wan_optimization/index.html

Client segment WANt segment Server segment

WOD WOD

WAN
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The NetQoS Performance Center provides flexible views and reporting to help effectively manage 
networks, applications, and devices. From this intuitive, Web-based network performance monitoring, 
the network operator can drill into detailed information provided by the following NetQoS product 
modules:

 • NetQoS SuperAgent for end-to-end performance monitoring 

 • NetQoS ReporterAnalyzer for traffic analysis 

 • NetQoS NetVoyant for device performance management 

The NetQoS Performance Center also facilitates integration with third-party products – making it 
possible, for example, to publish summary views of infrastructure performance in business portals such 
as Microsoft SharePoint.

Figure  8-2 NetQoS Products

The NetQoS Performance Center enables users to view performance metrics from multiple data sources 
to facilitate troubleshooting, capacity planning, and management reporting. For example, correlating a 
slowdown in application access times with emerging congestion helps detect and correct the problem.

In this case, NetQoS SuperAgent reported the slowdown in application access times, which were 
detected through changes in application response times derived from FlowAgent instrumentation in 
WAE devices. This was correlated with emerging congestion caused by database replication traffic at 
peak office work times, which NetQoS ReporterAnalyzer reported. (ReporterAnalyzer takes metrics 
from IOS NetFlow-enabled routers and switches.)
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NetQoS Performance Center provides role-based views of performance data. Users having different 
responsibilities, or working in different geographies, can view data in ways that are tailored to their 
needs. Figure 8-3 illustrates role-based views.

Consider the example of separate application teams where each team is responsible for monitoring the 
performance of a different set of applications. When appropriately configured, NetQoS Performance 
Center can present tailored reports that deliver performance information only for the applications 
relevant to each team.

Figure  8-3 NetQoS Performance Center

8.2.1  NetQoS SuperAgent: Measuring Application Response Times 
NetQoS SuperAgent is a passive application response time (ART) monitoring and reporting module that 
is installed in the data center. Through continuous performance analysis of TCP/IP applications, 
SuperAgent calculates performance baselines for applications, servers, and network links, and alerts the 
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user when performance degrades beyond a preconfigured threshold or an automatically learned baseline. 
Operations staff can then isolate performance issues to the specific IT resource responsible for degraded 
performance.

The SuperAgent product monitors all the TCP application packets from the network into the data center 
and out again providing a way to measure Network round trip time (RTT), server response time (SRT), 
data transfer time (DTT), and much more. The SuperAgent product separates response time into 
application, network, and server delay components, enabling the customer to detect network 
performance bottlenecks rapidly to help protect application performance.

The SuperAgent product comprises at least one collection device and a management console. A 
collection device gathers relevant data from network devices and forwards the data to the SuperAgent 
Management Console. SuperAgent uses two types of collection devices: the SuperAgent Collector and 
the SuperAgent Aggregator. The SuperAgent Collector collects data from regular switches using a SPAN 
mechanism. The SuperAgent Aggregator collects data from an embedded agent (called a flow agent) 
residing in WAAS WAEs.

Integrating SuperAgent Aggregator and WAAS FlowAgent enables more accurate reporting of response 
times on optimized traffic where WAAS is deployed. Figure 8-4 shows a typical SuperAgent deployment 
comprising a SuperAgent Aggregator, a SuperAgent Collector, and a SuperAgent Management Console 
for long-term data storage and reporting. SuperAgent monitors end-to-end application delivery in 
optimized WAAS and nonoptimized environments. Users can quickly install and configure SuperAgent 
to monitor very large environments, making SuperAgent a practical choice for complex datacenters and 
networks.

Figure  8-4 NetQoS SuperAgent Application Response Time Collection Architecture and WAAS
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With a relatively small number of collection appliances (and without the installation of end user client 
or server based agents), SuperAgent can help the user to determine:

 • Historically normal performance for individual servers, applications, and network links

 • The specific origin of application, network, and server performance problems

 • Precisely how planned and unplanned changes affect application delivery

 • The impact of IT initiatives (for example, WAN and application optimization) on performance 
service level objectives

The SuperAgent reporting dashboard provides:

 • Time-based baselines by application, server, and network

 • Response-time graphs(see the example shown in Figure 8-5) showing how server, application, and 
network delays affect the delivery of any configured TCP/IP application, at particular sites or for 
user-groups at those sites.

Figure  8-5 SuperAgent Response Time Composition Graphs



 

8-7
WAN and Application Optimization Solution Guide

 

Chapter 8      Network Management
NetQoS Performance Center: Network-Wide Monitoring and Reporting 

 • Operations views (see the example shown in Figure 8-6) showing groups of worst performing 
networks, servers, and applications in time-based graphs.

Figure  8-6 SuperAgent Operations View

 • Performance maps (see the example shown in Figure 8-7) that help compare a wide range of metrics 
for similar IT resources, including servers, applications, and network links, to identify performance 
issues and candidates for improvement.

Figure  8-7 SuperAgent Performance Maps
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 • SLA reporting (see the example shown in Figure 8-8) reports whether SLAs are met, and the causes 
of any deficiencies, to support service level management (SLM).

Figure  8-8 SuperAgent SLA Performance Detail

8.3  NetQoS ReporterAnalyzer: Analyzing Link Traffic using 
NetFlow 

NetQoS ReporterAnalyzer is a traffic analysis module that analyzes and reports how application traffic 
is affecting network performance by leveraging IOS NetFlow instrumentation present on Cisco routers 
and switches. It enables the user to see which applications are using bandwidth, who is using the 
bandwidth, and when. In a single reporting interface, ReporterAnalyzer can display trends that impact a 
global WAN infrastructure (for purposes of traffic policy monitoring, capacity planning and control) 
alongside reports of traffic anomalies (for example, malware, peer-to-peer, and unauthorized service 
protocols) detected from individual devices among many thousands on the network. 

The ReporterAnalyzer product comprises the following components:

 • Harvester, which passively collects and processes data from NetFlow enabled routers.

 • Flow Manager, which aggregates data from multiple Harvesters.

 • ReporterAnalyzer Console, which provides a web interface to display collected data.

 • Data Storage Appliance (DSA), which stores data for as many as 500 interfaces, or Super DSA for 
up to 2500 interfaces.
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In a typical ReporterAnalyzer implementation, as shown in Figure 8-9, a Harvester collects raw NetFlow 
data from configured routers, switches, and other NetFlow compliant devices, processes the data for 
collection by Flow Manager, and creates local archives for detailed flow analysis and reporting.

Figure  8-9 ReporterAnalyzer Link Traffic Analysis Architecture

After enabling networking devices to export NetFlow data, and deploying a few Harvester NetFlow 
collection devices, ReporterAnalyzer users can:

 • Identify interfaces, hosts, and applications that generate the most traffic or are most utilized

 • View baselines for protocol and flow data

 • Identify network traffic that exceeds specified thresholds

 • View real-time alerts and reports

 • Help pinpoint the cause of a network problem by reporting on, and drilling into, all traffic flows

 • Identify bandwidth requirements for network applications and users

 • Design and run reports based on user-selected criteria

The ReporterAnalyzer user interface provides views and analytics to support network troubleshooting, 
forensics, policy monitoring, capacity planning, and management reporting.

ReporterAnalyzer provides the following views.

 • An enterprise overview page displays a summary of interfaces that exceed configured utilization 
thresholds and the top interfaces, protocols, and hosts for the entire network during the preceding 
24 hours.

 • Interface views show summary information, protocols, hosts, conversations, type of service (ToS), 
as shown in Figure 8-10, growth reports, baselines, and other data.
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Figure  8-10 ReporterAnalyzer Stacked Trend Plot Showing ToS Distribution on a Link

 • Custom reports (see the example shown in Figure 8-11), which use a wizard to create interface, 
protocol, ToS, host, conversation, and combination reports for any timeframe, and that can be run at 
any designated time.

Figure  8-11 ReporterAnalyzer Custom Report

 • Flow forensics reports, which use a wizard (see the example shown in Figure 8-12) to create reports 
that analyze raw NetFlow data to provide insight into any protocol, host, and conversation on the 
network.
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Figure  8-12 ReporterAnalyzer Flow Forensics Wizard

 • Analysis reports, which use a wizard to compare collected data to an established threshold, and can 
be run on a schedule, or at any specified time.

8.4  NetQoS NetVoyant: Monitoring Device Performance and IP 
SLA

NetQoS NetVoyant is an appliance-based Simple Network Management Protocol (SNMP) monitoring 
and reporting module that helps users identify trends and potential problems early enough to potentially 
avoid lost productivity. NetVoyant takes advantage of the comprehensive SNMP performance data 
provided by Cisco devices to help IT administrators provide more consistent application delivery, 
optimize the network infrastructure for better application performance, and equip their staff to solve 
complex problems. 

(SNMP) instrumentation from routers, switches, servers, frame relay circuits, logical segments, and 
wide area links can provide essential data for troubleshooting, capacity planning, and management 
reporting. Through SNMP instrumentation, Cisco products provide comprehensive device performance 
statistics, service level metrics, and application data. For example, Cisco WAE devices can report service 
statistics, configuration data, and resource consumption through SNMP.

NetVoyant monitors performance metrics from a variety of sources:

 • Network and datacenter devices can be polled to report CPU and memory statistics, interface 
utilization, availability, configuration data, and other key metrics.

 • IP SLA agents on Cisco routers can be configured and polled to provide latency, jitter, connection 
tests, and other statistics between a host router and specified targets.

 • Network Based Application Recognition (NBAR), Remote Network Monitoring (RMON) metrics, 
and application response time (ART) from Cisco Network Analysis Modules (NAMs) can be polled.

 • Class-based quality of service (CBQoS) management information bases (MIBs) on Cisco routers 
can be polled to provide utilization statistics for each class of service.

Figure 8-13 illustrates a typical NetVoyant distributed configuration. NetVoyant can be deployed on a 
single server or in a distributed configuration as shown.
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Figure  8-13 NetVoyant Device Performance Monitoring Architecture

In a distributed configuration, a NetVoyant Master Console performs administration and reporting while 
remote Polling Stations discover and poll devices on the network. Because the volume of data collected 
from polling stations is much smaller than the volume of received SNMP data, on large networks it can 
be advantageous to place polling stations near the devices that they monitor to minimize management 
traffic on the WAN. During initial configuration, a wizard helps the administrator configure SNMP 
settings, initialize discovery processes, and determine the types of devices to monitor.

NetVoyant organizes reporting features according to user tasks:

 • Management reports provide comprehensive survey views of devices and network performance 
using scorecards and summaries by device (as shown in Figure 8-14) and network segment.

Figure  8-14 NetVoyant Management Views
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 • Capacity planning reports (see the example shown in Figure 8-15) support planning for device and 
network link upgrades and help identify the resources with the fastest growth and characteristics 
approaching defined thresholds.

Figure  8-15 Figure 8-15. NetVoyant Capacity Planning

 • Service level reports (see the example shown in Figure 8-16) can help users to verify compliance 
with SLAs and to help track performance metrics with unexpected values, including data from IP 
SLA tests, VoIP statistics, and CBQoS reports.

Figure  8-16 NetVoyant SLA Reports



 

8-14
WAN and Application Optimization Solution Guide

Chapter 8      Network Management
NAM: Granular Monitoring and Troubleshooting

 • Operations reports (see the example shown in Figure 8-17) provide an operations-level view of 
devices on the network, with views that include the devices that are most unavailable, the interfaces 
that are most utilized, and events and alarms for SNMP data collection issues. In the view shown in 
Figure 8-17, the SNMP poller msfcrouter.qa.local was unavailable 10% of the time.

Figure  8-17 NetVoyant Operations Reports

8.5  NAM: Granular Monitoring and Troubleshooting
Network Analysis Module (NAM) is a powerful integrated network monitoring tool designed to report 
how users experience network services and to help network operators ensure and improve network 
performance.

The Cisco WAN and application optimization solution incorporates NAM to help deliver a feature-rich, 
granular, and interactive troubleshooting capability that can substantially reduce the time and effort 
needed to isolate configuration and performance problems.

Figure 8-18 shows an example of how NAM is placed in the data center.

Figure  8-18 Example of NAM Placement in the Data Center
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Cisco NAM is available as 

 • A single blade (NAM-1 and NAM-2) for the Cisco Catalyst 6500 Series Switch or the Cisco 7600 
Series Router.

 • A single network module (NM-NAM and NME-NAM) for the Cisco 2800 and 3800 Series 
Integrated Services Routers (ISR) and the Cisco 3700 Series Multiservice Access Routers.

NAM-2 is the deployment form incorporated into the current WAN and application optimization 
Solution architecture.

Cisco NAM combines embedded data collection and analysis features with a remotely accessible, 
web-based management console that delivers:

 • Real-time visibility  for troubleshooting, with the flexibility to apply filters in real-time - this 
sidesteps the need to pre-configure data-sources, servers, and applications in troubleshooting 
contexts;

 • Deep information granularity, supporting drill-downs to individual conversations, with 
data-points collected over short time-frames;

 • Short and long-term traffic and performance reports on individual conversations and hosts;

 • Performance analytics covering TCP application response time metrics, DiffServ QoS, voice and 
video; 

 • User-defined trigger-based packet capture, filters and decodes;

 • Integrated NetFlow processing for remote troubleshooting.

The NAM Traffic Analyzer GUI provides quick access to the configuration menus and presents 
easy-to-read reports.

8.6  Monitoring and Profiling Network and Application Usage
Cisco NAM can inspect packets to gather information about applications, hosts, and conversations. 
Application monitoring identifies each application that consumes bandwidth and how much, and detects 
which hosts are using which applications.

Host and conversation-pair monitoring reports bandwidth consumption per host and shows which hosts 
talk to each other, along with the amount of traffic each host generates. These metrics reveal usage 
patterns for users, and for router and switch, interface, server, and application resources.
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For example, Figure 8-19 shows a report identifying the top 10 hosts on the network.

Figure  8-19 Monitoring the Top 10 Hosts on the Network

8.7  Granular Live and History Reporting 
The live conversation reporting capability of NAM exposes potential problems that would otherwise be 
masked if critical report updates occurred less frequently or within aggregated traffic data. This 
information helps facilitate quick identification and verification of traffic anomalies so current and 
impending problems can be rapidly resolved. 

NAM delivers granular, real-time snapshots of bandwidth usage and performance, and can be easily 
configured to deliver continuous history views focused on specific hosts and conversations to help 
isolate intermittent user or conversation problems. NAM can also collect Data for a specific period and 
analyzed after the event to discover when an anomaly has occurred so it can be quickly resolved.
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Figure 8-20 illustrates sample history reports.

Figure  8-20 History Reports for WAN and Application Optimization Validation

8.7.1  Transaction-Aware Response-Time Measurement, Monitoring, and 
Baselining

Cisco NAM implements newly enhanced transaction-based response-time measurement features that 
passively gather data on TCP-based client/server requests and acknowledgements. The response-time 
monitoring capability of Cisco NAM provides intelligent information about client, server, and 
application latency.

By giving fast, easy access to specific host and conversation response-time metrics, Cisco NAM can 
assist IT staff in troubleshooting application performance problems, analyzing application behavior and 
performing pre- and post- deployment monitoring of application optimization and acceleration services, 
as well as defining and tracking targeted service levels.
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Figure 8-21 shows examples of granular transaction time views that could be generated to help track 
intermittent performance problems.

Figure  8-21 Application Response-Time Monitoring

Figure 8-22 illustrates a live drill-down to an individual conversation.

Figure  8-22 Detailed Application Response Times for a Specific Server/Client

8.7.1.1  Alarms, Packet Captures and Decodes for Troubleshooting

To support isolating intermittent problems, users can set thresholds and alarms on various network 
parameters such as increased utilization and severe application response delays. When a potential 
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problem is identified, the packet stream can be automatically captured and decoded to help resolve the 
problem.

Captures can be performed using a Web browser, and decodes can be viewed through the Traffic 
Analyzer GUI while data is being captured. This helps the user quickly pinpoint and resolve problems 
when troubleshooting. Because NAM typically uses a local Switched Port Analyzer (SPAN) 
configuration to perform a capture, capture traffic does not stress the operational user network.

Figure  8-23 Using NAM to Capture and Decode Packets

8.7.1.2  Analyzing QoS 

NAM supports QoS troubleshooting, through its support of the Differentiated Services Monitoring 
(DSMON) MIB, which monitors traffic by differentiated services code point (DSCP) allocations defined 
by QoS policies.

Using its DiffServ monitoring capabilities, NAM can help identify the hosts, conversations, and 
applications participating in each grouping of DiffServ classes. This information can be used to validate 
and tune QoS allocations in detailed troubleshooting workflows, to detect incorrectly marked or 
unauthorized traffic, and in other troubleshooting scenarios. Figure 8-24 provides a QoS monitoring 
example.
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Figure  8-24 QoS Monitoring Using DSMON

8.8  Configuration Management
The WAN and application optimization solution spans multiple network devices and IOS features. 
However, WAN optimization is only one of the powerful features delivered by those network devices and 
appliances. Because decisions on configuration will need to take place within a wider context, this 
section only briefly outlines the functions and products most central to WAN optimization deployments.

8.8.1  General Configuration Management Functions
General configuration covers the generic, network-wide configuration of devices and IOS features as the 
network evolves.

 • Inventory management helps to enables network operations to maintain a comprehensive, 
up-to-date record of devices and modules on the enterprise network, and to generate tailored 
inventory reports. 

 • Image management helps supports the distribution of software images to the network devices, and 
the maintenance of up-to-date and consistent images with role-based access control.

 • Change management supports the implementation of changes to the network inventory, 
configuration, and images, and reports on current and historical modifications.

 • Network backup supports image and configuration backups and archiving.

 • Compliance support helps enforce enterprise configuration policies, and comply with regulatory 
requirements such as Sarbanes-Oxley (SOX), using predefined, configurable role-based workflows 
and detailed policy and regulation compliance reports.

The CiscoWorks product suite is available to support the general configuration management for 
enterprise users. Refer towww.cisco.com for details.
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8.8.2  Dedicated Configuration Management
Several products and features in the WAN and application optimization solution require dedicated 
configuration management to aid or enable customer the configuration of rich features on non-IOS 
devices, or to increase automation and user guidance for configuring complex IOS features, such as QoS.

Of these, the product most relevant to the WAN and application optimization solution is the Cisco WAAS 
Central Manager. WAAS Central Manager is a scalable, secure, and simple function that runs on WAE 
appliances. WAAS Central Manager provides a centralized configuration mechanism, along with basic 
WAAS deployment monitoring and reporting. WAAS Central Manager can be accessed from a Web 
browser, allowing secure remote management.

More information about these and other dedicated management products are available on 
www.cisco.com.

Figure  8-25 A View of Detailed Application Response Times for a Specific Server/Client








































































































































































































































































	WAN and Application Optimization Solution Guide Cisco Validated Design
	Contents
	About this Guide
	1.1 How This Guide Is Organized
	1.2 Intended Audience

	Customer Challenges
	2.1 Consolidating Data Centers and Server Infrastructure

	WAN and Application Optimization Overview


