




default_keyfile = example.key # name of generated keys
default_md = sha1 # message digest algorithm
string_mask = nombstr # permitted characters
distinguished_name = req_distinguished_name
req_extensions = v3_req
x509_extensions = v3_req

[ req_distinguished_name ]
# Variable name Prompt string
#---------------------- ----------------------------------
0.organizationName = Organization Name (company)
organizationalUnitName = Organizational Unit Name (department, division)
emailAddress = Email Address
emailAddress_max = 40
localityName = Locality Name (city, district)
stateOrProvinceName = State or Province Name (full name)
countryName = Country Name (2 letter code)
countryName_min = 2
countryName_max = 2
commonName = Common Name (hostname, IP, or your name)
commonName_max = 64

# Default values for the above, for consistency and less typing.
# Variable name Value
#------------------------------ ------------------------------
commonName_default = www.cisco.com
0.organizationName_default = Cisco
localityName_default = San Jose
stateOrProvinceName_default = CA
countryName_default = US
emailAddress_default = webmaster@cisco.com

[ v3_ca ]
basicConstraints = CA:TRUE
subjectKeyIdentifier = hash
authorityKeyIdentifier = keyid:always,issuer:always

[ v3_req ]
# Extensions to add to a certificate request
basicConstraints = CA:FALSE
keyUsage = nonRepudiation, digitalSignature, keyEncipherment

# Some CAs do not yet support subjectAltName in CSRs.
# Instead the additional names are form entries on web
# pages where one requests the certificate...
subjectAltName = @alt_names

[alt_names]

Cisco Nexus Data Broker Configuration Guide, Release 2.1    
3

Managing TLS Certificate, KeyStore, and TrustStore Files
Preparing to Generate the TLS Credentials
















	Managing TLS Certificate, KeyStore, and TrustStore Files
	About the TLS Certificate, KeyStore, and TrustStore Files
	Preparing to Generate the TLS Credentials
	Creating the TLS Private Key, Certificate, and Certification Authority
	Configuring the Cryptographic Keys on the Switch
	Enabling TLS for onePK and OpenFlow Switches
	Configuring the NX-API Certificate
	Creating the TLS KeyStore File
	Creating the TLS TrustStore File
	Starting the Application with TLS Enabled
	Providing the TLS KeyStore and TrustStore Passwords


