CHAPTER 3

Starting the VPN Solutions Center Software

Cisco VPN Solutions Center (hereafter referred to as VPNSC) is a network service and management
system that defines and monitors both MPL S-based and 1Psec-based virtual private network (VPN)
services for service providers. VPNSC allows service providers to seamlessly provision and manage
intranet and extranet VPNs. The product provides the aspect of operations management that addresses
flow-through provisioning, service auditing, and Service Level Agreement (SLA) measurement of
IP-based VPN environments.

VPN Solutions Center focuses on provisioning, auditing, and monitoring the links between the
customer’s edge routers through the service providers's network.

Fps If you need to convert a VPN Solutions Center Repository that was created prior to
version 2.0, see the “ Converting a VPN Solutions Center 1.x Repository to 2.0 Format”
section on page 9-1.

Starting the VPN Solutions Center Software

Before you can start the VPN Solutions Center software, you must install the license key (see the
“Installing the VPN Solutions Center License” section on page 3-5). The license key is supplied in the
Right to Use document that is provided when VPN Solutions Center software is purchased.

Asshown in Figure 3-3 on page 3-5, the Install License dialog box displays the number of edge devices
you have alicense for and the number of edge devices currently created. Asyou add edge devices to the
VPNsdefined in the VPN Solutions Center software, the number of edge devices created isincremented.

You can check the number anytime by choosing Tools > License Administration and viewing the
updated number of edge devices created.

When you reach 90 percent of the number of devices you are licensed for, VPN Solutions Center sends
you amessage to alert you to that situation. Cisco Systems strongly recommends that you take measures
to upgrade your license agreement at that time.

Note  When the number of edge devices created equal s the number of edge deviceslicensed, you
receive an email message to inform you. You cannot add any additional edge devices until
you purchase an updated license and install the license key as described in this section.
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M Starting the VPN Solutions Center Software

Step 1

Step 2
Step 3

Step 4

Before you start the VPN Solutions Center software, compl ete these tasks:

If you are bringing up VPN Solutions Center 2.0 for the first time, you must convert your 1.2 Repository
before proceeding. See the “Converting a VPN Solutions Center 1.x Repository to 2.0 Format” section
on page 9-1 for instructions.

Log into the VPN Solutions Center (VPNSC) workstation under your own login name.

To keep the startup operations conveniently organized, open three terminal windows—one window for
the xhost process, one for the VPN Console and Watch Dog, and a third window for Orbix.

In the first terminal window, enter the following command:

xhost VPNSC_hosthame

The VPNSC_hostname parameter is the name of the VPN Solutions Center workstation. This command
configures your system so that the Orbix administrative user (orbixadm) and the VPNSC administrative
user (vpnadm) can communicate with your client system.

Starting Orbix

Step 1
Step 2

Step 3

Step 4

Step 5

Starting the VPN Solutions Center software requires that you first start the Orbix process and then start
the Watch Dog process and the VPN Console as described below. To start the Orbix software, follow
these steps:

Go to the terminal window for the Orbix software.

Log in as the Orbix administrative user (orbixadm).

su - orbixadm

Or if you are logging in remotely, enter this command:
rlogin VPNSC hosthame -1 orbixadm

Change directory to the directory where Orbix isinstalled.
cd /opt/orbixadm/orbix/Orbix3

You are now in the /opt/orbixadm/orbix/Orbix3 directory.
I ssue the appropriate command to source the environment as required for your shell:
C-Shell: source setenvs.csh

K-Shell: . setenvs.sh

Start the Orbix process in the background:

orbixd &
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Starting the VPN Solutions Center Software

Starting the Watch Dog and the VPN Console

Stepl  Go to the terminal window for the Watch Dog and the VPN Console.
Step2  Login asthe VPN Solutions Center administrative user (vpnadm).
su - vpnadm
Or if you are logging in remotely, enter this command:
rlogin VPNSC hostname -1 vpnadm
Step3  Go to the directory where the VPN Solutions Center software is installed.
cd /opt/vpnadm/vpn
Step4  Issue the appropriate command to source the environment as required for your shell.
C-Shell: source vpnenv.csh
K-Shell: . vpnenv.sh
Step5  Set the display variable for the VPN Solutions Center workstation.
C-Shell: setenv DISPLAY VPNSC hostname:0.0
K-Shell: export DISPLAY=VPNSC hostname:0.0

The “VPNSC_hostname” you enter here should be the hosthame used to Telnet to the VPN Solutions
Center workstation.

Step6  Start the application’s Watch Dog processes:
startwd
To stop the Watch Dog process, issue the stopwd -y command.
The Watch Dog log file is at /opt/vpnadm/vpn/tmp/wdl og.

Step7  If you would like to confirm that the servers are running, issue the following command:
wdclient status
If you would prefer to bring up the Watch Dog graphical user interface, issue this command:
wdgui &

a~

Note  These commands are recommended, but are not required in the startup sequence.

The following windows appear (see Figure 3-1).
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M Starting the VPN Solutions Center Software

Step 8

Step 9

Figure 3-1 VPN Solutions Center Watch Dog User Interface
— VPN Solutions Center — Watch Dog .
Name State Generation Exec Time Pid SUCCess Missed
EventSateway started 1 Mon Now 20 15:34:43 PST 2000 2107 3 0
TemplateServer started 1 Mon Moy 20 15:34:43 PST 2000 ] 0
watchdog_perf started 1 Mon Moy 20 15:34:43 PST 2000 2102 3 4]
ReportServerfactory started 1 Mon Now 20 15:3546 PST Z000 2287 2 0
Wpninvserver started 1 Mon Moy 20 1513514 PST 2000 2145 2 0
journal started 1 Maon Moy 20 15:35:14 PST 2000 2151 2 0
DataSetserver started 1 Mon Moy 20 1535016 PST 2000 2168 2 0
LavoutServer started 1 Maon Now 20 15:34:54 PST 2000 2131 3 0
scheduler started 1 Mon Mow 20 15:35:14 PST 2000 2142 2 0
ResourceMar started 1 Maon Now 20 15:35:14 PST 2000 2144 2 0
httpd started 1 Mon Moy 20 15:35:13 PST 2000 2134 2 0
TaskServer started 1 Mon Now 20 15:35:16 PST 2000 2163 2 0
log started 1 Mon MNow 20 15:35:15 PST 2000 2160 3 0
aggregator started 1 Maon Now 20 15:35:14 PST 2000 2143 2 0
trapcatcher started 1 Mon Now 20 15:34.44 PST Z000 2112 3 0
TCServer started 1 Mon Moy 20 1513524 PST 2000 2185 2 0
lock_manager started 1 Maon Noy 20 15:34:44 PST 2000 2114 2 0
verify ReportServer started 1 Maon Moy 20 15:3546 PST 2000 2286 2 0
rimiregistry started 1 Mon Moy 20 15:34:44 PST 2000 2118 3 0
paller started 1 Mon Noy 20 15:34:44 PST 2000 2121 el 0

Created lock_manager server
40.848 PST Created scheduler server
40.8%90 PST Created TGServer server
40.907 PST Created httpd server
40.924 PST Created DataSetScrver server
40.939 PST Created log server

40.982 P5T Created EventGateway server
41.040 PST Created trapcatcher sexrver

.056 PST Created mmiveghstry server

41.098 PST Created ReportServerFactory server
41.114 P5T Created poller server

41.131 PST Created IavoutServer server

41.147 PST Created VpnInwServer server
41.164 PST Created VerifyReportServer server
41.181 PST Created TaskServer server

41.197 PST Created aggregator server

41.214 PST Created watchdog perf server
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For a detailed description of the Watch Dog graphical user interface, refer to the “wdgui Command”
section in Chapter 2, “Watch Dog Commands,” of the Cisco VPN Solutions Center: |Psec Solution User

Reference, Release 2.0.
I ssue the following command to start the VPN Console:

vpnconsole -mode ipsec &

The VPN Solutions Center Security dialog box appears (see Figure 3-2).

Figure 3-2 VPN Solutions Center Security Dialog Box

WYPN Solutions Center Security

Please enter your user name and password:

User Name: [admin |
Password: [ |
| OK | | Cancel |

52899

Enter a valid username and password, then click OK.
The default username is admin. The default password is admin.
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Note

Starting the VPN Solutions Center Software

You cannot change the admin username, but you can change the password for the admin
user. Additionally, you can add new usernames and assign their associated passwords.
The password for the VPN Console must be at least six ( 6 ) charactersin length and no
more than eight ( 8 ) charactersin length. For details, see “User Administration” in
Chapter 9, “VPN Console: Tool Menu,” of the Cisco VPN Solutions Center: 1Psec Solution
User Reference, Release 2.0.

Installing the VPN Solutions Center License

Step 1

Step 2

Thefirst time you log in to VPN Solutions Center, the Install License dialog box appears
(see Figure 3-3).
An edge device is counted only once when it is added to a VPN as an edge device router in an | Psec

network. If another VPN uses an edge device already counted in another VPN, it is not added again to
the license count.

Figure 3-3 Installing the License Key

] |

Wou must enter an IPsec license key before procesding,

Murmber of Edge Devices licensed : .
Mumber of Edge Devices created : 14,

License Key: [130c7010204a787 hEa7B7 dBE7 72

57062

Enter the License Key you received with the VPN Solutions Center software.
Your License Key is supplied in the Right to Use document.
Click OK.

When all the VPN Solutions Center 2.0 serversinitialize, the VPN Solutions Center VPN Console
appears, asillustrated in Figure 3-4 on page 3-6.
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Figure 3-4 The VPN Console

VPN Solutions Center:; IPsec Solution — Jopt/vpnadm /Repository by admin
File Find Setup Provisioning Monitoring Tools

[ Device Inventory

Open-close icon —» & [ Targets

Data pane

i | »

Hierarchy pane T

The VPN Console is organized into two major panes: the hierarchy pane on the left and the data pane
ontheright. The hierarchy pane displaysall the major elementsthat are configured and managed by VPN
Solutions Center and organizes them into three tabs—Devices, Customers, and VPNs.

Click on each tab to see the associated inventory. You can use the open-close icon to view the folders
and their related elements, or to close the folder to hide the subelements if desired. The data pane
displays the windows and dialog boxes invoked when you provision VPNs through the VPN Solutions
Center.

Proceed to the “ Starting the VPN Solutions Center Software” section on page 3-1.
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Shutting Down the VPN Solutions Center Software

Shutting Down the VPN Solutions Center Software

This section assumes that the VPN Solutions Center software is running, and that the software
administrative names—vpnadm and orbixadm—are active. It also assumes that Orbix is running as a
background process. To shut down the VPN Solutions Center software, execute these commands:

Stepl  If the VPN Console is running, close it by choosing File > Exit.

Step2  If the Watch Dog user interface (wdgui) is running, close it by selecting the window, right-click, then
choose Close from the menu.

Step3  From the window where Watch Dog was launched, close the Watch Dog by issuing this command:
stopwd -y
Step4  Log out (exit) from the administrative vpnadm user.
Shutting down Orbix is optional. To shut down Orbix, follow these steps:
Step5  From the terminal window from which you launched Orbix, shut down the Name Server:
killit NS
Step6  Discover the process ID of orbixd:
ps -ef | grep orbixd
Step7  Shut down the Orbix process by issuing this command:
kill orbixd process ID

Step8  Log out (exit) from the orbixadm administrative user.
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M Shutting Down the VPN Solutions Center Software
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