
Installing VTS in High Availability Mode

See the following sections for detailed information about installing VTS in high availability mode.

• Instantiating VTC VMs and IOS XRv VMs , page 1

• Setting up the VTC Environment, page 2

• Enabling VTC High Availability, page 4

• Enabling IOS XRv High Availability, page 6

• Changing the Default Password, page 6

• Modifying OpenStack Plugin and Host Agent Configuration to use VIP, page 6

• Verifying the VTC High Availability, page 7

Instantiating VTC VMs and IOS XRv VMs

Spawn two VTC VMs and two IOS XRv VMs. See Creating an ISO for IOS XRv for bringing up the IOS XRv. In the
IOS XRv system.cfg file, for the field 'VTS_ADDRESS', use the address you have planned for the VTS VIP.
Each VTC should have an IOS XRv that is on the same or different broadcast domain. The two VTCs can be on different
L3 subnet.

Each IOS XRv should have 32 GB of memory and at least 6
vcpu.

Note

At a minimum, you would need to have four IP addresses for VTC - One or VTC1, one for VTC2, one for the public
Virtual IP (VIP), and one for the private VIP, which the other devices on the private network such as IOS XRv and VTF
can reach.

See IOS XRv Day Zero Configuration for High Availability for details about the required day zero configuration.
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Setting up the VTC Environment
You need to set up the VTC environment before you run the high availability script.

Step 1 Edit /opt/cisco/package/vtc/bin/cluster.conf file on both the VTCs.
Both the VTCs must have the identical information in the cluster.conf file.

ncs_port=8080
ncs_user=admin
ncs_pass=admin

vip_public=103.1.1.4

vip_private=11.1.1.20
private_network_interface=eth1

master_name=vtc1
master_ip=101.1.1.4
master_network_interface=eth0

slave_name=vtc2
slave_ip=102.1.1.4
slave_network_interface=eth0

###In the event that a network failure occurs evenly between the two routers,
###the cluster needs an outside ip to determine where the failure lies
###This can be any external ip such as your vmm ip or a dns but it is recommended to be a stable

ip in your environment
external_ip=172.20.100.40

###If you have your vtc's in different subnets, xrvr will need to be configured to route traffic

###and the below section needs to be filled in
###If you have the vtc's on the same subnet, the below section can be skipped

###Name of your vrf. Example:VTS_VIP
vrf_name=

###Ip of your first XRVR. Example: 11.1.1.5
xrvr1_mgmt_ip=

###List of neighbors for XRv1, separated by comma. Example: 11.1.1.1,11.1.1.2
xrvr1_bgp_neighbors=

###Ip of your first XRVR. Example: 12.1.1.5
xrvr2_mgmt_ip=

###List of neighbors for XRv2, separated by comma. Example: 12.1.1.1,12.1.1.2
xrvr2_bgp_neighbors=
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####Credentials for Xrvr
xrvr_user=admin
xrvr_pass=cisco123

###Xrvr ASN information
remote_ASN=100
local_ASN=100

###Xrvr BGP information
bgp_keepalive=10
bgp_hold=30

Note • The Xrvr section should only be filled in if you plan on using VTC1 and VTC2 on different subnets.
Otherwise leave this section blank.

• ncs_port should be left as 8080. The script runs fromVTC and uses localhost. So, HTTPS is not necessary.

• master_name and slave_name has to match the VTC Hostname.

• master_network_interface and slave_network_interface are interface names of VTC1 and VTC2 where
the real IP resides.

• private_network_interface is the secondary interface names of VTC1 and VTC2 on the private network
that IOS XRv is also on.

• vip_private is the VIP for the VTS master's private interface.

Step 2 After modifying the cluster.conf file with the appropriate values for each field, execute the
/opt/cisco/package/vtc/bin/modify_host_vtc.sh script. This will do the following:

• Modify the hostname for VTC1 and VTC2 under /etc/hostname.

cisco@vtc1:~$ more /etc/hostname
vtc1

cisco@vtc2:~$ more /etc/hostname
vtc2

• Change the hostname using the hostname command.

• Modify and add additional entries for VTC1 and VTC2 in /etc/hosts.
/etc/hosts entries are not identical for VTC1 and VTC2. Entry for 127.0.1.1 are different on both
VTC.

Note

On VTC1:

127.0.0.1 localhost
127.0.1.1 vtc1
101.1.1.4 vtc1
102.1.1.4 vtc2

On VTC 2:
127.0.0.1 localhost
127.0.1.1 vtc2
101.1.1.4 vtc1
102.1.1.4 vtc2
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Enabling VTC High Availability
You must run the cluster installer script /opt/cisco/package/vtc/bin/cluster_install.sh on both VTCs to enable
high availability.

Before you run the script you must ensure that you have reviewed the sections above and performed the
tasks listed in them.

Note

Step 1 Run the cluster installer script /opt/cisco/package/vtc/bin/cluster_install.sh on both VTC1 and VTC2 .
$ cd /opt/cisco/package/vtc/bin

$ sudo ./cluster_install.sh

Output from executing the cluster_install.sh would be similar to:

rm -rf ../load-dir/*

rm -f ../*jar/*.jar

cd java && ant -q clean || true

BUILD SUCCESSFUL

Total time: 0 seconds

rm -f java/src/com/tailf/ns/tcm/namespaces/*.java

mkdir -p ../load-dir

mkdir -p java/src/com/tailf/ns/tcm/namespaces

/opt/ncs/current/bin/ncsc `ls tcm-ann.yang > /dev/null 2>&1 && echo "-a tcm-ann.yang"` \

--yangpath ./yang -c -o ../load-dir/tcm.fxs yang/tcm.yang

/opt/ncs/current/bin/ncsc --java-disable-prefix --exclude-enums --fail-on-warnings --java-package
com.tailf.ns.tcm.namespaces --emit-java java/src/com/tailf/ns/tcm/namespaces/tcm.java
../load-dir/tcm.fxs

cd java && ant -q all
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BUILD SUCCESSFUL

Total time: 1 second

Change made to ncs.conf file. Need to restart ncs

Stopping ncs: .

Starting ncs: .

Adding system startup for /etc/init.d/pacemaker ...

/etc/rc0.d/K20pacemaker -> ../init.d/pacemaker

/etc/rc1.d/K20pacemaker -> ../init.d/pacemaker

/etc/rc6.d/K20pacemaker -> ../init.d/pacemaker

/etc/rc2.d/S20pacemaker -> ../init.d/pacemaker

/etc/rc3.d/S20pacemaker -> ../init.d/pacemaker

/etc/rc4.d/S20pacemaker -> ../init.d/pacemaker

/etc/rc5.d/S20pacemaker -> ../init.d/pacemaker

System start/stop links for /etc/init.d/corosync already exist.

* Stopping corosync daemon corosync
[ OK ]

Pacemaker Cluster Manager is already stopped[ OK ]

* Starting corosync daemon corosync

Apr 10 21:08:48 notice [MAIN ] Corosync Cluster Engine ('2.3.3'): started and ready to provide
service.

Apr 10 21:08:48 info [MAIN ] Corosync built-in features: dbus testagents rdma watchdog augeas
pie relro bindnow

[ OK ]

Starting Pacemaker Cluster Manager: [ OK ]

Starting Pacemaker Cluster Manager: [ OK ]

HA cluster is installed

The following step should be run only on the Master VTC, and not on the Slave VTC. Do not execute the
following step more than once.

Before you run this script, ensure that the Master VTC can telnet to both XRv1 and XRv2 using the IP address
provided in the /opt/cisco/package/vtc/bin/cluster.conf file.

Note
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Step 2 On the Master VTC, run /opt/cisco/package/vtc/bin/master_node_install.sh.
When the master_node_install script is finished, you can see both the public and private VIP using 'ip addr'. Now that
the VIP is up, both IOS XRvs will automatically complete their auto-registration.

Enabling IOS XRv High Availability
To enable IOS XRv HA:

Step 1 Connect to each IOS XRv via SSH, and go to /opt/cisco/package/sr/bin.
Step 2 Run setupXRNC_HA.sh DL_IP, where DL_IP is the IP address of the other IOS XRv in the cluster.

Changing the Default Password
If you change your VTC password from the VTS GUI after running the above scripts, you need to run this
script to update HA with the new password.

The following steps should be run on both VTCs.

Step 1 Modify '/opt/cisco/package/vtc/bin/cluster.conf' on both VTC, and change the value for the variable 'ncs_user' with the
new password that was entered in the VTS GUI.
ncs_port=8080
ncs_user=admin
ncs_pass=<New Password>

Step 2 Run the change password script '/opt/cisco/package/vtc/bin/change_ha_password.sh' on both VTC.

Modifying OpenStack Plugin and Host Agent Configuration to
use VIP

Step 1 Modify the /etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini and /etc/neutron/plugin.ini files in the OpenStack
Controller

• Change the URL to point to VTC using the Virtual IP.

   Cisco Virtual Topology System (VTS) 2.0 Installation Guide
6

Installing VTS in High Availability Mode
Enabling IOS XRv High Availability



Edit these files:

/etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini
/etc/neutron/plugin.ini

Edit this section in each file:
[ml2_ncs]
url = https://<Virtual IP>:8888/api/running/openstack

Step 2 Restart the Neutron Server service as well as the Neutron VTS Agent service.
service neutron-server restart

service neutron-vts-agent restart

Step 3 Make the same configuration changes for all the Compute Nodes in the
/etc/neutron/plugins/openvswitch/ovs_neutron_plugin.ini file.
[ml2_ncs]
url = https://<Virtual IP>:8888/api/running/openstack

Step 4 Restart the Neutron VTS Agent service.
service neutron-vts-agent restart

Changing the password and the VIP for Cisco VTS Plugin and VTS Host Agent can also be done using the Host
Agent Installer.

Note

Verifying the VTC High Availability
In a stable HA cluster:

• Corosync and Pacemaker should be running

• There should be a VTC Master/Slave in the Pacemaker Layer

• There should be a NCS Master/Slave (in the NCS Layer) and it must match the Pacemaker status.

• The virtual IPs should be residing in the VTC Master.

To verifying whether the HA cluster is stable:

Step 1 Check if Corosync is running. Run the command service corosync status (run with root privileges)
$ sudo service corosync status

* corosync is running

Step 2 Check if Pacemaker is running. Run the command service pacemaker status (run with root privileges).
$ sudo service pacemaker status

pacemakerd (pid 10316) is running...

Step 3 Check the HA status in corosync/pacemaker layer. Run the command sudo crm_mon -1

• Verify that both VTC are online .

• Verify that one VTC is Master and the other is Slave
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A sample output is given below:

$ sudo crm_mon -1

Last updated: Wed Apr 1 22:53:37 2015

Last change: Wed Apr 1 19:56:02 2015 via cibadmin on vtc1

Stack: corosync

Current DC: vtc2 (1711341828) - partition with quorum

Version: 1.1.10-42f2063

2 Nodes configured

3 Resources configured

Online: [ vtc1 vtc2 ]

ClusterIP (ocf::heartbeat:IPaddr2): Started vtc1

Master/Slave Set: ms_vtc_ha [vtc_ha]

Masters: [ vtc1 ]

Slaves: [ vtc2 ]

Step 4 Check the HA status in NCS level. Run the command show ha-cluster.
A sample output is given below:

admin@ncs> show ha-cluster

NAME STATUS

--------------

vtc1 master

vtc2 slave

[ok][2015-04-01 22:56:16]

Step 5 Check if the Virtual IPs are assigned to the Master VTC. Run the command ip addr.
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