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Search for Multiple Devices
You can search for multiple devices using various fields, operators, and other filters to get the results that are
relevant for your needs. The feature can be accessed by CSRs via the Advanced Search link on the top right
of the screen which opens up the Search Devices portlet.
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Prime Home Operations users can search for multiple devices via the Operations > Device Management
portlet and have the additional abilities to create dynamic or static groups, add or remove tags to groups, and
export or import group information.
Figure 1: Device Management Portlet

Procedure
Step 1

Place your cursor in the Query search field and click either the Space bar or the down arrow to display a
drop-down list of potential search keys.
Note

Click on the Help icon
in the middle of the screen to display a full list of search keys, operators
and other values together with helpful examples. Some useful search queries include:
'Software Version' = '1.02.95' and 'Device Type' = Gateway
Step 2
Step 3
Step 4

'Product Class' in ('DCR8151/24','DCR7151/24') AND 'Hardware Version' LIKE '00*'
Choose a category from the drop-down list.
Next, click on the Space bar or the down arrow and choose an Operator from the drop-down list. The Operator
drop-down list displays different values according to the category you chose in Step 2.
Choose the value from a drop-down list or add in the required value as free text. For example, if you have
selected the FROM operator, use the Space bar or down arrow to give you date options; then, select the TO
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Step 5

operator followed by another date option. Note that you can use the Clear button to delete information in the
Query field.
Click Find. The Search Results are displayed below. Click on a device in the CPE ID column to open the
Device View for that specific device.

Save your searches
In the Device Management portlet, the History tab on the right displays a history of the last search terms that
you used. Favorites are a list of bookmarked searches. You can click on a history search or a favorite search
and then click Find to see the results.

Procedure
Step 1
Step 2

Step 3

In the History tab which shows previous Searches, click on the star on the right of the Search term. A dialog
box opens.
Add in a suitable name and description for this Search and click Apply. The search is now bookmarked.
Administrators have the option to create Favorites for other Users in Prime Home by clicking the Shared
option.
Click on Favorites to see the results of the saved Search. It can be edited or deleted or run (using Find) at a
later date.

Import and Export device information
You can choose to export a csv file of devices from the Search results and use it for analytical or reporting
purposes. Alternatively, you can choose to import a csv file of devices from an external system and use it as
a new search. The file must have all the columns intact in order for it to be a clean import. Note that you are
not importing any actual new data, it's an alternative way to create new search results.
The Export and Import icons are located on the right hand side of the Search Results in the Device Management
portlet. Note that you need to select the required devices before exporting them.

Note

You can choose to export specific information by right-clicking on a column and selecting those columns
which you want to appear in your export file.

Block Chatty Devices
The option exists to block incoming traffic from certain devices. For example, devices that produce a lot of
network traffic and create a temporary load on the system. Select the relevant devices, and in the actions menu
select Block Devices. Traffic from a blocked device will be ignored by the system, and CSR will need to
unblock it via the Quick Actions portlet in order to manage it. Once unblocked, the CSR might have to wait
up to 24 hours to reestablish contact with the device.
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Create Device Groups
You can create two types of device groups in the Device Management portlet - dynamic and static. Dynamic
groups are groups of devices that share the same criteria. The group is considered dynamic since any device
which no longer fills the criteria will not be considered as part of this group; conversely, any device that meets
the criteria at a future time will be considered as part of the group.
Static groups are a list of devices that are manually added and which do not necessarily fit any specific criteria.
Devices can also be deleted at any time from static groups.
There is also the option to tag groups in this portlet. Refer to Create Device Tags, on page 16 and to
Add/Remove Tags to Multiple Devices, on page 16

Note

In the Search Results, click "Select all devices" to select all the devices listed on multiple pages. To select
only those devices listed on the page on the screen, click the check box to the left of CPE ID.

Create dynamic groups via Device Management portlet
Procedure
Step 1

In the Device Management screen, enter the criteria in the Query field and click Find to produce the required
search results.
For information on how to use the Query field in the Device Management portlet, refer to Search for Multiple
Devices, on page 1

Step 2

Step 3

Click the Add Dynamic Group icon
located at the top right of the Query field (See Figure 1: Device
Management Portlet, on page 2).
In the Add Group dialog box, add a name (mandatory) and description (optional) and click Apply.
This new dynamic or static group is added to the list of Groups in the Operations > Groups portlet. Clicking
on the group name opens up a viewing screen.

Edit dynamic groups via Device Management portlet
Procedure
Step 1
Step 2

In the Device Management screen, select the required group in the Groups drop-down on the top right.
In the Query field, edit the query as required.
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For information on how to use the Query field in the Device Management portlet, refer to Search for Multiple
Devices, on page 1
Step 3

Step 4

In the list of groups on the right, select the arrow next to the dynamic group (indicated by
) that you want
to edit and from the drop-down list, select Set Query with Current.
Click OK in the dialog box that appears.
Alternately, if you want to edit just the name and/or description, then select Edit Details and make the required
changes.

Create static groups via Device Management portlet
Procedure
Step 1
Step 2

Step 3

In the Device Management screen, enter the criteria in the Query field and click Find to produce the required
search results.
Click the Add Static Group icon
located to the right of the Search results (See Figure 1: Device
Management Portlet, on page 2).
In the Add Group dialog box add a name (mandatory) and description (optional) and click Apply. This new
dynamic or static group is added to the list of Groups in the Operations > Groups portlet. Clicking on the
group name opens up a viewing screen.
Once a user selects
, the server will calculate the static group only when it is saved. So for example, if
Search yields 1,000 devices and you click on "Select all devices" and "Save", you might expect that 1,000
devices will be in the group. However, if between the time of the search, and the time of the "Save" a device
left the group (or joined it) - the resulting static group will be different than the displayed search.

Edit static groups via Device Management portlet
Procedure
Step 1
Step 2
Step 3

In the Device Management screen, click Groups on the right hand side.
In the list of groups on the right, select the arrow next to the static group (indicated by four squares) that you
want to edit and choose the required action from the drop-down list.
Click OK in the dialog box that appears after you have selected your choice. For example, let's say you want
to add some devices that belong to a different category than the ones defined in your static group.
a) First, run the new query in the Query field.
b) Next, select the devices that you want to add to your static group.
c) Click the arrow next to the required group and select Add Selected Devices.
d) Click OK in the dialog box that appears.
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View Groups
You can view the groups you have created in two places:
• Operations > Groups portlet. In this portlet you can calculate how many devices are part of each group
and how many batch processes are running for each group; as well as deleting groups. Clicking on the
group name redirects you to the Device Management portlet. Clicking on the batch number redirects
you to the Batch Processing portlet.
• Operations > Device Management portlet. On the top of the screen, next to the option to Add Dynamic
group, there is a drop-down list of Groups. Here you can view all the groups, edit details and delete
groups.

Define Configuration Files and Firmware Images
You can define firmware images or configuration files so that you can then download them to your install
base.

Procedure
Step 1
Step 2
Step 3

In the Operations > File Management portlet, click the plus sign. The New File window appears.
Enter the information in the mandatory fields, ensuring that you specify the correct URL for the location of
the firmware image.
Click OK.

What to Do Next
Files can be exported to another system by selecting the Export option from the Actions icon. The files are
exported and imported in text format and contain additional information such as build ID and date and time
of export. Files that have not been edited or altered in any way can also be imported from another system by
selecting the Import option. The import/export feature is useful for working with staging versus production
environments.

Define New File Types
Operators can define new TR-069 file types as needed within Prime Home. Operators can then use these file
types when creating new firmware images or configuration files in the Operations > File Management portlet
to download to their install base.
File types can also be exported to another system by selecting the required file type and then clicking on
Actions
> Export . The files are exported and imported in text format and contain additional information
such as build ID and date and time of export. File types can also be imported from another system but this
must be a clean file that has not been altered in any way.
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Procedure
Step 1
Step 2

In the Operations > File Management > File Types portlet, click the plus icon.
In the New File Type window, enter a name, TR-069 file type and an optional description. According to the
TR069 standard, valid file types and their exact definition are:
• 1 Firmware Upgrade Image
• 2 Web Content
• 3 Vendor Configuration File
• 4 Tone File
• 5 Ringer File
• Any vendor-specific file type that conforms to the format "X <VENDOR> <Vendor-specific identifier>"

Step 3

Click Save.

What to Do Next
It is recommended to perform the add/delete/update file type option during off peak hours. Once you have
completed this procedure, check the File Type drop-down list in the File Management window to make sure
it has been updated.

Create Workflow Templates
Workflow templates allow operators to create a list of common actions that can be reused during different
batch operations without having to manually configure each action for every batch. Instead, operators can
select the workflow template from the list of possible actions when creating a new batch process.
When creating a workflow template, you can specify that it also will be used as a quick action and assign
roles to designate which users can perform the action. Depending on the user, the quick action will appear in
the Quick Action portlet for relevant devices.
Workflow templates can also be exported to another system by selecting the workflow templates and then
clicking on Actions
> Export . The templates are exported and imported in text format and contain
additional information such as build ID and date and time of export. Workflow templates can also be imported
from another system - they cannot be edited in any way before the import. The export/import features useful
for working with staging versus production environments.
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Procedure
Step 1
Step 2

Step 3

In the Operations > Workflow Templates portlet, click the plus icon. Enter a name and description for the
workflow template.
(Optional) To create a quick action for the template, check the Create Quick Action checkbox. Enter a name
for the quick action and specify the device profiles to which it applies. The template will appear in the Device
View > Quick Actions portlet for all devices with the associated device profile.
Three other options can be configured for quick actions:
• The Block Policy field specifies whether the entire page, the portlet or only the URL for the specific
quick action is blocked until the quick action is completed. When only the URL is blocked, users can
perform other actions even though the progress indicator for the quick action is displayed.
• Relevant for Device Profiles specifies which of the device profiles in the drop-down list the template
is relevant for
• Relevant for Roles specifies which of the users in the drop-down list can perform the quick action.

Step 4

To add a batch process action, click the plus icon and choose the action to perform. Specify any additional
information required for the action. For information on Batch Processes, refer to Create Batch Processes, on
page 11
Note
Depending on the configuration of your Prime Home installation, some actions may not be visible.

Step 5

Click Save.

What are Configuration Sets?
Configuration sets enable operators to easily manage device configurations, such as what types of settings
and firmware images a device belonging to a specific group will receive.
Each configuration set contains a list of parameters and expected values that a device should receive upon
various triggers. The values will be configured to the device upon initial connection, and when any change
is made to the configuration set.
Each configuration set can be associated with multiple device groups. The device group defines which devices
will be getting the configuration values that are defined in the configuration set.
Configuration sets offer operators several advantages. Because configuration sets can be modified - you can
add new parameters to a configuration set or change the values of parameters at any time, and Prime Home
will automatically configure the new parameter or value to all devices in the device group. Additionally, new
devices added to a group will automatically receive the correct configurations.
You can also configure a parent-level set of configurations that are applied to all devices in a group, then
subsets of configurations for a more narrowly defined group of devices. An example for grandparent/parent/child
level configuration sets can be seen for devices in different areas of a larger geographic location. For example,
a "grandparent" configuration set for the New York metropolitan area, a "parent" set for New York City, and
a "child" for the borough of Manhattan.
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Note

Configuration set values override Device Profile values.

How to set up Configuration Sets
Action/Option
Priority

Description
The configuration sets are numerically ordered
according to the priority that they are "run" on the
devices.
You can change the display order of the sets in the
screen by clicking on the arrow. If you want to change
their priority, you need to "drag and drop" the sets as
needed.

Actions (at Root Level)
Add New

Add a new configuration set and set it up as required.
See Create Configuration Sets , on page 10

Import

Import configuration sets in addition to existing sets.
You must import a "clean" configuration set (i.e. one
that has not been edited)

Export

Export configuration sets.

Replace All

Import configuration sets that overwrite existing
configuration sets.

Collapse/Expand All

Collapse or expand for viewing ease.

Actions (at Parent level)
Add Subset

Add a new configuration subset and set it up as
required. See Create Configuration Sets , on page
10

Replace Subset

Import child configuration set which overwrites
existing child configuration sets.

Import Subsets

Import configuration subsets in addition to existing
subsets.

Clone

Copies the configuration set with all its settings so
you can create a new one based on the copied content.

Cisco Prime Home User Guide 6.5.1
9

Operations and Monitoring
Create Configuration Sets

Action/Option

Description

Export

Export configuration sets. The configuration sets are
exported and imported in text format and contain
additional information such as build ID and date and
time of export.

Activate/Deactivate

Can enable or disable a set (and subsets). All subsets
of an inactive parent configuration set will also be
inactive by inheritance. However, an active parent
set can have both active and inactive subsets.

Delete

You can only delete a stand-alone configuration set
or a subset. You cannot delete a parent configuration
set that has subsets.

Create Configuration Sets
A parent level configuration set contains the configurations applied to all groups associated with the set. You
can also create subsets at the "child" or "grandchild" level; the device group will inherit all the configurations
from the "parent" level and the "grandparent" level if exists.

Procedure
Step 1

Step 2
Step 3
Step 4

In the left column of the Operations > Configuration Sets portlet, select Actions
> Add New for a
parent level configuration set, or right-click on the parent and select Add Subset for a child level configuration
set.
Assign the configuration set a unique name and optional description. Note that these can be edited later.
(Optional) Move the configuration (sub)set to a different parent or to a stand alone level. In the Inheritance
From field, click the Edit icon, select the required set or stand alone (None) level and click OK.
Associate the configuration set with one or more groups. In the Associated Groups area, select one or more
groups from the drop down list and then click OK.
• You can choose one or more groups in the same action. A device will receive the configurations in the
configuration set only if it belongs to all groups in the pairing.
• You can create two or more rows of groups associated with the configuration set. A device receives the
configurations if it belong to all groups in either row of groups.

Step 5

Assign parameter values to the configuration set. For each parameter:
a) In the Configuration tab, select Actions > Add New.
b) In the Parameter field, specify the parameter to add to the configuration set, define the parameter's value,
and then click OK.
c) (Optional) Select Run Separately. When enabled, each parameter will be executed in a separate SPV
command so that its success is not dependent on other parameters.
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The Inheritance field shows whether this is a parent level configuration set or a subset that "inherits" the
definitions from the parent level.
Step 6

(Optional) Turn on notifications for one or more parameters in the configuration set. When notification is
activated, the device sends a notification to the ACS when a parameter's value is updated:
a) In the Notifications tab, select Actions > Add New.
b) In the Parameter field, specify the parameter, define the notification value, and then click OK. Values
are:
• Off: no notification (default)
• Passive: notification sent the next time the device connects
• Active: notification sent immediately

Step 7

To add firmware images to the configuration set, in the File Management tab, select Actions > Add New.
Next, select the file to add to the configuration set, and then click Save.
You can specify more than one file. However, you should reorder them according to priority. When two or
more files are included in the configuration set, Prime Home downloads the files in the order they are listed
in the tab, beginning with No. 1.
Note

Step 8

The File Management tab is only supported in specific customized setups.

To add software services to the configuration set, in the Software Services tab, select Actions > Add New.
Next, select the software service to add to the configuration set, ensure it's set to Enable and Install and then
click Save. Add as many services as needed. You can also uninstall from here as well.

Create Batch Processes
The Operations > Batch Processing portlet enables you to define and schedule batch processes on a group
of devices.

Procedure
Step 1
Step 2

Step 3

Click the Add link. Enter a name and description for the batch process.
From the Group drop-down menu, select the group on which you would like to run the batch process. When
applying a batch process to several groups, you can select all groups, then exclude specific groups from the
process.
By default, the batch process is event based and will be triggered the first or next time the device connects to
Prime Home or initializes. To change the trigger, click Change. A dialog box appears with the following
additional options:
• Event based: Select Settings to change the event settings. To configure the batch action to retry the batch
process upon failure, check the Retry on Failure checkbox and specify the maximum number of retries.
You can also add or delete events that trigger the batch.
Note
Using the Retry on Failure option ensures that Prime Home will re-attempt the batch process
in instances in which the batch process failed because it was triggered by a reboot.
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• Time based: This option provides a calendar to select the date and time for the batch to run. It also
provides the option to repeat the batch run on a daily, weekly, or monthly basis.
• Apply Only Once: This option runs the batch on each device only once in case of success.
• Immediate: This option runs the batch immediately after submitting it.

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Select your preference and click Apply.
(If enabled) If you scheduled a time-based batch, you can configure Prime Home to send a notification upon
successful completion of the batch process. In the Mail Recipients field, type the email address of one or
more recipients of the notification, separated by a semicolon. If, instead, you want to disable notification,
uncheck the notification Enable checkbox.
In the Actions area, choose the action to perform. Specify any additional information required for the action.
For a complete list of actions, refer to Batch Process Actions, on page 12
To add additional actions to the batch operation, click the plus icon. When defining multiple actions, you can
change their order of execution within the batch process using the up or down arrows.
Use the Filtering option to specify a specific time frame for running the batch operation. This helps you
control the load on the system.
Use the Throttling option to set the execution rate of scheduled batches; that is, how many devices are
processed by the batch engine per hour.
Click Save to save the batch operation (without running it) and return to the list of processes. Alternatively,
click Save and Submit to save the batch operation and begin running it.

Batch Process Actions
The following Actions can be used when creating batch processes. Note that not all Actions may be available
according to customer and version specifications.
Action

Description

Add Object

Adds an additional instance to a TR-069 multi-instance parent object. For example,
add a port mapping rule instance to the
InternetGatewayDevice.WANDevice.4.WANConnectionDevice.4.WANIPConnection.4.PortMapping
parameter, which defines how the router should handle a packet arriving from the WAN
connection at a pre-defined port in either TCP or UDPX.

Assign device
domain

Assigns devices to specified domains. This is useful for assigning users groups with
these domains for better division of labor.

Assign device
topology group

Maps the topology of the customer install base to allow for Cross-Device Alerts featue

Attach /remove
device tag

Adds or removes a device tag

Backup Online
Device

Performs a backup of device configuration settings.
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Action

Description

Clear AMS sample Removes the AMS sample from the device.
CLI Commands

Enables you to perform a set of CLI commands remotely. Applicable to supporting
gateways only.

Enable Debug Log Enables or disables the Debug Log collection from STBs.
Collection
Factory Reset

Resets the device to its factory defaults as per TR-69 standards.

Factory Reset to
Default Values

Resets the device to its factory defaults for specific devices only.

Factory Reset to
Default Values
Retain Recording

Restores STB to default values but user's DVR records remain in the system

File download

Downloads file

File Upload

Uploads file

Firmware Upgrade Firmware upgrade
Format Disk

Prepares the hard disk for its initial use.

Get Parameter
Value

Retrieves a specific TR-069 parameter's value from the gateway. Write the beginning
of the parameter name and a drop-down list appears with all the possible options. Click
the '+' button to retrieve additional parameter values.

Get Parameter
names and values

Retrieves a TR-069 "parent" parameter and all the "child" parameter names and values
listed underneath it. Note that choosing this option deletes the history and may result
in loss of data. Applicable for certain parameters in STBs only.

Mark as "requires
backup"

Marks a new device and tags it for inclusion in the backup process

Partial Factory
Reset

On an STB, this resets the settings but retains the records. On a gateway, this resets the
settings but retains the wireless settings.

Reboot

Reboots the device.

Remove object

Removes object.

Send Device
Command
Workflow

Sends SPA, SPV, GPV, GPNV to new device.

Send Device
Configuration
Workflow

Sends Configuration Sets and device profiles settings to new devices.
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Action

Description

Set Debug Log
Details

Sets the Debug Log URL to send the debugging information to.

Rediscover
parameter tree on
value change

Sets the value change in the Triggering section via the parameter name. Select a parent
parameter to retrieve all the values. For example - set this field such that when the
software version is changed, all devices data models are updated.

Set Device AMS
Sample

Assign AMS sample to several devices

Set Notification

Configures a trigger for the gateway to notify Prime Home of a change in a parameter's
value. This can be Active, Passive, or Off.

Set Parameter
Value

Configures a specific TR-069 parameter's value. Select this action to add text fields for
entering the parameter's name and its new value. Additional parameter values can be
configured by clicking the '+' button.

Service operation
Workflow

Installs or uninstalls software services to device groups

Software Module
Install and
Uninstall

Installs or uninstalls software modules to device groups. Can update after modifications.

Run and Monitor Batch Processes
You run or monitor batch processes after you create them through the Operations > Batch Processing portlet.
The portlet contains a search filter that allows you to search for a batch process by name, group, events,
time-based, owner, or actions. The process state can be draft, pending, running, paused, completed, canceled,
failed or ALL.
After a batch is submitted, other actions become available. The Operations column in the Batch Processing
portlet allows you to pause, resume, or cancel a batch operation.
You can also delete a batch operation even after it has been submitted.
To view information regarding a batch operation, click the link for the batch. This opens a page that provides
statistics and job execution details, including the success rate, and the number of devices and runs that were
affected by the batch process (where relevant). You can click the appropriate button in the Batch Status area
to run, pause, or cancel the batch operation.
For recurring batches, there is an additional combo box that displays statistics for previous batch executions.
For example, for a daily batch you could use the combo box to see statistics on the same batch execution from
two days ago.

Cisco Prime Home User Guide 6.5.1
14

Operations and Monitoring
Edit Batch Process

Note

Total runs refer to the number of times the process was run (whether on a single device or multiple devices).

Figure 2: Batch Processing

To view detailed information for the devices in the batch, click the pie chart in theJob Execution Details
area. This takes you to the Operations > Device Management page with the relevant devices.

Edit Batch Process
Once you create a batch process, you can edit it in any state, but you cannot change the trigger type on a batch
that already has been submitted.
To edit or view details for a batch process, in the list of batches in the Operations > Batch Processing portlet,
click the edit icon for the appropriate batch process. Make the necessary changes and click Save.
You can edit the following fields based on the trigger type or status:
• Event-based: Name, Description, Group/Excluded Groups, Default Event Options, Filtering, Actions.
• Time-based: Name, Description, Notified Users, Notification Enabled
• Completed/cancelled/ failed batch: Name, Description

Upgrade a Group of Devices
Below are the steps to upgrade a group of devices in one batch job.
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• Step One - Find relevant devices. See Search for Multiple Devices, on page 1
• Step Two - Create a group of devices. See Create Device Groups , on page 4
• Step Three - Define a firmware file. See Define Configuration Files and Firmware Images, on page 6
• Step Four - Define a batch process. See Create Batch Processes, on page 11
• Step Five - Run the batch process. See Run and Monitor Batch Processes, on page 14

How To Label Devices for Easy Identification
In addition to the ability to add a tag to an individual device in the Device View portlet, you can also add tags
to multiple devices. The following steps show you how to create and apply tags.
Step One - Create a tag. See Create Device Tags, on page 16
Step Two - Apply the tag. See Add/Remove Tags to Multiple Devices, on page 16

Create Device Tags
The Operations > Tags portlet displays both system tags and Operator defined tags that can be added to
devices and groups of devices. Tagging helps you easily identify devices and groups of devices.
Tags can also be exported to another system by selecting the required tags and then clicking on Actions
> Export . Tags can also be imported from another system. Make sure that the imported files have not been
altered in any way. The export/import feature is useful for working with staging versus production environments.
Use the following procedure to create tags.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5

Click the plus icon in the Tags screen. An Add Tags field is displayed.
Add a tag name. You can also use the dropper on the left to choose a color for your new tag.
Choose either to make the tag visible (that is, searchable) or hidden. Note that certain tags are used by internal
workflows and should not be used by the CSR.
Click OK. The new tag is added to the display list. You can edit or delete this tag at any time.
Click on the Calculator icon to display the number of devices that are associated with this tag.
Now, you can add the tag either to a single device as shown in this section Apply Tags to Devices or to several
devices as shown in this section Add/Remove Tags to Multiple Devices, on page 16.
Note

Deleting tags is not
recommended.

Add/Remove Tags to Multiple Devices
The option to add or remove tags to multiple devices is located in the Search Results area of the Device
Management screen. This option allows you to further identify devices within a group.
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Procedure
Step 1
Step 2

Perform a search for devices.
In the Search Results of the Device Management screen, select the required device(s).
Click Select all devices to select all the devices listed on multiple pages. To select only those devices listed
on the page on the screen, click the check box to the left of CPE ID. Alternatively, select one or two devices
by clicking only their check boxes.

Step 3
Step 4

To the right of the Search Results field, click the tag option. The Attach/Remove Tags window appears.
Select the required tags and click the arrow to move into the next column. Make sure you have selected Attach
or Remove above as required.
Click Apply. Note that in order to see the results reflected on the screen, you need to click Find.

Step 5

How to Back up, Restore, and Clone
The ability to back up settings, clone them and restore settings from backup is an optional feature and is
configuration dependant. Prime Home can retrieve up-to-date settings of various configuration items (such
as wireless configuration, WAN, port mapping, and so on.), and store the configuration in its database. Backup
takes place automatically after one of the following trigger events:
• Firmware Upgrade
• Changes carried out by Prime Home user
• Changes carried out in NBI
In addition, you can choose to back up the device settings any time by clicking the Backup Now option.
At any stage in the future, you can choose to restore the configuration settings from any of your saved backups.
This may be useful during customer calls reporting certain issues that can best be fixed by rolling back to a
'safer' version.
Restore can be carried out manually by clicking on the rounded arrow icon and following the instructions.
You will see a success message following a successful rollback and, in addition, a message will also appear
in the Logs.

Note

This feature is for supporting device types only.

Clone Configuration from a Backup
You can clone configuration settings from one device to another or you can clone a backup and put it onto
another device. This can be useful for new device setup. Always make sure to clone from a compatible device!

Cisco Prime Home User Guide 6.5.1
17

Operations and Monitoring
Clone from Current Device

Procedure
Step 1
Step 2
Step 3

Step 4
Step 5

Navigate to Device View > Backup & Restore.
Click on the Clone icon on the right of the required backup version.
In the Target Device ID in the pop-up window, enter the CPE ID of the device you want to clone onto. (To
see a list of CPE IDs - perform a search in the Operations > Device Management screen.) Click Search and
the device is displayed.
Click Apply and wait a few minutes. A success message appears at the top of the screen following a successful
rollback.
Navigate to the Activity Logs for the confirmation message which contains more details.

Clone from Current Device
Procedure
Step 1
Step 2
Step 3
Step 4

Click on the Clone From option on the top right of the screen.
Type in the CPE ID of the device that you want to clone onto. (To see a list of CPE IDs - perform a search in
the Operations > Device Management screen). Click Search and the device is displayed.
Click Apply and wait a few minutes. A success message appears following a successful clone procedure.
Navigate to the Activity Log portlet to see a confirmation message with more details.

Restore Configuration
You can choose to restore the configuration settings from any of your saved backups at any given time. This
may be useful during customer calls reporting issues that can best be fixed by rolling back to a 'safer' version.
Restore can be carried out by clicking on the rounded arrow icon to the right of the backup and following the
instructions. A success message appears following a successful restore and, in addition, a message appears
in the Logs.

Detect Problems across Several Devices (Cross-Device Alerts)
You can detect problems that are persistent across many devices and use this information for more effective
troubleshooting. The Cross-Device Alerts portlet displays alerts when Prime Home detects problems by
cross-referencing numerous devices in a certain area. For example, when a substantial number of devices
experience connectivity issues, the problem is most likely regional, and an alert is issued providing the relevant
information. This portlet displays alerts issued in the past 90 days, and refreshes every minute.
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Note

This feature requires custom integration with the Service Provider and therefore may not be available on
your system.

View Device Statistics
The Statistics tab in the Prime Home GUI provides the Administrator with a visual display of important
statistical information for analysis and other purposes.
The New Devices portlet under the Statistics tab displays new devices added to the Prime Home management
system - by hour/day/week/month in a bar graph format. Clicking on a bar takes you the Device Management
screen where a full list of devices for this bar's criterion is displayed.
The Device Distribution portlet under the Statistics tab displays connected devices according to the following
criteria: type/manufacturer/software version/tags. Clicking on a slice of a pie chart redirects you to the Device
Management portlet where a full list of devices for this sector is displayed.

View Device Operations
The Device View > Device Operations portlet displays the following types of information for the selected
device (gateway or STB), according to the selected tab:
• Groups: groups associated with the device.
• Batches: batch processes associated with the device, including the current state of the batch operation.
• Configuration Sets: list of configuration sets that the device has been provisioned with.
• Configuration: full and complete list of parameters taken from all configuration sets and system defaults
that are applied to this specific device.
• Notification: parameters provisioned to the device, the type of notification sent to the ACS when a
parameter's value is updated, and the source of the configuration (device profile or configuration set).
If the notification is passive, notification is sent the next time the device connects; if it is active,
notification is sent immediately.
• Firmware Images: list of software images
To view more detailed information about a specific group or batch process, click the relevant group or batch's
link.

View Software Inventory
You can view software modules installed on gateway devices and all other external devices connected to the
gateway, via the Software Inventory portlet located under Device View for the specific gateway.
This is supported on specific gateways only.
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Configure TR-069 Parameters (Gateway and STB)
TR-069 is a remote management protocol, defined by the Broadband Forum. Prime Home uses TR-069 to
communicate and configure its client devices. In return, the deployed devices update the Prime Home database
with their current state. This two-way communication between the management system and its deployed
devices is the very foundation of the entire system concept.
The Device View > Parameters portlet enables CSR level 2 and above to access and configure the device's
parameters. The search function's auto-completion feature provides an easy method of searching for a specific
parameter. For example, enter "interval" in the search field, and select
InternetdeviceDevice.ManagementServer.PeriodicInformInterval.
Note that the left column indicates the parameter's location in the TR-069 tree formation. Some TR-069
parameters are writable. You can edit the value by clicking the Edit button, changing the value, and clicking
Apply. Additional details displayed in this section include:
• Updated: The time since the value's last update.
• Description: A description of the TR-069 parameter.
• Type: The type of the parameter, for example, string, unsigned int, IP address, and so on.
• Notification: The trigger for the device to notify Prime Home of a change in the parameter's value. This
can be:
• Active: The notification is sent immediately after the parameter is changed.
• Passive: The notification is sent the next time the device connects to Prime Home.
• Off - No notification.
You can click Retrieve, or Retrieve Sub-tree where relevant, to display the most up-to-date parameter values
from the device.
The Recently Viewed section displays a list of the TR-069 parameters that you have viewed, with links for
viewing them again.

Note

Parameters can be exported as a csv file.

Tracing Sessions (Gateway and STB)
The CSR can track all communication between a device (both a gateway and a set-top box) and Prime Home
via the Device View > Sessions Trace portlet.
Choose the Duration (default is one hour) and click Start to begin the trace session. Both trace sessions that
are in progress and sessions that are completed appear in this screen with various identifying details. This list
is fully searchable and sessions can be deleted if needed.
In addition, you can export the trace session files for further analysis and troubleshooting.
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Define AMS Samples (STB)
The Operations user can configure STBs to provide Audience Measurement System (AMS) samples. These
samples provide useful statistics on user activity, which can then be analyzed for further sales and marketing
purposes. Each STB is assigned to a single sample.
The samples are created in the Operations > AMS Samples portlet.
The following parameters are available for each AMS sample:
Name

Description

Sample ID

Sample group that the STB belongs to. Note that 0 means that AMS sampling is
disabled.

Minimum Live Viewing Logs a program that the user watched - if it falls within the time frame set by this
Duration
parameter.
Minimum Playback
Duration

Logs a playback event that the user watched - if it falls within the time frame set
by this parameter.

Minimum Speed
Change Duration

Logs a speed change event - if it falls within the time frame set by this parameter.

Event Classes ID

Defines the class of events that the AMS should log.

Forward Method

Defines when the AMS feature forwards its data to the headend. This can be either
time based or event based.

Forward Recurrence

Defines how often the AMS feature forwards its data. This can either be based on
a time interval or a set number of events.

Forward Randomization Defines randomization depth.
Forward Timeout

Period of time after which the feature times out and does not send data.

Forward URL

Defines the AMS Proxy URL

Forward If Empty

Determines whether AMS will connect to the AMS Proxy even if there is no data.

Manage Software Services
The Operations user, utilizing TR-157 standards, can create services for specific devices. Each service comprises
different modules which can also be configured via the UI. These services and modules can be defined via
the Prime Home UI (or via NBI) and applied in one of the following ways:
• Directly to the device. See Apply Services to Device
• Via Batch Action. See Create Batch Processes, on page 11
• Via Configuration Sets. See Create Configuration Sets , on page 10
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Note

This feature is for supported devices only.

Create Software Modules
In order to create a service for the device, you first need to create the required modules.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Navigate to Operations > Software Modules.
Select Actions
> Add New.
Fill in the required fields (Friendly Name, Name, Vendor). Note that Vendor and Name must be exactly the
same as that contained in the software module being downloaded by the device.
Select the Autostart checkbox if you want the software module to automatically start once it's been installed
onto a device. Note that for some devices this is the default behavior.
Click the Add button to add in different versions as required. At least one version is required.
Important
Make sure that the versions entered here match the versions in the module package.
Fill in the required paths (Version, Download Path) for each version. Make sure to select one of the versions
as preferred (which will make it the default version to be used for that module).
Click Save.

Create Software Services
Once you have created the required software modules, you need to create a Software Service to contain the
modules. Note that after a service is associated with a device or a configuration set, the corresponding modules
can still be edited, but new modules cannot be added and existing modules cannot be deleted.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Navigate to Operations > Software Services.
Select Actions
> Add New.
Fill in the required fields (Name, Version). The Version is for your own benefit to keep track. The Description
field is optional.
In the Software Modules section, choose a Vendor from the drop-down list.
Place your curser in the Module field and select the required module from the drop-down list. You can only
choose one version.
Click Add New on the right of this field. The module appears in the list below with an extra Version field.
This refers to the versions that were added in the Software Modules screen. Note that choosing Preferred
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Step 7
Step 8

(x) means that if you change the Preferred Version in the Software Module to a different version, the change
occurs here too.
Keep adding the necessary modules that are part of this Service.
Click Save.
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