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Open Source License Statement
Cisco Prime Home may contain, in part, certain free and/or open source software ("Open Source") under
separate license terms. Examples of such licenses may include all versions of the GNU General Public License
(GPL), GNU Lesser General Public License (LGPL), BSD license, MIT license, Mozilla Public License,
Eclipse Public License, Apache license, and others. To find specific information regarding the Open Source
in your product, including copies of the applicable license documentation and related information, go to: (i)
for North America http://www.cisco.com/web/consumer/support/open_source.html, or (ii) for outside North
America http://www.cisco.com/web/consumer/support/open_source.html#international. Once at the site,
search for the product listing and click the related items identified.

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information, see What's New in Cisco Product Documentation, at: http://
www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html.
Subscribe to What's New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service.
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Introduction to Cisco Prime Home
Prime Home is a remote management system that provides service providers with the solution they need to
control gateways, set-top boxes and other types of customer premise equipment (CPEs), as well as broadband
voice and video services. Based on a holistic management approach and leveraging standards, Prime Home
delivers extended visibility across the network and enables service providers to manage and control anything
from a single CPE to the entire connected home, to devices at the service level.
Because it is access-network agnostic, Prime Home can be used by service providers regardless of their access
technology. Its modular, flexible design enables service providers to tailor Prime Home to meet their exact
needs. And, as more functionalities and devices are introduced into the home network environment, new
support scenarios are added constantly to ensure that Prime Home meets service providers' ever-evolving
requirements.
Prime Home provides operations staff with a real-time, detailed view of the entire CPE population. Operators
can manage devices on their networks in real time for problem solving and offline for ongoing engineering
activities.
Prime Home's customer support representative (CSR) application provides CSRs with the data and tools
necessary for quickly identifying and resolving problems remotely. These extensive visibility capabilities
reduce support call duration and streamline support call responses. Most problems, including problems that
in the past typically required a technician's visit to the customer's home, can be solved during the initial support
call.

Audience
This User Guide is intended for the CSR , but also covers advanced actions intended for the Prime Home
administrator. Each user should be familiar with the scope of his or her role, in order to find the relevant
information from this manual.
The main service provider users are outlined below, followed by the benefits Prime Home provides them.
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• CSR - Primarily positioned at an analysis standpoint, this user level provides mainly read-only capabilities,
along with a basic set of actions such as booting a device, restoring factory defaults, and so on.
• Technical Helpdesk - As a senior CSR, a user at this level can perform device configuration in order
to resolve problems. This user level provides:
• An intuitive top-down view designed for quick problem resolution.
• Comprehensive information on the subscriber's environment.
• Information organized for quick root cause analysis of problems.
• Operations - The Operations user has the ability to perform configuration of mass devices, as well as
create and view system reports. His or her main goals are on-going maintenance, configuration and faults
investigation, and mass management tasks. This user is usually responsible for running reports and
viewing statistics as well.
• Administration - The Administrative User has all available permissions. This user is capable of
performing system wide configuration of Prime Home.
The Prime Home administrator can "build" the Prime Home GUI using portlets creating a user role that is
associated with a type of user. For example, a user that can only view information in the portal but not change
it, or an administrator that can use the portal to perform advanced actions.
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Prime Home User Interface
• Logging into Prime Home, page 3
• Landing Page - Dashboard, page 4
• Navigate through Prime Home, page 5
• Pull up Customer Details on Screen, page 5

Logging into Prime Home
The following procedure shows you to how to access the Prime Home system.

Procedure
Step 1

Open your browser and enter the Prime Home server's URL.
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The Login screen appears.
Figure 1: Prime Home Login

Step 2

Enter your username and password, and click Sign In. The main Dashboard appears.

Landing Page - Dashboard
The Dashboard page is designed as a 'landing page' (i.e. during "idle" mode - when the CSR is not in a support
call). The most recently managed devices are displayed here after you log in. Refer to Search for Multiple
Devices, on page 39
The Dashboard tab includes the following menu options:
• Dashboard - Displays recently managed devices specific for each user that is logged in.
• Search Devices - This screen allows the CSR to search for multiple devices. Refer to Search for Multiple
Devices, on page 39
• Households - This screen displays predefined households which can contain several devices. Refer to
Manage Households, on page 7

Note

Customers with a special license have access to a Language portlet on the Dashboard. Clicking on the
relevant flag displays all the UI menus, tabs, fields, error messages, and other strings in the required
language.
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Navigate through Prime Home
Prime Home uses highly-sophisticated portal technology for its web-based system. The portal is provided to
the user as a web page on a standard browser, from which a multitude of actions can be performed. The portal
is actually a dynamic framework of portlets, which are functional elements with a graphical representation.
This modular concept enables building a highly-versatile, web-based system, catering to a wide range of
requirements and applications.
Prime Home is divided into tabs - each representing a specific management module with menu options on
the left hand side. The available tabs are as follows:
• Dashboard - contains generic portlets that are not bound to a specific customer
• Device View - includes tools for analyzing and resolving customer issues for a single device
• Operations - contains functionalities for working on many devices at a time such as device group
creation, batch operations, and so on (for Operations users only)
• Reports - contains ability to schedule reports and view generated reports
• Administration - includes capabilities such as user management.
• Statistics - displays dashboard that allows users to understand the state of the system at a glance
• System - holds configuration and troubleshooting options for Cisco internal staff only
You can control the content in the tables as follows:
• Choose the number of items to be displayed on the screen
• Choose which columns to be displayed on the screen by right clicking on the column and selecting the
ones you want to display
• Columns themselves are resizable by dragging the column borders with your cursor.

Pull up Customer Details on Screen
There are several ways to quickly access customer's device information in Prime Home.
• Search field on the top right of the screen. You can either search by household or by device using various
identifiers.
• Advanced Search link on the top right of the screen. For further information refer to Search for Multiple
Devices, on page 39
• Deep Linking: customers also have the option to go straight to a device or household using a "deep link".
• Clicking on Household in the Dashboard menu to view a list of all user defined households in the system
and then click on the required household.
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Note

The device that you search for will be displayed in the Recently Managed Devices portlet in the Dashboard
with the Search key that you last used. Next time you log in, you will see the devices that you searched
for displayed here. Note that each user only sees the devices in this portlet that he/she searched for.
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• Manage Households, page 7
• Household View, page 7
• Adding Devices to Households, page 8

Manage Households
A household is usually composed of several devices (for example, a gateway, an STB, and several IPCs) that
sit in one physical location.
The Households portlet under the Dashboard tab contains a list of households. CSRs can add or delete
households in this portlet. Each household has a unique ID, first and last name and corresponding email. A
search capacity allows you to easily filter and find the household you are looking for.
Clicking on the required household redirects you to the Household View screen where you can view each
device (gateway or STB) and its corresponding portlets.
To associate devices with a household, refer to Adding Devices to Households, on page 8

Household View
After clicking on a household name from the Household portlet or entering the qualifying ID in the search
field, the Household View screen displays. This contains the following three portlets:
• Household View - Graphical representation of customer's household setup with devices
• Alerts - List of alerts for all devices
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• Household Properties - Editable properties (first and last name and email) and Metadata (key and value).
You can associate/disassociate devices in this portlet. Refer to Adding Devices to Households, on page
8
Figure 2: Household View

Adding Devices to Households
In the Device View > Household View > Household Properties portlet, an Actions icon allows you to add
or remove devices from a Household.

Procedure
Step 1

Click on the Actions icon

in the Household Properties portlet and select Associate Devices.

Step 2

In the Associate Devices pop up box, enter the CPE ID of the required device and click Search.
It might be helpful to switch to the Device Management screen and perform a query to find the device you
need and copy the CPE ID for this step.

Step 3

Once the device appears in the search box, select it and click Apply.
The Household View portlet refreshes to display the new device(s) that you added.

Removing Devices from Households
Select Disassociate Devices from the Actions icon. In the Disassociate Devices pop up box, select the device
you want to remove and click Apply.

Cisco Prime Home User Guide 6.5.1
8

CHAPTER

4

Viewing Gateway Data
• Device View, page 9
• Quick Actions, page 11
• Home View, page 12
• Alerts, page 12
• Device Properties, page 12

Device View
Note

While every possible effort has been made to ensure accuracy, the following sections of this Guide may
differ slightly from your product, as it is subject to version specifications.
Once a gateway is located using the search box, the Device View screen appears, displaying a comprehensive
view of the gateway's settings. You can also click on the device in the Recently Managed Devices section to
reach this view.
For each individual device - the following portlets are included:
• Device View - Visual look at customer's device
• Alerts - List of Alerts for device
• Home View - Graphical network map (for Gateways only)
• Quick Actions - Allows you to perform actions such as: Rebooting, Upgrading, Resetting Factory Values
• Device Properties - List of properties include hardware and software versions
• Device Tags - Allows you to add tags (identifying labels) to your device
The device navigation menu on the left column simplifies browsing through the gateway's different aspects
and features. On the top left of the screen the device is displayed from the front, and (optionally) displays
additional meta data about the device taken from either the provisioning record kept in Prime Home (e.g. PPP
username) or from the device's parameters such as the device's unique identifier (e.g. Serial Number, MAC
address etc.) and other identifying features.
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The specific Device View portlet displays a graphical representation of the rear panel of the gateway, providing
a real-life image of the gateway and its connections. Technical status information such as connection, up time,
and WiFi statuses are presented.
Figure 3: Device View Portlet

Supported connection statuses are:
• Connected - The device responded to a connectivity check initiated by Prime Home and connected
successfully. You can retrieve the current status of the device by clicking the Check Now link.
• Not Connected - The device failed to respond to a connectivity check and did not establish a connection
with Prime Home.
If the device is not connected, the last connection time will be shown here
In addition, major device capabilities, such as Firewall, WAN, and Wireless, are represented by icons that
display information on their status and provide a quick glance at alerts that were collected by the device. Click
on an icon to be directed to a screen with further details.
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Note

Firewall is supported for specific device types only.

Quick Actions
The Quick Actions portlet provides links for remotely executing common device operations. Clicking a quick
action presents a confirmation dialog-box prompting you to confirm the execution. Available operations may
include the following:

Note

Action

Description

Reboot

Reboots the device

Firmware Upgrade

Remotely upgrades the device's firmware

Factory Reset

Restores the device's configuration settings to factory defaults. User
records will be erased

Factory Reset Retain Wireless

Restores the device's configuration settings to factory defaults.
Wireless settings will remain as is.

Set Restriction Status

Allows the CSR to manually set the gateway's restriction status.
Browsing can be restricted according to pre-defined whitelisted sites
- or set to unlimited.

Residential Self Care Portal

Private household self-care portal page

Business Self Care Portal

Both for business with fixed IP (Static) or for non-fixed IP (DHCP)

Upload Performance Log

Uploads performance log file for the selected device and displays the
url of the uploaded file both in the notification bar and in the activity
log.

Upload System Log Bundle

Uploads a system log file for the selected device

Local UI

Opens the device's Web Based Management page

Block /Unblock Device

Blocks problematic devices from communicating with Prime Home

The availability of these operations is subject to the following:
CSR's permission level; for example, a basic level CSR might only have the options to reboot the device
and reset factory settings.
Device compliancy.
Customer-specific configurations.
Interop users can customize the Quick Actions portlet in the System > Quick Actions Management. See the
Prime Home Operations and Maintenance Guide for more information.
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Home View
The Home View portlet displays the home network map - an intuitive graphical representation of the gateway
and its LAN devices and USB or Wireless devices. The gateway is connected to the Internet on its WAN side,
and protects the home network with a firewall on its LAN side. If the firewall level is Low or High, an alert
is displayed.
A number displayed next to the LAN connection type icon represents the number of currently connected
devices of this type. Click the LAN connection type icon to view its underlying devices. You can then click
a device to be directed to the LAN Hosts portlet and view more details.

Alerts
The Alerts portlet notifies you about current issues detected on the device. Clicking the Retrieve icon engages
a recalculation of the current alert status, based on fresh parameter values from the device. Different categories
of alerts are available, including security, WAN, wireless and stability alerts.

Device Properties
The Device Properties portlet provides essential, general-purpose information on the device such as device
type, software version, and so on. The parameters displayed change according to device and customer
specifications. This portlet is especially useful in high variance environments where multiple device types
and multiple versions are managed.
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Configuring and Troubleshooting Gateways
• Configure WiFi Settings, page 13
• Check Connectivity of End-User's Devices, page 15
• Check Upload and Download Speeds, page 16
• Monitor Bandwidth Utilization, page 16
• Change Firewall Security Levels, page 17
• Create Port Forwarding Rule, page 17
• Configure UPnP, page 18
• Apply Tags to Devices, page 19
• View Log Entries, page 19
• View Cable Modem Channels, page 20
• Help End-User with SCR Navigation, page 20
• Voice Configuration, page 20
• Quick Guide to Troubleshooting Gateways, page 21

Configure WiFi Settings
The Device View > Wireless Settings portlet provides information for each configured Network SSID,
including the current channel and bytes and packets sent and received through this channel. Each Network
SSID is a clickable link to a page where you can edit basic and security settings.
When the channel is set to Automatic, the router chooses the optimal channel for transmission, based on
behind-the-scenes algorithms. The gateway can support either 2.4 GHz or 5 GHz or both.
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You can refresh the channel or change to an alternate channel from the drop-down list. When you refresh the
channel, the portlet displays the new channel.
Figure 4: Wireless Settings Portlet

In addition, clicking on the Network SSID allows you to edit the following fields:
• Network SSID - Name of your WiFi domain
• 802.11 Standard - depending on the hardware, there is a choice of a, ac, b, g and n
• Enable Wireless - Enables or disables wireless
• SSID Advertisement - When enabled, broadcasts your domain to public use

Note

Some of the above fields may be read-only depending on the customization setup.
Editable Wireless Security fields are detailed in the table below.
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Field

Values

Description

Security Mode

None

Select this option to disable security on your wireless
connection. Any wireless client in your area will then be
able to connect to the Internet using your connection's
bandwidth.

WEP

A data encryption method utilizing a statically defined key
as the wireless password (for supporting device types).

WPA

A data encryption method for 802.11 wireless LANs.

WPA2

An enhanced version of WPA that defines the 802.11i
protocol

WPA and WPA2

A mixed data encryption method that utilizes both WPA
and WPA2. The configuration of this encryption method
is identical to that of WPA2 as described above.

Password

free string

Password has character limit of 64 characters.

Mac Address Filtering

Off, Allow, Deny

You can choose to specifically allow or deny devices
access to WiFi.

Mac Addresses

free string

Can add several Mac addresses if allowed in the field
above.

Check Connectivity of End-User's Devices
In order to check connectivity to LAN hosts, you can perform a ping. You can only ping a connected host or
a home/guest host (and not a public host). Note that hosts that are connected over WiFi display the WiFi
strength of the connection in the Wireless icon.

Note

This feature is applicable for supporting Routers only (TR-143 compliant).

Procedure
Step 1
Step 2

Navigate to Device View > LAN Hosts portlet under the required gateway.
Click the Ping icon for the required host. The Interface will let you know whether the ping is successful or
not.

What to Do Next
If the ping is unsuccessful, have the customer check the physical connection of the device or other device
configurations.
If the ping is successful but the problem persists, consider using other diagnostic tools.
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Check Upload and Download Speeds
You can initiate a throughput test that measures the upload and download speeds of the selected device and
its latency. The speed test can be performed on all TR-143-compliant routers.
Depending on the device, you can choose the WAN interface (3G or Ethernet) for performing the speed test.

Procedure
In the Device View > Speed Test portlet, choose the WAN interface you want to test from the drop-down
list (if applicable), then click Start Test. Prime Home calculates the Download speed first and then the Upload.
Note
The interface list only appears for supporting
devices.
Figure 5: Speed Test

Prime Home saves the speed test data and allows you to view the history of measurements for speed tests
performed on the device over time for comparative purposes. You can view the speed test history as either a
log or a graph. You can also filter the results by time or by Prime Home user.

Monitor Bandwidth Utilization
The Device View > Bandwidth Utilization portlet shows which devices (on the left of the screen) and which
applications (on the right of the screen) are consuming the most bandwidth - both upstream and downstream.
The data is captured in real time; sampling begins when Prime Home searches the device and ends several
minutes after that. This information is displayed visually in pie chart form.
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Procedure
Step 1
Step 2

Place your cursor on an individual "slice" of the pie chart. This will display information on the device or
application and the bandwidth each one is using.
Click on each slice to drill down and display a bar chart that shows both the download and upload of this
particular device or application.

What to Do Next
If you see that a particular host or application is consuming too much bandwidth, then you can ask the customer
to turn off that host if it's not needed, or to kill the particular application.

Note

This information is relevant for supporting devices only.

Change Firewall Security Levels
The Device View > Firewall portlet enables you to set the firewall's level of security for the gateway. The
following levels can be set.
Security Level

Requests Originating in the WAN (Incoming Requests Originating in the LAN (Outgoing
Traffic)
Traffic)

Typical Security Blocked: No access to home network from Unrestricted: All services are permitted,
(Default)
Internet, except as configured in the Port
except as configured in the Access Control
Forwarding, DMZ host and Remote Access screen.
screens.
Maximum
Security

Blocked: No access to home network from Limited: Only commonly-used services,
Internet, except as configured in the Port
such as Web-browsing and e-mail, are
Forwarding, DMZ host and Remote Access permitted.
screens.

Minimum
Security

Unrestricted: Permits full access from
Internet to home network; all connection
attempts permitted.

Unrestricted: All services are permitted,
except as configured in the Access Control
screen.

Create Port Forwarding Rule
Port Forwarding is a gateway feature that enables exposing the device to the Internet in certain limited and
controlled ways. The Port Forwarding feature enables you to define applications for the end-user (for example,
Peer-to-Peer, game, voice, or chat programs). In addition, you can configure Port Forwarding to allow external
access to specific servers running on the end-user network.
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Procedure
Step 1

In the Port Forwarding portlet, click the Add Rule icon on the top right of the page. The Add Port Forwarding
Rule screen appears.
Figure 6: Add Port Forwarding Rule

Step 2
Step 3

Step 4

Select the Enable check box to enable the rule. Unchecking this check box allows you to temporarily disable
the rule at any time without having to delete it from the Port Forwarding screen.
Select the required Service from the drop-down list. You will see that many services and applications are
pre-configured in Prime Home. If the service you need does not appear in the drop-down list, you will need
to define it as follows:
a) Select User-Defined Service.
b) Add Service Name. (For example, Skype.)
c) Select the protocol that this service requires.
d) In the Start Port and End Port fields, write the required gateway ports.
e) In the Forward to Port field, you can either choose the same port as the Start Port option, or you can
choose another port on your host device.
f) In the Forward to Host section, select a host from the drop-down list. The drop-down list displays all
available LAN computers. Make sure to select the device that provides access to the Service you selected
above. In the same section, you can decide whether to locate the device by host name or by IP address.
(This is a matter of personal preference.)
Click Save. The rule is added to the Port Forwarding screen.
Note
Administration users can update the list of pre-defined services in Administration > Port Mapping
Services. If an Admin user makes a change to a pre-defined service, then an Alert will display on
this Port Forwarding screen.

Configure UPnP
Universal Plug-and-Play (UPnP) is a networking technology that provides compatibility among networking
equipment, software, and peripherals.
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Any UPnP-enabled LAN device can dynamically join the end-user's network, obtain an IP address, and
exchange information about its capabilities and those of other devices on their home network. When the
end-user connects a PC or any other UPnP enabled device (for example, a media streamer, digital picture
frame, and so on.) to the device, it is added to the local network.
The following options are available:
Field

Description

Allow network devices to
automatically configure
UPNP services

Selecting this check-box enables the UPnP feature. This will allow you to
define local services on any of the devices, and to make the services available
to computers on the Internet.

Enable automatic cleanup When this check box is selected, the gateway periodically checks the
of old unused UPnP
availability of the LAN computers that have been configured to provide the
services
local services. If such a LAN computer is disconnected, the gateway removes
the port forwarding rule that enables access to the corresponding local service.

Note

This feature is applicable for supporting gateways only.

Apply Tags to Devices
The tags section enables CSRs to further classify devices according to tags. Tags must be defined at the NBI
initially or in the Operations/Tags portlet. For further information, see Create Device Tags, on page 54.

Procedure
Step 1
Step 2
Step 3

In the Device View tab, under the Device Tags portlet, click Manage.
From the list of available tags, move the tag(s) that you require to the associated tags right pane. (Note that
you will not necessarily see every available tag for the device you are working on.
Click Apply. The tag(s) appears in the Tag section for future reference.

View Log Entries
The Activity Log portlet provides a list of events in several categories. Each event is displayed as an entry,
and includes various parameters such as a description of the event, the time of occurrence, and so on. This
log collects various events reported by a device, as well as actions performed on it by the CSR, the end-user,
and automated Prime Home or device processes. This tool helps in identifying whether an event performed
on the device is the cause of the problem that the subscriber experiences.
Note that the 'Search In' tool provides an easy method of viewing specific events. You can choose to view
log events according to a specific entry parameter, and then display only entries that have a specific value of
this parameter. For example, in the Search In box select the '!' parameter. The portlet refreshes, providing
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check boxes with this parameter's available statuses. Select the 'Success' check box and click 'Find'. The portlet
refreshes again, displaying only log entries with a success status.
In addition, each entry ends with a 'more...' link, which, when highlighted, provides additional information
such as the full event name and the TR-069 parameter name and value. Position your cursor over the "more.."
link to display this information.
If you are tracking events in real time, note that it may take up to a minute for an event to appear in this portlet.
For example, if a device restarts, it may take time to see the corresponding entry in the log. However, the
event's timestamp will be accurate.
The Activity Logs can be exported for further analysis by selecting the Export option on the top right of the
screen.

Note

In order to maintain system performance, log events that are older than a pre-configured period are deleted.

View Cable Modem Channels
The DOCSIS Modem portlet allows the CSR to view the current Cable Modem upstream or downstream
channels with their respective monitoring data, and identify potential problems.

Note

The DOCSIS Modem portlet is for supporting gateways only.

Help End-User with SCR Navigation
The Troubleshooting portlet provides a structured view of all the Support Cost Reduction (SCR) screens that
may appear to the user when problems are intercepted. This helps immensely when assisting the user on the
phone as you can navigate through the SCR's screens and guide the user to the problem's resolution.
The 'Interception Name' drop-down menu enables you to select a specific SCR to view. You can then either
use the provided navigation arrows to proceed with the SCR wizard, screen after screen, or use the second
drop-down menu provided to 'jump' straight to the desired screen of the SCR. The SCR screen varies with
each device type.

Note

This feature is applicable for supporting Routers only.

Voice Configuration
For devices that support VoIP, the CSR can manage the phone lines and profiles for the device. The Device
View > Voice Configuration portlet holds the predefined VoIP profiles and the phone lines that can be added
for each of them.
For each profile, you need to fill out a name, the various servers (optional) and decide if the profile is
enabled/disabled or "sleeping" (quiescent).
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In the lower half of the screen, you can add phone lines (as many as the gateway can support). Here you can
add the Directory number, which is usually the phone number, username and password (usually preconfigured).
URI and also choose whether to enable or disable it.
For System administrators only, you can configure the values in System > Device Profile > Parameters >
Voice Profile Enable. If the values are not configured here, then the default values are taken from System >
Configuration portlets.voice.enable.values and portlets.voice.line.status.values

Quick Guide to Troubleshooting Gateways
Customer Complaint

Possible Causes

Prime Home
Alert

Prime Home Fix

No Internet Connectivity Gateway is down
WAN Interface is down

Device
Unreachable

If gateway is down, have customer
check physical connection.
Otherwise, navigate to Device
View > Wireless and check and
edit settings such as wireless
credentials, wireless channel,
wireless standard, security mode,
statistics, etc

Slow Internet and / or
WAN disconnections

Noisy Line

Low SNR

If low SNR, send technician.

LAN Connectivity
problems

If LAN Connectivity issues, then
navigate to Device View > Home
View and check each LAN Host
for warning icons and drill down
to LAN Hosts screen to check
connectivity and IP address. If
ping is unsuccessful, ask customer
to check cable or plug, etc.

Slow Internet (Wired)

Bandwidth issues

Navigate to Speed Test portlet and
perform speed test to discover
where problem resides.
Navigate to Monitor Bandwidth
Utilization, on page 16 see what
device or application is using too
much bandwidth and then shut
down that host or application.

WAN disconnections /
unstable connectivity

Power outages, Device
Version issue, Device
stability issue, Frequent
reboots

Stability Issues

If there are frequent reboots then
navigate to Device View > Quick
Actions and select Factory Reset
/Factory Reset Retain Wireless

Slow Internet and
disconnections (WiFi)

Wireless Signal Issue

Low Wireless
Signal Strength

Navigate to Device View >
Wireless Saturation and choose
a different channel
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Customer Complaint

Possible Causes

Prime Home
Alert

Prime Home Fix

Various wireless
alerts (e.g.
wireless status,
MAC filtering,
no advertisement,
low security
mode, etc.)

Navigate to Device View >
Wireless and check and edit
settings such as wireless
credentials, wireless channel,
wireless standard, security mode,
statistics, etc

Some applications do not Firewall configuration
work properly

Security level is
too high

Navigate to Device View >
Firewall and change security
settings

Known issues relevant to Customer has previous
old software version
software version

N/A

First, navigate to Device View >
Device Properties > and check
the Software Version. Next,
navigate to Device View > Quick
Actions and select Firmware
Upgrade.

Incorrect configuration / N/A
provisioning failures

Navigate to Device View > Quick
Actions and select Factory Reset
/Factory Reset Retain Wireless.

Can't connect to Wireless Incorrect wireless
Network
configuration (SSIDs
might be disabled
following a restart or
power failure. MAC
filtering incorrectly
configured)
Wireless service is
disabled due to
provisioning failure or no
WiFi service enabled in
UPM

Service malfunctioning
(e.g. Internet access
interruptions)

Customer complains of N/A
long download times or
unable to share with other
computers

N/A

Navigate to Device View > Port
Forwarding and either create or
edit an existing Port Forwarding
Rule. Check the UPnP settings if
the customer is unable to share
data.

Customer asks for help
with SCR screens
(OpenRG Gateway
Device only)

N/A

Navigate to Device View >
Troubleshooting > and help the
customer through the screens.
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Device View
Note

While every possible effort has been made to ensure accuracy, the following information may differ
slightly from that of your product, as it is subject to version specifications.
When a set-top box is located, the Device View screen appears, displaying a comprehensive view of the
device's settings.
The Device View consists of portlets, which provide an overview of the set-top box (STB) and its network.
Here you can monitor the STB's performance and resolve issues. The device navigation menu on the left
column simplifies browsing through the gateway's different aspects and features. On the top left of the screen
- the device's unique identifier (e.g. Serial Number, MAC address etc.) and other identifying features are
displayed.
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The specific Device View portlet displays a graphical representation of the rear panel of the STB, providing
an immediate image of the device and its connections. Technical status information such as connection, up
time, and WiFi statuses are presented.
Figure 7: Device View STB

Supported connection statuses are:
• Connected - The device responded to a connectivity check initiated by Prime Home and connected
successfully. You can retrieve the current status of the device by clicking the "Refresh Status" link.
• Not Connected - The device failed to respond to a connectivity check and did not establish a connection
with Prime Home.
If the device is not connected, the last connection time will be shown here
In addition, icons of the major components provide a quick glance at alerts that were collected by the device.
These icons can be clicked to navigate to their components' respective screens in order to further explore the
support issue.
Icon

Description

Tuners

Displays information on the tuner.

Hard Disk

Displays the disk's temperature and space usage.

Connectivity

Indicates whether there were any connectivity problems in the last 24 hours.
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Icon

Description

HDMI

Displays information on the status of the HDMI connection according to the
following options:
If the HDMI is off or no TV is connected - indicates that HDMI is off or not
available
If HDMI is on and a TV is connected - displays the TV model and its resolution
If there is an HDMI alert - displays the error message below the TV model

Error Message

Displays error message

VOD/PVR/OSD

Displays warning icons when relevant

Alerts
The Alerts portlet notifies you about current issues detected on the device. Clicking the action icon engages
a recalculation of the current alert status, based on fresh parameter values from the device. Different categories
of alerts are available, including Category, and Action alerts.

Device Properties
The Device Properties portlet provides essential, general-purpose information on the device such as device
type, software version, and so on. This portlet is especially useful in high variance environments where multiple
device types and multiple versions are managed.

Quick Actions
The Quick Actions STB portlet provides links for executing various operations that can be used to resolve
performance problems.
The available operations are listed in the following table:
Name

Description

Reboot

Reboots the device.

Format Disk

Formats the device's hard disk. Settings and data are erased.

Enable Debug Log

Enables or disables debug log collection from the CPE's side. Note that the Operations
User needs to set a Batch operation to collect debug logs from all STBs. While
setting this Batch operation, the Operations User also needs to define the Debug
Log Upload URL. This feature is relevant for supporting STBs only.

Factory Reset

Restores the device's configuration settings to factory defaults. User records are
erased.

Factory Reset
Retaining Records

Restores the device's configuration settings to factory defaults. User's DVR records
remain in the system.
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Note

Name

Description

Reset to Default
Values

Resets STB to Personalization Store default values. User records are erased.

Reset to Default
Retain Records

Resets STB to Personalization Store default values. User's DVR records remain in
the system.

Provision Device

Triggers the provisioning workflow for a specific STB (UPM)

Bootlog

Reboots the device and at the same time uploads the log files to a pre-defined server.
This is useful for troubleshooting.

Block/Unblock
Devices

Blocks selected devices that are creating too much "noise" in the network.

The availability of the Quick Actions is subject to the following:
• CSR's permission level: for example a basic level CSR might only have the options to reboot the
device and to reset its factory settings.
• Device compliancy
• Customer specific device
Interop users can customize the Quick Actions portlet in the System > Quick Actions Management. See the
Prime Home Operations and Maintenance Guide for more information.

View Log Entries
The Activity Log portlet provides a list of events in several categories. Each event is displayed as an entry,
and includes various parameters such as a description of the event, the time of occurrence, and so on. This
log collects various events reported by a device, as well as actions performed on it by the CSR, the end-user,
and automated Prime Home or device processes. This tool helps in identifying whether an event performed
on the device is the cause of the problem that the subscriber experiences.
Note that the 'Search In' tool provides an easy method of viewing specific events. You can choose to view
log events according to a specific entry parameter, and then display only entries that have a specific value of
this parameter. For example, in the Search In box select the '!' parameter. The portlet refreshes, providing
check boxes with this parameter's available statuses. Select the 'Success' check box and click 'Find'. The portlet
refreshes again, displaying only log entries with a success status.
In addition, each entry ends with a 'more...' link, which, when highlighted, provides additional information
such as the full event name and the TR-069 parameter name and value. Position your cursor over the "more.."
link to display this information.
If you are tracking events in real time, note that it may take up to a minute for an event to appear in this portlet.
For example, if a device restarts, it may take time to see the corresponding entry in the log. However, the
event's timestamp will be accurate.
The Activity Logs can be exported for further analysis by selecting the Export option on the top right of the
screen.
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Note

In order to maintain system performance, log events that are older than a pre-configured period are deleted.

Monitor STB Connectivity
The Device View > Connectivity portlet provides in-depth information on the device connection parameters.
It consists of three areas:
• Home Network - This tab provides data associated with the WiFi parameters of the device. The device
can act either as a WiFi access point or as a wireless station (connected to another WiFi access point),
or both, to provide a wireless network to clients.
• LAN Device - Intended for a high-level CSR, this section provides information on the device's LAN
connection to the router that provides its Internet connectivity.
• Head-End Services - This tab provides the connection status of the device to each one of the head-end
servers. If an attempt at a connection was made and had failed, then the last connection failure time for
that server is displayed. If the failure occurred during cross-device connection failure to the same server,
then a positive indication is displayed.
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Diagnose RF Tuner Issues
The Device View > RF Tuners portlet displays RF Signal data and provide the tools to troubleshoot signal
problems. Here, you can gain a broad view of the current RF tuners' statuses and identify the root cause of
problems associated RF and QAM signal metrics.
Show Current Status of Tuners in Use
The RF Tuners Overview tab displays the status and measurements of the current tuners in use. Numbers
displayed in red show that they are either below or above the required threshold. You can search for tuners
by Status, Network ID or Frequency and further filter down by selecting locked/ not locked or uncheck the
"not in use" column to see which tuners are actually in use.
The following table shows the RF Tuners Overview as it displays for certain STBs.
Column Name

Description

Tuner

Tuner number
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Column Name

Description

Status

Represents a tuner:
in a 'locked' state (i.e. locked into a fixed signal)
not in use
in 'unlocked' status
with error status

Signal Strength
(power)

Measured in dBm / dBuV/ dBmV (displayed when Tuner status is locked)

Signal Quality (Bit
Error rate)

Measured in bit error rate of the tuned signal, in errors per 9 bits (displayed when
Tuner status is locked).

Frequency (may
Signal frequency
display as Channel)
CBER

Corrected bit error rate

Network ID/TSID

Network identifying numbers/Transport Stream identifying numbers

The following table shows the RF Tuners Overview as it displays for STBs that support Infinite Video
Platform (Cloud DVR)
Column Name

Description

Demodulator

Tuner number

Status

Represents a tuner:
in a 'locked' state (i.e. locked into a fixed signal)
not in use
in 'unlocked' status
with error status

Signal Level

Measured in dBm / dBuV/ dBmV (displayed when Tuner status is locked)

BER (Bit Error rate) Measured in bit error rate of the tuned signal, in errors per 9 bits (displayed when
Tuner status is locked). Displayed as scientific notation.
CBER

Corrected bit error rate

Frequency

Signal frequency

Network ID

Network identifying numbers/Transport Stream identifying numbers

Modulation

Displays modulation scheme in use

MER

Modulation Error Ratio

SNR

Signal to noise ratio

Uncorrected packets number of incorrectly received packets divided by the total number of received packets.
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Note

Signal Levels or BER levels that are either above or below threshold will be displayed in red.

Diagnose Signal Issues over Time Period
In certain STBs, the History section displays tuner information. The tuners are automatically sampled at
defined intervals, e.g. half an hour and when the subscriber changes TV channel. The History tab is divided
into three screens with the following information.
Screen Name

Description

Tuners

This screen displays the signal strength and quality for each tuner, plotted in a linear
progression over a three week period. The legend at the side shows you the color code
for each tuner and also enables you to filter the results per tuner. The search box at
the top enables you to filter the results according to specific items either in Time,
Tuner, or Frequency (Channel).

Frequency

This screen displays the amount of errors or successes in the samples taken for each
frequency (channel).

Statistics

This screen displays an in-depth view of the tuner and frequency statistics, breaking
errors down into four areas: Strength/Quality/Unlocked/Error. It also gives a total error
count at the end. Note that a failure might include errors from more than one category.

For STBs that support Infinite Video Platform (Cloud DVR), there is no automatic sampling. In order to
sample the tuner frequency, the CSR needs to click on Signal Monitoring on the top right of the screen and
to set the required parameters.
Figure 8: RF Tuning - Signal Monitoring

The Signal Monitoring Scheduling box opens up. Fill in the details as required.
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The results will be shown in the History tab in graph form. The graph displays the sampling for each tuner in
a specific time period. Red indicates that the tuner signal strength is either below or above the required
threshold, while green shows normal signal activity.
Figure 9: RF Tuning - History tab

Scanning Frequency Levels
For STBs that support Infinite Video Platform, Signal levels and BER rates can be scanned and the results
displayed in bar charts. Select the Frequency Scan tab and choose either Single Frequency (and enter the
frequency number) or choose Pre-defined scan; then click Scan. Two bar charts display with information on
Signal Level and Signal Quality. This can be useful for diagnostic purposes.
Export
For STBs that support Infinite Video Platform (Cloud DVR), you can choose to export the RT Tuning
samples from the History tab.

Protect End-User Privacy
There are several ways for customers to retain privacy over their viewing habits and not allow Prime Home
to collect their data. This can be configured for the DVR, VOD, and PDL portlets.
• Customers who have selected "Opt-Out" status do not have their information shared in the portlet and
the Retrieve icon is disabled.
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• Certain columns in the portlet can either be removed entirely or have the word "restricted" written in
place of actual data.
• If the Privacy mode is set accordingly, then after the CSR clicks the Retrieve icon, Prime Home displays
a pop-up box asking for confirmation that the customer has consented to share this information. If not,
then the data is not displayed.
For more information on Privacy Management, please contact your Account Manager.

Apply Services to Device
The Device View > Services screen contains a list of Available Services and Applied Services (that is, those
services which have been pushed to the device.) In this portlet, you can apply a service to a device, remove
a service from a device by uninstalling it and start / stop individual modules.

Before You Begin
Make sure the Operation user has created Software Services containing modules. For more information on
creating Software Services and Software modules, see Manage Software Services, on page 59

Procedure
Step 1
Step 2

Step 3

Navigate to Device View > Services.
On the left side of the screen are all the Available Services that have been defined by the Ops user. Using the
"drag and drop" method, move all the required services over to the right part of the screen.
The service will display with the word "Installing".
After a short period of time, click the Retrieve icon on the top right.
The service now displays without the word "Installing" and with the Actions icon. Notice that in addition, the
corresponding Service Modules are displayed in the Modules section beneath it.

Remove Service from Device
Note that services that have been applied globally via a Configuration Set will display with the letters cs and
a CSR cannot remove (uninstall) them.

Procedure
Step 1
Step 2
Step 3

Click on the Actions icon on the required Service in the Applied Services section and select Uninstall Service
.
Click OK in the approval pop up message.
The service will display with the word "Uninstalling".
After a short period of time, click the Retrieve icon.
The selected Service is now longer applied to the device and is now displayed in the Available Services section
on the left and not in the Applied Services section.
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Edit Modules
There are several editing options for the modules in this portlet. Note that independent modules will be grouped
under a Service named Other where "independent" is defined as floating modules that are not associated with
any services.

Note

Remember to click the Retrieve icon after every editing change.
• You can uninstall independent modules that are grouped under the Other Service by clicking X on the
top right of the module. If all independent modules are removed, the Other service folder also disappears.
• Click on the blue box to stop the module. Once stopped (after clicking Retrieve), the module status
displays as Idle.
• Click on the blue triangle to start the module. Once started (after clicking Retrieve), the module status
displays as Active
• If the Operations user makes a change to one of the modules in the Operations > Software
Services/Modules portlet, a yellow warning icon will be displayed. From the Actions icon, click Reinstall
Service. Once successfully installed and retrieved, you will see that the version number of the modules
displayed has increased by one.

View Video Recordings
The Device View > DVR portlet displays a log of video recordings by the STB.
There are three tabs: Failed, Partial or Successful recording. Each failed or partial recording is presented with
a reason for the failure. Failed and Partial Recordings provide Channel name and number, the name of the
TV show or movie, scheduled start time and the reason it failed. Successful Recordings provide Channel name
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and number, name of TV show or movie, actual start time and the amount of memory it takes up in the hard
disk. There is also a search filter enabling you to search via each of the various columns.
Figure 10: View Video Recordings

For devices that support Infinite Video Platform:
There is a Bookings tab which displays the shows that the subscriber has ordered. The CSR can delete any
of the recordings in any of the columns. Note that the Partial Recording column is not displayed for devices
that support Infinite Video Platform.

View VOD Programs
The Video on Demand (VOD) portlet allows you to see a list of TV programs that the customer watched or
ordered over the last three weeks and any errors that may have occurred and some possible causes. The Last
Sessions area displays the sessions with detailed lists of parameters to help you troubleshoot problems.
The Statistics area shows a graphical representation of successes and failures. One graph represents a sampling
of the last 24 hours and one graph represents all the sessions displayed in the Last Sessions.
Supporting STBs will also display Adaptive Bitrate (ABR) statistics.

Cisco Prime Home User Guide 6.5.1
35

Configuring and Troubleshooting Set-Top Boxes
View PDL Programs

View PDL Programs
The Progressive Download (PDL) portlet allows the CSR to view the latest list of progressive download assets,
(movies or shows, that the end-user has downloaded).
The portlet shows both the properties of each downloaded program, and the Adaptive Bitrate (ABR) statistics
of each download (throughput, bitrate, and so on). If an error is detected during the asset download (for
example, file size is different than expected), an error indication is shown to the CSR. Hovering over the
indication icon displays the list of errors. Using the Search in field, the CSR can also filter the sessions shown
in the portlet according to asset title, status, and start time.

View Hard Disk Information
The Device View > Hard Disk portlet provides information on the hard drives attached to the device.
The Overview screen displays the amount of GB used and the amount left free out of the use quota. Additional
information includes
• Properties: Serial number, Manufacturer and Model number
• Status: Spinning (Standby, Sleep, or Error), Temperature, Reallocated Sectors, Read Error Count
• Quota: User Quota Usage (capacity% Used = x GB / Free = y GB).
The Temperature tab displays a graph that plots Hard Disk's temperature over a configurable time period.
Below the graph are various statistics such as the average temperature over the time period, and so on.
For devices that support Infinite Video Platform the GUI will display differently. The temperature tab
displays SOC Temperature and SOC Temperature Threshold. In addition, sampling for the hard disk temperature
has been changed from periodic sampling to event-based sampling and this will be reflected in the visual
display on the graph.

Configure AMS Sample Settings
AMS sampling allows the Set-Top Box to collect statistics and information about an end-user's viewing habits.
The AMS sample is a profile, that defines for the AMS client on the STB, how to collect the information,
which information to collect and when to upload it to the server.
Once an AMS sample has been defined via the Operations > AMS Samples portlet, the CSR can attach an
AMS sample to an STB in the device's AMS portlet.

Diagnose Customer's Error Messages
The Device View > Error Message portlet displays a list of all the error messages (OSD) that have been
displayed to the customer on his/her EPG.
This portlet provides you with the following capabilities:
• You can select the language for the error messages to be displayed to the CSR.
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• You can click Expand to drill down to the root cause of the problem and see a recommendation from
Prime Home as to how to proceed.

Configure STB and IPC Settings
The Settings menu option provides portlets for configuring different types of device settings. Each parameter
shows Current Value, Previous Value and Default Value. If the current value is different from the default,
then the entire row appears in orange. If the settings have been changed in the last 24 hours, an alert is generated.
The following portlets are available:
Audio/Video AV Settings
Allows you to view and modify the audio and video related settings, which the customer can change
via the Electronic Program Guide (EPG).
DVR Settings
Allows you to view and modify basic settings, such as the guard time duration (start recording earlier
than published program time and finish recording later, in order not to miss the beginning and end of
the program), managing disk space, and booking a series to record.
User Settings
Allows you to view and modify the user profile-specific settings which the customer can change via
the EPG. These settings include Subtitles, EPG preferences, Startup and Standby, and General parameters.

Quick Guide to Troubleshooting Set-Top Boxes
Customer Complaint

Possible Causes

Prime Home Alert

No video on TV

HDMI Connection Error Various alerts including
HDMI error, HDCP error,
HDCP Authorization
Incompatible TV, RF
Error
Tuner signals
Incompatible TV model
RF Tuner Locking Error
RF Signal Issues

Video / audio distortion
Macro blocking

RF Tuners issue

RF Tuners Signal Issue

Prime Home Fix
For the first two causes,
navigate to Device View
> Quick Actions and
select Factory Reset /
Factory Reset Retain
Wireless / Reboot
For RF Tuner issues,
navigate to Device View
> RF Tuners
Navigate to Device View
> RF Tuners and check
Tuner status, strength and
quality. In addition, check
the History tab.
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Customer Complaint

Possible Causes

Recording failures

Hard disk malfunction
Distorted DVR playback that leads to Excessive
read / write errors
High HDD Temperature
(due to HDD malfunction
or cooling issues)

Prime Home Alert

Prime Home Fix

Alerts include HDD
Navigate to Device View
errors, High Temperature, > Hard Disk and check
Disk Space Usage
Hard Disk Status and /or
Temperature

No free space
Error message on the TV VOD Session issues
screen

OSD Alert

Navigate to Device View
> Error Messages and
check cause and follow
recommendations for fix

Customer unable to watch VOD Session issues
recorded program

VOD Alert

Navigate to Device View
> VOD and check list of
VOD sessions with error
indication (e.g. tuning
errors, setup errors, etc)

Customer has wrong
language or no subtitles

Wrong configuration of N/A
User / AV settings (e.g.
menu language, subtitles
, etc.)

Navigate to Device View
> User Settings / AV
Settings > and check
settings and change as
required

Customer experiences
Undetermined hardware N/A
general STB faults - such failure
as being unable to change WAN connection is down
channel or picture freezes

Navigate to Device View
> Quick Actions and
select Factory Reset /
Factory Reset Retain
Wireless / Reboot

Cisco Prime Home User Guide 6.5.1
38

CHAPTER

8

Operations and Monitoring
• Search for Multiple Devices, page 39
• Define Configuration Files and Firmware Images, page 44
• Create Workflow Templates, page 45
• What are Configuration Sets?, page 46
• Create Batch Processes, page 49
• How To Label Devices for Easy Identification, page 54
• How to Back up, Restore, and Clone, page 55
• Detect Problems across Several Devices (Cross-Device Alerts), page 56
• View Device Statistics, page 57
• View Device Operations , page 57
• View Software Inventory, page 57
• Configure TR-069 Parameters (Gateway and STB), page 58
• Tracing Sessions (Gateway and STB), page 58
• Define AMS Samples (STB), page 59
• Manage Software Services, page 59

Search for Multiple Devices
You can search for multiple devices using various fields, operators, and other filters to get the results that are
relevant for your needs. The feature can be accessed by CSRs via the Advanced Search link on the top right
of the screen which opens up the Search Devices portlet.
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Prime Home Operations users can search for multiple devices via the Operations > Device Management
portlet and have the additional abilities to create dynamic or static groups, add or remove tags to groups, and
export or import group information.
Figure 11: Device Management Portlet

Procedure
Step 1

Place your cursor in the Query search field and click either the Space bar or the down arrow to display a
drop-down list of potential search keys.
Note

Click on the Help icon
in the middle of the screen to display a full list of search keys, operators
and other values together with helpful examples. Some useful search queries include:
'Software Version' = '1.02.95' and 'Device Type' = Gateway
Step 2
Step 3
Step 4

'Product Class' in ('DCR8151/24','DCR7151/24') AND 'Hardware Version' LIKE '00*'
Choose a category from the drop-down list.
Next, click on the Space bar or the down arrow and choose an Operator from the drop-down list. The Operator
drop-down list displays different values according to the category you chose in Step 2.
Choose the value from a drop-down list or add in the required value as free text. For example, if you have
selected the FROM operator, use the Space bar or down arrow to give you date options; then, select the TO
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Step 5

operator followed by another date option. Note that you can use the Clear button to delete information in the
Query field.
Click Find. The Search Results are displayed below. Click on a device in the CPE ID column to open the
Device View for that specific device.

Save your searches
In the Device Management portlet, the History tab on the right displays a history of the last search terms that
you used. Favorites are a list of bookmarked searches. You can click on a history search or a favorite search
and then click Find to see the results.

Procedure
Step 1
Step 2

Step 3

In the History tab which shows previous Searches, click on the star on the right of the Search term. A dialog
box opens.
Add in a suitable name and description for this Search and click Apply. The search is now bookmarked.
Administrators have the option to create Favorites for other Users in Prime Home by clicking the Shared
option.
Click on Favorites to see the results of the saved Search. It can be edited or deleted or run (using Find) at a
later date.

Import and Export device information
You can choose to export a csv file of devices from the Search results and use it for analytical or reporting
purposes. Alternatively, you can choose to import a csv file of devices from an external system and use it as
a new search. The file must have all the columns intact in order for it to be a clean import. Note that you are
not importing any actual new data, it's an alternative way to create new search results.
The Export and Import icons are located on the right hand side of the Search Results in the Device Management
portlet. Note that you need to select the required devices before exporting them.

Note

You can choose to export specific information by right-clicking on a column and selecting those columns
which you want to appear in your export file.

Block Chatty Devices
The option exists to block incoming traffic from certain devices. For example, devices that produce a lot of
network traffic and create a temporary load on the system. Select the relevant devices, and in the actions menu
select Block Devices. Traffic from a blocked device will be ignored by the system, and CSR will need to
unblock it via the Quick Actions portlet in order to manage it. Once unblocked, the CSR might have to wait
up to 24 hours to reestablish contact with the device.
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Create Device Groups
You can create two types of device groups in the Device Management portlet - dynamic and static. Dynamic
groups are groups of devices that share the same criteria. The group is considered dynamic since any device
which no longer fills the criteria will not be considered as part of this group; conversely, any device that meets
the criteria at a future time will be considered as part of the group.
Static groups are a list of devices that are manually added and which do not necessarily fit any specific criteria.
Devices can also be deleted at any time from static groups.
There is also the option to tag groups in this portlet. Refer to Create Device Tags, on page 54 and to
Add/Remove Tags to Multiple Devices, on page 54

Note

In the Search Results, click "Select all devices" to select all the devices listed on multiple pages. To select
only those devices listed on the page on the screen, click the check box to the left of CPE ID.

Create dynamic groups via Device Management portlet
Procedure
Step 1

In the Device Management screen, enter the criteria in the Query field and click Find to produce the required
search results.
For information on how to use the Query field in the Device Management portlet, refer to Search for Multiple
Devices, on page 39

Step 2

Step 3

Click the Add Dynamic Group icon
located at the top right of the Query field (See Figure 11: Device
Management Portlet, on page 40).
In the Add Group dialog box, add a name (mandatory) and description (optional) and click Apply.
This new dynamic or static group is added to the list of Groups in the Operations > Groups portlet. Clicking
on the group name opens up a viewing screen.

Edit dynamic groups via Device Management portlet
Procedure
Step 1
Step 2

In the Device Management screen, select the required group in the Groups drop-down on the top right.
In the Query field, edit the query as required.
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For information on how to use the Query field in the Device Management portlet, refer to Search for Multiple
Devices, on page 39
Step 3

Step 4

In the list of groups on the right, select the arrow next to the dynamic group (indicated by
) that you want
to edit and from the drop-down list, select Set Query with Current.
Click OK in the dialog box that appears.
Alternately, if you want to edit just the name and/or description, then select Edit Details and make the required
changes.

Create static groups via Device Management portlet
Procedure
Step 1
Step 2

Step 3

In the Device Management screen, enter the criteria in the Query field and click Find to produce the required
search results.
Click the Add Static Group icon
located to the right of the Search results (See Figure 11: Device
Management Portlet, on page 40).
In the Add Group dialog box add a name (mandatory) and description (optional) and click Apply. This new
dynamic or static group is added to the list of Groups in the Operations > Groups portlet. Clicking on the
group name opens up a viewing screen.
Once a user selects
, the server will calculate the static group only when it is saved. So for example, if
Search yields 1,000 devices and you click on "Select all devices" and "Save", you might expect that 1,000
devices will be in the group. However, if between the time of the search, and the time of the "Save" a device
left the group (or joined it) - the resulting static group will be different than the displayed search.

Edit static groups via Device Management portlet
Procedure
Step 1
Step 2
Step 3

In the Device Management screen, click Groups on the right hand side.
In the list of groups on the right, select the arrow next to the static group (indicated by four squares) that you
want to edit and choose the required action from the drop-down list.
Click OK in the dialog box that appears after you have selected your choice. For example, let's say you want
to add some devices that belong to a different category than the ones defined in your static group.
a) First, run the new query in the Query field.
b) Next, select the devices that you want to add to your static group.
c) Click the arrow next to the required group and select Add Selected Devices.
d) Click OK in the dialog box that appears.
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View Groups
You can view the groups you have created in two places:
• Operations > Groups portlet. In this portlet you can calculate how many devices are part of each group
and how many batch processes are running for each group; as well as deleting groups. Clicking on the
group name redirects you to the Device Management portlet. Clicking on the batch number redirects
you to the Batch Processing portlet.
• Operations > Device Management portlet. On the top of the screen, next to the option to Add Dynamic
group, there is a drop-down list of Groups. Here you can view all the groups, edit details and delete
groups.

Define Configuration Files and Firmware Images
You can define firmware images or configuration files so that you can then download them to your install
base.

Procedure
Step 1
Step 2
Step 3

In the Operations > File Management portlet, click the plus sign. The New File window appears.
Enter the information in the mandatory fields, ensuring that you specify the correct URL for the location of
the firmware image.
Click OK.

What to Do Next
Files can be exported to another system by selecting the Export option from the Actions icon. The files are
exported and imported in text format and contain additional information such as build ID and date and time
of export. Files that have not been edited or altered in any way can also be imported from another system by
selecting the Import option. The import/export feature is useful for working with staging versus production
environments.

Define New File Types
Operators can define new TR-069 file types as needed within Prime Home. Operators can then use these file
types when creating new firmware images or configuration files in the Operations > File Management portlet
to download to their install base.
File types can also be exported to another system by selecting the required file type and then clicking on
Actions
> Export . The files are exported and imported in text format and contain additional information
such as build ID and date and time of export. File types can also be imported from another system but this
must be a clean file that has not been altered in any way.
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Procedure
Step 1
Step 2

In the Operations > File Management > File Types portlet, click the plus icon.
In the New File Type window, enter a name, TR-069 file type and an optional description. According to the
TR069 standard, valid file types and their exact definition are:
• 1 Firmware Upgrade Image
• 2 Web Content
• 3 Vendor Configuration File
• 4 Tone File
• 5 Ringer File
• Any vendor-specific file type that conforms to the format "X <VENDOR> <Vendor-specific identifier>"

Step 3

Click Save.

What to Do Next
It is recommended to perform the add/delete/update file type option during off peak hours. Once you have
completed this procedure, check the File Type drop-down list in the File Management window to make sure
it has been updated.

Create Workflow Templates
Workflow templates allow operators to create a list of common actions that can be reused during different
batch operations without having to manually configure each action for every batch. Instead, operators can
select the workflow template from the list of possible actions when creating a new batch process.
When creating a workflow template, you can specify that it also will be used as a quick action and assign
roles to designate which users can perform the action. Depending on the user, the quick action will appear in
the Quick Action portlet for relevant devices.
Workflow templates can also be exported to another system by selecting the workflow templates and then
clicking on Actions
> Export . The templates are exported and imported in text format and contain
additional information such as build ID and date and time of export. Workflow templates can also be imported
from another system - they cannot be edited in any way before the import. The export/import features useful
for working with staging versus production environments.

Cisco Prime Home User Guide 6.5.1
45

Operations and Monitoring
What are Configuration Sets?

Procedure
Step 1
Step 2

Step 3

In the Operations > Workflow Templates portlet, click the plus icon. Enter a name and description for the
workflow template.
(Optional) To create a quick action for the template, check the Create Quick Action checkbox. Enter a name
for the quick action and specify the device profiles to which it applies. The template will appear in the Device
View > Quick Actions portlet for all devices with the associated device profile.
Three other options can be configured for quick actions:
• The Block Policy field specifies whether the entire page, the portlet or only the URL for the specific
quick action is blocked until the quick action is completed. When only the URL is blocked, users can
perform other actions even though the progress indicator for the quick action is displayed.
• Relevant for Device Profiles specifies which of the device profiles in the drop-down list the template
is relevant for
• Relevant for Roles specifies which of the users in the drop-down list can perform the quick action.

Step 4

To add a batch process action, click the plus icon and choose the action to perform. Specify any additional
information required for the action. For information on Batch Processes, refer to Create Batch Processes, on
page 49
Note
Depending on the configuration of your Prime Home installation, some actions may not be visible.

Step 5

Click Save.

What are Configuration Sets?
Configuration sets enable operators to easily manage device configurations, such as what types of settings
and firmware images a device belonging to a specific group will receive.
Each configuration set contains a list of parameters and expected values that a device should receive upon
various triggers. The values will be configured to the device upon initial connection, and when any change
is made to the configuration set.
Each configuration set can be associated with multiple device groups. The device group defines which devices
will be getting the configuration values that are defined in the configuration set.
Configuration sets offer operators several advantages. Because configuration sets can be modified - you can
add new parameters to a configuration set or change the values of parameters at any time, and Prime Home
will automatically configure the new parameter or value to all devices in the device group. Additionally, new
devices added to a group will automatically receive the correct configurations.
You can also configure a parent-level set of configurations that are applied to all devices in a group, then
subsets of configurations for a more narrowly defined group of devices. An example for grandparent/parent/child
level configuration sets can be seen for devices in different areas of a larger geographic location. For example,
a "grandparent" configuration set for the New York metropolitan area, a "parent" set for New York City, and
a "child" for the borough of Manhattan.
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Note

Configuration set values override Device Profile values.

How to set up Configuration Sets
Action/Option
Priority

Description
The configuration sets are numerically ordered
according to the priority that they are "run" on the
devices.
You can change the display order of the sets in the
screen by clicking on the arrow. If you want to change
their priority, you need to "drag and drop" the sets as
needed.

Actions (at Root Level)
Add New

Add a new configuration set and set it up as required.
See Create Configuration Sets , on page 48

Import

Import configuration sets in addition to existing sets.
You must import a "clean" configuration set (i.e. one
that has not been edited)

Export

Export configuration sets.

Replace All

Import configuration sets that overwrite existing
configuration sets.

Collapse/Expand All

Collapse or expand for viewing ease.

Actions (at Parent level)
Add Subset

Add a new configuration subset and set it up as
required. See Create Configuration Sets , on page
48

Replace Subset

Import child configuration set which overwrites
existing child configuration sets.

Import Subsets

Import configuration subsets in addition to existing
subsets.

Clone

Copies the configuration set with all its settings so
you can create a new one based on the copied content.
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Action/Option

Description

Export

Export configuration sets. The configuration sets are
exported and imported in text format and contain
additional information such as build ID and date and
time of export.

Activate/Deactivate

Can enable or disable a set (and subsets). All subsets
of an inactive parent configuration set will also be
inactive by inheritance. However, an active parent
set can have both active and inactive subsets.

Delete

You can only delete a stand-alone configuration set
or a subset. You cannot delete a parent configuration
set that has subsets.

Create Configuration Sets
A parent level configuration set contains the configurations applied to all groups associated with the set. You
can also create subsets at the "child" or "grandchild" level; the device group will inherit all the configurations
from the "parent" level and the "grandparent" level if exists.

Procedure
Step 1

Step 2
Step 3
Step 4

In the left column of the Operations > Configuration Sets portlet, select Actions
> Add New for a
parent level configuration set, or right-click on the parent and select Add Subset for a child level configuration
set.
Assign the configuration set a unique name and optional description. Note that these can be edited later.
(Optional) Move the configuration (sub)set to a different parent or to a stand alone level. In the Inheritance
From field, click the Edit icon, select the required set or stand alone (None) level and click OK.
Associate the configuration set with one or more groups. In the Associated Groups area, select one or more
groups from the drop down list and then click OK.
• You can choose one or more groups in the same action. A device will receive the configurations in the
configuration set only if it belongs to all groups in the pairing.
• You can create two or more rows of groups associated with the configuration set. A device receives the
configurations if it belong to all groups in either row of groups.

Step 5

Assign parameter values to the configuration set. For each parameter:
a) In the Configuration tab, select Actions > Add New.
b) In the Parameter field, specify the parameter to add to the configuration set, define the parameter's value,
and then click OK.
c) (Optional) Select Run Separately. When enabled, each parameter will be executed in a separate SPV
command so that its success is not dependent on other parameters.
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The Inheritance field shows whether this is a parent level configuration set or a subset that "inherits" the
definitions from the parent level.
Step 6

(Optional) Turn on notifications for one or more parameters in the configuration set. When notification is
activated, the device sends a notification to the ACS when a parameter's value is updated:
a) In the Notifications tab, select Actions > Add New.
b) In the Parameter field, specify the parameter, define the notification value, and then click OK. Values
are:
• Off: no notification (default)
• Passive: notification sent the next time the device connects
• Active: notification sent immediately

Step 7

To add firmware images to the configuration set, in the File Management tab, select Actions > Add New.
Next, select the file to add to the configuration set, and then click Save.
You can specify more than one file. However, you should reorder them according to priority. When two or
more files are included in the configuration set, Prime Home downloads the files in the order they are listed
in the tab, beginning with No. 1.
Note

Step 8

The File Management tab is only supported in specific customized setups.

To add software services to the configuration set, in the Software Services tab, select Actions > Add New.
Next, select the software service to add to the configuration set, ensure it's set to Enable and Install and then
click Save. Add as many services as needed. You can also uninstall from here as well.

Create Batch Processes
The Operations > Batch Processing portlet enables you to define and schedule batch processes on a group
of devices.

Procedure
Step 1
Step 2

Step 3

Click the Add link. Enter a name and description for the batch process.
From the Group drop-down menu, select the group on which you would like to run the batch process. When
applying a batch process to several groups, you can select all groups, then exclude specific groups from the
process.
By default, the batch process is event based and will be triggered the first or next time the device connects to
Prime Home or initializes. To change the trigger, click Change. A dialog box appears with the following
additional options:
• Event based: Select Settings to change the event settings. To configure the batch action to retry the batch
process upon failure, check the Retry on Failure checkbox and specify the maximum number of retries.
You can also add or delete events that trigger the batch.
Note
Using the Retry on Failure option ensures that Prime Home will re-attempt the batch process
in instances in which the batch process failed because it was triggered by a reboot.
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• Time based: This option provides a calendar to select the date and time for the batch to run. It also
provides the option to repeat the batch run on a daily, weekly, or monthly basis.
• Apply Only Once: This option runs the batch on each device only once in case of success.
• Immediate: This option runs the batch immediately after submitting it.

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Select your preference and click Apply.
(If enabled) If you scheduled a time-based batch, you can configure Prime Home to send a notification upon
successful completion of the batch process. In the Mail Recipients field, type the email address of one or
more recipients of the notification, separated by a semicolon. If, instead, you want to disable notification,
uncheck the notification Enable checkbox.
In the Actions area, choose the action to perform. Specify any additional information required for the action.
For a complete list of actions, refer to Batch Process Actions, on page 50
To add additional actions to the batch operation, click the plus icon. When defining multiple actions, you can
change their order of execution within the batch process using the up or down arrows.
Use the Filtering option to specify a specific time frame for running the batch operation. This helps you
control the load on the system.
Use the Throttling option to set the execution rate of scheduled batches; that is, how many devices are
processed by the batch engine per hour.
Click Save to save the batch operation (without running it) and return to the list of processes. Alternatively,
click Save and Submit to save the batch operation and begin running it.

Batch Process Actions
The following Actions can be used when creating batch processes. Note that not all Actions may be available
according to customer and version specifications.
Action

Description

Add Object

Adds an additional instance to a TR-069 multi-instance parent object. For example,
add a port mapping rule instance to the
InternetGatewayDevice.WANDevice.4.WANConnectionDevice.4.WANIPConnection.4.PortMapping
parameter, which defines how the router should handle a packet arriving from the WAN
connection at a pre-defined port in either TCP or UDPX.

Assign device
domain

Assigns devices to specified domains. This is useful for assigning users groups with
these domains for better division of labor.

Assign device
topology group

Maps the topology of the customer install base to allow for Cross-Device Alerts featue

Attach /remove
device tag

Adds or removes a device tag

Backup Online
Device

Performs a backup of device configuration settings.
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Action

Description

Clear AMS sample Removes the AMS sample from the device.
CLI Commands

Enables you to perform a set of CLI commands remotely. Applicable to supporting
gateways only.

Enable Debug Log Enables or disables the Debug Log collection from STBs.
Collection
Factory Reset

Resets the device to its factory defaults as per TR-69 standards.

Factory Reset to
Default Values

Resets the device to its factory defaults for specific devices only.

Factory Reset to
Default Values
Retain Recording

Restores STB to default values but user's DVR records remain in the system

File download

Downloads file

File Upload

Uploads file

Firmware Upgrade Firmware upgrade
Format Disk

Prepares the hard disk for its initial use.

Get Parameter
Value

Retrieves a specific TR-069 parameter's value from the gateway. Write the beginning
of the parameter name and a drop-down list appears with all the possible options. Click
the '+' button to retrieve additional parameter values.

Get Parameter
names and values

Retrieves a TR-069 "parent" parameter and all the "child" parameter names and values
listed underneath it. Note that choosing this option deletes the history and may result
in loss of data. Applicable for certain parameters in STBs only.

Mark as "requires
backup"

Marks a new device and tags it for inclusion in the backup process

Partial Factory
Reset

On an STB, this resets the settings but retains the records. On a gateway, this resets the
settings but retains the wireless settings.

Reboot

Reboots the device.

Remove object

Removes object.

Send Device
Command
Workflow

Sends SPA, SPV, GPV, GPNV to new device.

Send Device
Configuration
Workflow

Sends Configuration Sets and device profiles settings to new devices.

Cisco Prime Home User Guide 6.5.1
51

Operations and Monitoring
Run and Monitor Batch Processes

Action

Description

Set Debug Log
Details

Sets the Debug Log URL to send the debugging information to.

Rediscover
parameter tree on
value change

Sets the value change in the Triggering section via the parameter name. Select a parent
parameter to retrieve all the values. For example - set this field such that when the
software version is changed, all devices data models are updated.

Set Device AMS
Sample

Assign AMS sample to several devices

Set Notification

Configures a trigger for the gateway to notify Prime Home of a change in a parameter's
value. This can be Active, Passive, or Off.

Set Parameter
Value

Configures a specific TR-069 parameter's value. Select this action to add text fields for
entering the parameter's name and its new value. Additional parameter values can be
configured by clicking the '+' button.

Service operation
Workflow

Installs or uninstalls software services to device groups

Software Module
Install and
Uninstall

Installs or uninstalls software modules to device groups. Can update after modifications.

Run and Monitor Batch Processes
You run or monitor batch processes after you create them through the Operations > Batch Processing portlet.
The portlet contains a search filter that allows you to search for a batch process by name, group, events,
time-based, owner, or actions. The process state can be draft, pending, running, paused, completed, canceled,
failed or ALL.
After a batch is submitted, other actions become available. The Operations column in the Batch Processing
portlet allows you to pause, resume, or cancel a batch operation.
You can also delete a batch operation even after it has been submitted.
To view information regarding a batch operation, click the link for the batch. This opens a page that provides
statistics and job execution details, including the success rate, and the number of devices and runs that were
affected by the batch process (where relevant). You can click the appropriate button in the Batch Status area
to run, pause, or cancel the batch operation.
For recurring batches, there is an additional combo box that displays statistics for previous batch executions.
For example, for a daily batch you could use the combo box to see statistics on the same batch execution from
two days ago.
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Note

Total runs refer to the number of times the process was run (whether on a single device or multiple devices).

Figure 12: Batch Processing

To view detailed information for the devices in the batch, click the pie chart in theJob Execution Details
area. This takes you to the Operations > Device Management page with the relevant devices.

Edit Batch Process
Once you create a batch process, you can edit it in any state, but you cannot change the trigger type on a batch
that already has been submitted.
To edit or view details for a batch process, in the list of batches in the Operations > Batch Processing portlet,
click the edit icon for the appropriate batch process. Make the necessary changes and click Save.
You can edit the following fields based on the trigger type or status:
• Event-based: Name, Description, Group/Excluded Groups, Default Event Options, Filtering, Actions.
• Time-based: Name, Description, Notified Users, Notification Enabled
• Completed/cancelled/ failed batch: Name, Description

Upgrade a Group of Devices
Below are the steps to upgrade a group of devices in one batch job.
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• Step One - Find relevant devices. See Search for Multiple Devices, on page 39
• Step Two - Create a group of devices. See Create Device Groups , on page 42
• Step Three - Define a firmware file. See Define Configuration Files and Firmware Images, on page 44
• Step Four - Define a batch process. See Create Batch Processes, on page 49
• Step Five - Run the batch process. See Run and Monitor Batch Processes, on page 52

How To Label Devices for Easy Identification
In addition to the ability to add a tag to an individual device in the Device View portlet, you can also add tags
to multiple devices. The following steps show you how to create and apply tags.
Step One - Create a tag. See Create Device Tags, on page 54
Step Two - Apply the tag. See Add/Remove Tags to Multiple Devices, on page 54

Create Device Tags
The Operations > Tags portlet displays both system tags and Operator defined tags that can be added to
devices and groups of devices. Tagging helps you easily identify devices and groups of devices.
Tags can also be exported to another system by selecting the required tags and then clicking on Actions
> Export . Tags can also be imported from another system. Make sure that the imported files have not been
altered in any way. The export/import feature is useful for working with staging versus production environments.
Use the following procedure to create tags.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5

Click the plus icon in the Tags screen. An Add Tags field is displayed.
Add a tag name. You can also use the dropper on the left to choose a color for your new tag.
Choose either to make the tag visible (that is, searchable) or hidden. Note that certain tags are used by internal
workflows and should not be used by the CSR.
Click OK. The new tag is added to the display list. You can edit or delete this tag at any time.
Click on the Calculator icon to display the number of devices that are associated with this tag.
Now, you can add the tag either to a single device as shown in this section Apply Tags to Devices, on page
19 or to several devices as shown in this section Add/Remove Tags to Multiple Devices, on page 54.
Note

Deleting tags is not
recommended.

Add/Remove Tags to Multiple Devices
The option to add or remove tags to multiple devices is located in the Search Results area of the Device
Management screen. This option allows you to further identify devices within a group.
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Procedure
Step 1
Step 2

Perform a search for devices.
In the Search Results of the Device Management screen, select the required device(s).
Click Select all devices to select all the devices listed on multiple pages. To select only those devices listed
on the page on the screen, click the check box to the left of CPE ID. Alternatively, select one or two devices
by clicking only their check boxes.

Step 3
Step 4

To the right of the Search Results field, click the tag option. The Attach/Remove Tags window appears.
Select the required tags and click the arrow to move into the next column. Make sure you have selected Attach
or Remove above as required.
Click Apply. Note that in order to see the results reflected on the screen, you need to click Find.

Step 5

How to Back up, Restore, and Clone
The ability to back up settings, clone them and restore settings from backup is an optional feature and is
configuration dependant. Prime Home can retrieve up-to-date settings of various configuration items (such
as wireless configuration, WAN, port mapping, and so on.), and store the configuration in its database. Backup
takes place automatically after one of the following trigger events:
• Firmware Upgrade
• Changes carried out by Prime Home user
• Changes carried out in NBI
In addition, you can choose to back up the device settings any time by clicking the Backup Now option.
At any stage in the future, you can choose to restore the configuration settings from any of your saved backups.
This may be useful during customer calls reporting certain issues that can best be fixed by rolling back to a
'safer' version.
Restore can be carried out manually by clicking on the rounded arrow icon and following the instructions.
You will see a success message following a successful rollback and, in addition, a message will also appear
in the Logs.

Note

This feature is for supporting device types only.

Clone Configuration from a Backup
You can clone configuration settings from one device to another or you can clone a backup and put it onto
another device. This can be useful for new device setup. Always make sure to clone from a compatible device!
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Procedure
Step 1
Step 2
Step 3

Step 4
Step 5

Navigate to Device View > Backup & Restore.
Click on the Clone icon on the right of the required backup version.
In the Target Device ID in the pop-up window, enter the CPE ID of the device you want to clone onto. (To
see a list of CPE IDs - perform a search in the Operations > Device Management screen.) Click Search and
the device is displayed.
Click Apply and wait a few minutes. A success message appears at the top of the screen following a successful
rollback.
Navigate to the Activity Logs for the confirmation message which contains more details.

Clone from Current Device
Procedure
Step 1
Step 2
Step 3
Step 4

Click on the Clone From option on the top right of the screen.
Type in the CPE ID of the device that you want to clone onto. (To see a list of CPE IDs - perform a search in
the Operations > Device Management screen). Click Search and the device is displayed.
Click Apply and wait a few minutes. A success message appears following a successful clone procedure.
Navigate to the Activity Log portlet to see a confirmation message with more details.

Restore Configuration
You can choose to restore the configuration settings from any of your saved backups at any given time. This
may be useful during customer calls reporting issues that can best be fixed by rolling back to a 'safer' version.
Restore can be carried out by clicking on the rounded arrow icon to the right of the backup and following the
instructions. A success message appears following a successful restore and, in addition, a message appears
in the Logs.

Detect Problems across Several Devices (Cross-Device Alerts)
You can detect problems that are persistent across many devices and use this information for more effective
troubleshooting. The Cross-Device Alerts portlet displays alerts when Prime Home detects problems by
cross-referencing numerous devices in a certain area. For example, when a substantial number of devices
experience connectivity issues, the problem is most likely regional, and an alert is issued providing the relevant
information. This portlet displays alerts issued in the past 90 days, and refreshes every minute.
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Note

This feature requires custom integration with the Service Provider and therefore may not be available on
your system.

View Device Statistics
The Statistics tab in the Prime Home GUI provides the Administrator with a visual display of important
statistical information for analysis and other purposes.
The New Devices portlet under the Statistics tab displays new devices added to the Prime Home management
system - by hour/day/week/month in a bar graph format. Clicking on a bar takes you the Device Management
screen where a full list of devices for this bar's criterion is displayed.
The Device Distribution portlet under the Statistics tab displays connected devices according to the following
criteria: type/manufacturer/software version/tags. Clicking on a slice of a pie chart redirects you to the Device
Management portlet where a full list of devices for this sector is displayed.

View Device Operations
The Device View > Device Operations portlet displays the following types of information for the selected
device (gateway or STB), according to the selected tab:
• Groups: groups associated with the device.
• Batches: batch processes associated with the device, including the current state of the batch operation.
• Configuration Sets: list of configuration sets that the device has been provisioned with.
• Configuration: full and complete list of parameters taken from all configuration sets and system defaults
that are applied to this specific device.
• Notification: parameters provisioned to the device, the type of notification sent to the ACS when a
parameter's value is updated, and the source of the configuration (device profile or configuration set).
If the notification is passive, notification is sent the next time the device connects; if it is active,
notification is sent immediately.
• Firmware Images: list of software images
To view more detailed information about a specific group or batch process, click the relevant group or batch's
link.

View Software Inventory
You can view software modules installed on gateway devices and all other external devices connected to the
gateway, via the Software Inventory portlet located under Device View for the specific gateway.
This is supported on specific gateways only.
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Configure TR-069 Parameters (Gateway and STB)
TR-069 is a remote management protocol, defined by the Broadband Forum. Prime Home uses TR-069 to
communicate and configure its client devices. In return, the deployed devices update the Prime Home database
with their current state. This two-way communication between the management system and its deployed
devices is the very foundation of the entire system concept.
The Device View > Parameters portlet enables CSR level 2 and above to access and configure the device's
parameters. The search function's auto-completion feature provides an easy method of searching for a specific
parameter. For example, enter "interval" in the search field, and select
InternetdeviceDevice.ManagementServer.PeriodicInformInterval.
Note that the left column indicates the parameter's location in the TR-069 tree formation. Some TR-069
parameters are writable. You can edit the value by clicking the Edit button, changing the value, and clicking
Apply. Additional details displayed in this section include:
• Updated: The time since the value's last update.
• Description: A description of the TR-069 parameter.
• Type: The type of the parameter, for example, string, unsigned int, IP address, and so on.
• Notification: The trigger for the device to notify Prime Home of a change in the parameter's value. This
can be:
• Active: The notification is sent immediately after the parameter is changed.
• Passive: The notification is sent the next time the device connects to Prime Home.
• Off - No notification.
You can click Retrieve, or Retrieve Sub-tree where relevant, to display the most up-to-date parameter values
from the device.
The Recently Viewed section displays a list of the TR-069 parameters that you have viewed, with links for
viewing them again.

Note

Parameters can be exported as a csv file.

Tracing Sessions (Gateway and STB)
The CSR can track all communication between a device (both a gateway and a set-top box) and Prime Home
via the Device View > Sessions Trace portlet.
Choose the Duration (default is one hour) and click Start to begin the trace session. Both trace sessions that
are in progress and sessions that are completed appear in this screen with various identifying details. This list
is fully searchable and sessions can be deleted if needed.
In addition, you can export the trace session files for further analysis and troubleshooting.
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Define AMS Samples (STB)
The Operations user can configure STBs to provide Audience Measurement System (AMS) samples. These
samples provide useful statistics on user activity, which can then be analyzed for further sales and marketing
purposes. Each STB is assigned to a single sample.
The samples are created in the Operations > AMS Samples portlet.
The following parameters are available for each AMS sample:
Name

Description

Sample ID

Sample group that the STB belongs to. Note that 0 means that AMS sampling is
disabled.

Minimum Live Viewing Logs a program that the user watched - if it falls within the time frame set by this
Duration
parameter.
Minimum Playback
Duration

Logs a playback event that the user watched - if it falls within the time frame set
by this parameter.

Minimum Speed
Change Duration

Logs a speed change event - if it falls within the time frame set by this parameter.

Event Classes ID

Defines the class of events that the AMS should log.

Forward Method

Defines when the AMS feature forwards its data to the headend. This can be either
time based or event based.

Forward Recurrence

Defines how often the AMS feature forwards its data. This can either be based on
a time interval or a set number of events.

Forward Randomization Defines randomization depth.
Forward Timeout

Period of time after which the feature times out and does not send data.

Forward URL

Defines the AMS Proxy URL

Forward If Empty

Determines whether AMS will connect to the AMS Proxy even if there is no data.

Manage Software Services
The Operations user, utilizing TR-157 standards, can create services for specific devices. Each service comprises
different modules which can also be configured via the UI. These services and modules can be defined via
the Prime Home UI (or via NBI) and applied in one of the following ways:
• Directly to the device. See Apply Services to Device, on page 33
• Via Batch Action. See Create Batch Processes, on page 49
• Via Configuration Sets. See Create Configuration Sets , on page 48
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Note

This feature is for supported devices only.

Create Software Modules
In order to create a service for the device, you first need to create the required modules.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Navigate to Operations > Software Modules.
Select Actions
> Add New.
Fill in the required fields (Friendly Name, Name, Vendor). Note that Vendor and Name must be exactly the
same as that contained in the software module being downloaded by the device.
Select the Autostart checkbox if you want the software module to automatically start once it's been installed
onto a device. Note that for some devices this is the default behavior.
Click the Add button to add in different versions as required. At least one version is required.
Important
Make sure that the versions entered here match the versions in the module package.
Fill in the required paths (Version, Download Path) for each version. Make sure to select one of the versions
as preferred (which will make it the default version to be used for that module).
Click Save.

Create Software Services
Once you have created the required software modules, you need to create a Software Service to contain the
modules. Note that after a service is associated with a device or a configuration set, the corresponding modules
can still be edited, but new modules cannot be added and existing modules cannot be deleted.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Navigate to Operations > Software Services.
Select Actions
> Add New.
Fill in the required fields (Name, Version). The Version is for your own benefit to keep track. The Description
field is optional.
In the Software Modules section, choose a Vendor from the drop-down list.
Place your curser in the Module field and select the required module from the drop-down list. You can only
choose one version.
Click Add New on the right of this field. The module appears in the list below with an extra Version field.
This refers to the versions that were added in the Software Modules screen. Note that choosing Preferred
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Step 7
Step 8

(x) means that if you change the Preferred Version in the Software Module to a different version, the change
occurs here too.
Keep adding the necessary modules that are part of this Service.
Click Save.
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Managing Device Profiles
• What are Device Profiles?, page 63
• When to Create or Update Device Profiles, page 65
• Create Device Profiles, page 65

What are Device Profiles?
Note

The Device Profiles feature is currently available for the Cisco Admin user only.
A device profile is a set of definitions and characteristics. Profiles represent different devices and firmwares,
and optionally can distinguish between different versions of the same device. Profiles can be set up in a
parent/child relationship - where values can be inherited or overriden. The Admin can customize profile
definitions such as editing device view images and icons, adding associated pages in the navigation menu,
adding Quick Actions, first-time install configurations.

Note

Configuration sets values will override device profile values.
The device profile screen has a Device Profile "tree" on the left side of the screen and various tabs on the right
which typically includes the following:
Name

Description

Overview

Provides name of profile along with identifying
picture and priority level

Profile Rules

Rules that define how a device profile will be
identified.
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Name

Description

Parameters

These are all the available parameters that can be
applied to the device. They are referenced by their
Aliases. An Alias is a "friendly name" which can be
mapped to different parameters. This enables you to
use one Alias for different parameters on different
devices and can be useful when configuring batch
actions.
Caution

Disabling a parameter here could cause
negative impact on other portlets.

Configuration

These are specific parameters singled out from the
Parameters section and are considered as the Default
System values for the device profile. The system will
configure the device matching this profile according
to these configuration values on its first time
connection.

Resources

These are a collection of parameters. They can be
used via NBI and also for generic resource portlets
on the UI.

Capabilities

Capabilities are an array of settings relevant to various
workflows and portlets in the system. They determine
how the GUI / workflow will behave in the particular
device belonging to the profile.
Caution

Modifying capabilities have a wide range
of consequences within the portlets.

Menu Items

Determines the visibility of the menu items displayed
in the Device View portlet.

Quick Actions

Determines which options appear in the Quick
Actions portlet.

Export/Import
Export with Sub Profiles: In the tree on the left side, select this option from the drop-down list on the required
profile to export the Device Profile with all the sub profiles beneath it (parent and children).
Export Profile Only. In the tree on the left side, select this option from the drop-down list on the required
profile to export the Device Profile only without any of its "children".
Device Profiles can also be imported from another system using the Import button on the top right of the
screen. The files are exported and imported in text format and contain additional information such as build
ID and date and time of export. The import/export feature is useful for working with staging versus production
environments. Note that files to be imported must not be altered or edited in any way.
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Note

At the top of the screen is a search option. In order to see the profile attached to the device you specifically
requested, make sure Device in Session is selected.

When to Create or Update Device Profiles
Device Profiles should be created when new device types are needed or when adding new features to major
versions of existing device types (such as new portlets or new pages and so on).
Device Profiles should be edited (instead of created) on customer sites in the following situations:
• Bug due to wrong initial configuration
• Changes made on the device side - new logic, data model
• Appearance of a new device version that requires new profile
• Request for new functionality
• New resource or Update existing resource
• New or Update Quick Action
• Configuration changes

Caution

It is strongly recommended to test all changes in a Staging environment first.

Create Device Profiles
New Device Profiles should be created when new device types are needed or major versions of existing device
types needs to have new features added (such as new portlets or new pages etc). Device Profiles work on a
hierarchical basis - whereby the "children" inherit the values from their "parents". These values can then be
overriden for the child Device Profile.

Procedure
Step 1
Step 2
Step 3
Step 4
Step 5

Log in to the Prime Home GUI as a Systems User.
Navigate to System > Device Profile
In the Parameters tree on the left, locate a device that is the most similar to the new one you want to create.
Click on the drop-down and select either Sub-Profile to create a new profile with a "parent-child" relationship
between the two profiles. Alternatively, select Clone to copy and edit as a stand-alone profile.
Edit the required parameters and their values in the tabs as needed. For more information on the tabs and their
options, see below.
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Overview tab
The following options are available for editing on the Overview tab:
Field Name

Description

ID

System generated number

Identity

One time only string identifier. Used for export/import.

Name

Name of the Device Profile

Priority

If one device matches two profiles based on their profile rules, then the
device will be matched to the profile with the higher number as defined
in this Priority field.

Style

This defines which pictures will be shown of the device - not just here
but also on the Device View tab.
To add images for device:
1 Take an image of the front panel and name it XXX_front_panel.png.
Maximum width 130px Maximum Height 130px
2 Take an image of the back panel and name it XXX_back_panel.png.
Maximum width 600px Maximum Height 450px
3 Save both images in the following directory on all SL servers:
/
$PANORAMA_HOME/portal/tomcat/webapps/panorama-ui/images/devices
4 Change the name in the Style field to match the name you gave it
above (XXX).

Inheritance From

Editable field. Can move the specific device profile to a new "parent".

Metadata

Editable field. Can add specific metadata to each device profile for
identification purposes

Profile Rules tab
This tab lists the Profile Rules that, when matched, will map devices to this Device Profile. Each individual
rule consists of a parameter name and its expected value. Rules within one group are linked by an AND
condition. If necessary, another group of rules can be created which will serve as an OR condition. When
adding rules, make sure to use the correct group number.
For example, the user can create a set of rules that say if Device.DeviceInfo.ProductClass equals UnifiedGW
AND Device.DeviceInfo.ManufacturerOUI equals B4F2E8, then this Device Profile will be mapped onto the
device.
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Important

Note

It's very important to create unique rules that match to specific devices and not to create rules which will
overlap with other device profiles.

Note that the more profile rules you define, the greater the impact on system performance.

Parameters tab
This tab contains all of the available parameters from the device model. The user can look through all the
parameters inherited from parent nodes, compare them with data model of the required device, and change
or disable as needed. Note that the Alias is the "friendly" name and that the same Alias can be mapped to two
different parameters in different devices. This comes into play when running Batch actions using the Alias
which will affect different devices with similar parameters.
In this tab, you can edit the following options: Alias, Parameter Name, Default Value, Label, Fetch Before
Action, Possible Values, Status and Inheritance. Placing your cursor over the parameter name displays the
path to locate the parameter in the Device View > Parameters portlet (where % indicates the index).
The parameters have values that are either self-defined or taken from the parent device (inheritance). This is
explained in detail in Edit Inheritance field, on page 77
The following options can be edited:
Name

Description

Alias

"Friendly" name of the parameter. Clicking on the
blue icon will display the name of the actual
parameter.

Parameter Name

Full parameter name as taken from the device

Default Value

Determines the default value for this parameter. And
if enabled, this will be shown in the relevant resource
portlet.

Label

For resource component

Fetch Before Action

If yes, then system will perform GPV before SPV

Possible Values

Can enter a range of possible values for this parameter
which will then be displayed in the defined portlet.
For a detailed example, see How to Display Parameter
Options in Portlets, on page 70

Status

Enable/disable

The following actions can be taken on the parameters:
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Action Name

Description

Add New

Add a new parameter

Delete

Delete selected parameters.

Restore Inheritance

Restore inheritance for all selected parameters from
their "parent" device profile. Note that new parameters
which do not exist in parent device profile will always
remain as "Self" inherited.

Override Inheritance

Override inheritance for all selected parameters taking
values from the "parent" device profile. Once the
values are changed and are no longer inherited, the
Inheritance column will be displayed as "Self."

Resources tab
Resources are essentially groups of device parameters. They can be used via the NBI or edited via the UI
when configuring how the parameters will look when displayed in generic resource portlets.
You can create groups of parameters in this tab and arrange the parameters within the groups. By creating
and arranging them into groups, you can control how the portlets will look. The portlets themselves can be
customized in the Portlet Configuration screen.
The following options are available for editing for each parameter:
Name

Description

Alias

"Friendly" name of parameter. Clicking on the blue
i icon will display the name of the actual parameter.

Mandatory

Yes/No. Defines whether this parameter must be filled
in the portlet.

Visibility

Read Only, Read/Write, Hidden

Field Type

Depending on the type of parameter values needed,
you can choose free text, combo box or time range.
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Name

Description

Formatter

Custom Parameter's value. Can be one of the
following:
None
IP Address
Default Date = 12-Dec-2000 12:00
DD-MMM = 12-Dec
*HH-mm = *12:00
Temperature C2B
Temperature C2F
Temperature C2C
Temperature F2F
Temperature F2C
bps = gbps, mbps, kbps, bps

Validator

System validates that values are added in the required
following format:
None
IP Address = validate IP Address format
(255.255.255.255)
Integer = Value can be only positive number
Digits = Value can contain only digits* *
Valid String = Value can contain only system valid
chars : 0-9 a-z A-Z - _ . () /
Boolean = * *Value can contain Boolean values only
: true,false,0,1

Regex Validator

Can be any type of special text string for describing
a search pattern. For example: ^[0-9]{4}$ would
denote that a four number string only is valid.

The parameters can be dragged and dropped so as to display in a different order in the portlet.
The resource parameters have values that are either self-defined or taken from the parent device. This is
explained in detail in Edit Inheritance field, on page 77

Configure Portlets
When creating general resources, you can also configure the portlets on the System > Portlet Configuration
screen.
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Portlets can also be exported to another system by selecting the required portlets and then clicking on Actions
> Export . Portlets can also be imported from another system. When importing portlets make sure that
no changes have been made to the file after it was exported.
The following options can be edited for each portlet:
Name

Description

Identity

Portlet unique identifier - used mainly for import /
export. Cannot be changed.

Resource name

Name of the resource as set in the database.

Portlet name

Name displayed on the UI

Visibility

Read /Write: can change value of parameters in the
portlet.
Read Only: view only

Staleness

Defines after how long to bring new information from
the device. number+s|S|m|M|h|H|d|D|w|W

Tabbed

Defines whether to display the information in a tabbed
format.

Columns

Defines how many columns to display in the portlet
layout.

Non existing Fields

Show: Non-existing fields will be displayed as N/A
Hide: Non-existing fields will not displayed at all

Default Value

Show or hide the default value for this parameter

Previous Value

Show or hide the previous value that the parameter
was set to.

How to Display Parameter Options in Portlets
Parameter options can be set for all generic resource portlets.
The following procedure provides an example of how to display parameter options in the Settings portlet of
a STB.
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Procedure
Step 1
Step 2
Step 3

Navigate to System > Device Profiles > Parameters.
Make sure that Device in Session appears in the Search In field at the very top of the page on the left.
Edit the HDMIResolution parameter and click in the Possible Values field. A window appears.
Figure 13: Combo Box Values

Step 4
Step 5
Step 6
Step 7

Add in the information as you see it in the screenshot above.
Make sure the status is set to Enable.
Navigate to the Resources tab. If the av_settings group exists, then open it and confirm the HDMIResolution
parameter is listed in it. If not - then create it and add the HDMIResolution parameter to it.
Navigate to Device View > Settings and confirm that you can see the options in the drop-down box in the
HDMI Resolution field.
Figure 14: HDMI Resolution Options
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Capabilities tab
Capabilities are essentially anything that the device can support. This can take the form of workflows,
parameters, options visible in the GUI, etc.
The capabilities parameters have values that are either self-defined or taken from the parent device. This is
explained in detail in Edit Inheritance field, on page 77 .
For example, the visible_cells capability refers to the options displayed in the Device View portlet. If this
capability is given the following values: wan, wireless, firewall", then the display would be as follows:
Figure 15: Device View with "Visible Cells"

The following is a list of capabilities that are most likely to be edited. Not every capability detailed here will
be available to every customer.
Capability

Description

Possible Values

Type

Format

Supports format
workflow.

FormatDiskCommandFactory

FactoryReset

Supports factory reset
workflow.

FactoryResetCommandFactory Quick Action (or NBI
(standard)
provisioning)

Quick Action (or NBI
Only relevant for STB devices provisioning)

ResetSettingsCommandFactory
(for specific STB)
factoryResetTo

Supports factoryResetTo N/A

DefaultValues

DefaultValues
workflow.
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Capability

Description

Possible Values

Type

factoryResetTo

Supports factoryResetTo N/A

DefaultValues

DefaultValues

RetainRecordings

RetainRecordings
workflow.

visible_cells

Defines which
components will be
visible in the Device
View portlet. In addition,
you can add clickable
links to other pages from
this tab.

Rftuner, osd, connectivity, vod, GUI display in Device
pvr, hdd, hdmi, dtt, settings,
View portlet
adbHdmi, blades,chassis, faults,
pdl.

friendlyName

Defines the device
friendly name.

$Alias

Quick Action (or NBI
Only relevant for STB devices provisioning)

For example, 'Gateway $DeviceInfoSerialNumber'
where
$DeviceInfoSerialNumber' will
be replaced with the device
serial number value.

GUI display in Device
View portlet(NBI
provisioning can override
it)

firewall

Displays firewall image N/A
in UI (assuming device
has firewall)

GUI display in Home
View portlet

hh_identity_param

Defines the household Parameter name
ID (based on the identity
parameter)

GUI display in Household
View (Can also be NBI or
third party tool)

report_cpe_id_format Defines the device's CPE Format is composed of text
GUI display in Advanced
ID (in conjunction with literals {n} where n is an integer Search
"report_cpe_id_params) (starting with 0). {0} is replaced
with the first parameter value
specified by
report_cpe_id_params, {1} is
replaced by the second, and so
on.
report_cpe_id_params Defines the device's CPE Comma separated list of
ID (in conjunction with TR-069 parameter names (no
report_cpe_id_format) spaces between) whose values
are taken by
report_cpe_id_format

GUI display in Advanced
Search
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Capability

Description

infopanelSecondField Specifies what
information to display in
Device View portlet in
left hand side under the
Device Field
information.

Possible Values

Type

Comma separated values (no
spaces between).

GUI display in device
View portlet

First part is title
(ui-messages.properties key or
the actual text to display).
Second part is an Alias name
whose value should be
displayed.
Default information displayed
is "infopanel.productClass" and
product-class

speedTest

Specifies the interfaces One or more of "InterfaceBB, GUI options in Speed
Test portlet
SupportedInterfaces supported by the device Interface3G".
for Speed Test portlet.
Most gateways support
InterfaceBB (BroadBand) only.
deviceType

Defines device type.
(Should be defined in
root devices)

Gateway device, device or
smart box

GUI display in Advanced
Search portlet

BackupOperations

Specifies what
information is to be
included in a backup.

WIRELESS_RESOURCE,

Backing up

FIREWALL_RESOURCE,
MEDIA_RESOURCE,
STORAGE_RESOURCE,
DMZ_RESOURCE,UPNP_
RESOURCE,
LAN_CONNECTIONS_
RESOURCE,
PORT_MAPPING_RESOURCE,
WAN_CONNECTIONS_
RESOURCE,
PORT_TRIGGERING_RESOURCE,
DYNAMIC_DNS_RESOURCE,

household_order
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Defines the order of the Numerical
device profiles that
appears in the Household
navigation portlet (when
relevant)

GUI display in the
Household navigation
portlet

Managing Device Profiles
Menu Items tab

Capability

Description

Possible Values

Type

connectionInterfaces Defines Home View
portlet supported
interfaces as icons.

ETHERNET, WIRELESS,
MOBILITY,HPAV, USB,
MOCA

GUI display in the Home
View portlet

SoftwareModuleAutoStart Device will
automatically start
installed modules

N/A

Device Installation

Menu Items tab
This tab contains a list of the Menu Items that appear on the left hand side of the Device Profile. The following
options are available for editing:
Name

Description

Title

This is the technical title of the page. It's
recommended to define the string in the UI messages
file in Prime Home.

URL

Relative URL of the page

Order

Defines the order that the pages will appear on profile.
The page with the lowest number will be the default
landing page. Other pages will be ordered from lowest
to highest.

Status

Enable/Disable - will be displayed in the Menu Items
pane

Inheritance

Either Self or from parent profile. The items that are
either self-defined or taken from the parent device.
This is explained in detail in Edit Inheritance field,
on page 77

In order to find the title for the Menu Item, you can copy details from menu items available from other profiles.

Quick Actions
The options listed here will determines what is available in the Quick Actions portlet. Options are:
Name

Description

Title

This is chosen from a drop-down list.
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Name

Description

Enabled Condition

True: appears in the Quick Actions portlet and is
active.
False: appears greyed out in the Quick Actions portlet.
Can use Prime Home Expressions here: see Prime
Home Expressions for options

Visible Condition

True: appears in the Quick Actions portlet and is
active.
False: appears greyed out in the Quick Actions portlet.
Can use Prime Home Expressions here: see Prime
Home Expressions for options

URL

Applicable for local UI actions and other uses. An
example would be https://${$DEVICE_IP}
:8443/index.cgi?user_name=
${($PROV_adminUsername)
Can use Prime Home Expressions here: see Prime
Home Expressions for options

Timeout

Amount of time in minutes before the system returns
an error message if the action is not successful.

Status

Enable or disable the quick action.

The Quick Action options have values that are either self-defined or taken from the parent device. This is
explained in detail in Edit Inheritance field, on page 77

Configuration tab
The configuration tab holds a set of parameter values that will be assigned to the device when it connects to
the system. The following fields can be edited:
Name

Description

Alias

"Friendly" name of the parameter. Clicking on the
blue i icon will display the name of the actual
parameter.

Action Type

Set Notification, Set Parameter Value, Get Parameter
Value, Get Parameter Name and Value

Value

Off, Passive, Active. Regular expressions can also be
added here. See Prime Home Expressions, on page
77
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Edit Inheritance field

Name

Description

Run Separately

Can define which parameters to send separately to
the device. Due to the impact on performance, it is
recommended to only choose important parameters.

Status

Enable or Disable the configuration item

The parameters have values that are either self-defined or taken from the parent device. This is explained in
detail in Edit Inheritance field, on page 77

Edit Inheritance field
Editing Options

Description

Inheritance Column

If this displays Self, it means that the parameter value
has been changed and this overrides the parent device
that it's connected to.

Blue Box

Clicking on the override button cancels the inheritance
from the parent device and allows you to edit the
values. Once you have edited the values as needed
(including disabling/enabling the parameter) the more
option appears. Clicking on this displays information
as to what values have changed and which is the
parent device.

Blue Arrow

Clicking on the Restore Inheritance blue arrow will
remove the values here and revert to the inherited
values from the parent device.

Prime Home Expressions
Expressions in Prime Home can be used in several places:
• System > Device Profiles > Quick Actions Enabled Condition / Visible Condition / URL
• System > Device Profiles > Configuration > Value field
• Workflows: (Set Parameter values, file upload, GPV, SPA)
Name

Expression

Description

Example

Device
capability

$DC_XXXX

XXXX is used as a capability name $DC_localUi
and its value will be used in the
expression
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Prime Home Expressions

Name

Expression

Description

Example

Configuration $CF_XXXX
parameter

XXXX is used as a configuration
parameter name and its value will
be used in the expression

$CF_portlets$quicklinks

Device
profile

XXXX is evaluated as a TR alias, $DP_DeviceInfoSerialNumber
and if not found, as a device
parameter name. The value is used
in the expression.

$DP_XXXX

Provisioning $PROV_XXXX

XXXX is first checked as a
provisioning parameter name, and
if not found, as a provisioning
metadata name. The value is used
in the expression.

CPE_ID of
device

CPE_ID of device, as appears in
Advanced Search page and Reports

$CPE_ID

Current time $TM_CUR

Current time (time of evaluation of
expression), in format defined by
capability dateTimeFormat

A random
time

$TM_RND

A random time, with no restrictions,
in format defined by capability
dateTimeFormat

$DEVICE_IP

Device IP that extracts from device
parameter alias:
ManagementServerConnectionRequestUrl
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$selfcare$enable

$PROV_USER_NAME
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Administrative Tasks
• Manage Prime Home Users, page 79
• Manage Prime Home User Groups, page 79
• Add Roles, Assign Permissions and Associate them with Users, page 79
• View Audit Logs, page 80
• Configure Discovery Settings, page 80

Manage Prime Home Users
User accounts can be added to Prime Home authentication of predefined users from an LDAP server.
User permissions are determined by the role that is assigned to the user (or the user group). A role is a definition
of permissions that determine which of the Web interface’s functionality (tabs and portlets) are presented to
the user.
Users authenticated from an LDAP server are commonly added in groups. It is advisable to manage users in
groups, and assign a role to a group, rather than to a single user.

Manage Prime Home User Groups
Adding groups of users from an LDAP server is performed at initial Prime Home setup. However, you can
also create groups of users manually, according to your needs.
Creating User Groups is carried out through the Administration > User Groups portlet. Note that after you
create a User Group, you need to populate it with Users, using Actions / Assign Members.

Add Roles, Assign Permissions and Associate them with Users
Prime Home has four predefined roles by default and new roles can be added via the Administration > Roles
portlet if necessary. In addition, permissions to perform different activities via different portlets can also be
added or removed from different roles. These roles can then be associated with users or user groups.
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Procedure
Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

In the Administration > Roles portlet, click Add and fill in the details to create a new role.
Click the Actions button next to your chosen role and select Define Permissions.
In the Role's details screen, in the Add Permissions drop-down menu, select the required actions to add to the
role.
Click Save.
Click the Actions button next to this role and select Assign Members.
Either select Users or User Groups and then click on Available to populate the screen.
Select the required Users or User Group and click Update Associations. The role is now assigned to the
User/User Group.

View Audit Logs
The Administrator can view and monitor two types of actions in the Audit Log portlet:
• Devices - these are actions performed on a specific device by a user. (An action carried out directly from
the device will not be logged).
• Operations - general actions performed by a user
This screen shows you the Action name, who performed it as well as the date it was performed. A search
option at the top enables you to locate the Audit actions you want to review.
You can export the Audit logs into a csv file for further analysis.

Configure Discovery Settings
The Discovery Settings portlet enables the Administrator user to configure and troubleshoot device information.
In this portlet the admin user can set which device parameters will be retrieved during the discovery process
by using the white list and transient lists. The option for export and import exists in order to sync parameters
across different devices. Parameter files that are being imported must not be altered or edited in any way.
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Reports
• Running Reports, page 81

Running Reports
Prime Home users who have the required permissions can run reports.
Prime Home includes a package of built-in reports and statistics providing the service provider extensive
visibility over his install base. Using these reports the service provider can identify trends in the network and
proactively address impairments. Prime Home's reporting tool provides an intuitive, yet sophisticated, interface
allowing users (for example, 'Operations' department) to both customize built-in reports and generate new
reports (aka 'Ad-hoc' reports) based on the aggregated device data. Prime Home's comprehensive report tool
facilitates creation and customization of reports upon need. These reports can be viewed and exported to a
variety of formats including HTML, DHTML, PDF, Excel, XML, RTF, CSV, and PostScript.
Prime Home's reports can be classified into three categories:
• Static reports - Reports that cannot be modified by the operator. The layout and data to be included are
defined at report design time only. (Note that the dataset used to populate the report can change each
time the report is run).
• Dynamic reports - Reports that can be modified by the end user. The layout and data to be included are
defined at report design time but can also be modified at runtime by the operator. Dynamic reports can
be modified using parameters, DHTML functionality, or web controls.
• Ad Hoc - Reports that are built from scratch and can be modified at runtime by the operator.
The following predefined reports are included:
Report Name

Description

Distribution

Includes information and statistics regarding the device distribution of the
service provider's install base. The distribution criteria include the following
categories: Type, Manufacturer, HW and SW versions.

Provisioning Failures

Includes information regarding recently failed provisioning events. For example,
new devices that were unsuccessfully provisioned to Prime Home during the
last 24 hours.
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Report Name

Description

Not-Provisioned Devices

Lists the devices that are connected to Prime Home, but do not have provisioning
parameters configured.

New Devices

Shows device registration trend over time: i.e. the list of devices that were
registered to Prime Home within the selected time frame (e.g. last 30 days),
with a graph showing the number of registered devices per day.

Batch Status

Shows the list of devices on which the batch was executed and the completion
status of the batch for each device.

Failed Connection Request Shows list of devices that do not respond to Prime Home's session initiation.
Missed Periodic Inform

Shows list of devices that do not initiate a periodic inform as expected.

Remote Update Report Set Includes statistics and information on devices that successfully or unsuccessfully
updated their firmware software within a defined time frame.
User Activity Log

Includes information on device management activities performed by Prime
Home users such as restore to factory default, reboot, and so on.

Device Failures

Includes information and statistics regarding recent device alerts identified by
Prime Home (usually during 'Periodic Inform'); the report contains a list of the
top devices experiencing the maximum number of problems.

Software Upgrade Report

Shows information about a select firmware upgrade's batch, including overall
statistics and per-device status

SCR Alerts

Shows SCR (support call reduction) events that occurred on the managed devices
within a given time frame
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Appendix
• Gateway Alerts, page 83
• STB Alerts, page 85

Gateway Alerts
The following Alerts are available for Gateway devices.
Alert Name

Alert Description

Firewall
High Security Level

High Security Level

Low Security Level

Low Security Level

WAN
Disabled IP Connection

IP connection is disabled

Disconnected IP Connection

IP connection is disconnected

Static IP Connection

IP connection is static

Disabled NAT for Routed IP

Disabled NAT for Routed IP

Disabled DNS

IP Connection DNS is disabled

Overridden DNS

IP Connection is not configured to use automatic DNS servers provisioning

Duplex Mode

Duplex mode different than Auto

Limited Connectivity

CPE is configured to a restricted browsing mode

Unstable WAN connection

Too many WAN disconnections

Excessive number of IP
connections

There are too many open connections

Low SNR

Downstream channels have low SNR
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High Downstream Power

Downstream channels have high power

High Upstream Power / Low
Upstream Power

Upstream channels have low (high) power

Wireless
Insufficient security level

Insufficient security level is used in a wireless network

Weak encryption algorithm

Weak encryption algorithm is used in a wireless network

MAC Filtering Enabled

MAC Filtering is enabled in a wireless network

Wireless is disabled

All wireless networks are disabled

Saturated channel

Wireless channel <x> is saturated

No visible wireless network

All wireless networks are hidden. The user will have to manually enter the
network name in order to join

Low Wireless Signal Strength

Some of the wireless devices are experiencing low signal strength

Excessive number of connected Excessive number of devices are connected to the wireless, suggesting a
devices
possible security breach
Provisioning
Provisioning failure

CPE was not successfully provisioned. Default service settings might be
misconfigured.

System Health
Frequent Restarts

CPE experiences frequent restarts

No periodic inform

CPE is missing periodic inform in the last 24 hours

Low available memory

Free available memory is running low

Abnormal termination

CPE experiences abnormal terminations

Software version - not
recommended

Device has a software version which is not recommended

Low storage capacity

Capacity of attached storage device is low

User Error in the last 24H

User had errors in the self care portal in the last 24H

SCR
First time installation was
triggered in the last 24H

First time installation was triggered at <x>

Cable disconnect was triggered Cable disconnect was triggered at <x>
in the last 24H
Cable modem disconnect was
triggered in the last 24H
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STB Alerts
The following alerts are available for the Set-Top Box.
Alert Name

Alert Description

AV
HDMI Connection Fault

HDMI not connected

TV incompatible with some features

Incompatible TV. TV Model is in a list of
unsupported models

HDCP Fault

HDCP not Authorized

RF
RF-Tuners - locking problem

Tuner signal issue

Low signal quality

Tuner signal issue

High signal strength

Tuner signal issue

Low signal strength

Tuner signal issue

Signal Monitoring mode enabled

Signal Monitoring mode enabled

HDD Errors
HDD Errors

HDD Errors

High HDD Temperature

High hard disk temperature in the past 24H

PVR
Failed recordings

Failed Recordings in the past 24H

PDL
<x> errors in the last 24h

<x> errors in the last 24h

OSD
OSD Error Messages

OSD Error Messages in the past 24H

VOD
VOD Failures

VOD Errors in the past 24H

System Health
Frequent restarts

CPE experiences frequent restarts

Connectivity
Connectivity problem AMS proxy server

Connectivity problem with AMS proxy server

Connectivity problem App store server

Connectivity problem with App store server

Connectivity problem Authentication server

Connectivity problem with Authentication server
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Connectivity problem CMDC server

Connectivity problem with CMDC server

Connectivity problem image server

Connectivity problem with Image server

Connectivity problem content store server

Connectivity problem with Content store server

Connectivity problem MDS server

Connectivity problem with MDS server

Connectivity problem PS server

Connectivity problem with PS server

Connectivity problem TMS server

Connectivity problem with TMS server

Connectivity problem VOD pump server

Connectivity problem with VOD pump server

Connectivity problem VOD SRM server

Connectivity problem with VOD SRM server

Disconnected WiFi Dongle

WiFi dongle has disconnected in the last <x> H

Low Wireless Signal Strength

Some of the wireless devices are experiencing low
signal strength

Settings
Parameter changed in the last 24H
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A parameter has been changed by a user in the last
<x> H

