APPENDIX D

Support for REST APl in
Cisco Prime Access Registrar

This appendix provides information about the REpresentational State Transfer (REST) APIs supported
in Cisco Prime Access Registrar. The purpose of this appendix is to provide a developer, system or

network administrator, or system integrator with basic guidelines for using the outlined REST APIs
within the Prime Access Registrar deployment.

REST API Framework

REST is a resource-based architectural style to create web services. A resource is an object, which could
be a user, address, and so on. Each resource is identified by a Unique Resource Identifier (URI) and is
manipulated by representations that pass back and forth between client and server. Representations can

be in the form of XML, JSON, Plain, TEXT, or HTML. However, Prime Access Registrar supports only
the JSON format.

Table D-1 lists the common operations supported in Prime Access Registrar for REST APIs.

Table D-1 Common Operations Used in REST APIs

Method Crud Operation

ADD Create a resource

GET Read and retrieve a representation of a resource
EDIT Update an existing representation

DELETE Delete a resource

REST API Services

You can use any client for creating the APIs and must pass the following information as inputs for the
APIs:

¢ Content-Type—application/json
e username—username to access the service
e password—password to access the service

Table D-1 lists the REST APIs used in Prime Access Registrar.
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Table D-2 REST API Services

Object -> Type ID ADD EDIT GET DELETE

SCﬁpt—> 1 http://<hostname>:8 http:// http://<hosktname> |http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP |:8080/RESTAPI/serv |80/RESTAPI/service/d
/addobject I/service/editobject?t |ice/getobject?type |eleteobject?typeid=1

ypeid=1&name=<object id=1l&name=<object &name=<object name>

Pass the object and name> name>
the object name as
data.
Example:
{ llScript n : ( llNa]nell : n
test,..}}

Client -> 2 http://<hostname>:8 http:// http://<hostname>: |http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP (8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=2

Pass the object and
the object name as
data.

ypeid=2&name=<object
name>

d=2&name=<object
name>

&name=<object name>

Service -> 3

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

http://
<hostname>:8080/RESTAP
I/service/editobject?t
ypeid=3name=<object
name>

http://<hostname>:
8080/RESTAPI/servi
ce/getobject?typei
d=3&name=<object
name>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=3
&name=<object name>

Policy -> 4

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

http://
<hostname>:8080/RESTAP
I/service/editobject?t
ypeid=4&name=<object
name>

http://<hostname>:
8080/RESTAPI/servi
ce/getobject?typei
d=4&name=<object
name>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=4
&name=<object name>

ResourceManager ->
5

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

http://
<hostname>:8080/RESTAP
I/service/editobject?t
ypeid=5&name=<object
name>

http://<hostname>:
8080 /RESTAPI/servi
ce/getobject?typei
d=5&name=<object
name>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=>5
&name=<object name>

Administrator -> 6

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

http://
<hostname>:8080/RESTAP
I/service/editobject?t
ypeid=6&name=<object
name>

http://<hostname>:
8080 /RESTAPI/servi
ce/getobject?typei
d=6&name=<object
name>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=6
&name=<object name>
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Table D-2 REST API Services (continued)
Object -> Type ID ADD EDIT GET DELETE
RemoteServer -> 7 http://<hostname>:8 http:// http://<hostname>: |http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP (8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=7
ypeid=7&name=<object d=7&name=<object &name=<object name>
Pass the object and name> name>
the object name as
data.
USerCﬁoup-> 8 http://<hostname>:8 http:// http://<hostname>: http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP |8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=8
ypeid=8&name=<object d=8&name=<object &name=<object name>
Pass the object and name> name>
the object name as
data.
Profile -> 9 http://<hostname>:8 http:// http://<hostname>: http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP |8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=9
ypeid=9&name=<object d=9&name=<object &name=<object name>
Pass the object and name> name>
the object name as
data.
Rephcatkn1-> 10 http://<hostname>:8 |http:// http://<hostname>: |http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP (8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=1
ypeid=10&name=<name of |d=10&name=<name of |O&name=Replication/R
Passthe(ﬂﬁectand Repmember> Repmember> ep+Members/<name of
the object name as Repmember>
data.
Rule > 11 http://<hostname>:8 http:// http://<hostname>: http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP (8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=1
ypeid=1l&name=<object d=1ll&name=<object l&name=<object name>
Pass the object and name> name>
the object name as
data.
Sessjonhdanager_> 12 |http://<hostname>:8 |http:// http://<hostname>: |http://<hostname>:80
080/RESTAPI/service |<hostname>:8080/RESTAP |8080/RESTAPI/servi |80/RESTAPI/service/d
/addobject I/service/editobject?t |ce/getobject?typei |eleteobject?typeid=1
ypeid=12&name=<object d=12&name=<object 2&name=<object name>
Pass the object and name> name>
the object name as
data.
Snmp -> 13 http://<hostname>:8 | _ .
080/RESTAPI/service
/addobject
Pass the object and
the object name as
data.
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Table D-2

REST API Services (continued)

Object -> Type ID

ADD

EDIT

GET

DELETE

RemoteODBCSession
Server -> 14

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

UserList -> 16

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

http://
<hostname>:8080/RESTAP
I/service/editobject?t
ypeid=16&name=<object
name>

http://<hostname>:
8080 /RESTAPI/servi
ce/getobject?typei
d=16&name=<object
name>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=1
6&name=<object name>

EncryptedIMSI-Privat
eKeys -> 18

http://<hostname>:8
080/RESTAPI/service
/addobject

http://<hostname>:8080
/RESTAPI/service/edito
bject?typeid=18&name=<
name of key>

http://<hostname>:
8080 /RESTAPI/servi
ce/getobject?typei
d=18&name=<name of
key>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=1
8&name=
EncryptedIMSI-Privat
eKeys/keys/<name of
key>

ODBCDataSource ->
44

http://<hostname>:8
080/RESTAPI/service
/addobject

Pass the object and
the object name as
data.

http://
<hostname>:8080/RESTAP
I/service/editobject?t
ypeid=44&name=<object
name>

http://<hostname>:
8080 /RESTAPI/servi
ce/getobject?typei
d=44&name=<object
name>

http://<hostname>:80
80/RESTAPI/service/d
eleteobject?typeid=4
4&name=<object name>

Table D-3 provides a list of other REST APIs used in Prime Access Registrar.

Table D-3 Other APIs used in Prime Access Registrar

Operation URL

Tacacs Statistics http://<hostname>:8080/RESTAPI/service/Tacacsstatistics

Diameterstatistics  |http://<hostname>:8080/RESTAPI/service/Diameterstatistics

Statistics http://<hostname>:8080/RESTAPI/service/Statistics

RemoteServerStats |http://<hostname>:8080/RESTAPI/service/RemoteServerStats

DiameterPeerStats |http://<hostname>:8080/RESTAPI/service/DiameterPeerStats

DiaRemoteServerS |http://<hostname>:8080/RESTAPI/service/DiaRemoteServerStats

tats

ClientStats http://<hostname>:8080/RESTAPI/service/ClientStats

Reload http://<hostname>:8080/RESTAPI/service/Reload

AddUser http://<hostname>:8080/RESTAPI/service/adduser?UserListName=<nameofUse
rnameList>

GetUser http://<hostname>:8080/RESTAPI/service/getuser’name=<nameof
user>&UserListName=<nameofuserlist>
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Note

REST API Framework

Table D-3 Other APIs used in Prime Access Registrar (continued)
Operation URL
EditUser http://<hostname>:8080/RESTAPI/service/edituser’name=< nameof user

>&UserListName=<nameofuserlist>

DeleteUser http://<hostname>:8080/RESTAPI/service/deleteuser’name=< nameof
user>&UserListName=<nameofuserlist>

Example for adding a user using REST interface:

curl http://hostname:8080/RESTAPI/service/adduser?UserListName=new -H "Content-Type:
application/json" -H "Authorization: Basic YWRtaW46YWljdXNlcg==" --data
"{\"User\":{\"Name\":\"TestUser\", \"Description\":\"\", \"Password\":\"testuser\", \"Enabled
\"=\"TRUE\", \"AllowNullPassword\":\"FALSE\", \"Attributes\": {\"User-Name\":\"joe\", \"Nas-Po
re\":\"3\"}}"

Always the JSON input must start with name of the objects while editing sub objects. A sample is given
below:

curl -k -X PUT -H "Authorization: Basic YWRtaW46YWljdXNlcg==" -H "Content-Type:
application/json" 'https://<hostname>:8443/RESTAPI/service/editobject?typeid=18&name=keyl"’
-data
"{\"AllowedKeyIdentifiers\":\"hello\",\"keys\":[{\"Name\":\"keyl\",\"identifier\":\"100\",
\"PrivateKey\":\"test456\"}]}"

REST interface can also be accessed using HTTPS through the 8443 port.

CoA and PoD REST APIs

The Change of Authorization (CoA) and Packet of Disconnect (PoD) API calls allow you to send session
reauthentication and session disconnect commands for a specified session.

You can use any client for creating the APIs and must pass the following information as inputs for the
APIs:

e URL—URL to access the PoD/CoA service. Example:
— For PoD—http://<hostname>:8080/RESTAPI/service/PoD
— For CoA—http://<hostname>:8080/RESTAPI/service/CoA
e Content-Type—application/json
e username—username to access the service
e password—password to access the service

e data—API body with syntax as listed in Table D-4

Example
The following example shows a sample API written using cURL client.

http://ar-1lnx-vm054:8080/RESTAPI/service/PoD -H “Content-Type: application/json” -H
“username:admin -H “password:aicuser --data
n { Ilparazneterll H IIS21II ’ Ilvaluell H nn ’ Iltypell H llwith_idll } n
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Note

Prime Access Registrar supports basic authentication with Base64 encoding support for username and

password.

A sample header on encryption is provided in the example below:

-H "Authorization: Basic YWRtaW46YWljdXNlcg=="

REST interface can also be accessed using HTTPS through the 8443 port.

Table D-4 Parameter and Data Syntax for APIls

Parameter Data Syntax/Example

with-id "{"parameter":"S21","value":"","type":"with-id" }"

with-user "{"parameter":"bob","value":"","type":"with-user" }"

with-key "{"parameter":"bob","value":"","type":"with-key"}"

with-nas "{"parameter":"localhost","value":"","type":"with-nas" }"
with-ip-address "{"parameter":"192.168.0.4","value":"","type”:”with-ip-address" }"

with-ipx-network

"{"parameter":

nonnon

"0x6","value":"",

non

type":"with-ipx-network"}"

with-age

"{"parameter":

nwonnon

"1S","value":"",

non

type":"with-age"}"

with-usr-vpn

"{"parameter":

nwonn o

"1","value":"",

non

type":"with-usr-vpn"}"

with-attribute

"{"parameter"
ute” } n

:"Framed-IP-Address","value":"192.168.0.1","type": "with-attrib

with-Home-Agent

"{"parameter":

nnon nonnon

J'value™:"",

non

with-Home-Agent"}"

with-IP-Subnet

"{"parameter":

type":
" ","Value":""’"type":" With—IP—Subnet n } n

REST API Support for Query and Release Sessions

The REST interface allows you to perform the following:

¢ Query the server about the currently active user sessions

¢ Release the currently active user sessions

You can request information about those sessions that match a specified filter type, which could be one

of the following:
e with-id
e with-user
e with-key
e with-nas
e with-ip-address
e with-ipx-network
e with-age
e with-usr-vpn

e with-attribute
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e with-Home-Agent

e with-IP-Subnet

REST API Framework

Table D-5 lists the details of REST APIs for query and release session services.

Table D-5 REST APIs for Query and Release Sessions
Service URL Inputs Sample API
Query Session http://<hostname>:8 | e Content_Type_app]jca[ curl -H "username:admin" -H
080/RESTAPI/service ion@son "password:aicuser"
/querySessions?path 'http://ar-1nx-vm038:8080/RESTAPI/service/que

=/r&filterType=with
-user&filterValue=b
ob

Release Session

http://<hostname>:8
080/RESTAPI/service
/releasesessions?pa
th=/r&filterType=wi
th-user&filterValue
=bob

username—username
to access the services

password—password
to access the service

filterType—as listed
above

rySessions?path=/r&filterType=with-user&filte
rValue=bob'

{"session-mgr-1":{"S3": {"Username":"bob", "Key
":"localhost:1","Nas":"localhost","IP":"192.1
68 .0 .Oll’ llIlel : ll0x1ll’ IIGSLII B IIlII’ IIUSLII B IIlII’ IIUser

VPN":"1","Nas-port":"1","Time":"

00:01:17", "User-Name":"bob"}}}
[root@ar-1nx-vm049 ~]#

curl -X GET -H "username:admin" -H
"password:aicuser" -H "Content-Type:
application/json"
'http://ar-1nx-vm041:8080/RESTAPI/service/rel
easesessions?path=/r/SessionManagers/&filterT

ype=with-user&filtervValue=bob'

Released 1 session(s) Successfully in
/Radius/SessionManagers
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