CHAPTERZ

Installing, Migrating, and Uninstalling HCM
Dashboard

This chapter describes how to install, migrate data from HCM 1.0, and uninstall HCM Dashboard. It
includes:

e HCM Dashboard Server Requirements, page 2-2

e HCM Dashboard Default Ports, page 2-2

e HCM Dashboard Pre-Installation Steps, page 2-3

¢ Installing and Starting HCM Dashboard in a Non-Cluster Setup, page 2-4
¢ Installing HCM Dashboard in a Cluster Setup, page 2-7

e HCM Dashboard Post-Installation Tasks, page 2-8

e HCM Dashboard Log Files, page 2-10

e Starting and Stopping HCM Dashboard Server, page 2-10

e Modifying Database User Password in HCM Dashboard Configuration File, page 2-11
e Configuring a New Client and New User in ACS 5.1, page 2-12

¢ Installing MySQL Database Server 5.1, page 2-15

e Migrating HCM Dashboard Data from Windows to Linux, page 2-15

e Verifying Whether Data is Migrated Successfully, page 2-20

¢ Uninstalling HCM Dashboard, page 2-21
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Bl HCM Dashboard Server Requirements

HCM Dashboard Server Requirements

Table 2-1 lists the server requirements for the HCM Dashboard component.

Table 2-1 HCM Dashboard Server Requirements
Requirement Notes
Operating System Red Hat Enterprise Linux 5.3 (64-bit).

It is recommended that you read the following guides while hardening Linux:
e Guide to the Secure Configuration of Red Hat Enterprise Linux 5

e Hardening Red Hat Enterprise Linux 5

CPU 2 vCPU

DRAM 8 GB RAM

CPU Cache 2 x 6 MB L2 cache.

Disk Space 200 GB hard drive.

Network Interface Card (NIC) One 1-Gigabit Ethernet, low-latency NIC with dedicated connectivity to all

supported domain managers.

Structured Query Language (SQL) Server |\ MySQL 5.1. This is not installed as a part of the HCM application package.
MySQL Server is installed by default on the Red Hat Enterprise Linux operating
system.

If MySQL is not installed, you must install it. See Installing MySQL Database
Server 5.1, page 2-15.

Java Development Kit (JDK) Available as part of the HCM application package.
Web Server JBoss. This is available as part of the HCM application package.
Domain Managers e CUOM 8.0

e UCSM 14

e FMS 5.0

e vCenter 4.1.0

HCM Dashbhoard Default Ports

This section lists the default ports of HCM Dashboard and domain managers. You must make sure that
HCM Dashboard can communicate with the domain managers. It includes:

e Default Ports of HCM Dashboard, page 2-3
e Default Ports of Domain Managers, page 2-3
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Default Ports of HCM Dashboard

Table 2-2 lists the default ports of HCM Dashboard. You can modify the default ports during installation.

Table 2-2 Default Ports of HCM Dashboard

Protocol Port Number

HTTP 8090

HTTPS 8443

HTTP 8080—For receiving notifications from CUOM.
ODBC 3306

Default Ports of Domain Managers

Table 2-3 lists the default ports of Cisco Secure Access Control Server (ACS) and the domain managers.

Table 2-3 Default Ports of Domain Managers

Authentication and Domain Managers ‘Protocol ‘Port Number
Authentication

ACS TACACS 49

Domain Managers

CUOM NBI 44442

CUOM (Cross-launch) HTTP 1741
HTTPS 443

UCSM HTTP 80

vCenter HTTPS 443

HCM Dashboard Pre-Installation Steps

Before you install or migrate to HCM 1.1, do the following:

Step1  Enter the following command to check whether MySQL server is running:
ps -ef | grep -i mysql
If MySQL server is not running, enter the following command:
/etc/init.d/mysqgl start

Step2  Go to the /usr/bin directory.

Step3  Enter the following command to invoke mysql_secure_installation:
./mysqgl_secure_installation

A set of options is displayed.
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Step 4

Step 5

Step 6

Enter y for all options.

For example:

Set root password (y/n):y¥

Remove anonymous users (y/n):y

Disallow root login remotely (y/n):y

Remove test database and access to it (y/n):¥y

Reload privileges table now(y/n):y

Enter the following command to log into MySQL with root credentials:

mysqgl -u root -p

In the MySQL console window, enter the following command to grant remote access permission for root:

GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY root_password

WITH GRANT OPTION;

Installing and Starting HCM Dashboard in a Non-Cluster Setup

Step 1

Step 2
Step 3

Step 4
Step 5

Step 6

To install and start HCM Dashboard in a non-cluster setup:

Configure ACS. See Configuring a New Client and New User in ACS 5.1, page 2-12

If MySQL is not installed, you must install MySQL. See Installing MySQL Database Server 5.1,
page 2-15.

Copy hcm.bin to the installation server.
Enter the following command:

./hcm.bin

The Hosted Collaboration Mediation InstallAnywhere Wizard appears.
In the Introduction screen, click Next.

In the License Agreement screen, select the I accept the terms of the license agreement radio button
and click Next.

If a previous version of HCM Dashboard has been installed on the server, you will be taken to the Detect
Previous Version screen where you can view the following details:

e Version that has been installed.
¢ Install directory path.

You must uninstall the installed version before continuing with the new installation. To do this,
complete the steps in the Uninstalling HCM Dashboard section.

In the Select Cisco Hosted Collaboration Mediation Component screen, select the Dashboard radio
button and click Next.

The Choose Install Folder screen appears. The Default Destination Folder path is set to
/opt/hcm/dashboard.

If you want to install HCM Dashboard in a different directory:
a. Click Choose.
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b. Select the install directory path.
c. Click Next.
Step7  In the Database Configuration screen (See Figure 2-1), enter the:
a. IP address in the Server Address field.
b. Port number in the Port Number field.
The default database port is 3306, but you can change it if needed.
¢. Username in the System User Name field.
d. Password in the System Password field.

e. Click Next.

Figure 2-1 Database Configuration Details

Clisco Hosted Collaboration Mediation 1.1.

Enter the following database details.
The default database port is 3206, but you can change it if
needed.

SErver Atddress
[172.22.218.187

Port
|3306

System User Name
| root]

System User Password
[

200169

Step8  In the Cisco Hosted Collaboration Mediation Database User screen (See Figure 2-2), enter the following
details to create a user for Cisco Hosted Collaboration Mediation database:

a. Username in the User Name field.
b. Password in the Password field.

If you want to change the Dashboard database user’s password after installation, you must follow
the steps in Modifying Database User Password in HCM Dashboard Configuration File section.

c. Re-enter the password in the Re-enter Password field.

d. Click Next.
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Figure 2-2 Database User Details

Cisco Hosted Collaboration Mediation 1.1.

Enter the following details to create a user for Cisco Hosted
Collaboration Mediation database.

User Name
| dbowner

Password

Re-enter Password
| (LI LI LI ]

2067

Step9  In the HTTP Port Configuration screen, enter the HTTP port number in the HTTP Port field and click
Next.

The default HTTP port is 8090, but you can change it if needed.

Step10  In the HTTPS Port Configuration screen, enter the HTTPS port number in the HTTPS Port field and click
Next.

The default HTTPS port is 8443, but you can change it if needed.
Step11 In the ACS Credentials screen (see Figure 2-3), enter the:

a.
b.

C.

IP address in the IP Address field.
Port number in the Port field.
Secret key in the Secret Key field.

If you want to change the ACS secret key after installation, you must follow the steps in Modifying
ACS Password in HCM Dashboard Configuration File section.

Click Next.
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Step 12

Step 13
Step 14

Installing HCM Dashboard in a Cluster Setup

Figure 2-3 ACS Details

Clisco Hosted Collaboration Mediation 1.1.

L)

Enter the following details.
Default port is 49, but vou can change it if needed.

IP Address
|172.20.120.145

-
.J
o
o
C
F
—3

|49
|

Secret Key

The Pre-Installation Summary screen shows the items that will be installed.

Click Install.

209164

The Installing HCM 1.1 screen appears and shows the progress of the installation.
In the Install Complete screen, click Next.

In the Start HCM Dashboard screen, check the Yes check box if you want to start the HCM Dashboard
server and click Done.

Wait a few minutes for HCM Dashboard to start.

After the installation completes, see HCM Dashboard Post-Installation Tasks, page 2-8 for further tasks.

Installing HCM Dashboard in a Cluster Setup

Step 1

Step 2

Step 3

To install the HCM Dashboard in a cluster setup:

Install HCM Dashboard on the primary server. Follow the steps in the Installing and Starting HCM
Dashboard in a Non-Cluster Setup section.

Install HCM Dashboard on the secondary server. Follow the steps in the Installing and Starting HCM
Dashboard in a Non-Cluster Setup section.

On the primary server:
a. Go to the Install_Directory/bin directory.
b. Run stop-hcm.sh to stop the Apache service.

The Apache and JBoss services stop.
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Add the following lines in the workers.properties file located in the /etc/httpd/conf directory in the
primary server:

# Define Node2

# modify the host as your host IP or DNS name.
worker .node2.port=8009

worker .node2.host=<secondary server ip>
worker.node2.type=ajpl3

worker.node2.lbfactor=1

Add node? for the secondary server in the cluster and node3 for the third server.
Add node? in the workers.properties file in the primary server.

For example, see the following code example:
worker.loadbalancer.balance_workers=nodel, node2

Go to the Install_Directory/bin directory.
Run start-hem.sh to start Apache service.

The Apache and JBoss services start.

Step4  On the secondary server:

b.

Go to the Install_Directory/bin directory.

Run stop-hem.sh to stop the Apache and JBoss services.

The Apache and JBoss services stop.

Go to the Install_Directory\thirdparty\jboss\server\default\deploy\jboss-web.deployer directory.
In the server.xml file, change the jvmRoute value to node2.

For example, see the following code example:
Engine name="jboss.web" defaultHost="localhost" jvmRoute="node2"

Go to the Install_Directory/bin directory.
Run start-hem.sh to start the Apache and JBoss services.

The Apache and JBoss services start.

Complete Step 1 to Step 4 to add more nodes.

HCM Dashboard Post-Installation Tasks

After you install HCM Dashboard, you must perform the following post-installation tasks:

Check whether JBoss service is running—Checking Whether JBoss Service is Running, page 2-9
Check whether Apache service is running—Checking Whether Apache Service is Running,
page 2-9

Configure for asynchronous communication between domain managers and HCM
Dashboard—Configuring for Asynchronous Communication Between Domain Managers and HCM
Dashboard, page 2-9
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Checking Whether JBoss Service is Running

After you install HCM Dashboard, you must check whether JBoss service is running.
Enter the following command to check whether JBoss service is running:

ps -ef | grep -i jboss

Checking Whether Apache Service is Running

After you install HCM Dashboard, you must check whether Apache service is running.
Enter the following command to check whether Apache service is running:

ps -ef | grep -i httpd

Configuring for Asynchronous Communication Between Domain Managers and
HCM Dashboard

Sometimes service requests to the domain managers may result in long-running transactions. Domain

managers support asynchronous behavior. This helps clients such as HCM Dashboard to subscribe for
asynchronous notifications and get notified when the operation is completed by the domain manager. In
such a scenario, HCM Dashboard need not wait for a synchronous response.

Note  You must configure the asynchronous details for executing Diagnostics Test in HCM Dashboard.

You must perform the following configuration to ensure asynchronous communication between the
domain managers and HCM Dashboard. Before proceeding with the configuration, you must make sure
that the IP address, hostname, and the port used by HCM Dashboard are accessible from the domain
managers.

To configure for asynchronous communication between domain managers and HCM Dashboard:

Step 1 Go to the HCM_Dashboard_Install_Directory.
For example, /opt/hcm/dashboard

Step2  Enter the following command and change the directory to bin:
cd bin

Step3  Run stop-hem.sh and stop HCM Dashboard server.

Stepd  Go to the HCM_Dashboard_Install_Directory/thirdparty/jboss/server/default/conf/portal _props
directory.

Step5  Open monitor.properties file.
Step6  Modify the IP address on which HCM Dashboard is installed.
The following is a code example of the property name tag before modifying:

WSN_CONSUMER_IPADDRESS=$SHCM_IPS"

The following is a code example of the property name tag after modifying. This example assumes that
the IP address of the server on which HCM Dashboard is installed is 192.168.0.1:

WSN_CONSUMER_IPADDRESS="192.168.0.1"

Installation Guide for Cisco Hosted Collaboration Mediation
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Step7  Go to the HCM_Dashboard_Install_Directory.

For example, /opt/hcm/dashboard.

Step8  Enter the following command and change the directory to bin:

cd bin
Step9  Run start-hcm.sh and start HCM Dashboard server.

HCM Dashboard Log Files

HCM Dashboard maintains separate log files for UI, Schedulers, CUOM, synchronous and notification
Web Services components. The log files are stored in the JBOSS_HOME\server\default\log\msdtportal
directory.

The following log files are available:

msliferay.log—UI

msscheduler.log—Scheduler
mswsomclient.log—Web services OM logs
mswsnotifyclient.log—Web services OM notification
mswsvcclient.log—Web services vCenter logs

mswsucsmclient.log—Web services UCSM logs

The default size of a log file is 10 MB. A separate log file is created when a log file exceeds 10 MB. A
maximum of two log files are maintained and older log files are recycled.

Starting and Stopping HCM Dashboard Server

After installing HCM Dashboard and completing the post-installation tasks, you can start the HCM
Dashboard server.

To start the HCM Dashboard server:

Step1  Enter the following command and go to the bin directory:

cd Install_Directory/bin

Step2  Enter the following command to run the start-hcm.sh file:

./start-hcm.sh
The HCM Dashboard server starts.
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Step 1

Step 2

Modifying Database User Password in HCM Dashboard Configuration File

To stop HCM Dashboard server:

Enter the following command and go to the bin directory:
cd Install Directory/bin
Enter the following command to run the stop-hcm.sh file:

./stop-hcm.sh
The HCM Dashboard server stops.

Modifying Database User Password in HCM Dashboard
Configuration File

Step 1

Step 2
Step 3
Step 4
Step 5

You can modify the database user password by editing the configuration file. To do this:

From the JBoss home directory, enter the following command and change the password instance with
the new password:

../jdk/bin/java -cp
lib/jboss-common.jar:1ib/jboss-jmx.jar:server/default/lib/jbosssx.jar:server/default/1li
b/jboss-jca.jar org.jboss.resource.security.SecureIdentityLoginModule password

The encoded password appears.

For example, encoded password—>5dfc52b51bd35553df8592078de921bc.
Copy the encoded password that is generated.

Go to the HCM_Root_Directory/thirdparty/jboss/server/default/conf directory.
Open the login-config.xml file.

Edit the value and paste the encoded password that you copied within the <module-option

name="password"> and.</module—option>tag&

a~

Note The <module-option name="password"> and </module-option> tags appear twice in the
login-config.xml file. You must edit the value at both instances.

The following is a code example of the login-config.xml file after the encoded password is modified.
The <module-option name="password"> and </module-option> tags have been highlighted.
<!-- Security domains for HCM encrypted database password jca framework -->
<application-policy name="HCMEncryptDBPassword">
<authentication>

<login-module
code="org.jboss.resource.security.SecureldentityLoginModule" flag="required">

<module-option name="username">db_username</module-option>

<module-option name="password">5dfc52b51bd35553d£8592078de921bc
</module-option>

<module-option
name="managedConnectionFactoryName">jboss.jca:name=HCM_PORTAL, service=LocalTxCM</module
-option>
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</login-module>
</authentication>

</application-policy>

<!-- Security domains for HCM encrypted database password jca framework -->
<application-policy name="HCMEncryptLocalDBPassword">
<authentication>

<login-module
code="org.jboss.resource.security.SecureldentitylLoginModule" flag="required">

<module-option name="username">db_username</module-option>

<module-option name="password">5dfc52b51bd35553d£85920784e921bc
</module-option>

<module-option
name="managedConnectionFactoryName">jboss.jca:name=HCM_LOCAL, service=LocalTxCM</module-
option>

</login-module>
</authentication>

</application-policy>

Configuring a New Client and New User in ACS 5.1

This section explains how to add a new client and a new user. It also explains how to modify ACS
password after installation, if needed. It includes:

e Adding a New Client, page 2-12
e Adding a New User, page 2-13
e Modifying ACS Password in HCM Dashboard Configuration File, page 2-14

Adding a New Client

To add a new client in ACS 5.1

Step1  Log into ACS 5.1 as an admin user.
Step2  From the navigation pane, choose Network Resources > Network Devices and AAA Clients.
The Network Devices page appears.
Step3  Click Create.
The Create page appears.
Step4  In the General pane:
a. Enter the DNS name of the client system in the Name field.
For example, sol-tm-portall.
b. (Optional) Enter the description of the HCM server in the Description field.

Do not select the Location details or the Device type in the Network Device Groups pane.

Installation Guide for Cisco Hosted Collaboration Mediation
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Step5 In the IP Address pane:
a. Select the Single IP Address radio button.
b. Enter the IP address of the client system in the IP field.
Step6  In the Authentication Options pane:
a. Click the node to expand these Authentication Options:
- TACACS+
- RADIUS
b. Check the TACACS+ check box:
c. Enter a value in the Shared Secret field.
You can enter any key value.
Do not select any of the following radio buttons under the Single Connect Device check box:
e Legacy TACACS+ Single Connect Support
e TACACS+ Draft Compliant Single Connect Support
Do not select the RADIUS check box.

For more information, see the Network Devices and AAA Clients section of the User Guide for the Cisco
Secure Access Control System 5.1.

Adding a New User

To add a new user in Cisco ACS 5.1:

Step1  Log into ACS 5.1 as an admin user.
Step2  From the navigation pane, choose Users and Identity Stores > Internal Identity Stores > Users.
The Internal Users page appears.
Step3  Click Create.
The Create page appears.
Step4  In the General pane, enter the following details:
a. Name—Enter the name of the user. This username will be mapped in HCM.
For example, admin001.
b. Description—(Optional) Enter the description for the user.
For example, HCM Admin User.
c. Status—Select Enabled from the Status drop-down list. This is the default status.

d. Identity Groups—Select All Groups from the Identity Groups drop-down list. This is the default
identity group.

Step5  In the Authentication Information pane, enter the following details:
a. Password—Enter the password.

For example, admin123.
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b. Confirm Password—The password must match the password entered, earlier.

c. Enable Password—(Optional) The internal user's TACACS+ enable password, from 4 to 32
characters.

d. Confirm Password—(Optional) The internal user's TACACS+ enable password must match the
enable password entered, earlier.

Step6  Click Submit to save the user details.

To create multiple users, go to Step 3 and repeat the subsequent steps.

For more information, see the Managing Internal Identity Stores section of the User Guide for the Cisco
Secure Access Control System 5.1.

Modifying ACS Password in HCM Dashboard Configuration File

You can modify the ACS password by editing the configuration file. To do this:

Step 1 Enter the following command and change the password instance with the new password:

../jdk/bin/java -cp
server/default/lib/msdtportal.jar:server/default/lib/bcprov-jdkl5-142.jar
com.cisco.util.Encryptor password

The encoded password appears.
For example, encoded password—47l-112I-5211261-821311-151461-401321-871451721-65118I-15.
Step2  Copy the encoded password that is generated.

Step3  Go to the HCM_Root_Directoryl/thirdparty/jboss/server/default/deploy/ROOT.war/WEB-INF
directory.

Step4  Open the acs.properties file.
Step5  Paste the encoded password that you copied in the ACS_SECRETKEY parameter.

The following is a code example of the acs.properties file after the encoded password is modified. The
ACS_SECRETKEY parameter has been highlighted.

#ip address of the ACS server

ACS_IPADDRESS=172.20.120.145

#port number of the ACS Server
ACS_PORTNUMBER=49

#Secret Key Used for ACS Communication

ACS_SECRETKEY=47 |-112|-52|126|-82|31|-15|46|-40|32|-87|45|72|-65|18|-15
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Installing MySQL Database Server 5.1

Note

Step 1

Step 2
Step 3

Step 4

Step 5

This section describes how to install MySQL Database Server 5.1. MySQL Server is installed by default
on the Red Hat Enterprise Linux operating system.

The overall installation process takes approximately ten minutes. MySQL Database Server can be
installed on the same server on which HCM Dashboard is installed or it can be installed on a different
SErver.

If there are more than 60 customers, we recommend that you install MySQL Database Server on a
separate server.

After you do a fresh install of MySQL Database Server, you must follow the steps in the HCM
Dashboard Pre-Installation Steps section and verify whether MySQL server is running.

If MySQL is not installed on the server, perform the following steps to download and install MySQL:

From the Linux server, go to http://dev.mysql.com/downloads/mysql/.
The MySQL Community Server page appears.
From the Select Platform drop-down list, select Red Hat & Oracle Enterprise Linux.
Download the following packages:

e MySQL-client-community-5.1.53-1.rhel3.x86_64.rpm

e MySQL-server-community-5.1.53-1.rhel5.x86_64.rpm
Enter the following command to install MySQL client:
rpm -ivh MySQL-client-community-5.1.53-1.rhel3.x86_64.rpm
The MySQL client is installed on the server.
Enter the following command to install MySQL server:
rpm -ivh MySQL-server-community-5.1.53-1.rhel5.x86_64.rpm

The MySQL server is installed on the server.

Migrating HCM Dashboard Data from Windows to Linux

This section describes how to migrate HCM Dashboard data from Windows to Linux. MySQL database
can be installed on the same server on which HCM Dashboard is installed or it can be installed on a
different server.

If you have installed MySQL database on the same server on which HCM Dashboard is installed, you
must follow the steps in Migrating HCM Dashboard Data from Windows to Linux With Local Database
section for migrating the data.

If you have installed MySQL database on a different server, you must follow the steps in Migrating HCM
Dashboard Data from Windows to Linux With Remote Database section for migrating the data.
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Migrating HCM Dashboard Data from Windows to Linux With Local Database

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Step 10

Step 11

This section assumes that MySQL database has been installed on the same server on which HCM
Dashboard is installed.

To migrate HCM Dashboard data from Windows to Linux with local database:

Log into the Windows server on which MySQL is installed.

Choose Start > Programs > Accessories > Command Prompt to open a Windows DOS Command
Prompt window.

At the command prompt, go to the MySQL_Install_Directory\bin directory.
The following represents a typical MySQL bin directory path:

C :\Program Files (x86)\MySQL\MySQL Server 5.1\bin

Enter the following command:

mysqgldump --user root --password=db-root-password --no-create-info portaldatabase>
portaldatabase.sqgl

Enter the following command:

mysqgldump --user root --password=db-root-password --no-create-info portalservices>
portalservices.sql

The backup file is created and you can view it in the MySQL_Install_Directory\bin directory.

Transfer the portalservices.sql and portaldatabase.sql files to the destination Linux server that you
configured as the database server in Step 7 of Installing and Starting HCM Dashboard in a Non-Cluster
Setup section. You can use FTP to transfer the files.

Paste the SQL dump in the Install_Directory/install/hcm/db directory.
Check whether JBoss server is running on the Linux server, by entering the following command:
ps -ef | grep -i jboss

Check whether JBoss instance is running. If JBoss instance is not running, you must start the JBoss
server manually.

To start the JBoss server manually:

a. Go to the Install_Directory/bin directory.

b. Run ./start-hcm.sh.

Convert the portaldatabase.sql and portalservices.sql files to Unix format:
a. Go to the Install_Directory/install/hcm/db directory.

b. Enter the following commands:

dos2unix portaldatabase.sql

dos2unix portalservices.sql

This converts the portaldatabase.sql and portalservices.sql files to Unix format.
Enter the following command to run the migrate.sh file on the portaldatabse.sql file:
./migrate.sh portaldatabase.sqgl

The migrate.sh file is available in the Install_Directory/install/hcm/db directory.
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Step12  Verify whether portaldatabase_migrated.sql is created by entering Is.
If portaldatabase_migrated.sql is created successfully, the file appears in the list.
Step13  Enter the following command to ensure that MySQL is running:
ps -ef | grep -i mysql
Step14 Clean up the tables:
a. Stop the JBoss server:
1. Go to the Install_Directory/bin directory.
2. Run ./stop-hcm.sh.
b. Go to the Install_Directoryl/install/hcm/db directory.
c¢. Enter the following command:
dos2unix cleanuptables.sh
d. Enter either one of the following commands to run the cleanuptables.sh script:
If MySQL root does not have a password:
./cleanuptables.sh
Or
If MySQL root has a password:
./cleanuptables.sh mysqgl-root-password
The following message appears if the tables have been successfully cleaned up:
Completed
Step15 Enter either one of the following commands to log into MySQL:
If MySQL server does not have a password:
mysqgl -u root -p
Or
If MySQL server does not have a password:
mysqgl -u root
Step16  Enter the following command to use portaldatabase:
use portaldatabase
Step17 Enter the following command to populate the portaldatabase:
source Install Directory/install/hcm/db/portaldatabase migrated.sql
Step 18  Enter the following command to change the database to portalservices:
use portalservices
Step19 Enter the following command to populate the portalservices database:
source Install Directory/install/hcm/db/portalservices.sql
Step20 Restart the HCM Dashboard server:
a. Go to the Install_Directory/bin directory.
b. Enter the following command to run the start-hcm.sh file:
./start-hem.sh
The HCM Dashboard server starts.

You can verify the migrated data using SQL queries.
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You can verify whether the data has migrated successfully by performing the steps in the Verifying
Whether Data is Migrated Successfully section.

Migrating HCM Dashboard Data from Windows to Linux With Remote Database

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

This section assumes that MySQL database is not installed on the same server on which HCM Dashboard
is installed.

To migrate HCM Dashboard data from Windows to Linux with remote database:

Log into the Windows server on which MySQL is installed.

Choose Start > Programs > Accessories > Command Prompt to open a Windows DOS Command
Prompt window.

At the command prompt, go to the MySQL_Install_Directory\bin directory.
The following represents a typical MySQL bin directory path:

C :\Program Files (x86)\MySQL\MySQL Server 5.1\bin

Enter the following command:

mysqgqldump --user root --password=db-root-password --no-create-info portaldatabase>
portaldatabase.sql

Enter the following command:

mysqgldump --user root --password=db-root-password --no-create-info portalservices>
portalservices.sql

The backup file is created and you can view it in the MySQL_Install_Directory\bin directory.

Transfer the portalservices.sql and portaldatabase.sql files to a temporary location (for example,
/tmp/portal_dbfiles) on the remote database server.

This is the remote database server that you configured in Step 7 of the Installing and Starting HCM
Dashboard in a Non-Cluster Setup section. You can use FTP to transfer the files.

Check whether JBoss server is running in the Linux server, by entering the following command:
ps -ef | grep -i jboss

Check whether JBoss instance is running. If JBoss instance is not running, you must start the JBoss
server manually.

To start the JBoss server manually:
a. Go to Install_Directory/bin.
b. Run ./start-hcm.sh.

Transfer all files in the Install_Directory/install/hcm/db directory to a temporary location (for example,
/tmp/portal_dbfiles) on the remote database server.

This is the remote database server that you configured in Step 7 of the Installing and Starting HCM
Dashboard in a Non-Cluster Setup section.

Stop the JBoss server:
a. Go to the Install_Directory/bin directory.
b. Run ./stop-hcm.sh.

Go to the remote database server and complete the subsequent steps (Step 12 to Step 21).

Installation Guide for Cisco Hosted Collaboration Mediation
m. 0L-24026-01 |



| Chapter2

Installing, Migrating, and Uninstalling HCM Dashboard

Step 12

Step 13

Step 14

Step 15

Step 16

Step 17

Migrating HCM Dashboard Data from Windows to Linux

Go to the /tmp/portal_dbfiles directory.

This step assumes that you have transferred the migrate.sh, portaldatabse.sql, and portalservices.sql files
to the /tmp/portal_dbfiles directory on the remote database server.

If you have transferred the migrate.sh, portaldatabse.sql, and portalservices.sql files to a different
location on the remote database server, you must replace /tmp/portal_dbfiles with the actual
directory path.

a.

Enter the following commands to convert the portaldatabase.sql and portalservices.sql files to Unix
format:

dos2unix portaldatabase.sql

dos2unix portalservices.sql
This converts the portaldatabase.sql and portalservices.sql files to Unix format.
Enter the following command to run the migrate.sh file on the portaldatabse.sql file:

./migrate.sh portaldatabase.sqgl

Check whether portaldatabase_migrated.sql is created in the /tmp/portal_dbfiles directory by entering Is.

If portaldatabase_migrated.sql is created successfully, the file appears in the the /tmp/portal_dbfiles
directory.

Enter the following command to ensure that MySQL is running:

ps -ef | grep -i mysql

Clean up the tables:

Go to the /tmp/portal_dbfiles directory.

This step assumes that you have transferred the cleanuptables.sh file to the /tmp/portal_dbfiles
directory on the remote database server.

If you have transferred the cleanuptables.sh file to a different location on the remote database server,
you must replace /tmp/portal_dbfiles with the actual directory path.

Enter the following command:

dos2unix cleanuptables.sh

Enter either one of the following commands to run the cleanuptables.sh script:
If MySQL root has no password:

./cleanuptables.sh

Or

If MySQL root has a password:

./cleanuptables.sh mysqgl-root-password

The following message appears if the tables have been successfully cleaned up:

Completed

Enter either one of the following commands to log into MySQL:

If MySQL server has password:

mysql -u root -p

Or

If MySQL server does not have a password:

mysqgl -u root

Enter the following command to use portaldatabase:

| oL-24026-01
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use portaldatabase
Step18  Enter the following command to populate the portaldatabase:
source /tmp/portal_dbfiles/portaldatabase_migrated.sql

This command assumes that the portaldatabase_migrated.sql that was created in Step 12 is stored in the
/tmp/portal_dbfiles directory on the remote database server.

If the portaldatabase_migrated.sql file is not stored in the /tmp/portal_dbfiles directory, you must replace
/tmp/portal_dbfiles with the actual directory path.

Step19  Enter the following command to change the database to portalservices.
use portalservices

Step20 Enter the following command to populate the portalservices database:
source /tmp/portal_dbfiles/portalservices.sql

This command assumes that you have transferred the portalservices.sql file to the /tmp/portal_dbfiles
directory on the remote database server.

If you have transferred the portalservices.sql file to a different location on the remote database server,
you must replace /tmp/portal_dbfiles with the actual directory path.

Step21  Go to the Linux server on which HCM Dashboard is installed and restart it:
a. Go to the Install_Directory/bin directory.
b. Enter the following command to run the start-hcm.sh file:

./start-hcm.sh

The HCM Dashboard server restarts.
You can verify the migrated data using SQL queries.

You can verify whether the data has migrated successfully by performing the steps in Verifying Whether
Data is Migrated Successfully section.

Verifying Whether Data is Migrated Successfully

To verify whether the data has migrated successfully from the Windows server to the Linux server, do
the following:

Step1  Launch HCM Dashboard from a Linux machine by entering http://Portal_Server:Port_Number.

Portal_Server is the IP address or the machine name of the server on which HCM Dashboard is installed
and Port_Number is the port number used.

Step2 Log into HCM Dashboard using valid credentials.
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Uninstalling HCM Dashboard W

Step3  Verify whether the data configured in the Windows server is populated correctly.
For example, you can verify the following:
e Users
e Configured domain managers
e Customers

e Quick Launch URLs

Uninstalling HCM Dashboard

To uninstall HCM Dashboard:

Step 1 Navigate to the Root_Directory. This is the directory that you selected during installation.
The default directory is /opt/hcm/dashboard.

Step2  Enter the following command to change the directory to uninstall_hcm:
cd uninstall_hcm

Step3  Enter the following command to open the Uninstall HCM InstallAnywhere wizard:
./uninstall

Step 4 In the Uninstall Dashboard screen, click Next.

In the Database screen (See Figure 2-4), the values that you entered in the following fields during
installation, populate automatically:

e Server Address
e Port
e System User Name

e System User Password

Installation Guide for Cisco Hosted Collaboration Mediation
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Figure 2-4 Database Screen

Uninstall HCM

Enter the database details.

You can change the default values if neecled.

Server Address
|Iocalhost

Port
13206

System User Name
|root

Systemn User Password

Cancel Erevious Mext

i

209170

If you have changed the values in any of the above-mentioned fields after installation, modify the details
and enter the updated values.

Step5  After the details appear, click Next.
Step 6 In the Uninstall Confirmation screen, click the Uninstall check box.
Step7  Click Uninstall.

The uninstall process starts.

Step8  In the Uninstall Complete screen, click Done to exit.
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